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Abstract. The strategy of increasing the energy security of enterprises, and also the factors of
influence on their production relations, socio-economic development and functioning in a crisis
are studied. It is proved that the scarcity of energy resources requires an assessment of the
factors influencing energy security and taking them into account in the formation of business
strategies. The concept of energy security was further developed through the prism of a factor
model of strategy implementation taking into account energy saving policy. In the course of the
research the methods of critical analysis, structuralization, factorial, generalization, scenario,
matrix, impulse process was used. The scientific result concerns a substantiated strategy to
increase the level of energy security of enterprises based on the structuring of the factor
environment and the built factor model that takes into account formal and informal aspects.
The practical value of the study consists in substantiated strategic measures, the
implementation of which ensures the maximum possible growth of energy security of
enterprises, in particular: investment in energy efficiency, energy efficiency of enterprises,
development of eco-consciousness of staff, which allows to justify a stable and prone system of
energy security of the state to growth.

1. Introduction

The dynamics of the present are inextricably linked to the economic crisis caused by the pandemic of
the COVID-19, which has significantly increased the dangers and threats of functioning of the
industrial industry. The growing imbalance of the external environment and unfavorable conditions on
the political and economic horizons require decisive action to identify effective levers of security
management, including energy, socio-economic systems. The problem of energy security management
and the need to diagnose its level faced with Ukrainian enterprises due to the significant energy
consumption of manufactured products, which is much higher compared to industrial enterprises in
leading countries. Therefore, identifying effective models of energy security management of
enterprises, which provide a long-term perspective for timely diagnosis of its level is a challenge
today. The new operating conditions require the top management of enterprises to apply effective
principles of energy security management. The purpose of which is to reduce the level of consumption
of fuel and energy resources per unit of final product while reducing the negative impact on the
environment.

The use of diagnostic models helps to accept management decisions at the strategic, tactical and
operational levels of management. Therefore, the strategy and tactics of energy security management
are closely linked. On the basis of the developed strategy by top management to ensure the required
level of targets for the operation of the enterprise, as well as the formed global strategy of security
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management, tactical measures are reflected. The main purpose of tactical management is to
implement strategic plans. However, the results of the tactical level of energy security management are
the key indicators for making changes to the management strategy as a whole.

The key point in the application of diagnostic models is to determine the place of diagnostic in the
enterprise and its information and analytical support. In this context, monitoring of the state of the
enterprise in order to develop analytically substantiated proposals for effective management decisions,
which is based on the analysis of consumption of available fuel and energy resources and the relevant
production infrastructure. The reliability and completeness of such information is a fundamental factor
in a timely, adequate and effective management decision. The ability to quantitatively predict the use
of diagnostic models also depends on the expected results of the top decisions and is based on the
probability of using the apparatus of mathematical modeling.

Munir Theeb [1] presents the new knowledge management framework as a methodology for
integrating design and diagnosis tasks, models, and modelling environments around a common
approach for improved integration of generalized design and diagnostic modelling to facilitate the
development and implementing of change models in the organizations.

Raoni B B, Lopes T L and Henrique de Oliveira L G [2] offer the choice of the appropriate
diagnostic tool and point out its importance for management decisions. According to the authors,
companies should take into account the specifics and strategic intentions of innovation management
initiatives before making a diagnosis. Baharudin, I S and Abdullah B [3] analyze the models,
highlighting their values, advantages, disadvantages. Recognizing the factors that contribute to the
work of building / engineering companies, the authors propose a new diagnostic model that is more
suitable for this industry. Liang J, Qin Z, Xiao S, Ou L and Lin X [4] define the work process for
online diagnostic services using the cloud. The authors propose an effective and safe scheme for
classifying the decision tree in the proposed work process. The optimization process is considered by
the authors Christopher A, Kanter-Ramirez, Josue A, Lopez L, Beltran-Rocha L, Ferkova D [5], who
argue that the basis is the analysis of a conventional information system management system. In order
to propose a new special structure. In order to propose a new special structure, proposed an optimized
information control system, which is the basis of an optimized digital platform.

Voynarenko M, Mykoliuk O, Bobrovnyk V, Gregu§ M and Svistunov O [6] emphasize the
importance of managing energy efficient development of enterprises by developing a prediction model
of energy security in the enterprise management system.

The authors [7; 8], consider that the study of energy security of enterprises should be conducted

using dynamic optimization models with appropriate target functions of its components and many
restrictions on the parameters of the models. Modeling in this format is a powerful tool for cognition
and prediction of processes and phenomena that are characteristic of the system under study.
The analysis of sustainability and security of enterprises was carried out using a wide range of
classical and advanced modeling methods. In particular, in article [9] statistical discriminant analysis
and models on fuzzy logic related to artificial intelligence tools are used for this, and in work [10] the
assessment of the sustainability of enterprises is carried out on the basis of fractal analysis. It should
be noted that one of the factors that can affect the energy security of an enterprise is the exchange rate
of the national currency in relation to the cryptocurrency. Research in forecasting the bitcoin rate is
presented in [11]. Shmygol N, Cherniavska O, Pulina T and Zavgorodniy R offer the model of the
resource-efficient strategy implementation on the basis of trade margins distribution between
processing and extracting enterprises [12]. The model of resource efficiency diagnostics in oil and gas
sector of the economy was improved in the study [13], which takes into account variation in defining
weighting coefficients which show the experts’ system of preferences.

2. Modelling of energy security

In the scientific economic literature there is no single approach to modeling the assessment of the level
of energy security of industrial enterprises. In this regard, it is necessary to form a list of compliance
requirements, namely: a) dynamism provides a description of the energy security of the enterprise in


https://www.pmd.igdp.org.br/search?q=Raoni%20Barros%20Bagno&page=&ed=&year=&type=&area=
https://www.pmd.igdp.org.br/search?q=%20Luiz%20Gustavo%20Henrique%20de%20Oliveira&page=&ed=&year=&type=&area=
https://www.scopus.com/authid/detail.uri?authorId=57208319980
https://www.scopus.com/authid/detail.uri?authorId=57217259403
https://www.scopus.com/authid/detail.uri?authorId=57219483688
https://www.scopus.com/authid/detail.uri?authorId=57216846966

ISCSEES 2020 1OP Publishing
IOP Conf. Series: Earth and Environmental Science 628 (2021) 012001  doi:10.1088/1755-1315/628/1/012001

development, as it is undeniable that economic processes depend on time; b) adequacy of the model -
conformity of the model to the object (process) of modeling; c¢) determinism is related to the nature of
the reflection of causal relationships, because the factors of chance in this case have an impact on the
enterprise, the results of their impact are taken into account in the indicators, they come to the energy
security model as a plural (predetermined) indicators; d) identity during the building a model it is
necessary to indicate the ways of using information about the object, as well as ways of interpreting
the results, that is the use of modeling results relative to the real object.

The model of energy security diagnostics is a purposeful assessment of the enterprise state,
identification of trends and prospects of its energy efficiency development. That is, the diagnostic
model should reflect the essence of the management problem which is modulate, the state of the
diagnostic object. In this case, simplification of the model, cutting off insignificant details will allow
to find effective and adequate solutions to the problem [14-16]. This process is provided by the
assessment of the most important indicators in order to make effective management decisions aimed at
further successful operation of the enterprise in a competitive market environment. Taken into
consideration, the modeling process in general includes the following steps, figure 1.
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Figure 1. Stages development of the model of diagnostics of energy security of the enterprise
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Notice that the use of different energy efficiency indicators, which form a certain plural, allows to
fully reflect the activity features of the enterprise, control it and determine the real impact of each of
them on activity results. According to experts, in terms of each of the components, it is determined
that a significant number of parameters that determine both energy efficiency and energy security of
enterprises are not subject to quantification, due to their weak structure [17-19].

However, in practice, it is well established that the level of economic security is affected not only by
quantitative indicators, but qualitative, which are extremely difficult to assess without the use of soft
modeling methods.

In particular, an effective tool for the study of weakly structured socio-economic systems is
cognitive modeling, which allows to identify the main patterns and scenarios of development in the
environment of resource conservation policy based on the construction of sign digraph, whose top
represented by ui, u,..., U, and take the values of v; (t) at discrete moments of time t = 0, 1, 2,....,
correspond to the main structural elements of the research problem and consistent with each other
causal relationships, which are marked by arcs. It is assumed that the value of vi (t + 1) is determined
by the value of v; (t) and data about other have increased or decreased their values top u; adjacent to u;
at time t. If an increase of the parameter value of the top from which the arc emerges per unit of
numeraire leads to an increase in the value of the parameter of the top into which it enters, the
relationship is considered positive, otherwise - negative. Methodological principles of cognitive
modeling were first proposed by R. Axelrod [20].

Taking into account the latest achievements of scientists, the results of practical research, we have
summarized and structured the following set of factors of subjective and objective impact on the level
of energy security of enterprises in developing countries, figure 2.

Energy efficient direction ~

. o The level of
of enterprise activity depreciation of fixed Difficult business
/ / assets conditions
\ < \

Energy-safe behavior
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. \ 7
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Figure 2. A digraph of the G-factor environment of energy security of enterprises

Note that the impact on the target peak "Energy security of the enterprise” can be direct and partial,
and external externalities will include such peaks, the impact of which, of course, determines the
impact, but it is almost impossible to level, in particular: difficult business conditions; corruption; the
low standard of living, table 1.
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Table 1. Grouping of impact factors

doi:10.1088/1755-1315/628/1/012001

Name of the
impact level

The nature of the
impact

Object of impact (name of the top)

Externalities

It’s taken into account,
but almost impossible
to level the impact

Difficult business conditions,
Corruption,
The low standard of living

The level of state
impact

Direct

Energy efficient direction of enterprise activity
Investing in energy efficiency

Partial The part of renewable fuel and energy resources in
the structure of consumption
Energy security
The level of Direct The level of depreciation of fixed assets
enterprises Energy intensity of products
impact Energy efficiency of products
Level of energy-armament
Partial The part of using innovations in production
Energy security
The level of Direct Energy-safe behavior at enterprises
individuals Partial Eco-consciousness of the staff
Impact Energy security

Thus, the impact on the target peak is uneven,

which must be taken into account when justifying the

strategy and the available opportunities to increase the level of energy security of enterprises.
To justify the strategy of increasing the level of energy security of enterprises, we use the impulse
process, the theoretical and applied principles of which are presented in the works of F. Roberts [21].
Therefore, on the basis of the formed sign digraph G we form a contiguity matrix (Ag

:Az‘aij

nxn

sgn(u;, u;

) under this condition [21, p. 318-321]:

1,if the rib (uj, ui) is positive,

) =<-1,if the rib (uj, ui) is negative,

1)

0, if the rib (uj, ui) is missing.

The autonomous impulse process is investigated by the following rule [21, p 320]:

p(t) = PO = [A'} X®) =X @) + A+ A + AZ+..+ A

@)

where P(t) vector of parameters values changes of digraph peaks on the corresponding measure of

modeling; P(0) vector of initial impulses at the peak of the cognitive model; 4 adjacency matrix for

the corresponding oriented graph; ¢ simulation cycles (¢ — 0,1,2,3...k), that reflect the sequence of
changes in the state of the system; X/, values of peak parameters on the simulation cycle #; Xy values
of peak parameters on the initial simulation cycle; 4 single matrix.

Gradually launching a disturbing impulse into the various control peaks of the digraph, we obtain
scenarios for the development of the target peak, which will identify factors influencing the positive
growth of the level of energy security of enterprises [22-26].

3. Substantiation the level of increasing strategy of energy security of enterprises
As a result of the application of the pulse process, the following results are received. The best results
of the dynamics of the target peak of the energy security of enterprises are shown in figure 3.
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Figure 3. Dynamics of the level of energy security under the impact of an excitatory pulse to the peak
— Investing in energy efficiency

1200 r‘\

-
)
(=]
(=]
o~

impulse

200 7~

(S I |
L=
==
o~y
/".'
‘.‘.-—_—\_
B L L L L T

/ =~
200 /
100 A
0 B il —
1 2 3 45 6 7 8 9% 10111213 141516 17 18 18 20
period

Figure 4. Dynamics of the level of energy security under the influence of the disturbing impulse to the
peak — Energy-efficient direction of enterprise activity
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Figure 5. Dynamics of the level of energy security under the impact of the disturbing impulse to the
peak - Eco-consciousness of the staff

Because the following peaks have a positive impact on the energy security of enterprises, such as
Investing in energy efficiency, Energy efficient direction of enterprise activity, Eco-consciousness of
the staff, then the strategy of improving the energy security of enterprises will be based on the
principles of forming eco-conscious behavior of entities and justification of investment measures and
energy efficiency of enterprises. The influence of other factors on the target peak also gives positive
results, but with a significant delay in time and does not reach a high level.

4. Conclusions

The results of the study allow us to conclude about the possibility of solving the problem of energy
security management of machine-building enterprises in the context of identifying priority indicators
of its impact. This is confirmed by the developed algorithm for building a structural and logical model
for diagnosing the energy security of the enterprise and a model of impact of indicators of influence on
the energy security of the enterprise.

The strategy of increasing the level of energy security of enterprises based on the structuring of the
factor environment and the built factor model, which takes into account formal and informal aspects,
is substantiated. As a result of the model implementation, the main strategic measures have been
identified, the implementation of which ensures the maximum possible increase in the level of energy
security of enterprises, in particular: investment in energy efficiency, the energy efficiency of
enterprises, development of eco-consciousness of staff. Only on the basis of the simultaneous
development of formal and informal components of energy security in enterprises is it possible to
justify a sustainable and growth-friendly system of energy security of the state.
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