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BUKOPUCTAHHA PONOAVIEHUX XEHI-TABJUIb HAJAHHSA JOCTYITY 10
XMAPHUX CEPBICIB

Y cmammi poskpumo axmyanvnicme npobnemu Hadamus oocmyny 00 cepeicié po3nooineHor
XMapuoi cucmemu, 30Kpema, 0XapaKmepu3o8ano 00HOPanzoey po3noodineny xmapuy cucmemy. Ilooano
npouec 63a€moo0il 0CHOBHUX KOMHOHEHMIE 0711 OMPUMAHHA 0OCHYRY 00 8e0-pecypcy 3 OOMEHHUM iMm’AM.
Jocnioxceno, wio po3nooin pecypcieé mixc 8yznamu 00HOPaHz080f po3nodinenoi xmapHoi cucmemu 3
ROOAILUIUM HAOAHHAM CepPeEicié 3a 3anuUmom peanizyemuvca 3a 00nomozorw npomoxony Kademlia 6
JNoKanvHin mepeici abo mepedici Inmepuem i micmums npouecu nyoaikauii pecypcy Ha no4amkogii cmaoii
11020 6/1ACHUKOM, PeniKayii i 6e3nocepeonbo HAdaHHsa 00CHmyny 00 pecypcis.

3acmocy6anHa Cy4acHUX MexHOA02 A0AnMUEHUX CUCHeM 3axucmy iHgopmauii He 0036011€
300lCHI08AMU NOGHUIL KOHIMPOb 34 IHPOPMAYITTHUMU NOMOKAMU CEPEO0BUA XMAPHUX 00UUCTIEHb, OCKIIbKU
60HU (hyHKUiOHYIOMb HA 8epXHIX pieHsaX iepapxii. Tomy 012 cmeopeHHa eheKmueHUX MeXAHI3IMIE 3aXUCHY
113 ¢ cepedoeunyi xmapnux oouucienv nompiona po3pooKa Hosux mooeneil 3azpo3 i CmeopeHHs Memooie
6i000paricenHs KOMR'IOmepHUX amax, AKi 00360J1A10Mb ONEPAMUBHO [0eHMUpIKysamu HPUX08aHi i
nomenuyiiino Hebezneuni npoyecu ingopmauinnoir 63aemooii.

Ilpasuna posmescysanna Oocmyny, cK1aoaomsv OCHO8Y RNONIMUKU 0Oe3neKku, eKI4awoms i
00MmediceHHA Ha mexanizmu iniyianizayii npouecie oocmyny. B pamxax po3poénenoi moodeni onepauiii
dopmanizosanuil onuc npuxo8aHux 3azpo3 3600UMbCA 00 NOABU KOHMEKCHIHO-3ANEHCHUX Nepexooie 6
Mynvmuzpagi mpanzaxuii

Oobrpynmosano memoo HAOAHHs OOCHYRY 00 cepaicie po3noodinenoi xmapnoi cucmemu. Buznaueno,
W0 0N NOWIYKYy 6y3la penjiikayii, AKUI Mac peniiKy 3anumyeaHozo pecypcy afo iozo 4acmumy,
3acmocosyemuoca ingpacmpykmypa posnodinenux xeuwt- maoauysp (Distributed Hash Table, DHT). Y
00CNi0NceHHI 6u3HaueHo emanu eanioauii ioenmugikamopa eyszna. Onucano npovuecu 000a6aHHsA HOBO20
ey3na, eanioauii asmeHmuyHocmi, nyoaiKauii pecypcy i ompumMaHHs O00CHYny 00 pecypcy HhoOaHo y
eu2nA0i noemanHoi nocaioogHocmi Oill y medxncax memooy HAOAHHA 00OCHYnY 00 cepeicié po3noodineHor
XMapHoi cucmemu 3a 00nOMO2010 2pagiunozo onucy iHGoOpmauiliHux nomokie, 63aemoolii npouyecie
00pobnenna ingpopmauii ma 06'ckmie.

Kniouoei cnosa: memood, xmapna cucmema, xeui-maoauui.

Beryn. PosnoBcrokeHHS Mepek 3 BUCOKOIO MOTYXHICTIO, HU3bKa BapTICTh KOMI'IOTEPIB 1
MIPUCTPOIB 30€piraHHs JaHuX, a TAKOK IIMPOKE BIPOBAKEHHS BIpTyasi3allii, cepBiC-OpiEHTOBAHOL
apXiTEKTypH MPUBEIH 0 BEJINYE3HOIO 3pOCTAHHSI XMAapHUX O0UMCIEHb. XMapHi O0YHMCICHHS — 1€
MO/IEINTb 3a0€3MeUeHHs 3pyYHOT0 JJOCTYITY Ha BUMOTY Yepe3 MEPEexKy 10 OOUHCITIOBAILHUX PECYPCIB,
SK1 MOXKYTb OyTH ONEpaTUBHO HAaJaHI Ta 3BIIbHEHI 3 MIHIMAJILHUMH YIPABIIHCHKMMHU 3aTpaTaMu Ta
3BEPHEHHSIMH 10 TTpOBaiIepa.

CepenoBuiiie XMapHUX OOYHCIICHb - II€ CYKYIHICTh OOYMCIIOBAJILHUX PECYPCIB y BHIIIAIL
BIpTyaJIbHUX MAIlIFH, 1[0 HAJal0ThCS KOPUCTYBAYEBI 3a JIOMOMOTOIO 3arajbHHUX CEPBICIB JOCTYIY.
@i3uuHuil piBEHb XMapHOi CHCTEMH CKJIAQJA€ThCid 3 alapaTHUX pecypciB, SKI HEOOXiHI s
3a0e3NeyeHHs CepBiciB, [0 HANAKTheA, 1, SIK MPABUJIO, BKIIOYAE CEPBEPH, CUCTEMHU 30epiraHHs 1
MepekKeBl KOMIIOHEHTH. 3aCTOCYBAaHHSI TEXHOJIOTiM XMapHHUX OOYMCIIEHb BHU3HA4Ya€e HEOOXITHICThH
pO3IIIsy MOXJIMBHX CMOCOOIB  JecTaOUTI3yIouMX i, [0 MPUBOIATH JO TOPYIICHHS
(GyHKI1I0HYBaHHS! KOMIIOHEHTIB 1H(QOPMALIIHOTO CepeI0BHILA.

XapakTepHOIO OCOOJMBICTIO CYYaCHOTO CEPEIOBHINA XMapHHX OOYHCIEHb € AaKTUBHHI
xapakTep cy0'ekTiB 1 00'ekTiB iH(popManiiiHoi B3aemoii. Lle 103Bosisie po3rigaaTv HiIbOBY (DYHKIIIO
cucTeMHu Oe3nekHu K 30epekeHHs] KOH(IAeHUIHHOCTI, HITICHOCTI 1 JOCTYMHOCTI MPOTPaMHUX 1
1HPPACTPYKTYPHUX CEPBICiB, III0 HAAAIOTHCS B PEXKHUMI BHJIAIEHOTO JIOCTYITY B YMOBaX JMHAMIYHOT
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3MIHU CTaHy OOuYMCITIOBaNBHUX pecypciB. [[o0ymoBa MepcrneKTHBHUX MEXaHi3MIB 3a0e3MeueHHs
Oe3neKkd B CEPeOBHINI XMapHUX OOYMCICHb 3B'S3y€ThCA HE 13 3aXHCTOM BiJl BHSBICHUX
BPAa3JIMBOCTEH, a MOJIATA€ B MOKIJIMBOCTI 3a1100IraHHs] HOBUM HEB1IOMHM METO/1aM IIPOBEJICHHS aTak,
B PO3p0o0IIi HOBUX MOJEIIeH 3arpo3 i METOIiB 3amo0iranHs ado BiII3epKATICHHS KOMITFOTEPHUX aTaK
Ha iH(opMaIliliHI pecypcH, SKi BHKOPHUCTOBYIOTh MOXIIMBOCTI TNPEIUKATHBHOI imeHTH]iKarii
MPUXOBAHUX KAHAJIB 1 IOTEHIIHHO HEOE3MEYHHX MPoIleciB iHGopMaliiiHoi B3aemoii [1]

BaxxnuBuM HanpsiMOM BIOCKOHAJIGHHS TEXHOJIOTIH 3aXUCTY 1 cCHCTEM 1HGOpMaIliitHOT 6e3neku
€ IPOTUAist OlaTepaIbHUM 3arpo3aMm, B AKHX Cy0'eKT 1 00'eKT mporieciB iHpopMaIiiiHoi B3aeMo/Iii €
MOTEHIIIHHUM HOCIEM HEOe3MeyHuX Jiid. Y TakuxX BUITaJIKaX HEOOXiJHO BUKOPHUCTOBYBATH MOJECII
3arpo3, sKi 11eHTH(]IKYIOTh NOTEHIIIHI BPa3JIMBOCTI SK HA PiBHI MPOILECIB KOHTPOJIO JOCTYILY JI0
pecypciB roctboBux onepamiiaux cucteM (OC) abo momaTKiB, Tak 1 Ha PiBHI CUCTEMHUX BHKIJIMKIB
rinmepsizopa [2], KU caM MOXe CTaTH JPKEPEJIOM PYHHYIOUMX il 110 peai3oBYIOTHCS HUIIXOM
NOpYUIEHHs (YHKLIOHYBaHHsI IUIaHyBaJIbHUKA 3aBJjaHb a00 JUCIIeTYepa yCTaTKyBaHH:. 3arpo3H, 110
BUHUKAIOTh TPH L[bOMY, HEOOXiZHO HE TUIBKM ONEpaTUBHO BUSBIATH, aje 1 OJIOKyBaTH
BHKOPHCTOBYBaHI HEaBTOPU30BaHI KaHAIM I1H(OpPMAIIHHUX i, SKI B CEPEHOBHINI XMapHHUX
00YHCIICHB 3a3BHYAll peali3yloThCs B MPUXOoBaHOMY iisi TocTboBUX OC pexumax. ToMmy BaXIHBUM
YUHHUKOM MiIBUILEHHS €()eKTUBHOCTI CUCTEM 3aXHCTY BiJl MPUXOBAHUX 3arpo3 € OOJIK HAmpsIMy
nepeaadi, CHHTaKCHCY 1 KOHTEKCTY MOTOKIB JJaHHX, sIKi epeaaroTses [2, 3].

AHaJi3 0CTaHHIX JOCJTi/KeHb 1 MyOJiKkamnii.

[losiBa XMapHUX TEXHOJOTIM CHpHssia BIAMOBI BiJl 3aCTOCYBaHHS JELEHTPATi30BaHOL
apxiTeKTypu $K €IWHOi, a TOMY BMKJIMKaja 3HA4YHy KUIbKICTb HpOOJEM: «BEIMKa BapTICTh
pPO3TOpTaHHSA, BUCOKE EHEPrOCIOKMBAHHS, 3HA4YHI NpocToi i HeeheKTHBHE BUKOPUCTAHHS
oOJafiHaHHs, 3MEHILIEHHS MPOJYKTUBHOCTI pecypciB 31 30UIBIICHHSIM KIUIBKOCTI KOPUCTYBauiB,
HETaTUBHUI BIUIMB HA HABKOJIMIITHE CEPEOBUIIICY.

[TotyxHi TpanchopmaTopHi miAcTaHIlli, OU3eIbHI T'€HEPATOPH, CHUCTEMU OXOJOJKCHHS I
pe3epBHI JUKepela KHUBJICHHS, SIKi BUKOPHCTOBYIOTHCS ISl MIATPUMKH HPane3qaTHOCTI XMapHOTO
LEHTpY 00poOKH JaHuX [4, 5] Ta MarOTh ICTOTHHUI HEraTUBHUI BIUIMB HA HABKOJIMILIHE CEPEAOBUILIE.
KpiM Toro, migBuIleHHs MOMYJISPHOCTI, 3aTpeOyBaHOCTI M KUIBKOCTI 1H(QOpMAaLiHUX IHTEpPHET-
CEpBICiB, a TAKOX 30UIbLIEHHS KIJIBKOCTI IPUCTPOIB 1 KOPUCTYBAUiB, AJIS AKUX OTPIOHO 3a0€3MeUnTH
JOCTYTIHICTb 1 FapaHTOBAaHUH Yac BIATYKY TaKUX CepBICiB [3], IpU3BOIUTH 10 TOTO, IO IpOBaiiiepu
XMapHHX MOCIYT 3MYLIeH] 3011bIIYBATH MOTYXHOCTI i KIJIBKICTh JaTa-LEHTPIB.

BapTto 3aznaumty, 110 Uil XMapHUX 1HQPAcTpyKTyp HEOOX1AHO BHUKOHYBAaTH JIOCTOBIpHE
OLIIHIOBAaHHS, a TaKoX 3a0e3nedyBaTH HEOOXITHHH pPIBEHb JOCTYMHOCTI CEpBiCiB, OJHOYACHO 3
M1JBUIIEHHSIM €Heproe()eKTUBHOCTI [6], 3SMEHILIEHHSAM CIIO>KMBAHHSI €Heprii i HEraTUBHOTO BIUIUBY
Ha HaBKOJIMILHE cepenoBuie [7].

Icuyroui meroam oOLiHIOBaHHS W 3a0e3MeYeHHsT TOTOBHOCTI Ta JOCTYIHOCTI XMapHUX
apxitextyp [8 - 10] 103BOJAIOTH 3pOOUTH BUCHOBOK, 1110 BOHU HE HAJal0Th MOKJIMBOCTI BU3HAUUTH
(GakTUYHY JOCTYNHICTh 1 MPOJYKTHUBHICTH XMapHHUX CEpBICIB 3 BHUKOPHCTAHHAM 00 €KTUBHUX
KUTbKICHUX TTOKa3HUKIB.

EdextuBHOlO, Ha Hamy IymKy, Oyae MojepHizauis 1H(PacTpyKTypH XMapHOi CHUCTEMHU
[IIIXOM YCYHEHHSI a00 PO3BaHTAXXEHHS XMapHHUX CEpBiCi, AKI € MPUYMHOIO CIIOKUBAHHS BEJIUKOI
KUTBKOCT1 €Heprii Ta BHJAUICHHS TeIula 1, SK HACJiJIOK, HETaTHUBHOTO BIIMBY HA HABKOJIHIIIHE
cepenoBuine. Ilpukimagom Takoi MoJepHi3alii € TMEepeTBOPEHHS XMapHOi apXiTeKTypd Ha
PO3MOJIIICHUH AeTIeHTPpali30BaHUi THII, TOOTO KOJIM KOXKEH BY30J1 Ha/la€ BUAUIEHY YaCTUHY BIACHUX
armapaTHUX PeCypcCiB y 3arajibHe KOPUCTYBaHHS.

BuxopuctanHss TEXHOJOrII MIDK MEpeXHOro €KpaHyBaHHS 3 YypaxXyBaHHSAM cHenu}iku
3aXUIICHOCTI cepenopuina. Jliis nboro HeoOxigHa ¢popMaizalliss BUMOT pO3MEXYBaHHS JIOCTYIY J0
iHpopmarriiinux cepsiciB [9]. Taka ¢opmainizaiis Moxe OyTH HpeACTaBlieHa 3 BUKOPHUCTAHHIM
IUHaMIYHO (popMoBaHOTO Habopy MpaBui ¢inbTpaii, 10 3abe3nedye BUKOHAHHS BUMOT MOJITHKU
noctymy. [Ipu iboMy 3pocTaroda CKIaaHICTh alTOPUTMIB (IIBTpaIlii Mped'siBsi€ BUCOKI BUMOTH JI0
MPOAYKTUBHOCTI MIX MEpPEXKEeBHX €KpaHiB, II0 POOMTh HEOOXIAHMM BHKOPHCTAHHS METOIB

86



napajiesbHoi 00poOKHM BipTyadbHUX 3'€qHAHBb 3a JIOMOMOTOI0 BIOTyaJIbHMX MAalluH. Y CydacHIid
JiTepaTypi MiIXia 10 CTBOPEHHS CKIAJHUX TEXHIYHUX CHUCTEM, 3B'S3aHICTh SKHUX 3a0€3MeUYEThCS 32
paxyHOK oprasizaiii mporeciB oOMiHy iH(pOpMAIlE€0 3 MEPexXi, OTPUMaB Ha3BYy MEPEKEBO-
neHTpuuHuil. Lledl miaxig CTOCOBHO 3amadi pPO3MEXYBaHHS [OCTYIy BHUMarae 3a0e3nedeHHs
CUTYaIiitHOT 0013HAHOCTI Ta JOKAIBHOCTI A1l KOKHOTO 3 MIXK MEPEKEBHUX €KpaHiB, 110 BXOJATH 10
CKJIaJy BipTyaJbHUX MAIlUH.

ToMmy iCHye HH3Ka B3a€MO3B’S3aHMX 3aBAaHb: IS XMapHUX 1HQPACTPYKTyp HEOOXiTHO
BUKOHYBaTH JIOCTOBIpHE OLIIHIOBAaHHS, a TaKOXX 3a0e3MeuyBaTH HEOOXIAHWU PIBEHb JOCTYIMHOCTI
CEpBICIB, OJIHOYACHO 3 IiABUIIEHHAM eHeproe(eKTHBHOCTI [8], 3MEHIIIEHHAM CITOKUBAHHS €HEepril i
HEraTHBHOI'O BIUIMBY Ha HAaBKOJMINHE cepenoBuiie [4]. AHami3 iCHyrOuMX MOZEJeH 1 METojiB
OLIIHIOBAHHS ¥ 3a0e3MeUYeHHs TOTOBHOCTI Ta JOCTYIHOCTI XMapHuX apxitektyp [8, 10] mae 3mory
3pOOUTH BUCHOBOK, III0 BOHM HE HAJAlOTh MOJMJIMBOCTI BU3HAYUTH (DAKTUYHY JOCTYIHICTH 1
MPOIYKTUBHICTH XMapHHUX CEPBICIB 3 BUKOPHUCTAHHSM 00’ €EKTUBHHMX KUIBKICHUX TTOKA3HHKIB.

IocTtanoBka 3agaui. BukopucraHHs TpaguIiHHUX MiAXOAIB HE JO3BOJISIE BUPILIUTH
npoOJieMy MiIBUIIEHHS PIBHS 3aXMINEHOCTI CEPEIOBHINA XMAPHUX OOUYMCIEHb 3 ypaxyBaHHSIM
THYYKOCTi, MacmTabOBaHOCTI (MIATPUMKA amapaTHUX IUIATGOPM PI3HOTO KJacy) MPOIMIOHOBAHUX
MPOrpaMHO-TEXHIYHUX pilleHb 1 MiHIMI3amii BUTpar. 3amnporoHOBaHI METOAW 3HUKCHHSA
HPOJYKTUBHOCTI PECypCiB 3i 30UIBIICHHSAM KUIBKOCTI KOpUCTyBayiB [6] He BpaxoBYIOTh MOBHOO
MIpOI0 OCOOIMBOCTEH BIPOBAHKEHHSI XMApPHUX apXiTeKTyp. TakuM UMHOM, aKTyalbHHUM HayKOBO-
MIPUKIIQJHAM 33aBJIaHHSIM € po3po0Ka METOly HaJaHHS JIOCTYITY 0 PECYPCiB PO3MOALIEHOI XMapHOi
CUCTEMH 3 HEOOX1THUM PIBHEM SKOCTI OOCITYrOBYBaHHS.

JocaizkeHHs] MeTO1y HaJaHHS JOCTYILy /10 CepBiciB pO3MOAiIeHO0I XMAPHOI CHCTeMU

Jlng Toro, 1mo6 npoaHanizyBaTi AOCTYIHOCTI CEPBICIB XMApHOI CUCTEMH 3 KIIIEHT-CEPBEPHOIO
apXiTeKTyporo OyJ0 IOCHiKEHO (YHKIIOHAIbHI M HAAIHHICHI XapaKTEePUCTHKH IHQPACTPYKTYpH
xmapHoro [1O/] i #ioro okpeMux KOMIIOHEHTIB, Ha 0a3i AKuX (PYHKIIOHYIOTH cepBicu. JloUiIbHUM
OyZe PO3KPHUTH CYTHICTh METOJY HAJAaHHS JOCTYITY IO PECYPCIB PO3IMOAUICHOT XMapHOI CHCTEMU 3
HEOOX1THUM PiBHEM SIKOCT1 0OCITyrOBYBaHHSI.

Standards and Technology - NIST) y nokymenTti «Cloud Computing Reference Architecturey
[12] nomaB ormsa eTajoHHOI apXiTEKTypH XMapHHX OOYHCIICHb, SKHH 1MCHTH(]IKYe OCHOBHHX
Cy0’€eKTIB, IX AISUIBHICTD 1 QYHKIIT y XMapHUX o0unciaeHHsX (pucl)
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Pucynok 1 — Eranonna apxitektypa xmapHux oduncienb NIST

Ines ogHOpaHTOBOi PO3MONIIEHOT XMapHOI cucTeMu (pHc. 2) mojsrae B 00'€JHaHHI JBOX
6azoBux TexHosorii: Grid-cuctremu Ta Cloud (ueHTpani3oBaHa KII€HT-CEpBEpHa cHUCTEMa 3
HiATPUMKOIO TEXHOJIOTIT BipTyai3allii) 3a JONOMOTro0 MipuHroBux mepex [13].
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Pucynok 2 - B3aemoist KOpuCTyBa4iB 0JIHOPAHTOBOI PO3MOIIICHOT XMaPHOT CHCTEMH Yepes3
rII00aTbHY MEPEKY

Jlana apxitektypa 0a3yeTbCsi Ha TPUHIMII PIBHONPABHOI B3a€MOJii BY3JIB CHCTEMH, SKi
3B’s13aHI MIX COOOI0 3a TIOMOMOT0I0 Mepexi [HTepHeT abo okanbHOI Mepexi. By3namu perumikarii
€ poOoui cTaHIii KOPHCTYBayiB-y4aCHUKIB «XMapw», sIKi HaJalOTh YacTUHY CBOIX pecypciB y
3arajibHe KOPUCTYBaHHs. BiamoBiip Ha 3aUT KOPUCTYBaya KEIIyeThCs Ha AUCKOBOMY IIPOCTOPI HOro
poboYOi cTaHMmii, SKWA MOTIM HAa BHUMOTY MOXHA HAJaTH IHIIUM YYacCHUKaM OJIHOPAHTOBOL
PO3MOAUIEHOT XMapHOi CcHCTeMH. TakuM 4YHHOM, 3 POCTOM HONYJISPHOCTI pecypcy Oyne
301TBIITYBaTHCS TPOAYKTUBHICTH CUCTEMH B IIJIOMY.

[IpyHUIMO pIBHONPABHOCTI IOKJIAJEHO B OCHOBY B3a€MOAIl YYaCHHUKIB OJHOPAHTOBOi
po3mnoJIiIeHoi xMapHoi cucteMu. KoxeH By3071 MOke BUCTYNATH B POJII KJIIEHTA (SIKILO BiH 3alIUTYE
pecypc) 1 B podi cepBepa (SIKIIO BiH Hajae pecypc abo Horo yacTuny). AHaji3 HayKOBOI JIiTepaTypu
JI03BOJISIE BUAUTUTH 1€ OJTHY POJIb — BIACHHUK PECYpCY, KA Ma€ TIOBHI IIpaBa Ha HHOTO.

JloMeHHe iM'st BUKOPUCTOBYETHCS SIK TJI00alIbHUH i7leHTU(IKaTop pecypey A 1HTerpamii 3
ICHyIOUMMU [HTEepHET cepBicam, sIKE MOB'A3y€E 3 COOOI0 Psi/i peCypCHUX 3anmuciB. PecypcHuit 3amuc
(A) BUKOPHCTOBYETBCS AJIs 30€piraHHs aJpec BIaCHUKA PECypCy 1 By3iB, SIKi MAlOTh TOBHY PEIUIiKY
pecypcey. JlomatkoBi pecypcHi 3amucu 3aCTOCOBYETHCS JIsl 30€piraHHs yHIKaIbHOTO 11eHTH(IKaTOpa
pecypcy B OJTHOPAHTOBIM Mepeki. YHIKaIbHUM 17IeHTU(IKaTOPOM pecypcy B OJTHOPAHIOBiM Mepexi
€ xem-cyma ioro BMmicty. Ha puc. 2 300paykeH0 mpoilec OTpUMaHHs 3alUTyBaHOTO PECypCy 3a
nomeHHHM iM’sm http://domain-name.com/resource-name, 1o ckiagaeTbest 3 N 4acTHH (CKJIaI0BHX ).

Byson, skwmii 3Haxomuthes 32 NAT, 3acTocoBye MexaHI3MHU Ui 3'€THaHHS 3 MPUBATHOIO
Mmepexero [12]. Jlns nomyky By3ia perutikanii, Sk Mae periiky 3alnuTyBaHOTo pecypcy abo Horo
YacTHHY, 3aCTOCOBY€EThCS 1H(PpacTpyKkTypa posnoauieHux xeur- tadbmuip (Distributed Hash Table,
DHT). Benuka kibKicTh MipiHTOBUX cepBiciB Oyia peanizoBaHa Ha 6a3i in¢pactpykrypu DHT [13],
cepen sikux MoxkHa Bunuutu 12P, BitTorrent ta iH. baraTo 3 Hux nmoOynoBaHo Ha 6a31 MPOTOKOIY
Kademlia [14], skuit 3a06e3neuye KOOpAMHALIIO B3a€EMOJIIFOYMX OJWH 3 OJHUM BY3JiB PO3MOAITIEHO]
OJIHOPAHTOBOI apXITEKTypH 0e3 y4acTi JOJATKOBUX TpEeKep-CepBEpIB.

3 METOI0 MiJBUILEHHS ONEPaTUBHOCTI BiINOB1/II HA 3aMUT 32 OCHOBY B3ATO MPUHIIMUIT PO3MOALTY
pecypciB MIXK By3JaMH XMapHOi CHCTEMH 3 JCLEHTPalli30BaHOI0 CTPYKTyporo. Po3nmoxin pecypcis
MDX BY3JaMH OJIHOPAHTOBOI PO3IMOJIIEHOT XMapHOi CUCTEMH 3 MOJAJIBIIMM HaJaHHSAM CEpBICIB 3a
3alUTOM peali3yeThes 3a jonomMororo npotokony Kademlia [14] B sokanbHii Mepexi abo Mepexi
IaTepHeT 1 MicTUTH NpolecH myOuikanii pecypcy Ha MO4aTKOBiHM cTafii HOro BIACHUKOM, periiKarii
1 6e3mocepeIHbO HAJaHHS JOCTYITY JI0 PECYPCIB.
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Pucynok 3 — Cxema nporiecy OTpUMaHHS PECypCy 3a JOMEHHUM 1M’ M

[ndopmanis y BUTIIAAl BIANOBIAI HA 3alUT By3Ja-y4yacHHKA OJHOPAHIOBOI PO3MOJLICHOI
XMapHOi CHCTEMH 30epiraeTbcsi Ha JUCKOBOMY IPOCTOpi Horo pobouoi craHiiii, a moTiM HaIa€ThCS B
CIUJIbHE KOPUCTYBaHHS 1HIIMM By3JaM-ydacHUKaM. [Iporec po3noainy pecypciB KOOPIMHYETHCS 3a
noromororo DNS-cepBepa nuisixom Moaudikaiii peCypcHUX 3aIuciB.

Opranizaiiis B3aeMOZI1 By3JiB 3/1HCHIOETHCS 32 JOTIOMOTOIO CIIEIiaTi30BaHOr0 MPOrPaMHOTO
3a0e3neueHHs, BCTAHOBJIEHOTO Ha pOOOYMX CTaHIISAX BCIX BY3JIB-YUYaCHHKIB OJHOPAHTOBOL
po3noaiieHoi XMapHoi cuctemu. JlocTynm 10 pecypciB Ui BY3JiB, SKI HE € Yy4YaCHMKaMHU
OJIHOPAHTOBOI PO3MOJIJIEHOT XMapHOI CHCTEMH, BUKOHYETHCS 3aBISIKM CTAaHAAPTHIA B3aeMOIli 3
CepBEpOM BIIACHUKA pecypcy abo By3laMH, IO BOJOJIIOTH IMOBHOKIO PEIUTIKOIO pecypey, 3a
JIOTIOMOT'O10 X MEPEKHHX aJIpeC 3 YpaxXyBaHHSIM 3aBaHTAXKEHOCTI KaHATIB 3B'SI3KYy 1 poO0UO0i cTaHIIii
BIIACHHKA pecypcy a0o BY3MiB, SIKi MalOTh MMOBHY PEILIIKY pecypcy.

Ha puc. 3 nonano nporiec B3a€Mo/1ii OCHOBHUX KOMITOHEHTIB /I OTPUMAHHSI IOCTYITY /10 BE0-
pecypcy http://domain-name.com/resource-name.

B3aemonis BinOyBaeTbcss TakuM uyuHOM. Ha mepmiomy erami By30JI-y4aCHUK BHUKOHYE
CTaHJIApPTHUIA 3anuT 10 pecypey http://domain-name.com/resource-name yepes Bed-0Opaysep Ha CBOTit
pobouiii cranmii. Ha npyromy erami By30J-y4aCHHMK 3a JIOMOMOTOIO MPHUKIIATHOTO MPOTPAMHOTO
3a0e3neueHHs] BUKOHY€E 3allUT J0 JOJaTKOBOTO pecypcHoro 3anucy DNS- cepBepa ineHTHdiKaTOpa
pecypcy ID res 3 gomennum im'sm  http://domain- name.com/resource-name, a TaKoX
inenTudikaTopiB 6a3oBux By3iiB perutikauii. L iHpopmariis HeoOXiqHa A7 3ayCKy Ha TPEThOMY
etami crangaptHoro mnpouecy nomyky DHT-lookup «FIND NODE)» nai6nuxvoro 3a XOR-
METPUKOI0 BYy3Jla perutikamii pecypcy 3 ineHtudikaropom ID res. Ha wnactynmHomy erari
BUKOHYeTbes 3anutT Tuny «FIND VALUE» Ha HamanHga gocTynmy 10 pecypcy A0 By3ia 3
BINOBITHUM ineHTH(ikaTopoM. Ha 3aBepiianbHOMYy eTari BiTOYBA€ThCs 3aBaHTAKEHHSI KOHTEHTY
JUTSI 3aITUTyBayva By3Jia uepes Be0-0paysep 1 30epekeHHsI BIAMOBIII Ha 3alUT Ha IUCKOBOMY MPOCTOPI
L[BOTO BY3JIa.

[Ipouec mybmikaiii pecypcy Hojsrae y BIAKPUTTI AOCTYyIY 110 iH(opmalii, 10 myOIiKyeTbCs
(nampukiiag, BeO-pecypcy), nonaBaHHi DNS-3amucy BigmOBITHOCTI ajpecu BIIacCHUKA pecypey i
nomeHHoro imeHl. Konm iHmmMiA By30J-y4acHUK Ha HaJaHHS Pecypcy, BiH 3BepTaeTbes 10 DNS-
cepBepa 1 OTpuUMye ajpecy BiIacHMKa pecypcy. Ilicns oTpumanHs JocTynmy Oe3MOCepefHbO 10
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pecypcy abo Horo yacTuHH iH(GOpMaIlis y BUTIISIII BIAMOBIAI HA 3aITUT 30€pIra€ThCsl Ha JUCKOBOMY
MIPOCTOPI By3Jia-y4yacHUKA, 1 TAKUH BY30J1 MOKE Ha/IaTH 1 pecypc (abo Horo CKIaoBy) 3a 3aTUTOM
THITUM By3J1aM MEPEKi 3a 1ornomororo mporokoiay Kademlia, To6To BucTynuTu B posi cepsepa. s
Oro HOro imeHTUdiKaTOp [0Ja€Thes B MI0OadbHY posnoaiieHy xemi-tabmuio (DHT)
inenTudikaTopiB pecypciB [14]. VY pasi, KO iHIIMI By30J1-Y9aCHUK OJTHOPAHTOBO1 PO3MOIICHOT
XMapHOi CHUCTEMH 3aIHUTYy€E TOM caMHii pecypc, BiH OTPUMYE JOCTYI J0 HBOTO 3a 1IeHTH(IKATOPOM
Hanommk4doro 3a XOR-Merpukorw [14] By3na perunikaiii, mo BOJIOMIE PECYPCOM YacTKOBO a0o
MOBHICTIO, a00 3a OJHIEIO 3 aJIpec, IO MICTAThCSA B pecypcHuX 3anucax DNS mis manoro pecypcy.
SIKIIO BY30JI-y4aCHHUK 3aITUTYE BC1 YACTUHH PECypCy, Ha JUCKOBOMY IIPOCTOPI HOTro poOoyoi cTaHIii
Oy/ie 3aKeIoBaHO BECh PECypc MOBHICTIO. Y TaKOMY BUIAJKY IIei By30J Oy/ie MaTH MOBHY PEILTiKy
pecypcy, a ioro aapeca Oyze mojaHa 0 OCHOBHOTO pecypcHoro 3anucy (A-3amucy) DNS-cepsepa.
Takum uYnmHOM, 31 30UIBIICHHSM MOMYJSPHOCTI pecypcy Ounblna KiAbKICTh BY3JiB-Y4aCHHUKIB
OJTHOPAHTOBOT PO3IOIJICHOT XMapHOI CUCTEMHU MOKE HUM MOIUIATHUCS. J[1si BAKOHAHHS CEPBEPHUX
(byHKLIH KOXKEH By30J1-y4aCHUK MA€ HAJaTy B CHUIbHE KOPUCTYBAHHS YAaCTHHY BJIACHHUX allapaTHUX
pecypciB — IMCKOBOTO IMPOCTOPY ¥ MOTY)KHOCTI IEHTPAJIBHOrO Tporecopa. SIKIIoO By3iIH HE €
YYaCHHKaMH OJJHOPAHTOBOI PO3IOAIJICHOT XMAapHOi CHCTEMH, BOHH MOXYTh OTPUMATH JOCTYI J0
pecypcy 3aBISKH CTaHAAPTHOMY CIIOCOOY B3aeMOJii 3 cepBepoM (poOOYOI0 CTaHINIED) BIACHUKA
pecypcy abo By3iaMmu, IO BOJIOJIFOTH IMOBHOI PEIUIIKOI0 pecypcy, 3a IXHIMH aJpecamu 3
ypaxyBaHHSM 3aBaHTAKEHOCTI KaHAJIB 3B'SI3KY 1 CTaHIi BJIaCHUKAa pecypcy abo By3ImiB, SKi
BOJIOJIIFOTH TIOBHOIO PEIUIIKOI0 PeCypCy HUISXOM BiAMPaBICHHS CTAHIAPTHOTO 3aIIUTY IO OCHOBHOTO
pecypcHoro 3anmucy DNS-cepBepa 1 oTpuMaHHS ajgpecd BIaCHHKa pecypcy Ta (abo) By3iiB, siKi
MAaloTh MOBHY PEILIIKY pecypcy.

[lepeBipka LITICHOCTI pecypcy Ta 1IEHTUYHICTh PEIUIiK MPOBOAUTHCS HUIIXOM OOYHCIICHHS
Xem-(QyHKIii OTPUMAHOTO pecypcy 1 3ICTaBIEHHS 31 3HAUYEHHSIM iJeHTH(IKaTopa IBOTO Pecypcy.
KpiMm Toro, Ha MpoMi>KHOMY €Tarli Mepe1 3aBaHTaXKEHHSIM KOHTEHTY BUPOOJISEThCS MPOLIeC BaiIarii
BY3JIa, 110 HA/IA€ PEcypc.

http-//domain-name com/rasource-name (1. Zamar pecypoy
LA, oI/ Tes0Urce-
\ == 2. JameT
5. JEEaETIEEEEY izeETB(HEITOPS pECYPLY
EOHTESTY (ID_res) hitp:/'domain-
i DAMe.COm Tesource-
hame
_ 3. Homyx THT-3amac
MiCTIEIH AN THEHET
(imegTRGIEATODA
4. 3amAT =3 EagaHER ]]]_l:u:-d%? EYIma
AOCTYIY 00 Pecypoy Oo PEITIEADN PeCYpCY
BY3I3 3 ELINoELTHI 38 QOOOMOTOH .
imesTHdiEaToOpOM inesTHdiaTopa DN S-C'EPBEP

Byzon-yuacHEE posmoginenol
EMapHOI CHCTEMHE

Posmoginera xem-
“-..1abmmmz (DHT)

Pucynok 4 - Cxema nporiecy HaJlaHHS JOCTYILY JI0 PeCypcCiB

Byson, mo Hamae pecypc, AN MATBEPIKEHHS CBOTO iJeHTH(IKATOpa BiAMpaBIise
MTOBITOMJICHHS Takoro (popmaty

ID_node
Kpubl SigKpriv2(Kpubl)
Kpub2 SigKpriv2(Kpub2)
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Ha nepmomy etami Bamifanii ifeHTU(IKaTOpa By3/la BUKOHYETHCS MEPEBIpKa aBTEHTHYHOCTI
nepenanux Bigkputux kimodis Kpubl i Kpub2 3a paxyHnok mexanizmy 1udpoBOro mamucy. SIKio
nepeBipka MpoiIuIa yCHilIHO, NepeBipI€ThCS ICTHHHICTD CITiBBITHOIICHHS

IDpoge = Hash (Kpub1 +Sigy (Kpub1)),

ne IDyq. — 1AeHTH(DIKATOP BY31a, IEPEAAHUN B TIOBIIOMIICHHI;

Kpyp1 — BIIKPUTHH KJIFOY 1;

Hash(Data) — oniepatop o0uncieHHs xem-QyHkiii ranux Data;

Sigitpip2(Kpupl) — WHQPOBHIA MANKMC JAHUX K,y 1, OTPUMAHKI 32 TOTIOMOTOIO KIHOYA Ky 2.

SIKImo piBHICTH BHMKOHYETHCSA, TO BaTiJallisi MPOMILIA YCIIIIHO 1 BY30J- BiJIpPaBHHUK
BB@)XAETHCS YCIIIIHO 1ICHTU(IKOBaHUM 1 miaATBepKeHUM. HezanexxHo Bix poiii Oyab-sIKUK By30J1-
YYaCHHMK OJIHOPAHTOBOI PO3MOJALIEHOI XMapHOI CUCTEMH OTPUMYE BHCOKOIIBHJIKICHHUHM TOCTYH 10
BCIX PECypCiB CHCTEMH 3aBJSKU MOXIIUBOCTI OTPUMATU PECYpC BiJ HAUOIMKYOTO By3Jia-y4yacHHKA,
SIKMI Ma€ KOITIfO IIbOTO PECYpCy.

Omnwucani mporecH 10jaBaHHs HOBOTO By3Jia, BaliJalii aBTEeHTHYHOCTI, MyOiKamii pecypey i
OTpPUMAaHHS JOCTYIY JI0 PECypCy MOAAHO Y BUTJISI MOETAIHOI MOCIIIOBHOCTI Jiil Y MEKaX METOIY
HaJaHHS JOCTYIy /0 CEpBICIB PO3MOJIJICHOI XMapHOi CHCTEMH 3a JAOMOMOrOI0 IpadiyHOrO OMUCY
iHpOpMaLitHUX IOTOKIB, B3aeMOJii mporeciB o0poOieHHs iHdopMmarii Ta 00'ekTiB, SKi €
yacTuHOW 1ux mporeciB, IDEF3 na puc. 5.

B

Monndizaya peoypoHin
aanwcia A, TET

OnyBnixoaaxui

Janut Ha OTprAaHH R
LOCTyNY A0 pacypoy

d Mowyk #afiinuesdonn

Chrpumanni
BYANA pEnni kavil Pusezru

pecypc

MNaperipa SETEHTHHOGCTI 3 JapanTaraHHA KA YBaHHA
eyana ID_nodse g KOHTAHTY

A.0.1

Pucynox 5 — Meron HalaHHS JOCTYILY /IO CE€PBICIB PO3MOIIEHOI XMapHOT CUCTEMHU

BucHoBku. Y Oyp-sKiii 0OUMCIIIOBAIBHIN CUCTEMI ICHYIOTh IHTEp(EHCHI piBHI B3aEMOJIIT MiXk
PI3HUMH  MOAYJISAMH(KOMIIOHEHTaMH), W10 JIO3BOJIAIOTH BHKOPHCTOBYBAaTH HEJIOKYMEHTOBAHI
MOXJIMBOCTI, 3 OJHOTO OOKY, JJIS TPOBEICHHS aTaK 3JIOBMHUCHUKOM, 3 1HINOI — JJIs peajizamii
MeXaH13MiB MOHITOPHHTY 3 00Ky crcTeM KOHTpoJto 1 3axucty [13 cepenoBuia XMapHuX 004YHCIICHb.
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Jnst mocsrHeHHS 1tel iH(opmaliiiiHoro 3a0e3MedeHHs] 3ampOolOHOBAHO MUISXH ITiBUICHHS
epeKTUBHOCTI HAaOYyTTs 3HAHb, 30KpeMa, 3a JOMNOMOTOI aHaji3y 1 CHHTE3y CTPYKTYpH
iH(dopmariiiHOro 3a0e3MeueHHs Ta BU3HAYSHHS MOCTiJOBHOCTI IH(QOpMAIIHHUX 00'€EKTIB TPEAMETHOL
obnacti. Takok 3anpOMOHOBAHUI MiAXiA BU3HAUEHHS TaKoi TPAEKTOPii OCBOEHHS MaTepiaiy, siKa
0e3I1ocepeIHhO CIPHUSIE JOCATHEHHIO METH 1H(POPMAIIIIHHOTO 3a0€31eUeHHs] Ha OCHOBI BKE HasBHUX
3HaHb.

3anporoHoBaHo crocid GopmyBaHHs iHGOpPMaLIMHOTO 3a0e3MeUeHHs, MPU3HAYECHUN IS
lEpapXi4HOTO MEpEeKEBOTO MPEACTABICHHS MPEAMETHOI 00JIacTi, IO J03BOJIIE CTPYKTYypYyBaTH
KOHTEHT iH(OpMaIIiHO-TOBIIKOBUX Ta IHIIMX CHCTEM, IO BIAPIZHAETHCA BIJl BIJOMHX
BUKOPUCTaHHSAM B3a€MOIIOB'SI3aHUX €TaIliB BiAOOpy, KiIacTepu3allii Ta BIOPSAIKYBaHHS KOHTEHTY.

OTxe, 3anpOITOHOBAHUIN METO] HaIaHHI TOCTYITY JIO CEPBICIB peaizye HOBHM MiIXid, y MexXax
SKOTO BHKOHYETBHCSI PO3IOJLT PECYpPCiB y XMapHI Mepexi 3 ACHEeHTPaTi30BaHOI0 CTPYKTYPOIO,
00'eqayroun nepeBaru Texnosorid GRID, xmMapHux 004YnCcIeHb 1 MPUHTOBUX Mepek. OcoOIMUBICTIO
3aMpOIOHOBAHOTO METOAY € CaMOOpraHi3allis MpoIecy perulikamii pecypciB 3acobamu poOOUYnX
CTaHIIA BY3/IB-yYaCHHMKIB CHUCTEMH: II€M MIpolleC HE BHUMAarae BTPYYaHHS aaMiHICTpaTtopa ado
CTOPOHHIX MEXaHI3MiB.

OtpumaHi pe3yabTaTH MOXYTh OyTH BUKOPHUCTaHI JUIsl MIATPUMKHU MPUNHATTS pIlIEHb MPHU
npuaOaHHI Ta 3aCTOCYBaHHI 3HaHb, a caMe: NpPHU CTBOPEHHI iH(popMamiiHOro 3abe3neyYeHHs
BHPOOHUYHX MPOIIECIB, B YACTHHI PO3POOKHU CIEMEHTIB METOJUYHOTO 3a0€3neUeHHS 1HPOpMAIIHHIX
CUCTEM, B KOPIIOPATUBHHUX CHCTEMaxX HaBUAHHS MIEPCOHAITY; IIPU PO3POOIIi IIpOoTrpaM OKpEeMUX KypciB
MiJBUIICHHS KBamiikalii, a Tak caMO KOMIUIEKCIB Mporpam 3 MHOJANbIIAM iX KOPUTYBAaHHSIM;
iH(pOopMaIiHOTO 3a0e3MeYeHHs] CUCTEM CJIIGKTPOHHOIO HaBYaHHS, Npu (OpMyBaHHI Mporpam
JUCTAHIIMHOT OCBITH; IPH PO3pOOILIi Ta HACTYITHIUM KOPUT'YBaHHSIM HaBYAJIbHUX IUIaHIB; (GOpMYBaHH1
HaBYAJIbHHX, JOBIIKOBUX MaTepialiiB, KypCiB JIEKIiH ISl OKPEMUX TUCIUTLTIH.
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Ph.D. Klots Yu.P., Ph.D. Muliar L.V., Ph.D. Cheshun V.M., Burdyug O.V.
USE OF DISTRIBUTED HASH TABLES TO PROVIDE ACCESS TO CLOUD SERVICES

In the article the urgency of the problem of granting access to services of distributed cloud system is
disclosed, in particular, the peer distributed cloud system is characterized. The process of interaction of the
main components is provided to access the domain name web resource. It is researched that the distribution
of resources between nodes of a peer distributed cloud system with the subsequent provision of services on
request is implemented using the Kademlia protocol on a local network or Internet and contains processes
for publishing the resource at the initial stage of its owner, replication and directly providing access to
resources.

Application of modern technologies of adaptive information security systems does not allow full
control over the information flows of the cloud computing environment, since they function at the upper
levels of the hierarchy. Therefore, to create effective mechanisms for protecting software in a cloud
computing environment, it is necessary to develop new threat models and to create methods for displaying
computer attacks that allow operatively to identify hidden and potentially dangerous processes of
information interaction.

Rules of access form the basis of security policy and include restrictions on the mechanisms of
initialization processes access. Under the developed operations model, the formalized description of hidden
threats is reduced to the emergence of context-dependent transitions in the multigraph transactions.

The method of granting access to the services of the distributed cloud system is substantiated. It is
determined that the Distributed Hash Table (DHT) infrastructure is used to find a replication node that has
a replica of the requested resource or part of it. The study identified the stages of identification of the node's
validation. The process of adding a new node, validating authenticity, publishing a resource, and accessing
a resource is described in the form of a step-by-step sequence of actions within the framework of the method
of granting access to services of a distributed cloud system by graphical description of information flows,
interaction of processes of information and objects processing.

Keywords: method, cloud system, hash tables.

K.T.H., jou. Kibou ¥O.IL, k.T.H., nou. Myasip M.B., Yemryn B.H., Bypior O.B.
HUCITOJBb30BAHUE PACITIPEJAEJEHHBIX XEHI-TABJIUI AJ151 IPEAJOCTABJIEHUSA
JOCTVYIIA K OBJIAYHBIX CEPBUCOB

B cmamove packpeimel axmyansHocmb npoodnemvl nPeOoCmagnieHus O00CHmYyna K cepeucam
pacnpedenennoii  00NAUHOU  cucmemsl, € HUACHMHOCHU, O0XAPAKMEPU306anvl  OOHOPAH208YI0
pacnpeodenennuyro oonaunyto cucmemy. Ilooano npoyecc 3aumooeiicmeus 0CHOGHBIX KOMNOHEHMO8 Ol
docmyna K eef-pecypca ¢ 0omennvim umenem. /lokazano, umo pacnpeoeienue pecypcos mexicoy yiamu
00HOPAHZ080Il PACHPEOESICHHOU 001AUHOU CUCMEMbl C NOCTEOYIOMUM NPEOOCMAsieHUEM CEePeUCcO8 NO
3anpocy peanuszyemcs ¢ nomouibtio npomoxona Kademlia ¢ noxanvnoit cemu unu cemu Hnmepnem u
colepoicum npoueccvl nyoIuUKauuu pecypca Ha HAYAIbHOU CMAluu e2o 61a0envyem, PeniuKkayuu u
Henocpeocmeenno npedoCcmasieHus O0CMyna K pecypcam.

Ilpumenenue coepemenHbIX MEXHONO2UN AOANMUGHBIX CUCHEM 3auiumvl UHPoOpmayuu He
n0360714€Mm OCYW,eCMEIAMb NOJHBIE KOHMPOAb 30 UHPOPMAYUOHHBIMU HROMOKAMU CPeObl 0ONAUHBIX
8bIUUC/IeHUIl, NOCKONBLKY OHU (DYHKUUOHUPYIOM Ha 6epXHUX ypoenax uepapxuu. Iloamomy ona cozoanusn
appexmuenvix mexanuzmos zawgumut 110 6 cpede 0o1aunvIx 6b14UCICHUL MPeOYem A PA3PAOOMKA HOBBIX
Mooeneil y2po3 u CO30AHUA MeEMOO008 OMOOPAINCEHUA KOMNLIOMEPHLIX AMAK, KOmMopvle HO3601AI0Mm
OnEpamueHo UOeHMUPUUUPOBAMb CKPblMble U NOMEHUUATLHO ORACHbIE NPOUECChl UHPOPMAUUOHHO20
e3aumooeiicmeusl.
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Ilpasuna pazzpanuyenus 00cmyna, cCOCMagaaiom 0CHO8y NOJIUMUKU Oe30RACHOCMU, 6KIOUAIOm U
0ZPAHUYEHUA HA MEXAHUIMbL UHUYUANUZAUUU RPOYecco8 docmyna. B pamkax paspadomannoii mooenu
onepayuil opmanuzosannoe oOnucanue CKPLIMBIX Y2PO3 CGOOUMICA K NOAGIACHUI0 KOHMEKCHHO-
3A6UCUMBIX NEPEX0008 8 MYTbMUZpaAdom mpan3axyuil.

Obocnosan memoo npedocmagsieHus 00CHYna K cepeucam pacnpeoeieHHoll 001a4Holl cucmemsl.
Onpeoeneno, umo 011 NOUCKA Y314 PENAUKAUUU, KOMOPBLIL UMeem PEenUKy 3anpauiusaemozo pecypca
UaU €20 4acmo, NPUMEHACHICA UHQPACMPYKMYpa pAcnpedeneHHbIx Xewi mabdauy. B uccredosanuu
onpeoenensl Imansl eanuoayuu uoenmugpukamopa y3na. Onucanvl npoyeccvl 0006asieHUs HOBO20 Y3/d,
eanuoayuu nOOTUHHOCHU, NYOIUKAYUN Pecypca U ROJIYYEeHUs 00CHYna K pecypcy npeocmasiieH 6 guoe
NOIMANHOU NOC1E008AMETBHOCIU 0CHCIEUIL 8 PAMKAX MEMO0d RPE)OCMAsIeHUs 0OCHYNA K CePeUCAM
pacnpeodenennoil 001auHOoI CUCEMBL C NOMOULBIO ZPAPUUECKO20 ONUCAHUA UHDOPMAYUOHHBIX NHOMOKOG,
63aUMO0eiCmeUs nPoyeccos 00padomku unghopmayuu u 00vEeKmMoe.

Knwuesvie cnosa: memoo, oonaunas cucmema, xeut-maoauybl.
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AHAJII3 YAHHUKIB KOMYHIKAIIIIL, IO 3ACTOCOBYETHCS IIJT YAC
PO3POBJIEHHA ABTOMATHU30BAHOI CHACTEMH MOHITOPUHI'Y
TH®OPMAIIIMHOT O ITIPOCTOPY HA BA3I CIMEVCTB ArcGIS

B pobomi nposeedeno ananiz ocodaueocmeli GUKOPUCHMAHHA UYUHHUKIG KOMYHIKAUil w0
3acmoco8yempca Ha pooouomy micyi nio uac po3poonennsn ingpopmauiiinoi cucmemu Ha 6a3i cimeiicmea
ArcGIS. Y uitt cmammi suknadeno KiibKa 0CHOBHUX YUHHUKIE KOMYHIKAUII ma nPo8edeHo 00CHiOHCeH s,
AK HOKPAWUMU CRIIKYSAHHA MIXNC PIZHUMU Kamezopiamu a100eil epaxogyrouu ix nioxio, nocaioyouui
enaue ma nHacaioku. /Jocnioxiceno iUmogipni nioxoou 00 6paxy6anHs OKpemux YUHHUKIG KOMYHIKauii, 3
Memoio eheKmusHozo 6naUgy Ha J100ell ma KOMAHOU ni0 4ac po3poodneHHA A6MOMAMU306AHOI cucmemu
MOHImopunzy iHgpopmauiitnozo npocmopy.

Jocniosceni moxcausocmi 3acmocy8antsa 63a€mM036 ' a3Kie Mixe YUHHUKAMU, RIOX00aMU, 6NIAUGAMU
ma HAacaioKamu KOMYHIKayii wo mMoxicymov 00NOMOZIMU 8600CKOHAIUMU HAWII HABUYKU CRIIKY8AHHA MA
JUCMYBAHHA y CIIYXAHHI, RUCOLMI ma po3moei. Busnaueno, wio ockineku KodxceH 3 HAC GIOPIZHACMbCA
ocoducmumu XapaKmepucmuKamu, 6iKOM ma HAYIOHATbHOW KYJIbmypowo, MU HOGUHHI Oymu
HPOHUKIUGUMU CROCHIEPIAYAMU 34 MUMU, 3 KUM MU RIAHYEMO 63AEMOOIAMU, | Y6AXHCHO C/IyXamu ma
HAAUWIMO8Y8amu Memoou KOMYHIKauii 013 Haw020 Kinuesozo ooeprcysaua. Piznomanimuicmo Kynomyp
Movice 3 Pi3HOI0 MIPOI0 6nAUGAMU HA De3nepediiinicmb KONHCHO20 NiOX00Y 00 CRIIKYGAHHA MA PO3YMIHHA
Hamipis, npodrem ma nepcnekmue o0un 00nozo. Lle, y ceoro uepzy, éniusac na cmocynku mixe Koiezamu,
MidC HAYATbHUKAMU Ma RiO1e2TuMU.

Haodano 6ucHo80K w0 YUHHUKU KOMYHIKAYil nepenaimalomocsa mixc cooolo i eniueaoms Ha HAWL
eudip memoodie KomyHiKauii ma cepeoosuuida, wio 32000M CHPUUUHAE 6NAUE HA 63ACMOPO3YMIHHA ma
ehexmuenicmo nepedaui ingpopmauii. Y ceoro uepzy, HaACIIOKU HAKORUYYIOMDBCA, WO NPU3BOOUMDb 00
3HAYUHUX MPYOHOULI6 011 POOOUUX 8IOHOCUH MA NPOOYKMUBHOCHI NPAYL.

Kniouoei cnoea: yunnuxku Komynikayii, nioxoou, 6niueu, HacaioKu.

Beryn. B cyuacHuX yMOBaxX pO3BHUTKY CYCHUIBCTBA 1HPOPMALIHHO-KOMYHIKALIHHI TEXHOJIOT11
OXOILTIOIOTH yCi chepH KUTTS Jroiell. BOHM Ty)Ke MIBHIKO NEPETBOPIIIUCS Ha )KUTTEBE BAKIMBHIA
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