AHOTAIIISA

Koszenvcokuti O. B. Meroaun Ta 3aco0W IUIaHyBaHHS 3aJa4 1 I1JBUIICHHS
e(deKTUBHOCTI OIEepaliifHUX CUCTEM pealbHOro yacy. — KBamidikaiiitHa HaykoBa mpars Ha
paBax pPyKOIMUCY.

Juceprartis Ha 3M00yTTS HAYKOBOTO CTYTEHS MOKTOpa ¢imocodii 3a CreriaabHICTIO
123 — Kowmm’totepHa imxkeHepis. — XMEIbHUIBKAN HAI[lOHATBHUN YHIBEpCHUTET,
XMenpHUIBbKHH, 2026.

VY nucepramii 3A1MCHEHO aHalli3 METOJIB IUIAHYBaHHSA 3a7ad 1 MiBUILCHHS
e(eKTUBHOCTI omnepaiiiHux cucteM peanbHoro dacy (OCPY). V poboTi yaoCcKOHAJIEHO
apXiTeKTypy IUIaHyBaJbHUKA 33724 MIJITXOM 3TyYCHHS 30BHIIIHBOTO MOYJISI MAllTHHHOTO
HaBYaHHS, pO3pOOJIEHO METO/I AMHAMIYHOTO PO3noALTy 3a11a4 1 pecypciB B OCPY Ha ocHOBI
TEH30pPHOI JEKOMIO3UIlli, METOJ MPEBEHTUBHOTO BiMHOBIEHHs kommnoHeHTiB OCPY, a
TAaKOX METOJ BUSBIEHHS (aibcu]ikaliii Ta aHOMAIIA y KOMIT IOTEPHUX CHUCTEMax st
curHaniB kioepdizuunux cucreM (K®C) Ha 0OCHOBI MOAM(PIKOBAHOTO KOMOIHOBAHOTO
¢binpTpa KasiMana 3 mogieBUM nepeMHUKaHHSIM PEXXUMIB TIpH 30€peKeHH1 1€TePMIHOBAHOCTI
BUKOHAHHSI 3a71a4 PEATBHOTO Yacy.

O0’eKTOM JOCHIDKEHHS € mporecd (YyHKIIIOHYBaHHsS OIEpaliifHUX CUCTEM
peanabHOro yacy B Kioephi3u4HUX CUCTEMAax B YMOBaX IHTCHCUBHMX 3MIH CTaHIB.

[IpenMeToM JOCHIIKEHHSI € METOJU Ta 3acOo0U aJalTUBHOTO TUJIaHYBaHHS 3ajad 1
PO3IOLTY pecypciB Ha OCHOBI OaraTOBUMIPHOI'O aHalli3y HaBaHTa)KCHHS, PEBECHTUBHOTO
BIJTHOBJICHHS KOMIIOHEHTIB 13 MPOTHO3YBaHHSIM CTaHIB, & TAKOX BHUSBIICHHS aHOMAaJil 1
danscudikamiii cencopuux gannx B OCPY nns KOC.

MeTtoro aucepTariiHoOro AOCTIIHKEHHS € TMABUIICHHS €()eKTUBHOCTI BUKOPUCTAHHS
pecypciB, 6e3nepepBHocTi Ta HaaiitHOCTI poboTu OCPY y KOC 3 iHTEHCUBHUMHU 3MiHAMU
CTaHiB MUISIXOM PO3POOJICHHS] METO/IIB aJIalITUBHOTO IJIAHYBAHHS, JUHAMIYHOTO PO3MOILTY
pecypciB, MPEBEHTUBHOIO BiTHOBJIECHHS, BUSIBIICHHS aHOMaJiH Ta danbcudikaliii.

HaykoBa HOBH3Ha OTpUMaHUX PE3yJIbTaTIB MOJATAE B HACTYITHOMY:



1) pospobreno yoockouaneny apxiTeKTypy IUIaHyBaJbHUKA 3a/1ad 13 3aIy4CHHSIM
30BHINTHBOT'O MOJTYJISI MAIIIMHHOTO HAaBYaHHSI, SIKa, HA BIIMIHY B/l TPAIUIIIMHUX apXiTEKTYP
OCPUY, nependavae BUHECEHHS aHAMITUYHUX OOUYMCIEHb 3a MEXI MIKPOKOHTpoOJEepa Ta
dbopMyBaHHS  3BOpPOTHOTO KaHAJIy caMmoajamnTaiii, 1mo 3a0e3neuye 30upaHHS
OaraToBUMIpHOI TejeMeTpli, ii MEepeTBOPEHHS Yy TEH30pHI TMOJaHHS Ta aJalTHUBHE
OHOBJICHHS TIapaMeTpiB IUTAaHyBaJIbHHKA O€3 BTpPy4YaHHS KOpHUCTyBadya 1 Ja€ 3MOTY
BpaxoByBaTH 0OaraTOBHUMIpHY JUHAMIKy HABaHTa)XCHHS I Yac KEpyBaHHS pecypcami,
yCYBarO4M OOMEXEHHS, 3yMOBJIEHI OOYMCIIOBAIILHUMH PECYpCaMU MIKPOKOHTPOJIEPHHUX
maTopM, Ipu bOMY 30€pirarouu JACTEPMIHOBAHICTh BUKOHAHHS 3a/ad Y KPUTUUYHOMY
KOHTYp1 peajbHOro 4acy;

2) enepuie po3pob.ieno METOJ JUHAMIYHOTO po3noALTy 3a1ad 1 pecypciB B OCPY Ha
OCHOBI TE€H30pHOI JIEKOMIIO3HIIi1, AKUH BUKOPUCTOBYE OAraTOBUMIPHI MOJIENI CUCTEMHOTO
HABaHTA)KEHHS JJI1 IPOTHO3yBaHHS MOBEMIHKY 337a4 3 ypaxyBaHHSIM B3a€MO3B’SI3KIB M1k
napamMeTpamu 3 HaCTyHUM (POPMYBaHHSIM PILIEHHS HA OCHOBI iX KOMIUIEKCHOTO aHalli3y,
10 Ha BIMIHY BiJl ICHYIOUHX aJTOPUTMIB PO3IOLTY PECYPCIB, SIKI 0a3yIOThCS MEPEBAKHO
Ha OJHOMIPHHUX METpPUKaX a00 JIOKAIbHUX XapaKTePUCTUKAX 3ajad, Ja€ 3MOTYy CKOPOTHUTU
yac BHUKOHAHHS, 3MEHIIWTH HABaHTAKEHHS Ha IMPOLECOp Ta MiABUIINTH €(EeKTUBHICTH
BUKOPHUCTAHHS PECYPCIB CUCTEMU;

3) enepuie po3pobieHo METO]l NMPEBEHTUBHOIO BITHOBJIEHHS KoMIOHEeHTIB OCPY,
AKUM TIOEHYE HHU3bKOPO3MIPHY MAapKOBCBKY MOJENb MPOTHO3YBAaHHS CTaHIB 13
0aratopiBHEBUM CTOPOKOBUM KOHTPOJIEM, IO Ha BIAMIHY BiJ Tpaaumiiaunx watchdog-
CXEM, SIKl pearyroTh JIMIIE Mic/id 3yNUHKH a00 3aBUCaHHS, 103BOJISI€ 3aBYACHO OL[IHIOBATH
PU3HMK BIIMOBH Ta JIOKAJBHO TMPOTPaAaMHO IHINIIOBATH amapaTHUW Mepe3amycKk 3
dbopmanizalfiero 1HAEKCY CTaHy, MEpexiTHUX WMOBIPHOCTEH Ta TMOJITHK ecKaJallii,
30epirarou MpU [BOMY HHU3BKY OOUYMCIIOBAJIIBHY CKJIQJHICTh, MPHUAATHY JUIS
MIKPOKOHTPOJIEPIB y peaJbHOMY Yaci;

4) Habys nodanvuio2o po3eumky METOJ BUSBIECHHA (anbcudikaliii Ta aHoMaii y

KOMIT t0TepHUX cuctemax st curHaiiB KOC Ha ocHOBI MOau(iKOBaHOTO KOMOIHOBAHOTO
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¢inpTpa Kanmana 3 moaieBUM NMepeMUKaHHSIM PEKUMIB, SIKUHM, HA BIAMIHY BiJl MOIIUPEHUX
OaraTomoJieIbHUX a00 aganTUBHUX (PUIBTPIB, HE MOTPEOY€E OAHOUYACHOTO 3aITyCKYy HAOOpy
MojIeNel 1 3a0e3leuye CeJIeKTUBHE MPUTHIYEHHS MM1I03pUIMX BHUMIPIB Ha OCHOBI aHali3y
IHHOBAIIl, 10 Ja€ 3MOTY BIAPI3HATH HOPMAIbHI PEXUMHI 3MIHH BiJ 3JI0BMHUCHHUX
BIIXWJIEHb NUISXOM OIEPAaTUBHOI 3MIHM PEXHUMY OIlIHIOBAaHHS, 30€piraTi HU3BKY
OO0YHCITIOBAJIbHY CKJIAHICTh, HEOOXITHY UIsI MIKPOKOHTPOJEPIB y CHCTEMax peajbHOro
Jacy, 3a0e3meuyBaTy MIBUIKE pearyBaHHs, 3MEHITYBAaTH KIJTbKICTh XUOHUX TPUBOT 1 POOUTH
METOJ1 MPUAATHUM JI0 BIIPOBAKEHHS Y pecypcoodmexenux KDOC.

[IpakTiuHe 3HAYEHHS OTPUMAaHHX peE3yNbTaTiB. 3a pe3yabTaTaMH BHUKOHAHUX
JOCIIKEHb 3/100yBaueM YJOCKOHAJICHO apXIiTEKTypy IUIaHyBaJIbHUKA 3aJad MUISTXOM
3ay4eHHS! 30BHINIHBOTO MOJYJS MAIIMHHOTO HAaBYAaHHSA, 3 QJAaNTUBHUM KEpPyBaHHIM
pPO3MOJLTY 3a/lad 1 pecypciB 0e3 301IblIEHHS HAaBaHTa)XXEHHS Ha MIKPOKOHTpoJiep 1 0e3
NOpYILIEHHS JI€TEPMIHOBAHOCTI BHMKOHAHHA 3aJad peajbHOro uacy. lle namo 3mory
ctBoproBat OCPY 3 nokpallleHUMH XapaKTepUCTUKaMU BUKOPUCTAHHS OOYUCITIOBAILHUX
pecypciB, IO MPOSABISAETHCS y 3MEHIIEHHI CYMapHOI'0 4acy BHUKOHAHHS 3aay, 3HUKEHHI
HABaHTAKEHHS Ha TPOIECOpP 1 CKOPOUYEHHI BUKOPUCTAHHS OMEPATHBHOI MaM’sTi Mij 4ac
poOOTH CUCTEMU.

3acTocyBaHHS METOJly IMHAMIYHOTO po3noAuTy 3aaa4 i pecypciB B OCPY Ha ocHOBI
TEH30pHOT JEKOMIMO3HIIT 3a0e3Meumio MOKpAIleHHs BHUKOPUCTAaHHS OOYMCIIIOBAIIBHUX
pecypciB 3a paxyHOK OJIbIII PIBHOMIPHOT'O PO3MOJILTY 00UMCIIOBAIbHUX (ha3 3ajad y vaci.
3a pesynbTaTaMH TEpIIOi cepii EKCIIEpUMEHTIB CEpeJIHE 3HAUCHHS 3aBaHTAXKEHOCTI
nporecopa 3meHmmiIocs Ha 3,94 %, cepenHiil yac BUKOHaHHS 3aj7a4 3MeHIuBcs Ha 10,86
%, TOJI1 SIK BUKOPUCTaHHS maM’siT1 30ubimiocs Ha 0,87 %. Y apyriit cepii eKCiepuMeHTIB
3HUKEHHS BUKOPHUCTaHHA Mponecopa cranoBwio 13,08 %, 3MEHIIIEHHS 4acy BUKOHAHHS
3anay cranoBuio 3,61 %, npu 3011b11eHH] BUKOpUcTanHsa nam’sTi Ha 0,51 %. Iurerpanbuuii
MOKa3HUK €(QEKTUBHOCTI, BU3HAUCHUU SIK CEPETHE BIJHOCHE MOKPAICHHS IMOKAa3HUKIB
BUKOPHCTAHHS MpOoIecopa, aM’sITi Ta 4acy BUKOHAHHS 3a/1a4, 32 pe3yJbTaTaMH JIBOX Cepiii

eKCIIepUMEHTIB cTaHoBUB 5,19 %, w0 miATBEpIKye AOUIIBHICTH 3aCTOCYBaHHS



3alpoNOHOBAHOTO METOAY JUIsl MiABHUINEHHSA e(eKTUBHOCTI (yHKiionyBaHHs OCPY B
yMOBax 00MEKEHHUX 00UYHCITIOBAILHUX PECYPCIB.

3acTocyBaHHS METOJly MTPEBEHTUBHOIO BiHOBIEHHS KoMIoHEeHTIB OCPY Ha ocHOBI
HU3BKOPO3MIPHOI MapKOBCHKOi MOJENI Ta JBOPIBHEBOTO MPOTPAMHO-ANapaTHOTO
CTOPO’KOBOI'0 MEXaHI3MYy J03BOJIMJIO 3MEHIIUTU YacTKy MpOCTolo cuctemu 3 4,5 % no
1,37 %, 110 BIANOBIZA€ CKOPOUYEHHIO TIPOCTOIO HA 69,63 % Ta MPUCKOPEHHIO BITHOBICHHS
y 3,29 pa3a MOpiBHSIHO 3 TPAAMIIIHHUM amapaTHAM CTOPOXXOBUM TaiimepoM. JlomaTkoBe
HaBaHTAXXEHHA Ha MpoLecop He nepepuinyBaio 1,4 %.

3acTocyBaHHS METOy BUSIBIIEHHS (anbcudikariil Ta anomainiil y curnanax KOC na
ocHOB1 Moju(ikoBaHOro komOiHOBaHOTO (PpinbTpa Kanmana 3 momieBUM MepeMUKAHHIM
PEXUMIB JTO3BOJIMIIO MIABUIIUTH €(PEKTUBHICTh BUSBICHHS aHOMAaNiil Ta Qanbcudikaiiii
npu ymoBax 3II3 y umdpoBux curHamax, 3a0€3MEUMBIIN HAWBUILY IHTETPAJIbHY
epexktuBHIcTh (I = 9,17) cepen mNOpPIBHIOBaHUX METOAIB, MEPEBUILMBIIN KIACHUHUN
buetp Kanmana (5,71), amantuBuuii pinstp Kammana (7,52), Hoo-dinstp (1,71) Ta
nojieBo-kepoBanuii  ¢inbtpa Kammana (5,18). Ilpm mpomy BigHOCHA e(hEKTHUBHICTH
3aMpONOHOBAHOTO0 METOAY MOPIBHSIHO 3 aganTUBHUM ¢iabTpoM KamMmaHna, sikuil mokasaB
Halkpanly eQpeKTUBHICTh CEPE/I IHIINX 3pociia Mpuoau3Ho Ha 21,94%.

TeopernyHi Ta NMpakTHYHI PE3yJAbTAaTH TOCHIJKEHHS BIPOBAKEHI Y MPOTOTHII
OCPY Ha 6a31 STM32F407 3 BukopuctanusiMm FreeRTOS B TOB Vubrpa IT (AKT Bix
13.11.2025), TOB AEBIKC AIJIXKUTAJL (Akt Big 18.11.2025), TOB Nolt technologies
(Axt Bim 30.12.2025), B ocBiTHbOMY Tpoleci XMEIbHHUIIBKOTO HaIllOHAJIHLHOTO
yHiBepcutety (Axt Big 02.12.2025) Ha kadeapi KOMII'IOTEPHOI 1HXKEHepii Ta
iH(popMamitHUX CHCTEM INPU BUKJIAJAaHHI TUCHMILTH « TeXHIYHA I1arHOCTHKA 1 HAAIHHICTh
KOMIT FOTEpHUX TPUCTPOiB», «be3meka Ta 3aXUCT KOMIT IOTEPHUX CHUCTEM», a TaKOX, B
OCBITHHOMY TIpOIleci y OJIOIll BIMCHKOBO-CIEIIaIbHUX AMCIUILUIIH Ta BUKOPUCTAHI MHpPH
YIOCKOHAJIGHHI HaBYAJIbHO-TA00paTOPHOTO KOMIUIEKCY Jnpyroi kadeapu Jlpyroro
HaBYaJIbHO-HAYKOBOT'O 1HCTUTYTY BiiicbkoBO1 akazemii imeH1 €Brena bepesnsika (AKT Bij

18.12.2025).



VY BecTymi OOTpYHTOBAHO AaKTYyaJdbHICTh JOCHIJDKEHHs, IOB’Si3aHy 3 MOTPEOOIo
M1ABUINCHHS epeKTUBHOCTI, HaaiiHOCTI Ta 3axucty OCPY B KOC 3 iIHTEeHCUBHUMU 3MIHAMHU
cTaHiB. Bu3zHaueHO MeTy, 3aBaaHHs, 00 €KT 1 MPEeAMET JOCHIDKCHHS, CIPSMOBaHI Ha
ctBopeHHss camoamantuBHuX OCPY, 3matHux nporHo3yBaTH 3001, eQEKTUBHO
BUKOPUCTOBYBaTH pECypCH Ta MPOTUIISATH 3JIOBMUCHUM BIUMBaM. l[lomaHo HaykoBy
HOBU3HY, BHUCBITJICHO TMPAKTHYHE 3HAYEHHS OTPUMAHUX pE3YyJIbTaTiB, a TaKOX
MIPEICTABIICHO 3B’SI30K TEMATUKHU JOCITIHPKCHHS 3 HAYKOBUMH HAMpsSIMaMH, Y MEXKax SKUX
MPaIIOIOTh BOMI JOCIITHUKY IT1€1 MPOoOIeMHU.

VY nepmiomy po3gini momaHo aHamiTuyHud orian cydacHux OCPY ta KOC,
PO3TIITHYTO 1X apXITEKTYpPHI OCOOIMBOCTI, Ki1acudiKaIlito, MiaX0a1 10 TUIaHyBaHHS 3a1a4 1
3a0e3nedeHHss BiAMOBOCTIMKOCTI. [IpoaHani3oBaHO ICHYIOYI METOAM MOHITOPHUHTY,
CaMOBI1IHOBJICHHSI Ta 3aXUCTY B1J1 3TOBMUCHUX BILJIMBIB, BA3HAUEHO X OOMEKEHHS B YMOBaX
IHTEHCUBHUX 3MIH CTaHIB. Y3arajlbHEHO pE3yJbTaTh JOCHIPKEHb BITUU3HSHUX 1
3apyOlKHUX yuyeHUX y cdepl miaBUIleHHs HaaiiHocTI i epextuBHOCTI OCPY. Ha ocHoOBI
aHamii3zy copmysbOBaHO MPOOIIEMY, IKY HE PO3B’SI3YIOTh BIJIOMI IM1IX0/I1, Ta OOTPYHTOBAHO
HEOOX1THICTh pO3po0ieHHS HOBUX MeToAiB cuHTedy OCPY, 3maTHUX 10 camoanamnTarliii,
IHTEJIEKTyaJIbHOI KJIacTepHU3allii 3a7a4 1 MPOAKTUBHOTO 3aXUCTY CHCTEMH.

VY npyromy po3miii BUKJIAIEHO KOHIIETITYalbHI 3acaid YIOCKOHAJIICHHS apXITeKTYpH
OCPUY 3 miaHyBaJIbHUKOM 3aJ1a4 HUISTXOM 3aJTy4€HHs 30BHIIIHHOTO aHAJITUYHOT'O MO,
a TaKOX BM3HAYEHO BUMOTH O 1i €PEeKTUBHOCTI, HAAIMHOCTI Ta 3aXMILEHOCTI B YMOBax
IHTEHCUBHHUX 3MiH cTaHiB. PO3po0iieHo CTpyKTYpHY MOoieb B3aeMo/11i komnonentiB OCPY,
ONMKCAHO MPUHLIMIIH THTErpaLii miACUCTEM MOHITOPUHTY, IJIAaHYBAaHHSI, CAMOBITHOBJICHHS Ta
aHani3y gaHux. JleTalbHO PO3TIITHYTO METOJI JUHAMIYHOTO PO3MOLTY 3a7a4 1 pecypciB Ha
OCHOBI TE€H30pHOI JIEKOMIO3UIIT Ta apXITEKTypy IUIaHyBaJIbHUKA 13 30BHIIIHIM MOIYJEM,
mo npuitmae nani 3 OCPY, 3miiicHioe X 00poOKy 3aco0aMu MaIIMHHOTO HAaBYaHHS Ta
repeac OHOBJIICHI MapaMmeTpu JJIA TOAabInoi camoananTarlii cuctemu. [IpeacraBieHo
MO>KJIMBICTH SIK 30BHIIIHBOTO, TAK 1 BHYTPIIIHHOTO PO3MIILIEHHS AHAIITUYHOTO MOAYJIsS O€3

MOPYIICHHS JETEPMIHOBAHOCTI CUCTEMH. Y PE3YNIbTaTi 3[IHCHEHO PO3POOJICHHSI IHTEerparlii



MEXaHi3M1B TEH30pHOTO aHalli3y, KJIacTepHu3alii Ta aJanTUBHOTO KEPyBaHHS Y CTPYKTYpY
cyyacHux OCPY.

Y TperboMy po3auTl MOAAHO METOJIM TMPOTHO3YBaHHS 300iB, MPEBEHTHUBHOIO
nepes3anycky KOMIIOHEHTIB 1 BUSBIICHHS aHOMaTil Ta panbcudikaiiil y nndpoBuxX curHaiax
OCPUY. 3ampornoHOBaHO MapKOBCbKY MOJI€NIb MPOTHO3YBAHHS CTaHIB CHUCTEMH, sIKa J1a€
3MOTY OIIIHIOBaTH HMOBIPHOCTI MEPEXOAiB MK CTaHaMU CHCTEMH Ta peali30ByBaTH
JIOKaJbHE BIJHOBJICHHS KOMIIOHEHTIB 0O€3 TIOBHOTO TMepe3ammycKy, IImo 3ade3meuye
BIJIMOBOCTIHKICTh cucTeMU. Po3pobOiieHo komOiHoBanui ¢ineTp Kammana 3 mopieBum
PEXUMOM pOOOTH, aJaNTUBHUM TMEPEMUKAHHAM MOJIETICH 1 MOIyJIeM BHUSBJICHHS aHOMATiM.
Meton opmanizoBaHoO SIK TOpUAHY CUCTEMY 3 IEPEMUKAHHSAMU Ta MOJIAHO AJITOPUTM, 11O
BUKOHYE€ IIPOTHO3YBAaHHsI, aHAI13 IHHOBALIIM, MEPEBIPKY MOPOTIB 1 PEAKIIII0 CHCTEMH Yy pasl
BUSIBJICHHSI aHOMaJTIid a0o aTak.

VY yerBepTOMY PO3ALII MOAAHO €KCHEPUMEHTANbHI JOCIIIKEHHS 3allpOIIOHOBAHUX
METO/IB 1 pIIEHb Y CKJIAJl onepauiiHoi cuctemMu peaiabHoro yacy s KOC. Onucano
cTBOpeHHs npotoTuiry Ha 6a3i FreeRTOS 13 peanizoBaHuMH MeXaH13MaMH IHTEJICKTyaJIbHOT
KJ1acTepu3allii, JBOPIBHEBOI BIIMOBOCTIMKOCTI Ta KoMOiHOBaHOTO GinbTpa Kanmana.
HaBeneno pesynbratu BUIpoOyBaHb pOOOTHM MIKPOKOHTpOJIEpa, SKI MIATBEPAUIU
MBUIIEHHS €()EKTUBHOCTI PO3MOLITY PECYPCIB, 3MEHIIIEHHS Yacy MPOCTOI0 Ta CTIAKICTh
cucTeMu A0 3001B 1 3JJOBMUCHUX BIUIMBIB. Y3arajibHEHO PE3yJbTaTH E€KCIEPUMEHTIB 1
3p00JIEHO BUCHOBOK IPO MPAKTUYHY MPUIATHICTH PO3POOJICHUX METO/IIB JIJIsl 3aCTOCYBAaHHS
y BOynoBanux i KOC.

VY BHUCHOBKY Yy3arajJilbHEHO pPE3yJbTaTH IOCIIHKEHHS, MIATBEPIKEHO JIOCATHEHHS
MOCTaBJIEHOI METH, CPOPMYITHOBAHO OCHOBHI HAyKOBI1 Ta MPAKTUYHI PE3yJIbTaTH.

VY nonaTkax HaBEIEHO MEpeNTiK HAayKOBUX Mpalb, B SIKUX IPEICTaBICHO HAyKOBI
pe3yNbTaTH JOCTIIHPKCHHS, aKTH BIPOBAKEHHS, JICTHHT MPOTPAMHOTO 3a0e3MEUCHHS,
TAOJIHII, 1[0 MICTSTh Pe3yJIbTaTH EKCTICPUMEHTIB.

KirodoBi ciioBa: omepaiiiiiHa cucTemMa peajbHOro 4acy, KidepdizuuHa cucrema,

IHTEJIeKTyallbHa KJIAaCTEepPHU3allisi, TEH30pHA JEKOMITO3HUIIisl, BIIMOBOCTIWKICTh, CTOPOKOBUI



TaiiMep, JaHIor Mapkosa, kom6iHOBaHuM (GinbTp Kammana, caMOBITHOBICHHS, 3aXHCT BiJl

3JIOBMUCHOT'O BIIUIMBY, JaTYUKH, iHTGpHCT peqeﬁ, MOHiTOpI/IHF.

ANNOTATION

Kozelskyi O. V. Methods and Means for Task Scheduling and Efficiency Improvement
in Real-Time Operating Systems. — Qualification research paper (manuscript).

Dissertation for obtaining the Doctor of Philosophy degree in specialty 123 —
Computer Engineering. — Khmelnytskyi National University, Khmelnytskyi, 2026.

The dissertation analyzes methods of task scheduling and efficiency improvement in
real-time operating systems (RTOS). The work improves the architecture of the task
scheduler through the integration of an external machine learning module, develops a
method for dynamic allocation of tasks and resources in RTOS based on tensor
decomposition, a method for preventive recovery of RTOS components, as well as a method
for detecting falsifications and anomalies in computer systems for signals of cyber-physical
systems (CPS) based on a modified combined Kalman filter with event-driven mode
switching while preserving the determinism of real-time task execution.

The object of research is the processes of functioning of real-time operating systems
in cyber-physical systems under conditions of intensive state changes.

The subject of research is methods and tools for adaptive task scheduling and resource
allocation based on multidimensional workload analysis, preventive recovery of
components using state prediction, as well as detection of anomalies and falsification of
sensor data in RTOS for CPS.

The purpose of the dissertation research is to improve the efficiency of resource
utilization, as well as the continuity and reliability of RTOS operation in cyber-physical
systems with intensive state changes by developing methods for adaptive scheduling,
dynamic resource allocation, preventive recovery, and detection of anomalies and

falsifications.



The scientific novelty of the obtained results is as follows:

1) an improved architecture of the task scheduler incorporating an external machine
learning module has been developed. Unlike traditional RTOS architectures, it enables
analytical computations to be offloaded outside the microcontroller and establishes a
feedback channel for self-adaptation. This approach ensures the collection of
multidimensional telemetry, its transformation into tensor representations, and the adaptive
updating of scheduler parameters without user intervention. As a result, the system can
account for multidimensional workload dynamics during resource management,
overcoming limitations imposed by the computational resources of microcontroller
platforms while preserving deterministic task execution within the critical real-time loop;

2) for the first time, a method for dynamic task and resource allocation in RTOS based
on tensor decomposition has been developed, which uses multidimensional models of
system workload to predict task behavior considering interrelations between parameters and
subsequently form decisions based on their comprehensive analysis. Unlike existing
resource allocation algorithms that rely mainly on one-dimensional metrics or local task
characteristics, the proposed method makes it possible to reduce execution time, decrease
processor load, and improve the efficiency of system resource utilization;

3) for the first time, a method for preventive recovery of RTOS components has been
developed that combines a low-dimensional Markov state-prediction model with multi-level
watchdog supervision. Unlike traditional watchdog schemes that react only after a halt or
freeze has occurred, the proposed approach enables early assessment of failure risk and local
software-initiated hardware reset, with formalization of a state index, transition
probabilities, and escalation policies, while maintaining low computational complexity
suitable for real-time microcontrollers;

4) the method for detecting falsifications and anomalies in computer systems for CPS
signals has been further developed based on a modified combined Kalman filter with event-
driven mode switching which, unlike widely used multimodel or adaptive filters, does not

require the simultaneous execution of multiple models and provides selective suppression
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of suspicious measurements through innovation analysis, enabling the distinction between
normal mode changes and malicious deviations via instantaneous switching of the
estimation regime while preserving the low computational complexity required for real-time
microcontrollers, ensuring rapid response, reducing false alarms, and making the method
suitable for deployment in resource-constrained CPS.

Practical significance of the obtained results. As a result of the conducted research,
the applicant has improved the architecture of the task scheduler by incorporating an external
machine learning module, enabling adaptive management of task and resource allocation
without increasing the load on the microcontroller and without violating the determinism of
real-time task execution. This made it possible to design real-time operating systems with
improved efficiency of computational resource utilization, manifested in a reduction of the
total task execution time, decreased processor load, and reduced RAM usage during system
operation.

The application of the method for dynamic allocation of tasks and resources in an
RTOS based on tensor decomposition ensured improved utilization of computational
resources through a more uniform distribution of computational phases of tasks over time.
According to the results of the first experimental series, the average CPU utilization
decreased by 3.94%, the average task execution time decreased by 10.86%, while memory
usage increased by 0.87%. In the second experimental series, CPU utilization decreased by
13.08%, task execution time decreased by 3.61%, while memory usage increased by 0.51%.
The integral efficiency indicator, defined as the average relative improvement of CPU
utilization, memory usage, and task execution time metrics, amounted to 5.19% based on
the results of the two experimental series. This confirms the feasibility of applying the
proposed method to improve the efficiency of RTOS operation under limited computational
resources.

The application of the method for preventive recovery of RTOS components based
on a low-dimensional Markov model and a two-level hardware—software watchdog

mechanism reduced system downtime from 4.5% to 1.37%, corresponding to a 69.63%
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reduction in downtime and a 3.29-fold decrease in recovery time compared to a conventional
hardware watchdog timer. The additional CPU overhead did not exceed 1.4%.

The application of the method for detecting falsification and anomalies in CPS signals
based on a modified hybrid Kalman filter with event-driven mode switching made it possible
to improve the effectiveness of anomaly and falsification detection under intentional
interference conditions in digital signals, achieving the highest integral efficiency (I =9.17)
among the compared methods, exceeding the classical Kalman filter (5.71), the adaptive
Kalman filter (7.52), the Hoo filter (1.71), and the event-triggered Kalman filter (5.18). At
the same time, the relative efficiency of the proposed method compared to the adaptive
Kalman filter, which demonstrated the best performance among the other baseline methods,
increased by approximately 21.94%.

The theoretical and practical results of the research were implemented in a RTOS
prototype based on the STM32F407 using FreeRTOS in Ultra IT LLC (Act of 13.11.2025),
DEVIX DIGITAL LLC (Act of 18.11.2025), Nolt technologies LLC (Act of 30.12.2025),
in the educational process of the Khmelnytskyi National University (Act of 02.12.2025) at
the Department of Computer Engineering and Information Systems while teaching the
disciplines "Technical diagnostics and reliability of computer devices", "Security and
protection of computer systems", as well as in the educational process within the block of
military-specialized disciplines, and were used to improve the educational and laboratory
facilities of the second department of the Second Educational and Research Institute of the
Yevhen Bereznyak Military Academy (Act of 18.12.2025).

In the introduction, the relevance of the research is substantiated in connection with
the need to improve the efficiency, reliability, and security of RTOSs in CPS with intensive
state changes. The goal, objectives, object, and subject of the research are defined, aimed at
creating self-adaptive RTOSs capable of predicting failures, efficiently utilizing resources,
and counteracting malicious influences. The scientific novelty is presented, the practical

significance of the obtained results is highlighted, and the connection of the research topic
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with scientific fields in which well-known researchers in this area work worldwide is also
described.

The first chapter presents an analytical review of modern RTOS and CPS, considering
their architectural features, classification, approaches to task scheduling, and fault-tolerance
mechanisms. Existing methods of monitoring, self-recovery, and protection against
malicious impacts are analyzed, and their limitations under conditions of intensive state
changes are identified. The results of studies by domestic and foreign researchers in the field
of improving the reliability and efficiency of RTOS are summarized. Based on this analysis,
a problem not solved by existing approaches is formulated, and the necessity of developing
new methods for RTOS synthesis capable of self-adaptation, intelligent task clustering, and
proactive system protection is substantiated.

The second chapter presents the conceptual foundations for improving the RTOS
architecture with a task scheduler through the integration of an external analytical module,
and also defines the requirements for its efficiency, reliability, and security under conditions
of intensive state changes. A structural model of interaction between RTOS components is
developed, and the principles of integrating monitoring, scheduling, self-recovery, and data
analysis subsystems are described. A method for dynamic allocation of tasks and resources
based on tensor decomposition and the architecture of a scheduler with an external module
are considered in detail; this module receives data from the RTOS, processes it using
machine learning techniques, and transmits updated parameters for further self-adaptation.
The possibility of both external and internal placement of the analytical module without
violating system determinism is demonstrated. As a result, mechanisms of tensor analysis,
clustering, and adaptive control are integrated into the structure of modern RTOSs.

The third chapter presents methods for failure prediction, preventive component
restart, and detection of anomalies and falsifications in digital signals of RTOS. A Markov
model for predicting system states is proposed, which makes it possible to estimate the
probabilities of transitions between system states and to implement local recovery of

components without a full system restart, thereby ensuring system fault tolerance. A
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combined Kalman filter with an event-driven operating mode, adaptive model switching,
and an anomaly detection module is developed. The method is formalized as a hybrid system
with switching, and an algorithm is presented that performs prediction, innovation analysis,
threshold checking, and system response in the event of detected anomalies or attacks.

The fourth chapter presents experimental studies of the proposed methods and
solutions as part of a real-time operating system for CPS. The creation of a prototype based
on FreeRTOS with implemented mechanisms of intelligent clustering, two-level fault
tolerance, and a combined Kalman filter is described. The results of microcontroller
performance tests are presented, confirming improved efficiency of resource allocation,
reduced downtime, and system resilience to failures and malicious impacts. The
experimental results are summarized, and a conclusion is drawn regarding the practical
applicability of the developed methods for use in embedded systems and CPS.

In the conclusion, the results of the research are summarized, the achievement of the
stated objective is confirmed, and the main scientific and practical results are formulated.

The appendices contain a list of scientific publications presenting the research results,
acts of implementation, software listings, and tables containing the results of experiments.

Keywords: real-time operating system, cyber-physical system, intelligent clustering,
tensor decomposition, fault tolerance, watchdog timer, Markov chain, combined Kalman

filter, self-recovery, protection against malicious influence, sensors, [oT, monitoring.
Cnucox my6utikaiiiit 3100yBava 3a TEMOO AUCEpTaIli

Hayxosi npayi, 6 sikux onyonixo8aui 0CHOBHI HAYKOBI pe3yibmamu oucepmayii
1. Kozenbcbkuii O., CaBenko b. BusBnenns ¢anbcudikamii ta aHomamiid y
udpoBUX CUTHaNAX BiJ KiOepdi3MUYHUX CUCTEM HA OCHOBI KOMOIHOBaHOTO (QiIbTpa

Kanvana. Information Technology: Computer Science, Software Engineering and Cyber

Security, 2025. Ne2. C. 23-35. DOI: https://doi.org/10.32782/1T/2025-2-4

2. Kozenncrkuii O.B. MeTos1 TeH30pHOT IEKOMITO3HIIIT JIJIs1 aIallTUBHOTO PO3TOILITY

pecypciB y cuctemax peasibHoro 4yacy. Measuring and computing devices in technological


https://doi.org/10.32782/IT/2025-2-4

14

processes. 2025. No82(2). C. 426-433. DOI: https://doi.org/10.31891/2219-9365-2025-82-
61

3. Kozenbcbkuii O., CaBenko b., CaBenko O. J/IBopiBHEBa cTpateris MigBUIICHHS
B1IMOBOCTIHKOCTI OTEpaIliiHuX CHCTEM PEaTbHOTO Yacy 3 BUKOPUCTAHHSIM WMOBIPHICHOTO
ananmizy. Herald of Khmelnytskyi National University. Technical Sciences.2025.
Ne353(3.2). C. 438-446. DOI: https://doi.org/10.31891/2307-5732-2025-353-60

4. Kozenbcbkuit O., CaBenko b. 30BHIIIHA ajanTUBHA cUCTEMa KiacTepu3aiii a7
MIJBHUINCHHS THYYKOCTI OMNEpaIliiHUX CHUCTEM pPEaJhbHOTO 4Yacy Ha OCHOB1 JUHAMIYHOTO
IJTAaHYBAHHS 3aBIaHb. Bueni 3anucku Taspiucbko2co HayioHANIbHO20 YHIBEpCcUmemy imMeHi
B.I. Bepnaocvkoco. Cepia: Texuiuni nayku. Tom 5. 2025. Y.2. C. 124-132 DOI:
https://doi.org/10.32782/2663-5941/2025.5.2/18

5. Kozenbebkuii O., CaBenko O. [IpoakTuBHUI MeXaHI3M 1H(QOpMaLIiHOT Oe3MeKu B
OlepaliiiHuX CHCTEMax pEaJlbHOTO Yacy 3 BHKOPUCTAHHSAM TIOPUIHOIO CTOPOXKOBOIO
taitmepa. Measuring and computing devices in technological processes. 2025. Ne83(3). C.

459 — 466. DOI: https://doi.org/10.31891/2219-9365-2025-83-57

6. Kozenbcbkuii O., CaBeHko b. BusBIEHHsS 370BMHCHUX aTaKk Ha CEHCOPU Ta
MIApOOKKH TeneMmeTpii B KiOep(pI3MUHUX cHCTeMaxX Ha OCHOBI MOJu(piKOBaHOTO (iibTpa
Kanmana. Measuring and computing devices in technological processes. 2025. No84(4). C.

228-235. DOI: https://do1.org/10.31891/2219-9365-2025-84-24

Ipayi, sxi 3aceiouyroms anpobayiio mamepianie oucepmauii

7. Kozelskiy O., Kashtalian A., Stetsyuk V., Martiniuk D., Sachenko A. A model of
an intelligent clustering system with an external module for the architecture of RTOS with
intensive changes of states regarding their flexibility and balancing. Ist International
Workshop on Advanced Applied Information Technologies: (AdvAIT-2024), Khmelnytskyi,
Ukraine and Zilina, Slovakia, December 5, 2024. Vol. 3899. P. 234-243. URL: https://ceur-
ws.org/Vol-3899/paper21.pdf (Scopus)

8. Kozelskiy O., Drozd A., Savenko B., Gaj P. A model for probabilistic monitoring



https://doi.org/10.31891/2219-9365-2025-82-61
https://doi.org/10.31891/2219-9365-2025-82-61
https://doi.org/10.31891/2307-5732-2025-353-60
https://doi.org/10.32782/2663-5941/2025.5.2/18
https://doi.org/10.31891/2219-9365-2025-83-57
https://doi.org/10.31891/2219-9365-2025-84-24
https://ceur-ws.org/Vol-3899/paper21.pdf
https://ceur-ws.org/Vol-3899/paper21.pdf

15

and proactive restart of real-time operating systems under intensive state changes in cyber-
physical systems. 2nd International Workshop on Intelligent & CyberPhysical Systems:
(ICyberPhyS 2025), Khmelnytskyi, Ukraine, July 4, 2025. Vol. 4013. P. 198-210. URL.:
https://ceur-ws.org/Vol-4013/paperl6.pdf (Scopus)

9. Gaj P., Sochor T., Korobchynskyi M., Savenko B., Kozelskyi O. Hybrid Method
for Protecting RTOS from Failures and Cyberattacks Using Compact Markov Models. The

International Workshop on Applied Intelligent Security Systems in Law Enforcement
(AISSLE-2025), Vinnytsia, Ukraine, October, 30 — November, 02, 2025. Vol. 4126. pp. 361-
376. URL: https://ceur-ws.org/Vol-4126/paper19.pdf

Ilybnikayii, saKi 000amKko80 8i000paANCAOMb HAYKO8I pe3yibmamu oucepmayii

10. CBi101ITBO MPO pEECTpAIIit0 aBTOPChKOro mpaBa Ha TBip Nel41525. Komm'totepHa
nporpama «IIporpamue 3a0e3nedyeHHs aHagi3aTopa IMOBIPHOCTI BiIMOB y peaJlbHOMY Yacil
JUISL OTIEpAIlIfHUX CHUCTEM KiOep(i3UYHUX CHUCTeM 3 IHTEHCMBHMMH 3MIHAMHU CTaHIB
(AIBPY)» / O.B. Kozenbcwkuii, b.O. Capenko. [lara peectpamii 17.12.2025. URL:
https://sis.nipo.gov.ua/uk/search/detail/1897556



https://ceur-ws.org/Vol-4013/paper16.pdf
https://ceur-ws.org/Vol-4126/paper19.pdf
https://sis.nipo.gov.ua/uk/search/detail/1897556

