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XMenbHUIBKHN HAIOHAIBHUH YHIBEPCUTET

MOBYJIOBA AJITOPUTMY ICEBJO-UMOBIPHICHOI' O
NN PPYBAHHA HA OCHOBI BJIOKOBUX HIU®PIB

Posznsadaemuvess  supiweHHs 3a80aHb  3a6e3neveHHs iHPopmayiliHoi 6e3neku cyyacHux iHgopmayitiHo-
mesiekoMYHIKayiliHux cucmem, documbs WUPOKO 3aCMOCO8YIOMbCS CUMEMPUYHI 3axUcHI nepemeopeHHs iHpopmayii. Januil
8ud nepemsopeHb Nnepemaeoproe 8UxioHi mekcmu 6 ncesdosunadkogi nocaidosHocmi 3HaKis 3a/excHo 8id desikoi iHgpopmayii
nopigHaHo man02o obcszy (8i0 Kawoua) HeAoCmynHow nomeHyiliHoMy nopywHUky. 3azeuyatl nid 4ac oyiHIEAHHS pieHs
6e3neku, 3a6e3ne4y8aHoi a.120pummMamu 3axUCHUX nepemeopeHd, NPUIMAEMbCsi Modeab NOPYWHUKA, 8 AKIU 88aiaAEMbCs,
wWo K4 € Hegidomum nopywHuky. [Ipome nopieHsaHO HedasHO 6y/10 OAHO 06TDYHMY8AHHA AKMYya/abHOCMI po32Asady mak
36aHUX AMAK 3 NPUMYcOM 00 pO3Kpumms KA4a i 3anponoHo8aHO 3azaabHUll nidxid do 3axucmy 8i0 makux amak, sikuil
no/sizae y 3acmocysaHHi 3aXUCHUX A/120pumMis, wo gopmyroms nepemeopeHull mekcm, sikull donyckae HeoOHO3Ha4YHe
8i0HO8/1eHHS1 OocMUcAeH020 meKcmy. [IpakmuyHa eaxc/aueicmb 3aXUCHUX NepemeopeHb mako20 muny & nepuly uepay
noe'sizaaHa 3 modcausicmio peasaizayii Ha ix ocHosi MexaHizmie 3axucmy iHgopmayii Hogozo muny, sKi 00380/5H0Mb,
30Kpema, HAnpasumMu NOPYWHUKA NOMUAKOBUM W/ASAXOM [ Has'sizaamu tiomy Henpasdugy iHgopmayiro. IIpedmemom
docnidsiceHHs € MeXaWizmu, npuMimueu, a/A20pumMu md NpPOMOKOAU 3AXUCHUX nepemeopeHb 1 aymenmudgikayii
iHopmayii 6 3acobax i cucmemax iHpopmayitiHoi 6e3neku. Mema daHoi pobomu nosasizac y nidguujeHHi pigHs
iHopmayiiiHoi 6e3neku iHPopmayiliHO-meseKOMYyHIKAYIliHUX MeXHO0/102ill 3a paxyHOK noJjinweHHsi npodykmueHocmi
eapianmie peasizayii nceedo-liMOGIPHICHUX 3AXUCHUX NnepemeopeHb, npudamuux 0.5 anapamHoi ma npozpamHoi
peanizayii 8 3acobax 3axucmy iHgpopmayii.

Kaiwouosi caosa: ncegdo-iimosipHicHe wugpysanus, 6.a0k06i wugdpu, iHgopmayiliiHa 6e3neka, iHPopmayitiHo-
me/leKOMYHIKQYiliHI cucmeMmu, KA, aA20pUmm, 3aXUcCHi nepemeopeHHs1.
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CREATION OF AN ALGORITHM OF PSEUDO-PROBABILISTIC
ENCIPHERING ON THE BASIS OF BLOCK CODES

Symmetric protective transformations of information are rather widely applied to the solution of problems of ensuring
information security of modern information and telecommunication systems. This type of transformations will be transformed by source
texts to the pseudorandom sequences of signs depending on some information of rather small volume (from a key) is inaccessible to the
potential violator. Usually at assessment of level of safety ensured by algorithms of protective transformations the model of the violator in
which it is considered that the key is unknown to the violator is accepted. However rather justification of relevance of consideration of the so-
called attacks with coercion to disclosure of a key has been given recently and the general approach to protection against such attacks which
consists in application of protective algorithms which form the transformed text which allows ambiguous recovery of the intelligent text is
offered. Practical importance of protective transformations of this kind first of all is connected with a possibility of realization on their basis
of mechanisms of information security of new type which allow to direct, in particular, the violator on a false way and to impose him false
information. Object of research are mechanisms, primitives, algorithms and protocols of protective transformations and authentication of
information in means and information security systems. The purpose of this work consists in increase in level of information security of
information and telecommunication technologies due to improvement of productivity of options of realization of pseudo-probabilistic
protective transformations suitable for hardware and program realization in means of information protection.

Key words: pseudo-probabilistic encryption, block ciphers, information security, information and telecommunication systems, key,
algorithm, protective transformations.

ITocranoBka 3aBaaHb. TeopeTMyHa 3HAYYIIICTH POOOTH MONAra€ B PO3poOLi METOAIB IMOOYIOBH
NPOAYKTUBHUX AITOPUTMIB 3aXHCHHUX NEPETBOPEHH 3 AJIbTEPHATHBHUM BiTHOBJIECHHSAM BHXIJHOTO IIOBIZOMIICHHS,
10 3aJI0BOJILHSIOTH KPUTEPII0 OOYMCIIOBAJIBHOI HEIMOMITHOCTI BiJ] IMOBIPHICHOTO MEPETBOPEHHS 1 BOJOMAIIOTH
JIOCUTh BUCOKOIO NMPOAYKTHBHICTIO. [IpakTHYHA 3HAUYUMICTh TOJISITAE B TOMY, 1110 PO3POOJICHI aITOPUTMHU Ha OCHOBI
3aIIPOIIOHOBAHUX METO/[IB MOXYTh OyTH 3aCTOCOBaHI JUIs BOYIOBYBaHHS HOBHX 3aXMCHHUX MEXaHi3MiB B KOMILIEKCHI
3aco0u 3a0e3reueHHs] KOMIT'TOTEPHOT Oe3IeKH.

OcHoBHAa vacTMHA. MeTon cuMETpHYHOrO MHM(pPYBaHHS, 3aCHOBAaHMM Ha OOYMCIICHHI JesKoi Xel-
(hyHKII{, Ha TiICTaBi IKOTO OYIAYETHCS aNTOPUTM IMOBipHICHOTO M pyBaHHs. BiH, y CBOIO Uepry, Aa€ MOXKIUBICTh
MOoOYIOBH alITOPUTMY IICEBIO-MMOBIPHICHOTO TIepeTBOpEHHs. PO3po0IeHO METOM IICEeBI0-BUITAKOBOTO OJIOYHOTO
3aXHUCHOTO IEPETBOPEHHS, KU 3aJOBOJBHSE IOAATKOBOI BUMOTH 0 CXEM IICEBIO-MMOBIPHICHOTO 3aXHCHOT'O
HEpPeTBOPEHHS, 110 3adesneuye Oe3MeKy M0 NMPUMYCOBHX aTakaM 3 BHMIpOM uacy posmudpysaHHa. OmnucaHuii
AITOPUTM, 3aCHOBAHWII Ha 00YMCIICHH]I 3HA4YeHb Xell-QyHKIii, 1 HaBeJeHa TaOIuIs 3 IMOBIPHOCTAMU 30010 il 4ac
mudpyBanHs. OTpUMaHUHI aNTOPUTM IICEBIO-MMOBIPHICHOTO 3aXMCHOTO IEPETBOPCHHS, 3aCHOBaHUH Ha GJIIOKOBHX
mmdpax.

VY BigomMoMmy MeToni Ui IMOBIPHICHOTO OJIOYHOrO HIM(PYBaHHS BUKOPHCTOBYETHCS b-OiToBa (yHKIIs
mmopysanHs C, a 3amudpoBaHe MNOBIIOMIEHHS PO3IUIIETbCS Ha q-po3psaHi Onoku nmanux (q <b). dus
NepeTBOPEHHs OJIOKY BIIKPHUTOTO MOBiZOMJIEHHs M reHepyeTbcss w-0iToBuid BUmankoBuii 6ok A (w= b — q), 3a
SIKMM CJiIy€e ckianaHHs b-0iToBoro BXigHOTO OIOKY nanux B = A || M, ne 3HaK || mo3HAYae orepallito KOHKaTeHAIi1
JIBOX JIOBIYHHX BEKTOpPiB A i M i obumcitoe 6so0k 3ammpposanoro nosimomieHus S = £y (B), ne K e wiouem
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mmdpyBaHHs. PalioHa bHICT MPAKTUYHOTO 3aCTOCYBAaHHS AITOPUTMY IMOBIPHICHOTO MIM(PYBaHHS BiTHOCHTHCS
JI0 HAaCTYIIHUX €JIEMEHTIB!

1) BiH 3a0e3rneuye OUIBIIMIA 3aXHCT BiJ aTak 3 BUKopHucTaHHsIM backdoor B BHKOPHUCTOBYBaHHX OJIOK-
wHbpr;

2) BiH NMOTEHILINHHO 3a1o0irae ataky 3 BUKOPHCTAHHSAM JAESKUX Helepen0aueHUX Bpa3IMBOCTEH alropuTMy
6JI09HOTO IU(PYBaHHS.

Cri 3a3Ha4WTH, IO B peajbHUX MPHUCTPOSAX IMU(PPYBaHHS BHKOPUCTOBYETHCS T'€HEPATOp BHUITAJKOBUX
yuces (I'BY) nosuneH OyTH BIIpOBa/DKEHUH B SIKOCTI BHYTPIIIHBOI YaCTHHH, HANPUKIAM, B €JIEKTPOHHOMY LMK,
10 peatisye anroputM 6jao4Horo mudpysanus C.

TakuM YMHOM, IiIBUIIEHHS O€3leKkn 3a0e3MeuyeThCsl TIIBKH B TOMY BHIAIKY, KOJHM IOTCHINHHN
CYIIpOTHBHUK He B cTaHi momudikysatn ['BU abo #ioro BuximHi nasi. [Ipy BHKOpHCTaHHI pi3HUX 3HAYCHD
BimHOCHHHM b / q 1y mestkoi manoi ¢pyHkii mudpysanHs C, MokHA BHOpAaTH HEOOX1THUI KOMIIPOMIC Mik Oe3IeKor0
Ta WBHUIKICTIO IUPpyBaHHs. UM Oinblile 1€ BIAHOMICHHS, TUM OLIbIIE MiBUILYETHCS PIBEHb OS3MEKH 1 THM HIDKYE
MIBUAKICT WHQpyBaHHs Aanux. OcTaHHe MOXKHa rpy0o ouiHuTH 3a gornomororo hopmynu d = d; (b - w) /b, ne dy
— IIBUJKICTH MM(pyBaHHs. 3araibHa cxema WMoBipHOro O104HOTo mKdpyBaHHs nokasana Ha cxemi 1. Cxema OyTn
JIETKO TIEPETBOPEHa B CXEMY IICEBIO-MOJJIMBOTO OJOYHOrO INM(pYBaHHA, SIKa MOKe OyTHM BHKOpUCTaHa JUIs
OJTHOYACHOT'O INU(PYBaHHS JBOX HE3AIC)KHHX ITOBIJOMIICHb, (DIKTUBHHMX 1 CEKPETHHMX, 3 BHKOPHUCTAHHSM JIBOX
pizHux kimrouiB K 1 Q BigmosigHo. s miel metn moxHa 3aminuti ['BU nesikoi 010k0B0i dyHKIi€0 mudpyBaHHs
C’ 3 6:110KOM W-OITHHX BXiIHHX JaHUX. 3aMiCTh TeHepalii -GiTHOro BHIIJKOBOTO YKcia A, 1€ 3ammppoBaHuil -
6iTHUI 610K T cekpeTHOTO MOBiTOMIIEHHS (cXeMa 2).

IMpu BukopucTanHi 610K0BOrO anropurmy mudpysands C’ Uit epeTBOpeHHs GIOKY HaHuX T 3 KIHo4YeM
Q, oTpumanuii npomixHui 610K mHUPP-TEKCTY F- = €olT) € 00YHCITIOBAILHO HE BiAPI3HSIOTHCS BiJl PIBHOMIPHO

BUIAJIKOBOTO (-0iTOBOrO JBIHKOBOro Bekropa. [TotiM 00K S5 00'enHYy€eThCS 3 OJOKOM (PIKTHBHOT'O MOBIIOMIICHHS
M i nepeTBOPIOETHCS y BUXIAHUI OJIOK 3aIM(POBAHOTO ITOBIIOMIICHHS:

F = Cpn (K| 1)
I'BY Brox masmnx M
w A a
b Bximumii 6510K DaHHX
B=A| M
Kmo4 mmdpysansa K Cy
b

brnok mudpoTekera S

Puc. 1. 3araabHa cxema iiMoBipHOro 6;104HOro MMpPyBaHHS

Komu mpuMycoBo BimnpaBHUK i OIep>KyBad IMOBIIOMIICHHS MOXYTh BiIKpHUBaTH (DiKTHBHE MOBiJOMIICHHS
M i migpo6nenuit xmroud K i orojomnryBaTa mpo BUKOPHCTaHHS OJIOYHOTO iMOBIPHICHOTO alTOPUTMY HIH(pPYBaHHS.
TakuMm YWHOM, MiJ Yac MPHUMYIIyE€ aTaKu OOWABI CTOPOHHM MAarOTh MOMIIHMBICTH O€3 Mi03p BHKOPHCTOBYBATH
¢ikTuBHI AaHi. [IporoHOBaHMH TICEBA0O-IMOBIpHICHHI MeTO| IIM(pyBaHHs 3a0e3nedye 3anepedeHns. Y MoHorpadil
MPEeCTaBIeHI Killbka METOIIB IMOBIpHICHOTO MIM(PYBaHHS 3 JESIKOK JeTepPMiHOBaHOIO (YHKI[I€0 OJIOYHOTrO
mmdpyBaHHs. {1 KOKHOTO 3 IIUX METOJIB MOKHA 3alIpOIIOHYBATH BiANOBIIHY IICEBIO-BIpOTiHY CXeMy OJIOYHOTO
mnbpyBaHHs, sika Oe3nedHa s aTak 3 IpuMycoM. Taki IceBl1o-IMOBIPHICHI cXeMHU MH(PYBaHHS BiTHOCSTHCS 10
3alUIaHOBaHMX AJITOPUTMaM 1 MPOTOKOJIaM 3aliepeyueHHs IuQpyBaHHs. BoHu 3a0e3neuyroTh IBOCTOPOHHIN 3aXHCT
JIO0 THX Mip, TOKU MPOTHBHUK HE 3MOXeE MEPEeBIPUTH Yac po3mn(pyBaHHs, HEOOXIIHE ISl PO3KPUTTSI CEKPETHOTO
MOBIJOMJICHHS. SIKIIO y HBOTO € Taka MOXJMBICTb, TO BiH 3MOXKE BCTaHOBHUTH, LI0 dYac JemH(pyBaHHS
MiAPOOJIEHOTO TOBIIOMIIEHHS MEHIIE 4Yacy JeIIu(pyBaHHS CEKpPeTHOro nosimomieHHs. KpiM Toro, moxHa
NPUITYCTHTH, IO B JESKAX BHIAJKaX NPOTHBHHUK IIOPIBHIOE (YHKLII KOXYBaHHS, SIKI BUKOPHUCTOBYIOTHCS IS
nemupyBaHHS QIKTUBHUX 1 CEKPETHHUX ITOBiTOMIICHb.
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BII0K ceKpeTHOTO MOBiToMIeHHS T

w
CexkpeTHHH KTH0H Q
—a CQ Biok dakTHIHOTO
MOBIIOMIeHHA M
W ST q
b B=ST1|M

DAKTHIHHH K109 K

b.
5

Puc. 2. 3arajibHa cxema nceB10-iiMOBipHOIo 6,104HOr0 MGPYBaAHHS

[I{o06 3a0e3meunTH 3aMepeyYeHHs il Yac aTak, CKOEHUX MPOTUBHUKOM, SIKi MAIOTh 3a3HAYCHI MOXIIUBOCTI,
MOXKHa 3alpOIIOHYBAaTH HACTYIHUH JOJaTKOBHW KpuTepiii anroputmy mmpyBaHHS: (QIKTHBHI 1 CeKpeTHi
MOBIZIOMJICHHS! TIOBMHHI OyTH po3mm(poBaHi OJHUM 1 TUM e anroputMoMm Jemmdpysanns. Lleit kpurepiit Moxe
OyTH BHKOHAaHHI 3a JOIIOMOTOIO JO/aBaHHS JOJATKOBOTO IEPETBOPEHHS (IKTHBHOrO OJIOKY MOBinOMIIEHHS M 3
6no4HO0 QyHKUiero mudpyBaHas C’ 1 yCTaHOBKOIO 3HAUeHb q = W = b / 2, SK 1MoKa3aHO Ha MaJIfOHKY 2.3, 1e 0JIoK
Transp (e) BHKOHYE KepOBaHYy IE€PECTAHOBKY [BOX OJIOKIB maHux w -Oit S; 1 5, sxmo e = 1, TO

Trausp ' ® (57|15} = 5|l5p; axmo e = 0, 10 Transp '™ (57|15, = 55|15,y Hepenbauaerscs, mo kmoui K i Q
3anoBobHAIOTE YMOBI (K mod 2) xor (Q mod 2) = 1, e i 3HaYCHHS € 3aJICKUTh BiJ KIF0Ya HACTYIHHM YHHOM
(xroui K 1 Q reHepyroThes Tak, MO BOHK MalOTh pi3Hy mapHicTh): ¢ = K mod 2 i e = Q mod 2. y iboMy BUIIaIKy
HACTYIIHAN aNrOpUTM pO3KpHBae (HIKTUBHI a00 CEKPETHI MOBIIOMIICHHS B 3aJE€KHOCTI BiJl BUKOPHCTOBYBAHOTO
kmoya K 1 Q.

IMoBipHicHUI anropuT™ mU(pyBaHHs, KU MOXKe OyTH MOB'SI3aHUI 3 MICEBIO-IMOBIPHICHUM aJITOPUTMOM
mmbpysanHs (Cxema 3), nmokazanuii Ha cxemi 4. Jlerko OaumtH, 1m0 3amudpoBaHe MOBIIOMICHHS, CTBOpPEHE
MEepIIUM AITOPUTMOM TIiJI Yac OJJHOYACHOTO IIU(PYBaHHs ceKpeTHOro moBigomiieHHs T 3 cekpeTHUM KitodeM Q i
(hIKTUBHUM TOBIIOMIICHHSM M 3 (hikTUBHUM KitoueM K, moTeHIiiHO MOXe OyTH OTPUMAHUI APYTHM ajrOPUTMOM,
BUKOPHCTOBYBaHMM sl mu(ppyBaHHS (IKTUBHOTO mMoBigoMiieHHs To QiktuBHOMY Kitouy. {06 BinpizHuTH
TICEBJI0-PO3MOJIT yCiX MH(ppyBaHHS Bil HMOBIPHOTO, BUMArae€ThCcs PO3KPUTTS cekpeTHoro mnosigomiienHs T. Ipu
BUKOpHCTaHHI (yHKUiH 610uHor0 mmdppysanns C’ i C, nanpuxuan TripleDES [40], 3 G10koM BXiJHHX AaHHX, SIKi
MaroTh po3Mip w = 64 1 AES [40], 3 G1oKOM BXiIHHMX JaHUX, sIKi MaroTh po3Mip b = 128, oOuucIIOBaIbHO BaXXKO
BIZIPI3HUTH 3arepedyBaibHy cxemy mmdpyBanHs (puc. 3) Bix HMOBipHICHOI cxemu (puc. 4).

Anroput™m po3mmppyBaHHs, SIKHI BIAMOBIAA€ K 3allepedyBaHUA, TaK 1 IMOBIpHICHAM cXeM IU(pPyBaHHS,
BUIJISIA€ HACTYITHHM YHHOM:

1. Beranorutu im0y K* = (K, K'), ne K' = K (mns po3kpurrs diktuBaOro nosigomients) i K’ = Q (mis
PO3KPUTTS CEKPETHOTO TTOBIJOMIICHHS).

2. O6uucnutu 6it e = K’ mod 2.

3. Posumdpysaru 6110k 3ammdposanoro nosigomnenns S: B = (8,]|8:) €~ *if), ne npomixaumii 610k B
3a(poBaHOTO MOBIIOMIICHHSI TPEACTABICHUIT SIK OETHAHHS U-01THUX Mif0NOKIB nanux By 1 Ba.

4. BuxoHnaru onepauito tpancnonysanus Transp = (B |18=) 2 (E"yJI&"-) =Tramep ' (B, |I1B..).

5. O0uucauTH U-0iTHUH OJIOK BIAKPUTOrO MOBiqOMIICHHS M :M" — hn"'{&": }

BucHoBkm. [IpejcrarieHuii METOI MCEBI0-HMOBIPHICHOTO OJIOYHOTO MIU(BPYBAHHS, KU 3aI0BOJIBHSIIOTH
JI0ZIATKOBOT BUMOTH JIO CXEM 3allepeuHoro mudpyBaHHs, ske 3a0e3neuye Oe3leKy NPUMYCOBHX aTak 3 BUMIpOM
yacy nemudpysanss. JlonaTkoBa BUMora (GopMyeThes K po3MIM(PYBaHHS, SIK CEKPETHOTO IOBIJOMIJICHHS, TaK i
MiAPOOIEHOr0 MOBIJOMIICHHSI OJHHMM 1 THM )€ alropuTMOM posumdpyBaHHS. Po3pobieHo OnodHuii anropurtm
TnceBO-HMOBIpHICHOTO mdpyBaHHsA. JlocsraeTbcst 10JaTKOBE IOKPAIEHHS CTATHCTHYHUX BJIACTHBOCTEH
OIIeP)KyBaHOI KPHUITOTPaMHU. 3aCTOCYBaHHA OJOKOBHMX IMM(PIB B MOPIBHSAHHI 3 Xem (YHKIIIMH 3a0e3MedyIoTh

OLITBII BUCOKY IPOTYKTHBHICTH aJITOPUTMIB.
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Puc. 3. 3aransna cxema nceBa0-iiMoBipHOro 6,104HOT0 MK (PYBAHHS
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Puc. 4. 3araabHa cxema ncep10-iiMoBipHOro 6;104HOr0 MHGpPYBaHHS
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