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— Use of Machine Learning Algorithms: Development and implementation of machine
learning models to forecast the candidate's suitability for a specific job based on their profile
and history.

The process of creating this web system includes the development of both the server and
client sides, the selection of optimal technologies, and the creation of an interface that ensures
convenient interaction with users.

To implement this system, it is important to choose modern and relevant tools. For the
server-side, we chose the Node.js programming language, a platform based on the V8 engine that
transforms JavaScript from a specialized language into a general-purpose language. [1]

Regarding the client-side, TypeScript, presented by Microsoft, was selected. TypeScript
is positioned as a programming language that extends the capabilities of JavaScript and is an
effective tool for developing web applications.[2]

Summarizing the functionality that will be available in the web system, it can be
concluded that this project emphasizes the significance of the introduced user data analysis
method for job matching and sets tasks for future research. It underscores the importance of
ongoing development and improvement of systems in the context of growing labor market
demands.
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INEPEBATI'M 3D MOJAEJIOBAHHSA Y CTBOPEHHI IPOAYKTY
Biktopisst MULIA, Anacracis MOBUYAHIOK
XmenvHuybkuil HaYioHaIbHUU YHIgEpCcUumem

[Tpamroroun Haj KOHLEMNIED Ta AW3aHHOM HOBOTO IPOAYKTY, BUPOOHUKH YacTo
NparHyTh Bi3yalli3yBaTH CBOi iiei, momepeiHbO BUIpPOOyBaTH iX Ha mpakTuii. s 1mporo
3a3BUYail 3aMOBIISIOTH MPOTOTHUIH, SKi JAIOTh 3MOTY EKCIIEPUMEHTYBAaTH 3 KOHIEMIIAMH Ta
BUIIPOOOBYBATH iX y peaqbHOMY cepenoBuili. OfHaK, Ha OYaTKOBOMY €Tarl TBOPYOro MpoIecy,
KOJIM 171e1 TOCTIHO 3MIHIOIOTHCS Ta PO3BHBAIOTHCS, BUKOPUCTAHHS MPOTOTHUIIIB CTAa€ 3aHAATO
JIOPOTHM 33JOBOJICHHSIM.

3aBIasSKM BUKOPHCTaHHIO TiepeBar 3D-mojentoBaHHS B TIPOIECI WU3alHY MPOIYKTY
MOYKHa 3HAYHO 3MEHIIUTH HEOOX1HICTh Y BUTOTOBIICHHI 3HAUHOI KiIbKOCTI npototutis [1]. 3D-
MOJICITIOBAHHS J1a€ MOJKJIWBICTh BUPOOHHMKaM OimbIll €()EKTHBHO Bi3yami3yBaTh CBOi ifei Ta
KOHIIETIIii BipTyaJIbHO, eKCIIEPUMEHTYBATHU 3 PI3HUMHU BapiaHTaMH JIW3aiiHy Ta IBU/LIE BHOCUTH
3MIHU Ha IMOYaTKOBOMY €Talll, 0 3HaYHO 3017IbI1y€e ePEKTUBHICTh Ta 3MEHIITYE BUTPATH Yacy Ta
KOILTiB HA BUPOOHHIITBO.

Kpim Ttoro, st BUpOOHWKIB Ba)KJIMBO BHUSBJISATH IOTEHIIIMHI HENONIKA Ta MPOOIeMHU
KOHCTPYKLIi sIKOMOra paHiiie B mpoieci po3poOku. 3actocyBanHsi 3D-Mo/e/t0BaHHS JO3BOJISIE
BUSIBIITH Ta YCyBaTH HENOJNIKM IIE 10 MOoYatKy (akTuyHoro BHpoOHMITBA. lle He mume
3a0e3meuye BUILY SIKICTh MPOJYKTY, ajle 1 EKOHOMUTh Yac 1 pecypcH, siki Oynu 6 BUTpaueHi Ha
BUIIPABIICHHS IOMIJIOK HACTYITHUX €TaIliB BUPOOHHUIITBA.

Konkperuszyemo psin nepesar 3actocyBaHHs 3D-MoenoBaHHs y CTBOPEHHI IPOAYKTY.

[Ipomiec po3poOku  AuW3ailHy MPOAYKTY 3HAYHO TMPUCKOPIOEThCS 3aBAsku  3D-
MojenoBaHHIO. Panime po3poOka 1u3aiiHy mpoAykTy 3aiimana Oaratro 4acy. lle
HIepETBOPIOBAIOCS HA 3aMKHEHE KOJIO: BHOCHTH 3MiHU B JM3aiiH, 3aMOBJIATH HOBUI HPOTOTHUI
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JUTSE KOXKHOT 3HauHOI Moamikallii, a MOTiM YeKaTh Ha MOro BUTOTOBJICHHS Ta JOCTaBKy. 3D-
MOJICIIIOBAHHS JIO3BOJIIE IIBHJIKO BIATBOPIOBATH Ta BI3yali3yBaTh iAel Ju3ailHEpiB Yy
BIpTyaJIbHOMY cepeloBHIIl. 3aBasku 3D-mMonmensiM MOXKHA EKCIIEPUMEHTYBATH 3 PI3HUMHU
acmeKTaMHu JM3aiiHy — KOJIbOpOM, (OpMOI0, TEKCTypaMH TOIIO — Ta HIBUAKO OI[IHIOBAaTH iX
BUTJISA] 1 QYHKITIOHATBHICTB [2].

3D-MoenoBaHHS CIPOIIYE TMPOIEC CTBOPEHHS TMPOTOTHIY, OCKUIbKH ciyxom 3D-
MOJICTTIOBaHHSI CTBOPIOIOTH MPOTOTHIH 3 OJHOTO IIiyoro mmarka matepiany [3]. Lle ycyBae
HEOOXITHICTh OKPEMOTO BHIOTOBJICHHS Ta 30WpaHHS KOMIIOHCHTIB. Y TIOpiBHSHHI 3
TPaOUI[IMHUMU  METOJaMH CTBOPEHHS TMPOTOTHIIB, J€ OKpeMi KOMIIOHEHTH 4YacTo
BUTOTOBJISIIOTHCS OKPEMO Ta MOTPeOyIOTh MOAAIBLIIOT0 MOHTaXy, 3D-MozentoBaHHs JO3BOJIsE
YHUKHYTH IIbOTO eTamy 30upanHs. Lle He nuine 3MeHIIye 4ac, MOTPIOHUN AT BUTOTOBIICHHS
MPOTOTHUILY, aJi€ 1 CIPOIILYE MPOIIEC, YHUKHYBIINA MOXKIUBUX MPoOIIEM, OB’ I3aHUX 3 HEJOTIKaMu
y MOHTaXl1 Ta MOIIKO/PKCHHAM OKPEMHUX KOMIIOHEHTIB miJ 4Yac 30mpanHs. Lled migxin e
0COOJIMBO KOPHUCHHM Yy cdepax, Ae MOTpiOHI CKIaAHI MPOTOTHNH ab0 BUPOOW 31 CKIIATHOIO
TEOMETPIEIO.

Buxopucrannss 3D-momeneit y 3HauHIM Mipi 3MEHIIyE OIOJKET NPOEKTY AM3alHY
npoaykty. Ockinbku 3D-mopmeni 3a0e3nedyloTh MOKJIMBICTH Bi3yamizalii Ta TeCTyBaHHS
IU3aiiHy TPOAYKTY y BIPTyaJIbHOMY CEpPEIOBHINI, II€¢ YCyBa€ HEOOXIIHICTh BHUTOTOBJICHHS
(Gi3MYHUX TPOTOTUIIB HA MOYATKOBUX €Tamax po3poOKH, IO 3HAYHO 3MEHINYE BUTpPATH Ha
MaTepiaiay Ta BAPOOHHUIITBO.

Bci 3D-mozeni mpoaykTiB Jierko HanmamToByloThes. Cepen HaiOiunpmmx mnepesar 3D-
MOJICTTIOBaHHS B JAM3aiiHI TNPOIYKTY OCOOJIMBO BAXXJIMBOIO € MOXKIIUBICTh HaJIalITyBaHHS.
Bukopucrosytoun 3D-nporpamue 3a0e3nedeHHs, (axiBii JETKO 3MIHIOIOTh OyIb-SIKHI acleKT
3D-06’ekTa 06e3 >OmHMX 3ycwib. Hampukiman, BOHM 34aTHI KOPUTYBAaTH HMOTO TEOMETPIIO,
nponopuii, TeKCTypH, Marepiaji, a TakoX npubupatu abo J0AaBaTH HEOOXITHI €IEeMEHTH
NA3aiHy.

3a gonomororo 3D-MoaentoBaHHS MOXKHA Bi3yalli3yBaTH OyAb-SKYy KOHLEIIIO JAU3alHY.
BuxopucroBytoun cydacHi mporpamu 3D-monentoBaHHs, (axiBIli MOXYTb cTBOproBatu 3D-
00’ekTH OyKBaJbHO Oynb-skoi Gopmu Ta cTpykTypu. Ilporpamue 3abe3meyeHHsS O3BOJISIE
Bi3yalli3yBaTH HaBITh HAMEKCTpaBaraHTHIII JU3aifHEpChKi KoHIeNlii. binbire Toro, 3D-daxisiri
MOXYTh CTBOPIOBATH BJIACHI TEKCTYpH 3 HYJISI 200 KOPUTYBATH TEKCTYpH 3 0a3 TaHUX.

[Tocnyrm Bi3yamizamii BKIIOYAalOTh HEOOMEXKEHY KUIbKICTh BuUIpaBieHb. OpHa 3
OUYeBHIHUX TepeBar 3D-Mo/enoBaHHA B AU3aiiHI MPOIYKTY HOJSATa€e B TOMY, 110 BUPOOHUKH HE
MaloTh OOMEXEHb y KIJIBKOCTI KOpHUTyBaHb. byab-siky 3D-Momens MoxkHa penaryBatd, MOKU
BUPOOHUK He OyJie 3a10BOJICHU KIHIIEBUM PE3YIbTATOM.

3D-MoenoBaHHS MPOAYKTY 1€alIbHO MiAXOIUTh JIJIsl 3aTBEPHKCHHS MPOMIKHUX €TaIliB
po3poOku mu3aiiHy npoaykTy. KokHa 3MiHa B AM3aiiHI MPOAYKTY Mae OyTH CXBajleHa
BUPOOHMKAMU T4 MApPKETHHTOBUMHU KOMaHJIaMU. BUKOpHUCTaHHS CTapOMOJHHX €CKi3iB Bil pyKH
JUTst i€ MeTH He € e()eKTUBHHUM, OCKITbKM BOHU HE JEMOHCTPYIOTh JeTalli TU3aliHy Yy BCiif IXHIN
kpaci. [Ipodeciitai 3D-cnemnianicTd MOXYTh CTBOPUTH KUJTbKa BapiaHTIB AU3aliHy OJHOTO i TOTO
X mpeamera. BupoOHMKaM 3aHMIIAEThCs JTUIIEe BUOpATH HAaKpalluil BapiaHT, 00 IPUCKOPUTH
MPOIIEC MPUHHATTS PIIICHb.

3D-mozentoBaHHS J03BOJII€ BUIPABIATH MOMMIKU 10 3aBEPIICHHS IU3aifHY MPOEKTY,
0e3 cTBOpeHHs mpoToTumy. bimbiie Toro, Oyab-skuii 3D-00’€KT MOXHA ONTHMI3YBaTH JIst
CAD-mporpam, siKi aBTOMaTHYHO TIEPEBIPAIOTH MOTO  BIAMOBIOHICTE  KPECIEHHSAM 1
MOBIIOMJISIIOTH TPO TOMIJIKK [4]. 3aBXKau IIBUIIIE TOBTOPHO BHKOPHUCTOBYBATH MPOEKTU Ta
3MIHIOBATH iX BIATOBIAHO A0 BUMOT 3a JOIIOMOTIOI0 Iporpamuoro 3abesneuenns 3D. Kpim toro,
BiH TaKOXX POOUTH TOKYMEHTAIIIIO TPOCTIIIO, HIK OyIb-KOJIH.

Herani Ta Tounicts 3D-Moneneit npoaykTy OezmoraHHi. Bucoka TOUHICTh € BEIMYE3HOIO
nepeBaroro 3D-moxemtoBaHHs. TidbKM TPUBHUMIPHUNA 00 €KT MOXKE IOBHICTIO IOKa3aTH BCI
KOHCTPYKTHBHI OCOOJIMBOCTI — SIK 30BHIIIHI, TaK 1 BHYTpilIHI. 32 TOTpeOU AMU3ailiHEPU MOXYTh
HaBiTh po3pi3aTH mornepeyHuii mepepiz 3D-moxmeni, mo0 kpamie BigoOpasuTH BCl AeTani
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nu3aiiHy. Y TOH jke yac ecki3u BiJ pyku abo 2D-ecki3u He IeMOHCTPYIOTh AM3aiiH 3 yciMa Horo
nepeBaramMu, 3a3BU4ail BUCBITJIFOIOUH JIMIIE TIEBHI aCTICKTH.

3D-mozentoBaHHS TO3BOJISIE MPOBOJUTH TOYHI BUMIpIOBaHHS TOYHI PO3MIpHI O3HAKU
HEOOXIJTHI TPU CTBOPEHHI Oyab-ikuX BUPOOiB. 3D-Moaenb 103BOJISIE BHMIpATH KOHKPETHI
pO3MipH IpenMeTa pa3oM i3 yciMa HOro J0AaTKOBUMH Ta HEOOXITHHUMHM XapakTepucTtukamu. Lle
JIOTIOMOYKE TIOTCHIIIWHUM KJII€EHTaM 1 WieHaM KOMaHIHM-PO3pOOHHKA TEPEBIPUTH MPOIYKT 1 3a
noTpeOr BHECTH Oy/Ib-sIKi KOPUTYBAHHS.

3D-MopenoBaHHS JI0TIOMarae MoKpamuTy CIUIKYBaHHS MK KOMaHAaMH PO3POOHHKIB.
Bukopucranus 3D-mozientoBaHHS MPUHOCHTH KOPHCTh YCIM YYacHHKAaM IPOEKTY, TaK SK
CITPOIIYE KOMYHIKAIIIF0 Mi’) KOMaH/0I0 JU3aifHEPIB Ta 3aIliKaBICHUMH cTopoHaMu. OCKUTBKH BCl
OTPUMYIOTh OofHaKoBi 3D-Bi3yamizamii Ta ¢aiinu, ¢axiBui po3MOBISAIOTH OJHIEI0 MOBOIO. Kpim
toro, 3D-Mozen 30epiraioTbcsi B yHIBepcanbHUX (popmaTax, TOMYy KOXeH QaxiBellb MOXe
IpaIlOBAaTH 3 HUMU 03 Mepexoay Ha iHIIe IporpaMHe 3a0e3MeYeHHS.

Takum ywmHOM, y cydacHOMy mmdpoBoMy cBiTi 3D MonenmtoBaHHS € HEOOX1THOIO
KOMIIETEHIIi€l0 JUIsi 0arathox cdep, BKIIOYAIOYM JIETKY HPOMHCIIOBICTH, E€JIEKTPOTEXHIKY Ta
€JICKTPOMEXaHIKY.
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SECURITY OF INFORMATION SYSTEMS
Zhurbey A. V., Savitsky R. S.
Zhytomyr Polytechnic State University

In our interconnected digital era, the imperative to safeguard information systems has
grown exponentially. As society becomes more reliant on technology for communication,
business transactions, and data storage, the need for robust security measures is paramount. This
thesis delves into the intricate landscape of information systems security, examining the
challenges posed by dynamic cyber threats, the transformative impact of technological
advancements, strategies for ensuring data privacy and regulatory compliance, the critical role of
incident response and resilience, and the nuanced interplay of human factors in fortifying
information systems.

The contemporary information ecosystem faces an ever-evolving array of cyber threats,
ranging from individual hackers to sophisticated cybercriminal organizations and state-sponsored
entities. These threats exploit vulnerabilities within information systems, demanding continuous
analysis of the dynamic cyber threat landscape. This research conducts an in-depth examination,
identifying vulnerabilities and elucidating the tactics, techniques, and procedures employed by
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