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BCTYII

VY 2009 Oyna cTBOpeHa mepliia KpUIToBamoTa y cBiti — Bitcoin [1], sika mocrana
KOHKYPEHTOM OaHKIBChKi CHUCTEMi, BUKOPHUCTABIIM 32 OCHOBHY TEXHOJIOTIIO
OmokyeitH. Jlanuit Bua HUQPPOBUX BaTIOT MOOYJOBaHU OUTBIIT TPO3OPHUM, HAIIMHUM Ta
OC3MEeYHNM IIJISXOM B TOPIBHSAHHI 3 TPAJAMIIHHUMH 3aco0aMH, 3aBISIKH YOMY BCE
O1JIbIIIE JTIO/IeH TOYMHAIOTH IIKABUTUCH JaHUM BUOM BAJIIOTU Ta JOBIpATH iid. Jlokazom
IIbOIO0 € Te, M0 CTaHOM Ha TpaBeHb 2021 poky, 3arajibHa KamiTajizalis BCIX
KPHUIITOBAIIOT CTaHOBHUTH Oinbiie 2.3 TpmibioHiB gosiapis CIIA [2], momaBumm y
BapTocTi 300 MiJTBAPIiB BChOTO JHIe 3a 7 qHiB [3].

Y 2017 poui 6yB ctBopenuidi TRON 60k4eiiH 3 BIaCHOIO KPUIITOBAIIOTOIO
Tronix [4]. danuii mpoeKT 3MIr MOKPAIIUTH Psa HEMOJIKIB MOMEPEIHIX BaOT,
HAJIaBIIIM MOKJIMBOCT1 PO3POOKH JCIICHTPAII30BaHUX JIOJATKIB Ha CBOiH IuiaTdopmi,
MIBUALINI TUTATIKHUE 3aci0 B OpiBHAHHI 3 BitCoin Tormo. 3aBasku cBOIM IepeBaram,
JlaHa €JIEKTPOHHA BaJIFOTA € OJIHIEI0 3 HAHOUIbIII BUKOPUCTOBYBAHUX KPUIITOBAIIOT.

JI1s1 BUKOpUCTAHHS KPUIITOBAIIIOT, OyJIM CTBOPEHI CIIeIiaibH1 J0IaTKU-TaMaHIIi,
AK1 JO3BOJISIIOTH CTBOPIOBATH HOB1 aKAYHTH B CHCTEMIi, BUKOHYBATH MEPEKa3u KOUITIB,
MEPErIsIaTh ICTOPi0 TPaH3aKIi y 3pyYHOMY BUIJISAL TOMIO. BIIBIIICTh raMaHLIIB JIJIs
Tronix peanizoBaHi y BUTIISAl DOAATKIB 111 cMapTdOHIB, BeO-10AaTKIB a00 IIariHiB
s OpaysepiB. Jlumie nekinbka BapiaHTiB Takoro [I3 miaATpuMyrOTh MOKIIMBICTH
BUKOPHUCTAHHS PI3HUX BEPCidl y PI3HUX CEpEOBUIIAX, MPOTE KOJIEH MPOEKT HE HAJA€
MO>KJIMBOCTI BUKOPHCTOBYBATH TaMaHeIlb Ha BCiX miaTdopmax.

AKTyallbHICTb TEMHU TOJIATA€E B TOMY, LI0 Ha ChOTOAHI BIACYTHS peani3auis
CIIEKTPOHHOTO TaMaHIIs JJ1st TrONiX, sikuii OyB OW JOCTYIHHI 0JIpa3y Ha BCiX OCHOBHHUX
KOMIT IOTEpHUX IUIaTQopMax y Pi3HUX BUIJISAAX 3 €IMHUM 1HTepdeiicoM, Takux SK:
JI0JTaTOK JIJIsl KOMIT FOTepa ur cMapTHOHY i pI3HUMHU OTIepaIiiitHuMH CUCTEMaMu, BeO-
JI0JIaTOK 3 JIOCTYIIOM uepe3 Opay3ep ToIno. 3 i€l MpUIrHN, KOPUCTYBaHHS TaMaHIISIMU
3 PI3HUX [IEBAMCIB HE € 3pYYHUM JJIsi KOPUCTyBaya, OCKUIbBKM HOMY HEOOXIJTHO

JI0J1aBaTH CBii TaMaHeIlh Ha Pi3HI TUIATPOPMU Ta BUBYATH iHTEepdelicu Ta QyHKITIOHAT
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pi3HUX AoaaTkiB. [JJany mpobieMy MOKHA BUPIIIMTH BUKOPUCTABIIH MIaTGoOpMy, Ka
HaJa€ MOXJIMBICTH peaii3alli M0oJaTKy Juid BCiX IUIaTGopM B €IMHOMY BUTIISAII —
Hanpukiaaz, Telegram Hamae MOXKIHMBICTh CTBOPUTH OOTIB 3 HIMPOKUM (DYHKI[IOHAIOM.

MeToro TmpOEKTy € CTBOPEHHS EJIEKTPOHHOTO TaMaHI IS KPUIITOBATIOTH
Tronix, sxuii OyJe DOCTYIIHHM Ha BCIX OCHOBHHMX KOMIT'IOTEPHHX IUIaTdopmax 3a
noromororo Telegram Gora.

3aBIaHHSIMU POOOTH €:

— JMOCHIAUTH TOHATTS OJIOKYEHHy, HOro (QyHKIIIOHyBaHHS Ta OCOOJIUBOCTI
peanizariii, ocobnuBocti 6okueiiny TRON;

— pocmiauTh mwiatdopmy Telegram sik 6a3y 11 CTBOPSHHS JA0AATKY;

— MpoaHaNi3yBaTH ICHYIOYl PIIIEHHS Ha PUHKY, BU3HAYUTH 1X HEJONIKU Ta
HeoOX1HUM GyHKIIOHAT 715 JaHoro Tumy [13;

— 1mo0yIyBaTh apXiTEKTypy po3poOIIOBaHOI CUCTEMHU Ta OOpaTH ISl PO3POOKHU
MpaBUJIbHI IHCTPYMEHTH Ta TEXHOJIOTI];

— pealli3yBaTu CUCTEMY, sIKa 3aJ0BOJIbHSIE TOTPIOHUIN (YHKITIOHAT,

— TIPOBECTHU MOBHE TECTYBaHHS CUCTEMHU Ha HAsSBHICTH MOMMJIOK Ta HEAOJIKIB,
BIZIITIOBIHICTH BUMOTaM.

Pe3ynpTaTtoM IUIIIIOMHOTO TMPOEKTY € (DYHKIIOHYHOYa CHUCTeMa, sSKa HaJae
KOPUCTYBa4y MOJKJIMBICTh KOPHUCTYBATUCh TaMaHIIEM BaIiOTH 1rONIX 3 Oyab-sSKOTO

AeBaiicy 3a qoromoroto Telegram 6orta.
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1 JOCJIJXKEHHS NPEJIMETHOI OBJIACTI TA NMOCTAHOBKA
3AJAYI
1.1 3micToBHMII aHami3 NpeIMeTHOi o0nacTi, 1ii CTPYKTYypHUX Ta

(GYHKI[IOHaTbHUX OCOOJIMBOCTEM

KpunToBaniora — 11e 1iudpoBa BaltoTa, METOIO SIKOT € CTBOPEHHSI AJIbTEPHATUBH
3BHYAWHUM TpoliiaM. [Hpopmartis npo HAJIEKHICTh MOHET (OJIMHMIIS BATFOTH) KOXKHOMY
BJIACHHUKY Ta IX MepeKa3 1HIIOMY KOPUCTyBauy 30epiraioTbcsi B 00JIKOBIA KHHU3I, fKa
icHye y Burisgi 60asu ganux [5]. CTBOpeHHS HOBUX MOHET (eMicisl), 3aXHCT JaHUX i
(GYHKIIOHYBAaHHSI CUCTEMHM JIOCSTAIOTHCA 3a JIOTIOMOTOIO0 CTIMKUX KpUOTOrpadhidyHUX
anropuTMmiB mU@pyBaHHA 1 UU(POBUX TMIANUCIB, Ta BUKOHYIOTHCS IOBHICTIO
aBTOMATUYHO, O€3 aJMIHICTPYBaHHS TPETIMH 0COOaMHU.

B xpunroBantoTax gaHi 30epiratoThCs ICHEHTPAII30BaHO, TOOTO KOXKEH YUYaCHUK
CUCTEMHU MOke 30epiraTu B ce0e peruiiKy OOJIIKOBOI KHUTH 31 BCiMa OIepanisiMH B
cucteMi. JlereHTpanizailisi cTajga OCHOBHOIO OCOOJMBICTIO I[OTO BHUIY IU(MPOBUX
BaJIIOT, sIKa Hajajia iM IIUPOKOTO PO3rOJOCy Ta BUKOPUCTAHHS. SIKIIIO MU TOBOPHUMO
npo OaHKIBChKI CHUCTEMHU — OaHK € ILEHTPaJIbHUM OPraHOM SIKMH BIATIOBIAaE 3a
(GyHKIIOHYBaHHSI CUCTEMHU, 1i pEryJItoBaHHS Ta 30€pekKeHHs JaHuX. To0To, SKIO B
3JIOBMHUCHHMKA BUHMIUIO MIIMIHUTU AaHi B OaHKy (Hampukiaj, 30UIbIIMTH cO0l CyMy
KOIITIB Ha PaXxyHKy) TO BCSA cHUcTeMa Oyje MpalroBaTH 3 BKa3aHMMH 3MIHAMHU Ta
BBAKATHU iX BIPHUMH. Y BHUIAAKY JEUEHTPAII30BaHOI CHUCTEMHU MAil 3J0YMHLS HE
3MOKYTh HAIIKOJUTH CUCTEMI, OCKUTHKH J1aH1 30€piratoThCs HE B OJTHOMY, a y 0aratbox
MICIISIX OJTHOYACHO, 1 SKIO 3JOBMHUCHHK CIPOOYE BUKOPHUCTATH MIiAPOOJICHI JaHi —
CHUCTEeMa BIIXWINTh OINEpallito, OCKUIBKM B 1HIIMX 0a3axX JaHUX BIJICYTHIM 3amuc Mpo
HAsIBHICTb KOIITIB Y 3JIOBMHUCHUKA.

bnokueitn (anrn. Block chain, block — 6mok, chain — nanior) — peamzanis
JCIICHTPaTi30BaHOT 0a3u JaHMX, SKa BHKOPHCTOBYETHCS KpHUMNTOBaMOTaMu [6].
broxueiin 30epirae naHi y BUIIIsii 0JIOKIB, BUOYTyBaHUX y IEBHOMY MOPSJIKY OIMH 3a

OJIHUM, YTBOPIOIOYH JIAHIIOKOK. [Ipu 101aBaHHI HOBUX JAaHUX Yy OJOKYEHH (TaKuX sIK
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TpaH3aKIisA-IepeKa3 MOHET, eMicisl TOl[o) 1H(OopMallisl 3alucyeThes B 0a3zy JaHUX y
BUTJISA/II HOBOTO OJIOKY, 30UTBIIYIOYM TAaKUM YMHOM 3arajbHy JOBXKUHY JIAHIIIOXKKA.
[lepen TuM sik 1oaTH GJIOK y JAHITIOT, BC1 HOTO TPaH3aKIIi1 MEPEBIPAIOTHCS CUCTEMOIO.
Kosken 0710k OKpiM TpaH3aKI[iii MICTUTh B COO1 CBiM XeIll, BXITHUMHU JTaHUMH SIKOTO €
JlaH1 7151 3alKCy B IbOMY OJIOLI, @ TAKOXK XelI MOMEPEAHbOr0 OJIOKY — TaKUM YHHOM
MiATBEP/KYIOUM MOro Ta BCl morepeAHi OJOKU JaHIora. BUKIIIOUEHHSM 3 LbOTrO
npaBuia € nepiuii 610k B b/ (genesis block), sikuii He MICTUTh TOCUIAHHS Ha THIIIHMA
OJIoK. 3aBIsSKM Takiil CTPYKTypl [aHUX, 3amnudcaHy B OJIokuelHi 1H(opMaIio
HEMOJKJIMBO 3MIHUTH (TaKa MOXJIMBICTh BKpail MallOMMOBipHA), OCKIIBKHA 3MiHa
iH(popmanii B OJIOII TaKoX B pe3yJbTaTl 3MIHUTH X€ll OJIOKY, a B LIbOMY BUIAAKY
noTpiOHO Oyjie 3aMIHUTH 1 BC1 HACTYIHI OJIOKM B CHCTEMI, III0 BUMaraTuMe BEJIMKO1
KIIBKOCT1 pecypciB.

KopuctyBauiB OjokueliHy MOXHAa MOAUIMTH 32 HACTYIHUMH POJISIMU:
KOPHUCTYBaul XTO BUKOHY€E MEpeKa3u y CUCTeMI, Ta T1 XTO Il IepeKa3u mepeBipse Ha
MO>KJIUBICTh BUKOHAHHS Ta JOCTOBIPHICTb, ()OPMY€ HOBI OJIOKH JJaHUX 3 LIUX MEepeKa3iB
Ta Hajacuiae iXx BciM y cuctemi (broadcasting). 3a BUKOHaHYy poOOTY y4aCHUKHU SIKi
MEpEBIPSAIOTh TPAH3aKLIi Ta CTBOPIOIOTH OJIOKM OTPUMYIOTh BUHATOPOAY Y BHIJISAIL
MOHET Ta KOMicCiii 3a Tpan3akuii. [{[ux y4acHUKIB y pPI3HUX CHCTEMaxX Ha3MBaIOTh
MaiiHepamu (miner), cBiikamMu (Witness) ToIo.

BuHukae nmuTaHHS KOMY Ta 3a SKHX YMOB BapTO JTO3BOJIUTH CTBOPIOBATH HOBI
0JIOKM Ta, BIAMOBITHO, OTPUMYBATH 3a IIe BuUHaroponay. lIpoGiema BCTaHOBIICHHS
3arajJbHUX MpaBUil 33111 30€peKEHHS CUCTEeMH y POOOYOMY CTaHI BHUPIIIYETHCS
YYaCHUKaMH OJIOKYCHHY NPUHHATTAM TIEBHOTO MPOTOKONIY, TOOTO JOCSTHEHHS
KoHCeHcycy. Ll yMoBH, KOJU ¥1e MOBa IIPO PO3MOALICHI CHCTEMH TaKi SIK OJOKYCHH,
HA3WMBaIOTh KOHCEHCYC-MPOTOKOIaMH. METOI0 TaKOTrO MPOTOKONY € 3a0e3MeYeHHS
MOTO/PKCHOTO0 CTaHy JaHWX TICIs JOJaBaHHS HOBOTO OJIOKY y JaHIIOT BciMma
KOPHCTYyBayaMH, a TAKOK FaApaHTYBaTH L0 JaHUH JAHIFO)KOK OJIOKIB € BIpHUM.

TenepimHIMM HAWOUIBII TMOMYJSIPHUMHU Ta PO3BUHYTUMM NPOTOKOJAMH IS

BHUKOPHUCTAHHA KPHUIITOBAJIIOTAMH €
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— Joka3 BukoHaHoi podotu — POW (Proof-of-Work);

— miaTBepmkeHHs yactku — PoS (Proof-of-Stake);

— neneroBane miaTBepkeHHs yactku (Delegated Proof-of-Stake).

Jloka3 BHKOHaHOI pOOOTH — MPOTOKOJI, 3aCTOCOBAHUN Yy CaMHX MOIYJISIPHUX
kpunroBamoTax — Bitcoin ta Ethereum. I1[06 momatu HOBHIT OJOK 10 JIAHITIOKKA,
MaifHep TIOBMHEH JJOBECTH IO BiH BUKOHAB IEBHUH 00’eM pobotu [7]. Bin Bupinrye
BAXKY 3a7a4y 3HAXOPKCHHs Xellly, SIKMil BiJMOBiJa€e MeBHIM ymoBi. [lepmmii, XTo
3HAWIIOB TaKWM Xelll, 10oAa€ OJIOK A0 JiaHiora. BpaxoBytoun o0UHCICHHS CKIaTHUX
MaTEeMaTUYHUX 3aJlay, JaHUW MPOTOKOJ € BUTPATHUM B IUJIaHI OOYMCIIIOBAIBHUX
pecypciB Ta enekTpoeneprii. CreriaaicTi HaMarajiuch CTBOPUTH AITOPUTM, TTPU TKOMY
JaH1 0OYMCIICHHS BUPINTYBaIM O MEBHI MaTeMaTUYH1 MPOOJIEMU 3 pEAIbHOTO CBITY, ajie
MOBHOIIIHHO I[LOTO peati3yBaTu Tak 1 He Braiochk. llle omuum Hemosikom PoW
paxyeThcs Te, 110 MaTeMaTU4HI 3aja4l JiJisl 10JaBaHHs OJ0Ky 3aiiMaroTh Oararo yacy,
TOMY MPOIYCKHA 3/ITaTHICTh OJIOKYEWHY 3 TAKUM IIPOTOKOJIOM € HU3bKOI0. Hanpukiaz,
Bitcoin renepye oaun Onok B 10 xBuiuH. lle mpuBOAUTH 10 MEepeHaBAHTAKEHHS
CHUCTEMH TpaH3aKIisIMU, sIKI Tpeba BUKOHATHU. 3aJjIsi TOro 100 TpaH3aKI(is IIBUIIIE
noTpanuia 10 0J0Ky, KOPUCTyBaul IPOMOHYIOTh 32 HUX OUIbIII KOMIcIi MaiiHepam, B
pe3yibTaTl yoro 3arajibHa IliHa TpaH3akiii 3pocTae. 22 moToro 2021 poky Komicii B
onokueitni Ethereum 3pociu Ha crutbku, 1o Binance, onHa 3 HaWOLIBIINX
KPHUIITOBAIIOTHUX Oip>K, MPU3YNMUHUIIA BECh MOTIK KpunroBamtotu Ethereum 3 Gipixki
[8]. Takox, 3 TAKUM TiAX0IOM JIO PO3IOJLTY HATOPO 3apO0JISTH MOHETH MOXKYTh H Ti,
KOro I[IKaBUTh JIMIIIE BJIaCHA BHUIOJia, a HE LUIICHICTh cuctemu. IlepeBara mporo
IPOTOKOJTY — KOKE€H MOKE MPUETHATHUCH JI0 TOUTYKY PIIICHHS 3a7a4 3aJ11 OTPUMaHHS
BUHAropoJy, TOOTO 1€l TMPOTOKOJ MOXKE TMpaIfoBaTh 3a YMOB, KOJH HIXTO 3
KOPHCTYBayiB HIKOMY HE JIOBIpSIE.

[linTBEpMKEHHSI YAaCTKU — MPOTOKOJ, OCOOJIMBICTIO SIKOTO € BIJICYTHICTh
HENMOTPIOHUX Ta BaxKux oOuucieHb. 106 oTpumaTy MOXKIMBICTH CTBOPUTH HOBHIA
0JI0K, KOPUCTYBayi MOBHHHI BHECTH 3aCTaBy Yy BHIJISIII CBOiX TOKeHiB [1]. Anaroputm

IIPOTOKOJIy OOMpae OJHOTO 3 YYaCHMKIB, SIKI BHECIM 3acTaBy 100 3TreHEpyBaTH

Apk.

AIM13.170111.01.11.113

10

3M. Apk N dokym. [lidnuc fama




HACTYIHUH OJIOK, 1 YUM OUIBIITY 3aCTaBy 3pOOMB KOPUCTYBay, TUM O1IbIIIa HMOBIPHICTb,
1o BiH Oyzae oOpaHuM. SIKIO KOpUCTyBau HE CTBOPUB OJIOK, MOrO CTBOPUTH 1HIIHMA
kopucTyBad. OCOOIMBICTh IILOTO MPOTOKOIY TOJISATAa€ B TOMY, IO KOPUCTYBayi, SKi
XOUyTh OTPHUMATH HAropojay, 3aIlikaBlieHI B Oe3merli CHUCTEMHU, OCKIIbKH BOHH
3000B’s3aH1 MaTH Y BJIACHOCTI MOHETH. SIKIIIO BOHU 3alOMIIOTh IIKOAY OJIOKYEHHY —
BOHU IIMM CaMHUM HaHECyTh IIKOAy M camuMm co0i. [lepeBaroio 1oro mpoTOKOIY
BBA)KA€THCS OLIbIlIa MBUAKICTH B opiBHSIHHI 3 POW. Henonikom cuctemu BUCTymae
CTUMYJIAILIS YYACHUKIB 0 HAKOMTMYEHHSI KOIIITIB B OJIHUX PYyKaX, [0 MOXE€ HEraTUBHO
MO3HAYUTHCS Ha JCLEHTpalizamii Mepexi — OaraTmii yJacHUKH OyIyTh IIBHJIIE
cTaBatu Oaratumu. TakuM caMHM YMHOM, SIKIIO Ipyma ocid OyJe MaTu B cede 3HaYHy
CyMy KOUITIB — BOHU MOXXYTh HaB’sI3yBaTH CBOI YMOBH (DYHKI[IOHYBaHHS Ta IUISXU
PO3BUTKY CHCTEMHU.

JleneroBaHe MiATBEPAKEHHS YAacCTKM — MPOTOKOJ, HPHU SKOMY YYaCHHUKHU
OJIOKUEHHY JeNeTyIOTh CTBOPEHHS HOBHX OJIOKIB TIEBHOMY (DIKCOBAaHOMY YHCIY
kopuctyBadiB (cBiakiB) [9]. KopucryBaui ro0cyroTh 3a KaHIUIATIB Ha ITI0 TIO3MIIIIO,
BHOCSIYM 3aCTaBy y BUIJISA1 MOHET. UM O1s1bIlie MOHET OYJI0 BHECEHO ITiJ1 3aCTaBy, TUM
Olnbllie roJociB Oyne HauuciaeHo kaHauaatry. KopucTtyBau Mo)ke MpOrojocyBaTH B
Oynp-skuii yac. KopucryBaui OTpUMyIOTh TOKEHH BIiJ] TOTO CBiJIKa, 3a SIKOTO BOHH
IIPOroJIOCYBaNIH. 3a PaxyHOK MEHINOI KIJTBKOCTI 0Ci0 SIKi CTBOPIOIOTH OJIOKH, OJIOKH
CTBOPIOIOTHCS IIBU/IIIE HIXK Y MONEPEIHIX MPOTOKOJIIB, 32 PAXYHOK YOTO 301JIbIIYETHCS
MPOITYCKHA 3/IaTHICTh OJIoKuelHy. [laHui MpOTOKOJI € HaWOIIBbII CIPaBEIJIMBUM IO
BIJTHOIIEHHIO JI0 BCIX KOPUCTYBayiB OJOKYEHHY, OCKIJIbKH KOKEH KOPUCTYBad MOKE
BIUIMBATHU Ha BUOIp CBIJIKIB JJIsl CTBOPEHHSI 0JI0KIB. Mi1HYCOM MPOTOKOJIY € MOKIIUBICTh
IEHTpajizamii 3aBasIKd OOMEXEHIM KIJTBKOCTI CBIJIKIB, ajie¢ SKIIO CBIJIOK IOTaHO
CIPABJISIETHCS 31 CBOEIO POOOTOI0, KOPUCTYBAUl 3aMIHAThH HOT0 1HIIMM CBIAKOM.

OCHOBHOIO OJIWHMIICI0 B OJIOKYEiHI, fKka 3a0e3ledyye MUIICHICTh Ta
dbynkuionyBanHs cucremu € By30a (Node) — cmemianbpHe mporpaMHe 3a0e3MeueHHs,
AKe BIANOBIZAE 3a 30epeKeHHs JaHuX OJOK4YelHy, X MepeBIpKy, Ta NMepeaavy JTaHux

iHmMM By3i1aM. Koim kKopucTyBad Xou€ CTBOPUTH TPAH3AKIINIO, MI3HATHUCH OajaHC
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MEBHOT a/IpECH UM 1HIII mapaMeTpu OJIOKUYEHHY — BiH MOBUHEH HAIICTIATH BY3Iy 3alTUT
Ha BUKOHAHHS Ti€l um iHMmOI onepaiii. [I[o6 By3o0sm ¢yHKIIOHYBaB 0€3 MOMHUIIOK Ta 3
aKTyaJIbHUMHU JaHUMHU, BiH MOBHHEH OyTH TMOCTIHHO M7’ €IHAHUM J0 MEpPEeXxi, 100
MaTH MOXJIMBICTH 3aIIMCyBaTH HOB1 OJIOKH B CBOIO 0a3y JaHUX.

IHomi B OJIOKYEHHI BHHMKAE CUTyaIll KOJM JEKIJIbKa, IIOWHO CTBOPEHUX B
pI3HUX YacTHMHAX MeEpexi, OJIOKIB IMOCHIAIOThCS HAa OJAWH 1 TOW caMuil OJIoK,
CTBOPIOIOYM TaKUM YMHOM Pi3HI T'JIKM JIAHIIOKKA OJI0KiB. Ll TIKKM MOXYTh MICTUTH
pi3HI omepalii 3 OJHUMU U TUMU CAMUMM aKayHTaMHU Ta KOIITaMH KOPHUCTYBauiB, a
TOMY Taka CHUTYyaIlisl € HeOe3MEeUHOI0 I CUCTEeMH. B TakoMy pasi, KO)KeH y4aCHUK
0JI0K4YECITHY 30epirae Ta 3alucye KOXkKHY 3 TUIOK, IOMOKHU He Oy/i€ BITHOBJICHUMN 3B’ 30K
PI3HMX YaCTHH MEpeXi Ta He Bi0y/eTbcs OOMIH TijIKaMu BciMa ydacHukamu. Komm
TaKWi 3B 530K BIJHOBJICHO, 3 MMOMIX HAasBHUX T'UIOK OOMPAETHCS TOJIOBHA. 3a3BUYAll,
TOJIOBHOIO TLIKOIO BBKAETHCS TJIKA 3 HAMIOBIIIMM JIAHITFOKKOM OJIOKIB, 00 TJIKa JIJIs
SIKOI0 OYyJI0 3aTpavyeHO HaMOUIbIIIe O0UMCIICHB.

Tronix, Takox BimoMa sk TRX — kpunroBantora, noOyJoBaHa B €KOCHUCTEMI
TRON — genenTpaiizoBaHiii onepaiiiiHiid cucteMi, 3acCHOBaHii Ha Oyokuelini y 2017
porti. Oqun TRX moxxHa po3aimuTu 10 5 3HakiB micist komu. 0.000001 yactuaka TRX
HazuBaeTbcsi SUN (B dyecTh 3acHoBHUKA). Tob6to, 1 TRX = 1000000 SUN. Ha
CHOTOHINIHIHN JI€Hb, KPUIITOBAIIOTA BXOIUTH 110 TOM-100 KpUMITOBAJIOT 3 HAMOLITBIIIO0
PUHKOBOIO  KamiTamizaimieto. Tronix mpamie Ha MOPOTOKOJNI — JE€JIEroBaHOTO
MiTBEP/KEHHST YacTKU, obuparoun 27 CBIAKIB (SKMX B CHCTEMI HA3WBAIOTh Super
Representatives, SR, To0TO cymep mnpencraBHuku) KoxHux 6 roauH. Cymnep
MPEJICTABHUKU BiJMOBIIAIOTH HE JIUIIIE 32 CTBOPEHHS OJIOKIB Ta Oe3MeKy OJIoKuelHy, a
1 3a BHU3HAYEHHA MOJAJBLIOTO HUISAXY PO3BUTKY KpunrtoBamtoTH. Skmo B TRON
OJIOKYEIHI 3 SIBUJIMCh JIEKIJIbKa T1IOK JIAHITIOKKA OJIOKIB, MPABUIBLHOIO BBAXKAETHCS
HaiitoBma rinka. Koxxken noobpodecHuii SR HamaraeTbcs goaatu OJOK 10 HAMTOBIION
ruiki. BpaxoByroun BUHUKHEHHS TAKOTO TUIKYBaHHS, KOXKEH HOBHIA OJIOK B JIAHITHOXKKY
CIIOYATKy BBKAEThCS HEMiATBepMKeHUM. CTaTyc 3aTBEp/HKCHOTO BiH HaOyBae JIUIIIE

To1, Koiu oI HiXK 70% SR 3aTBepamim 1#oro, TOOTO IPOJOBKIIIN JTAHITIOKOK HA
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OCHOBI BKa3aHOT0 0JI0Ky. TakuM 4nuHOM, OJIOK CTa€ 3aTBEPAKEHUM TOJ1, KOJIHU Ha HOTO
OoCHOBI Oynu moOymoBaHi OibIie 18 Hactymuux 610KiB (27 SR * 70% = 18.9 61oKiB).

VY 2020 pormi Oyio mpoBeeHe AOCHIKEHHS, AKe MOoKa3alio 110 MaKCUMallbHa
MPONYCKHA 31aTHICTH Oyiok4eliHy Tronix e Omm3pko 700 Tpansakmiii B cexynmy [10],
10 B pa3u MEPEBUIIY€E MOKa3HUKU HaWBIIOMIIIKX KpunToBadtoT Bitcoin Ta Ethereum
(3 Ta 25 TpaH3akIliii B CEKYH/Y BiJIOBITHO). 3aBISKH BUKOPUCTAHHIO Cy4acCHOTO Ta
HIBUKOTO KOHCEHCYC-TTPOTOKOIY, TroniX € KpUMTOBATIOTOIO 3 BEIMKUM MOTEHIIIAIOM
Ta KUIBKICTIO MOOYJOBAaHUX CUCTEM HABKOJIO BJIACHOTO OJIOKYEHHY.

Exocucrema TRON BHKOPHUCTOBY€E CHUCTEMY aKayHTIB, IpU AKIH AT KOXKHOTO
KOpHCTyBaya TEHEPYEThCS aKayHT (NMPUBATHUMA KIIOY) — BHIIAJKOBE YHCIIO, SIKE
reHepyeTbes 3a JonomMororw kpunrorpagiydoro aaroputmy ECDSA 3 enintudHorO
kpuBoo SECP256K1. IluM kirodeM KOpUCTyBad MIJNUCY€E CBOI TpaH3aKIlli Ta 1HIII
orepallii, YMM MIATBEPKYE CBOIO 0COOy IMpHU OmNepyBaHHI KomTaMu akayHTy. [1[00
OTpUMAaTH KOIITH, KOPUCTYBad MOBUHEH HAJAaTU CBOIO aJIpecy, sKa B CBOIO YEPry €
BiIpopMaTOBaHUM IyOJIYHUM KIHOYEM MPUBATHOTO Kito4a (ITyOJIYHUI KITH0Y 3aBKIU
MOXHa OTPUMATH 3 MPUBATHOTO Kitoya). ToOTO, KOpUCTYyBady HEOOX1JTHO BOJIOMITH
JUIIE TPUBATHUM KIIOYEM, SIKMHA HaJa€ MOXJIMBICTH KEPyBAaTH KOIITAMH aKayHTa.
OxkpiMm BracHoro OallaHCy, KOXXEH aKayHT Ma€ HaCcTyMHI pecypcu, SKi
BUKOPUCTOBYIOTHCA B CUCTeMi: Oanu mpomyckHoi 3matHocTi (Bandwidth points) ta
enepris (Energy) [11]. Eneprisi BUKOPHUCTOBY€EThCS JJIsi BUKOHAHHS Pi3HOMAaHITHHX
onepariii B ekocucteMi TRON, y po6oti 3 Tronix BoHa He mpuitmMae y4acti. banu
MPOITYCKHOI 3aTHOCTI BUKOPHUCTOBYIOTBHCSI JUISI CTBOPEHHS TPAH3aKIi Ta HOBUX
AaKayHTIB y CHCTE€Mi, TOOTO BHCTYNalOTh B POl KOMicCii. 3a KOXHY TpaH3aKIIilo,
KOPHUCTYyBau BHUTpada€ CTUIBKH OaiB IPOMYCKHOI 37aTHOCTI, CKIIBKH MiCLsS B
OyiokueitHl 3aliMae iHGopMalisl Tpo TpaH3akiio (B Oaitax). KoxkeH akayHT mae
nouyaTkoBi 5000 GaiiB MpOITyCKHOI 3aTHOCTI, SIKI BIAHOBJIOIOTHCS MIOAHS. TakoxX,
KOPHCTYBa4 MO>K€ BHECTH 3aCTaBy B MOHEeTaXx Tronix (3aMOpPO3UTH CBOI KOIITH), 100
OTPHMATH J0AaTKOBI Oasu. KijbKiCTh OTpUMaHKUX OalliB JOPIBHIOE YACTIN CyMH TrONiX,

Ky KOPHCTYBau BHUPIIINB 3aMOPO3UTH BiJ] 3arajbHOI KIIBKOCTI 3aMOPOKEHUX KOIITIB
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B CHCTEMI BCiMa KOPUCTYBa4aMH MOMHOKEHUX Ha CTAINI KOeiIieHT (1oro 3HaYCHHS
Ta 3arajibHa CyMa 3aCTaBM BCIX KOPUCTYyBauiB 30epiratoTbcs B Onokueiini). BHeceHi
I1]] 3aCTaBy KOIITH MOKHA OyJ1€ pO3MOPO3UTH JIUIIIE MICHs 3 THIB 3 OCTAHHBOI 3aCTABH.
Sxmo B KopHuCTyBaya HEIOCTATHRO OalTiB, MO0 BUKOHATH MEPEKa3 KOMITIB, Y BUTIISIL
KOMICIi BUCTyHae cama KpunroBaitora Tronix, sika cucyeThes 3 akayHTa. CrnucaHa
cyma TRX nopiBHIOE HEOOX1HIN KIJILKOCT1 0ajIiB MPOMYCKHOI 3/TAaTHOCTI TOMHOKEHUX
Ha 140 SUN. Ilicns reHeparii HOBOTO akayHTa, WOTO NOTPIOHO aKTUBYBAaTH,
BUKOHABIIM TIepeka3 Ha WHoro anpecy. Jlo akTuBalii, raMaHelb BBaXa€ThCS
HEAKTUBHUM, Ta He OyJie TOCTYITHUHN AJIs Ieperiany y OJOKUenHI.

KoxHa TpaH3akuiss MICTHUTh HAcTylHY IH(QOpMaLilo, Ky HEOOXIJHO 3HATH
KOpPHUCTyBauy: OJIOK y SKOMY 3HaxOJUTbCA TpaH3akiisa, xem  (iAeHTHdiKaTop)
TpaH3akKilii, TUN TpaH3akili (mepekas3, 3acTaBa TOIIO), aJpec BIJANPaBHUKA Ta
oTpuMyBaua (y BUIAJIKy nepekasy), cyma TRX, nata cTBopeHHs TpaH3akilii, KOMiCis
(KITBKICTh 3aTpadyeHHX OaiiB MpomyckHoi 3maTHocTi abo cnucanux TRX), uywm
MIITBEPIKEHUI OJIOK 3 TaHOKO TPaH3aKIII€lo, i cTaryc (yCIilliHa, HEB/aja, BIIXUICHA
0JIOKUEHHOM TOII0) Ta MOKJIMBA TEKCTOBA MpuMiTKa (10 200 CUMBOJIIB).

BaxxnuBUM mUTaHHSAM MpU poOOTI 3 KPUINTOBAIIOTOK € crocid 30epiraHHs Ta
BUKOPHUCTAHHS KOIITIB. 3a/1711 aBTOMAaTH3aIll1 3B€pPHEHB JI0 BY3JIIB OJIOKYEHHY 3 METOIO
BHUKOHATH TIEBHI omepailii, 0yJ0 CTBOpEHE CrelliajibHe porpaMHe 3a0e3MeUeHHs], SKe
CIIPOIIY€ II0 B3aEMOJIII0 — €JNEeKTpOHHMM ramanenb. Take 113 monermye poboty
KOPHUCTYBauy, OINEPYIOYH MOro MPUBATHUM KIIOYEM Ta aapecoM TaMaHIlsl MpH
CTBOPEHHI BUXIJTHUX TPAH3AKI1{, 3YUTYBaHHI BX1IHUX TPaH3aKL1i 3 OJ0KYEIHY TOLIO.
Bci enekTpoHHi ramaH1l MO>KHA MOIIUTH Ha 2 Kateropii: xono Hi (cold wallet) Ta BeO-
ramanili (TaKoXK Ha3MBarOTh rapsunMu) [12]. EnexTpoHi raMaHIli CTBOPIOIOTH aKayHT y
OJIOKUelHI JJIi KOpPUCTyBaua caMmocTiiHO. [leBHI ramasili TakoX peami3yloTh
MOKJIUBICTh IMITIOPTYBATH B)KE CTBOPEHUI raMaHellb Y BUTJISI/I PUBATHOTO KITIOYA.

XonoaHUN TaMaHelb — MporpamMa, sika BCTAHOBJIIOETHCS Ha KOMIT IOTEp abo
TenedoH KOpHCTyBauya, Ta 30epirae B cobl BCIo HEoOXigHYy iH(OpMallio Mpo oro

akayHT. [HO1 mpeacTaBIeHUN y BHUTJISII CHEIiali30BaHOTO MPOTPAMHO-aapaTHOTO
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KOMIUIEKCY, SKMM Ma€ TepeBard y BUIJISIAI JOJATKOBOTO MMIM(PYBaHHS JaHUX
(manpuknan, Ledger nano X). ['onoBHa nepeBara Takoro THITy raMaHIlsl — NPUBATHUIMA
KJTI04 30epiraeThcs Ha BAIIOMY TIPHCTPOI, i JIMIIE BIACHHK 3HA€ HOro 3HayeHHs. Moro
OCHOBHUU HEIOJIK — T€, II0 B3a€EMOJIIA 3 peCypcaMu raMaHIll MOXJIMBA JIUIIE MPH
HAssBHOCTI JIOCTYMY JO MPUCTPOI0. BiAMOBIAHO, SKIO BTPATUTH MPUCTPIA — AaH1 Ta
KOIITH raMaHIsl MOXYTh OyTH Ha3aBK BTPAUCHI.

binpm mommpeHuM BapiaHTOM €JIEKTPOHHOTO TaMaHIl € BeO-TaMaHelph —
ramaHelb, JIOCTYN JI0 SKOTO MOKHAa OTPUMATHU OHJIAMH, TOOTO B Mepexki. 3a3BUyait
pealti3oBaHi y BUTJIAI BeO-CaiTiB UM PO3MIMPEHD JJIs Opay3epa, Taki raMaHIll € MEHII
0e3neYHNMH, OCKITIBKY TOCTYI IO HUX BUKOHYETHCS 3a JOMOMOTo10 iHTepHeTy. OIHaK,
3 BKa3aHOTO MIHYCYy BUTIKa€ HOro rojloBHa rnepeBara — MOKJIMBICTh BUKOPUCTATH CB1f
raMaHellb OHJIaH 3 JTI000T0 JIeBaiCy, SIKUI Ma€ TOCTYI A0 MEPExKi.

OcHoBHa mpobiieMa BeO-ramaHIlB — Te, MO po3pobka Takoro I3 3a3Buuait
BEIEThCS JJIsl IEBHUX IIATGOPM, HANPUKIIAA, MOOUIBHUX MPUCTPOIB Mijl KEPYBAHHAM
OC Android a6o 10S. ¥V Bunaaky, K10 KOPUCTYBay 3aX04€ CKOPUCTATUCH KOIITAMHU
CBOT0 TaMaHId 3 KOMIT loTepa 4u Opay3epa, HoMy HEoOXiJHO Oyae BCTaHOBIIOBATU
€JIEKTPOHHUI TamMaHelpb BIJ 1HIIONO PO3POOHMKA, BUUTUCH KOPUCTYBATHCh I1HIIHUM
iHTepdeiicoM Ta CTBOPIOBATH ITI€ OJIMH OKpeMuil 00 1ikoBui 3amuc. Takox, raMaHIli K1
HamUCcaHl MiJa Pi3HI WIATGOPMU MOXKYTh OHOBJIIOBATHCH 3 PI3HUMH YaCOBHUMH
npoMixkkaMu. ToOTo, K110 B MOOUJIbHIM BepCli raMaHelb OTPUMaB HOBUI (DyHKIIIOHAT,
BiH MOX¢e OyTH BIJICYyTHIM IIPOTATOM IEBHOTO Yacy y BeO-Bepcii.

3aasst BUpILIEHHS 1€l MPoOJeMHU, HEOOXITHO BUKOPUCTATH IIaTdopmy, sKa
ICHY€ y BUTJIAJII TOAATKIB JJI1 MOOLIBHUX MPUCTPOIB, KOMII FOTEPIB Ta BEO-I0AATKY Y
Opay3epi, 3 MOKIIMBICTIO OJTHOYACHOT'O OHOBJICHHS BCiX peai3amiil. Taki MOXIHBOCTI
Hajae meceHmkep Telegram, sxuii ctanoM Ha 2021 pik € HaAUIMIBUIAIIKUM 3acOO0M
CIIJIKYBaHHs 3 BJIACHUM TMPOTOKOJOM 3axucTy crinkyBanHs MTProto [13]. Jlanwmii
MIPOTOKOJI 3a0€e3Meuye 3aXUCT MOB1IOMIIEHB, I3BIHKIB Ta B1IC03B’SI3KY Kpallie, HiXk Horo
npsiMi KOHKypeHTH, Taki sk WhatsApp, Facebook Messenger, Viber Tomo. Telegram

BXOIUTH 70 20 HAMOUTIIUX COIliaTbHUX TUIAT(GOPM 3a KUTBKICTIO KOPUCTYBadyiB, Ta
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Haimiyye moHax 500 MinbiioHIB akTHBHHX KopucTyBadiB [14]. Telegram mo3Boisie
po3pobnukam I13 cTBoproBatu 60TIB (CIielianbHI TPOrpaMu, sIKI MOXKYTh BUKOHYBaTH
NeBHI KOMaHAM KOPUCTYBauiB), Ta IHTETPyBaTH iX B CBIA MECEHKED y BHUIJISAII
3BHYAWHOTO YaTy, IKUHA MU 0AYMMO MPH CIUIKYBaHHI 3 1HIIOO JII0IUHOI0. OCOOIHUBICTD
peanizalii gaHux 60TiB y Tomy, 1110 Telegram Hamae BeO inTepdeiic (Bed API), 3aBnsku
AKOMY pO3pPOOHMK MOX€E OTPUMYBaTH HOBI MOBIJOMJIEHHS Ta KOMaHIU BIj
KOpHCTyBaya, Ta HAJCHJIATH MOBIAOMJICHHS HOMY Y BiAMOBiAb. To0OTO, peamnizamis
00pOoOKM TIOB1IOMJICHb Ta BIJMOBIACH Ha Il MOBIJIOMJICHHS JISKUTh Ha PO3POOHUKY
6ota. bot MOXXyTh Bi1oOpakaTu B MEPENHUCII 3 KOPUCTYBAYEM PI3HOMAHITHI KHOIKH,
110 JI03BOJIsIE BAKOPUCTOBYBATH 1X, SIK 3BUYAaHMI 1HTEp(eiic noaatky. BpaxoByroun,
1110 OOTH MPaLIOI0Th OJHAKOBO Ha BCIX MJIaTPopMax, JOCTaTHHO CTBOPUTH JIUILE OJHY
peanizallito raMaHiis, ska OyJie mpalfoBaTy SK 3 MOOITLHUMH BEPCISIMU MECEHJIKEpa,
Tak 1 3 IHIIUMU. TakUM YMHOM, OHOBJIEHHS I'aMaHLs OyJyThb BUIIyCKaTHUCh Ha BCIX

iatgopMax oJipasy, 10 € BATOMUM apryMEHTOM Mpu BUOOPI miaTGopmu.

1.2 Amnaniz HasSBHOTO MNPOTrPAMHO-TEXHIYHOTO 3a0€3MEYeHHs] MPEeAMETHOI

o0J1acTi

PosrimssHemMo icHyrodl BapiaHTH €IEKTPOHHUX TaMaHIB I Tronix Bif
MPOBIAHUX PO3POOHUKIB, IKUMH KOPHUCTYIOTHCSI HAHOUIbIAa KUIBKICTh KOPUCTYBAYiB,
11100 BU3HAYUTH OCHOBHI IepEBary Ta BAOKPEMUTH HEIOIIKH, HA SIK1 MOKHA CITUPATUCh
pu po3po0lli Ta BCTAHOBJIEHH] (DyHKIIIOHAJTLHUX BUMOT.

TokenPocket — ejekTpoHHWE TaMaHElb ISl KPUIITOBAIIOT, SIKUH JI03BOJISE
CTBOPHTH aKayHTH JUIs 0araThoX BaJIOT, TakuX sk Bitcoin, Ethereum, Tronix Tormo, Ta
KOPHUCTYBAaTHCh HUMU B OJJHOMY A0JaTKy. ['amaHenp npaitoe Ha ruiargopmax Android,
10S, MacOS, Windows. IIporiec peectpariiii akTHBHOTO TaMaHIIsl, KOJU KOPUCTYBad
MO’K€ IMIIOPTYBaTH raMaHellb BXKe ICHYIOUH TaMaHelb BBIBIIM CBIM MPUBATHUH KITIOY,

ab0 CTBOPUTH HOBMI raMaHelb 300pakeHuit Ha pucyHky 1.1.
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< App Store | B 10:02 SO% BN <App Store | T 10:02 Q6% o Kylvsia B 13:45 SI%E ol Kylvstar ¥ 1345 BE
4 Add Wallet < Create Wallet < Backup Private Key
Set wallet name (Tron

A Multi-Chain Wallet o Create Wallet Please backup the private key
Your Assets, Your Control TRON-2

o 2 e Cold Wallet Set Password
(4] ’
Y 72EADAESE1AB10850C5B13054032A

| > Watch Mode C43A303E5EDACA9F33B11C8074753

e 3 8786D2

Password prompt

Decentralized Wallet

@ Read & agree with
u have a wallet
No wallet
]
— (SR - —
[+ ] & @ S| (

Pucynok 1.1 — Peectpauist ramanus y TokenPocket

CTBOpEHHS HOBOTO raMaHIlsi BUMAarae BiJi KOPUCTyBaya CTBOPUTH MapOJIb IS
ramaHIls Ta HOro Ha3By, MICIS YO0 KOPUCTYBay Mae 30epertu codi MpUBaTHUM KITIOY,
Ta miarBepautu ioro. o6 excropryBatu mpuBaTHUM K04 ramanis (a6o mpocTo
Horo mo0aynTH), KOPUCTYyBad MOBUHEH OyJe BBECTHU MapoJib, CTBOPEHUI paHIIIIe.
Takox, TokenPocket no3Bosisie moguBUTHCH OalaHCH raMaHIliB 1HIIUX KOPHCTYBayiB
3a iX ajgpecamu. Y TaMaHill KOPUCTYBad Ma€ MOXJIMBICTh 3apEECTPYBATU JEKUIbKA
akayHTIB B Oyiokueiini. KopucTyBad Takok MOKe 3MIHUTH MapoJib Ta J0JIaTH BITOUTOK
TaJIbIIs 1J1s1 aBTeHTUdIKAIii.

Bikna ramanig siki mokasylooTh OalaHC KOPUCTyBada, MEHIO 3 MOMJIMBICTIO
EKCIIOPTYBATH NMPUBATHUHN KIIIOY Ta 3MIHUTHU MMAPOJIb, BIKHO I KOHTPOJIIO PECYPCIB 3
MOJIUBICTIO 3aMOPO3UTH MOHETH i 301IbIICHHS OajiB MPOIYCKHOI 3aTHOCTI
300pakeHi Ha pUCyHKY 1.2. IcTopist TpaH3akiiiii ramaHIls, BIKHO CTBOPEHHS HOBOI
TpaH3aKIIil Ta BIKHO 3 JECTAISIMU TpaH3aKIlli 300paxkeHi Ha pucyHky 1.3. [lepeBaramu
ramMaHIls € 3py4Huil iHTepderic, MOKIUBICTh BCTAHOBUTU BIIOMTOK MAJIBIIS 3aMICTh
MapoJisi, CTBOPUTH TaMaHIl JUIs 1HIIMX KPUNTOBATIOT. J[0 HEMOIiKIB MOYKHA BITHECTH
BIICYTHICTh TamaHlgd Ha 1uiatgopmax Linux Ta BeO-gomatky, a Tomy Oyne

HEOOX1AHICTh BUKOPUCTOBYBATH JIOAATKOBI TraMaHII].
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Pucynok 1.2 — Ormsin ramanis, kepyBaHHs pecypcamu ramanils y TokenPocket

< App Store ol T

My Assets (8) &

0.00000

% Transfer

Assets
v TRX
a &

Market

10:04 96% @B < App Store ul B 10:04 96% W« App Store ul B 10:05 96%
& « Wallet Details & Bandwidth/Energy
Bandwidth
TRYab4X..MOLQJfCu 6
5 5 . Freeze
xport Private Key O TR
Whitelist details Energy
F M Pay with Touch ID
Freeze
+
Modify Password OTRX
0
Reset Password © Freeze Unfreeze
Select freeze resource

Delete Wallet

Band. Energy

Balance: 0

TRX

Resource Recivier

All

TIHMTI. TXZp7

TIHMTL.77TXZ

TIHMTH  77TX7n7

1404 e

< Token Details

136182 495231

TIHMTIL...77TXZp7

wl Kyivstar ¥ 1415 44% 0 ol Kyvetar B 10 8%
<{ Transfer < Transaction Detail
Recerver & 0
-15543 TRX
Amount TRX
TFn7yFUS..1jLSeAxyXE O
Balance

TIHMTILD. .v77TXZp7 O

28069528

03/01 13:18:09

Pucynok 1.3 — Ilepernsig ta ctBopenHs Tpanzakiiiii y TokenPocket

TronLink — enekrpoHHmMii ramaHens Ui Tronix, SKHH pPO3pOOISETHCS

po3poOHukamu TRON, 3aBsiku HOMY BIH € HAMMOMYJISIPHIIIIMM TaMaHIIEM 15l 00paHoi

KpUNTOBAIOTU. IcHY€E y BUrIIsAl JonatkiB 11t Android, 10S, a TakoX pO3MIMPEHHS J10

opayszepa Google Chrome. Ilpu ctBOpeHH1 ramanis, sk 1 B TokenPocket, Takox

HEOOX1JHO CTBOPUTH MApOJib Ta AaTH HA3BY TraMaHIlio0. ['0JI0BHE BIKHO BepcCii raMaHIls

st Opaysepa, J¢ MOXKHaA TMoOaunTh OallaHC TaMaHIls, pecypc eHeprii, OauiB

MPOITYCKHOI 31aTHOCTI, 1HIMX BamoT miaatdhopmu TRON 300pakene Ha pucysky 1.4.
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Pucynox 1.4 — Ornsig ramanmst TronLink

[aTepdeiic st pobOTH 3 TpaH3aKUIAMH, ACHTUYHHM 1HTEpQeicy ramaHIls

TokenPocket 300paxxennii Ha pucysky 1.5.
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Success

TTsGGteCanndAy6qrDFpdif8ZUV3mdnHET
TMRACJIcQGYhXMvZoBkWZp6AY XLIMNJKZ6

TRX(0!

Pucynox 1.5 — Ilepernsia ta ctBopeHHs Tpan3akiiil y TronLink

["0n0BHOMO MEepeBaror UbOro raMaHIlsl € Te, 0 HOTro PO3BUBAIOTH PO3POOHUKHU

maTdopmu TRON, TOOTO BiH OIMH 3 IEPIIUX MICTUTh HAaWAKTyaJIbHIII OHOBJICHHS 110

B3aeMozii 3 OnokueitHoM. Sk 1 ramanens TokenPocket, ramanens nokasye HasiBHUI

OaJlaHC KOpHUCTYyBaya, KOHBEPTOBAHUW Yy 3BUYHI BAIIOTH (B JaHOMY BHUIAJIKY, A0Jap

CIIA) 3a akTyaJIbHUM KypcOM BAJIOT, IO € TAKOXX KOPUCHUM JUISl TiAPaxXyHKY

Oamancy. HemomikoM BuUCTyIae Te,

IO JUIS 3acTaBH KOIITIB,

PO3LINPEHHS

MepeHanpassie KOpUCTyBaya Ha 1HIIMK BeO-AOJATOK, IO € HE 3PpYYHUM Ta MOXKE
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CIAHTEIMYUATHA KOPHCTyBada. Takok, raMaHelb OJpa3y BigoOpaxkae 0arato BaJIOT
mwiargopmu TRON, HaBITh SIKIO BOHM HE BUKOPHUCTOBYIOTHCS KOPHUCTYBaueM — i€
HaJJIMIITKOBA 1H(oOpMaIlis, ska OUIBIIOCTI KOPUCTYyBayiB He MOTpiOHA. ["amaHers He
CTOBIIIa€ BJIACHUKA, KOJIM Ha OanmaHC 3ayucieHi HOBiI komTu. [IpoBiBmm aHaii3
ICHYIOUHX PIIlIeHb, MOKHA BUOKPEMUTH HACTYITHI (DYHKIII1, SKUMH TTOBUHEH BOJIOITH
SJICKTPOHHMIA TaMaHelpb st Tronix:

— MOJJIUBICTh CTBOPHUTH, IMITOPTYBATH Ta EKCIIOPTYBaTH raMaHellb;

— Tmeperisia OalaHcy SK CBOTO TaMaHIIs, TaK 1 TaMaHIliB 1HIINX yYaCHUKIB;

— TOIIYK TpaH3aKIi 3a 11 11eHTudiKaTopom;

— Meperyisjl ICTOpii TpaH3aKIlii BJIaCHOTO raMaHIIs;

B1JIOOpakeHHs OalaHCy KOPUCTyBada B €KBIBAJIEHTI 3BUYHMX BaJIOT, TAKUX
gk TpuBHs, nosap CIIA Ta BigoOpaxenns kypcy TRX no Bamor;

— OTpPUMAaHHS CTOBINIEHb MPO MOMOBHEHHS OalaHCy;

— MOJJIUBICTh CTBOPEHHS TpaH3akiii (mepeka3zy KOIITIB, 3acTaBa KOIITIB,

BiIMiHA 3aCTaBU) 3 MOIMEPEIHIM MEPETIISIOM BapTOCTI MEPEKa3y.

1.3 AHani3z BUMOT JI0 NMPOTPAMHOTO 3a0e3MeyYeHHs Ta po3poO0Ka TEXHIYHOTO

3aBJlaHHA

[IpoananizyBaBIiy MpeaMETHY 001acTh Ta JOCTYITHOTO MPOTPAMHO-TEXHIYHOTO
3a0e3ne4eHHs, HeOOX1THO BU3HAYMTH Ta OMUCATH BUMOTU 10 po3poOdmtoBaHoro I13.
st uporo BukopuctaeMo mMoBy UML — moBa Bi3yaldbHOTO MOJIEIIOBAHHS, SKa
po3pobrnena s creuu@ikanii, Bi3yami3aiii, MPOEKTYBaHHS 1 JOKYMEHTYBaHHS
KOMITOHEHTIB IporpaMHoro 3ade3nedenHs. B pamkax MoBu UML Bci npeacTaBieHHs
PO MOJENb CKIIATHOT CHUCTEeMH (PIKCYIOThCS Yy BUIJISIII CHEHMIAIbHUX TpadidHuX
KOHCTPYKIIiH, SIKI OTpUMAaJId Ha3BY Jliarpam.

Jliarpama BapiaHTIB BHUKOPWUCTAHHS — Jlarpama, Ha SIKId 300paKylOThCS

BITHONIICHHS MDK aKTOpaMH Ta BapiaHTaMH BUKOpUCTaHHA. Jliarpama BapiaHTIB
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BHKOPUCTAHHA € BI/IXiI[HI/IM KOHICTITYAJIbHUM IIPCACTABJICHHAM abo KOHICTITYaJIbHOXO

MOJICIIITIO CHCTEMH B MPOIIECi 11 MPOEKTYBAaHHS Ta PO3POOKH.

CxiazieMoO OMHMCH KOPUCTYBayiB CHUCTEMH (AaKTOpiB) Ta HEOOXIJHOTO iM

¢GyHKIIOHaTy Ta CepBiCiB (BapiaHTH BUKOpPHUCTaHHA). Y Tabmuui 1.1 HaBeneHi akTopu

PO3pOOIIOBAHOTO MPOTPAMHOTO KOMILICKCY.

Tabmus 1.1 — Onwuc akropiB po3po6moBanoro 13

AKTOp

Kopotkuii onuc

Kopucrtypau 6e3

AKTHUBHOI'O raMaHIIs1

Mosxe neperisgaTd OajlaHCH Ta 1HIINI PECYypCHU TaMaHIIIB,
IIyKaTH Ta NeperjasgaTd TpaH3aklii B OJIOKYElHI,
neperasinyTH 1iHy TRX B rpuBHi Ta qonapi CIIA. Moxke

CTBOPHUTH 200 IMIOPTYBATH BIACHUI IraMaHEllb.

AKTUBHUM

raMaHIEM

Kopucrysau 3

[Tlicns ctBopeHHs a00 IMIIOPTYBAaHHS FaMaHIsl, KOPUCTYBay
MO>K€ BUKOHYBATH BCl JIii MO MEperiisiay OJOKUYEHHy, SKi
MIT BHKOHYBaTH JO IIbOTO, a TaKOX CTBOPIOBATH
TpaH3aK1li, 3aJIMIIaTH TOKEHH 1] 3aCTaBy, BUBOJUTH iX 3

Ii]] 3aCTaBU Ta EKCIIOPTYBATH CB1M raMaHellb.

B taGnumi 1.2 HaBeseH1 BapiaHTH BUKOPUCTaHHA po3pobroBanoro [13.

Tabmuns 1.2 — Onuc BapiaHTiB BUKOPUCTAaHHS po3pobmoBanoro 113

AKTOp HaitmenyBanns BB Onuc BB
1 2 3
CrBopenHs HOBoro | KopuctyBau CTBOprOE HOBHII TaMaHEllb,
KopucrtyBau | ramaHus BCTAHOBJIIOE ITAPOJIb I KOTO EKCIIOPTY.
oe3 KopuctyBad iMnoprye BlacHUI raMaHelb
AKTUBHOT'O B CHCTEMY 3a JOIOMOIOK IPHUBATHOTO
IMmiopt ramans
ramaHus kioya. IlomepenHbo Takok HEOOX1THO
BCTAHOBUTH IAapOJIb JJI1 TAMAHIIS.
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Kineup Tabaumi 1.2

1 2 3
Ilepernsan Oanancy | KopucTyBau Moke NeperiasHyTH OajlaHc
raMaHIliB raMaHIid, BBIBILIU MOTO agpecy.
| KopucryBad mMoxe 3HalTH B1IOMOCTI IIPO
bynb-saxuii [Tomryk Tpan3axiii . . _ '
TpaH3aKI110, BBIBIIH ii 11€HTH(IKATOP.
KOPHCTyBay

ITepernsan kypcy

Tronix mo 1HIIUX

KopucrtyBau Mosxe mo6aunTi akTyaabHUN

kypc TRX 1o iHIIMX BajioT.

Kopucrysau 3

AKTUBHUM

raMaHIICM

BaJIIOT
KopucrtyBau BHOCHUTH 3acTaBy Yy BHIJISAL
3acraBa TRX mia
_ TRX, mo0 oTpumatu Oanu HPOITyCKHOI
pecypciB .
3J1aTHOCTI.
KopuctyBau nepeBoAuTh rpolili Ha 1HIIUN
CrBopeHHs
. ramMaHelb, BKa3aBIIM aJpecy Ta CyMy
TpaH3aKI1i

nepekasy.

ExcnopT ramanust

KopucryBau oTpuMye NpUBATHUM KIIHOY
ramMaHils, Ta CTUpae HOro B CHUCTEMI

(omiitHO)

[lepernsan icropii

TpaH3aKIii

KopucryBau nepersaae 1CTOpIIO

TpaH3aKI[ii IO AKTUBHOMY T'aMaHIIO

OtpumManHs
CIOBIIIEHb MPO
IIOTIOBHEHHS

OanaHcy

KopucrtyBau oTpuMye CHOBIIIEHHS PO

HOBI BX1/IH1 TpaH3aKIIii

BuszHauuBIIM aKTOpIB CHUCTEMH Ta BaplaHTH BUKOPUCTAHHS, IOOYIyEMO

aiarpaMy BapiaHTiB BUKOpHCTaHHsI (pucyHOK 1.6).
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3actaea TRX gna
pecypcis
CTEOPSHHA TpaHzakLiR

MepernAg icTopii
TpaHzaKLIR

Mepernsg GanaHcy
ramaHLie

\
E 3
CTEOPEHHA HOBOMO Kopuctysay 3
ramaHuA
Mepernag kypcy Tronix
00 HLWW EanT

KopucTyead ez
SETHUEHWM raMaHuem
Pucynok 1.6 — [liarpama BapianTiB BUKOpUCTaHHs po3pobmoBanoro 113

BKTWMEHOMO ramaHLuA

OTPUMEHHR CNOoBiLeHs

DO NONOBHEHHA DanaH

Ha ocHoBi mpoBeaeHoro anamnizy BuMor ao II3 Oyno po3poOieHe TexHiuHe
3aBAaHHS, SIKE MTOTAHO y TOAATKY A.

Y mpomy po3aimi Oysio MPOBEASCHO aHalli3 Ta OIJIA[ TEXHOJIOTIi OJIOKYelH,
MIPOAHAJII30BAHO ii OCHOBHI peaii3alii Ta OCHOBHI 0ocoOiuBocCTi. Byio mpoBeneHo
aHaji3 KpunToBatoTH Tronix, ii crenudiku Ta OCHOBHI BIIMIHHOCTI M IepeBary Bij
IHIIMX KPUIITOBAIIOT. bBynu pO3MISIHYTI PI3HI BUAM €JIEKTPOHHUX TaMaHIlB,
MPOBEJICHUN aHaNI3 ICHYIOUUX PillIeHb Ta MpooJieM, orisg MoxnBocTen Telegram sk
wiaTGopMu JJi1 Po3poOKU OOTIB, B PE3yJIbTaTi YOoro OyJid BU3HAYEH1 (YHKIIOHATBHI

BHMOTH JI0 PO3pOOIIFOBAHOTO IPOrPAMHOIO 3a0€3MEeYEeHHS.
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2. MPOEKTYBAHHS ITPOI'PAMHOI'O 3ABE3IIEYEHSA

2.1 Anani3 Ta IpoeKTyBaHHS apXiTEeKTYpH CUCTEMU

3riJIHO 3 MOCTAaBJIEHOIO 3a7aueto, inTepdericom kopuctyBaya € 60t y Telegram
MeceHpkepl. Sk Oylno BKa3aHO paHille, BCS B3a€EMO/II CUCTEMHU 3 KOPUCTYBadyeMm
BUKOPHUCTOBYIOUHM 00Ta Oyne BinOyBaTHCh 3a nonomoroio Be6 API, BukopuctoByroun
SIK€ CUCTEMa OTPUMYE HOBI MOBIJOMJICHHS Ta HAJICUJIA€ BIJIOBIIb. 3aBSKH BKa3aH1N
B3a€EMOJIII 3a JIOTIOMOTOI0 BEO-MEpPEkKi, pO3poOIFOBaHA CHCTEMa € BeO-0/IaTKOM.
BpaxoBytouu te, 1110 Tenerpam 00T € iHTepdericoM KopucTyBaua, a po3pooitoBane 13
MOBUHHE OOpOOJSTH BXIJHI MOBIAOMJIEHHS J0 OOTa, Taka CHUCTEMa € peai3alli€io
KJIIEHT-CEPBEPHOI apXITEKTYPH.

KiienT-cepBepHa (ABOpiBHEBA) apXIiTEKTypa — OJUH 3 BHUIB apXiTekTypu 13,
IpU SIKOMY Ha HAaWBUIIOMY PIBHI BUIUISIOTHCA JIBa OCHOBHI a0CTpaKTHI €IEMEHTU —
KJIIeHT Ta cepBep. KimientoMm HazuBaroTh [13, sike BUKOHYE 3aMUTH JIO CEPBEPY, 3 METOIO
OTpUMATU TEBHI pe3ynbTaTh. KIIIEHTOM MOXYTh BHUCTYIATH JOJATKH OYJb-SIKOTO
BUTJISATY: TUIATIH 171 Opay3epa, J0/1aTOK Ha TesieoHi, uu POHOBUI MpoIeC 3amyeHUuH
Ha nepcoHanbHOMY KoM torepi. CepBepoMm Buctynae 13, sixke orpumye Ta 06poosie
3aMUTH KJIIEHTIB TOBEPTAIOYM HEOOX1THUM pe3yabTaT y BiAnoBib. Ha cboromHi, € nBa
OCHOBHI BUJM KOMYHIKalli MK KJIIEHTOM Ta CEPBEPOM: KOMYHIKallis MK IMPOIECaMU,
Ta KOMYHIKAIIis 32 JJOTIOMOTOI0 KOMIT I0TepHUX Mepex. KomyHikallis Mix mpoiiecamu
BUKOPHUCTOBYETHCS B MEXaxX OJHOTO KOMIT IOTepa, 0 HE MiIXOJUTh HaM, TOMY IO
KJIl€EHTaMU € OyIb-SKUM JIeBaiic 3 JIOCTYNOM J0 Io0anbHOi Mepexi i1HTepHeT. B
BUITQ/IKy HAIIO1 CUCTEMH, KOMYHiKarlis Oyie Bi0yBaTHCh 3a JOTIOMOTOI0 BEO-MepexKi,

a TOMY MOJIeJIb JaHOI CUCTEMH MOKHA 300pa3uTH pUCYHKOM 2.1.

IHTepHeT
3anut
> ) >
: - Bignosigb
KnieHT CepBep

Pucynox 2.1 — Mogenb KiieHT-cepBep
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Posrnsinemo Ta BuOepeMo crocid KOMyHiKallii MiXk KJI1IEHTOM Ta cepBepoM. s
KOMYHIKaIlii BUKOPUCTOBYIOUH 1HTEPHET, BUKOPUCTOBYIOTh PI3HOMAHITHI MPOTOKOJIH
nepenayi fanux. Haloiib nommpeHnMu akTyalTbHUMU TPOTOKOJIaMU MO>KHA Ha3BaTH
WebSocket Ta HTTP.

WebSocket — mpoTokos, mpu3HaYeHUH IS KOMYHIKAIil MK KIIEHTOM Ta
CEpPBEPOM 3a JIOMIOMOTOI0 JIBOCTOPOHHBOI'O KaHANy 3B’SI3Ky. 3a paxyHOK IMOCTIHHO
BIJIKpUTOTO KaHamy Mik nporpamamu, WebSocket 3abe3neuye oOmin iH(OpMAaIIi€ro
MK CEpBEpPOM Ta KIIEHTOM Yy pEXHUMI peanbHOro uacy. J[aHwii mpoTOKOJN 4acTo
BUKOPHUCTOBYIOTH MPHU MOTPEO1 MIBUIKOTO OHOBJICHHA 1H(OpMALii — COITialIbHI MEPExI,
BaJIFOTHI O1p>Ki, YaTH TOILLO.

HTTP — nportokoi, sikuit 3acTOCOBY€EThCS IS Mepeiadl JaHUX y BUTIIS1 3aITHT-
BIIMOBIZIb, TOOTO JJisl KOXKHOI'O 3alUTy KIIIEHT CTBOPIOE HOBUM ceaHC 3B S3KY 3
cepBepoM. Bapto BiamiTuTH, 1o npotokosn WebSocket niisi BCTaHOBIIEHHS 3B’ SI3KY 3
cepBepoM Takox Bukopuctoye HTTP. [louaTkoBO, MpOTOKOJI BUKOPUCTOBYBABCS JISA
nepeaadi Be0-CTOPIHOK, ajle CbOroJiHI HOro BUKOPUCTOBYIOTH JUIs Mepeayl sk (aiiis,
Tak 1 iHdopMarii B iHIIIOMY BUIIISIAL. JlaHWi mpOoTOKOJ Kpale MiIX0AUTh JJIs1 HaIIol
CHUCTEMH, OCKUIBKM KOXEH 3alUT KOpUCTyBaua (TepeKa3 KOINTIB, Meperysiy
TpaH3aKIliil) — 1€ OKpeMa KOPOTKOTpHBaja Misi, B SIKId BIACYTHA HEOOXIIHICThH
MOCTIMHOTO 3B’ 513KY. JlaHUi MPOTOKOJ Oyjie BAKOPUCTOBYBATHUCH SK JIJIs KOMYHIKaIIii 3
OsokueiiHOM, Tak 1 3 BeO API Telegram.

Koxen HTTP 3anmut mictuth B c001 HAcTymHy iHGOpPMAIIIIO: PSAIOK 3amuTy,
nosisi-3arosioBku (headers). Takoxk, AKIIO KIIEHT XO4e NEpeIaTh AaHl CEpBEPY, TakKl K
daiin abo mepcoHalbHI JaHl JJIg PEECTpallii, 3amuT MICTUTh TUIO 3 BKa3aHOIO
iH(popmariero. I[lons-3aronoBku MICTSITH B €001 pI3HY MOAATKOBY iH(OpMAIiIO Ta
MeTaJlaHi JJig 3aluTy, Taki Ik MOBa KOpPUCTyBaua, y sSskoMy (opMati HaaiclIaHO T1JIO
3anuTy, sIKUM (opMar OviKyeTbCs Yy BIAMOBIAL TOLIO. Psmok 3amuTy MicTUTH B OO0l
yHi(ikoBanuit inenTudikatop pecypcy (URI), a takoxx HTTP-meton, sikuit Bkazye 1o
caMe HeoOX1JHO 3pOOUTH 3 TaHUM pecypcoM. [IpaBuibHEe BUKOPUCTAHHS IIUX METO/IIB

A03BOJIAA€ IMOKPAIIHUTHU pO3YMiHHH CUCTCMH, a4 TAKOX CIIPOIIyE€ BXO/KCHHA HOBHUX
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PO3poOHUKIB y mporiec po3podku. Posrmsaemo ocHoBHi HTTP-meTonn:

— GET — BukopucToBy€eThCA A1 OTpUMaHHS pecypey (Harpukiaa, OTPUMaHHS
1CTOPIi TpaH3aKIIii);

— POST — BUKOPHUCTOBYETHCS IS TOAaBAHHS HOBOTO PECYPCY, TAKOTO SIK (paii,
myOJTikallis, HOBH Mepekas KOIITIB TOIIO;

— PUT — BHUKOpHCTOBYETHCS JUIsl OHOBJIIEHHS PECYpPCYy, HAIPUKIAL MOBHU
CIOBIIIEHb KOPUCTYBAUa;

— PATCH — BUKOPHUCTOBYETBCS ISl YaCTKOBOTO OHOBJICHHSI PECYPCY, KOJIM HE
MOTPiOHO 3MIHIOBATH BECh PECYPC;

— DELETE — BUKOpPUCTOBY€THCS Il BUAAJICHHS pecypcy (€IeKTpPOHHOIO
ramasiis, ¢aiay ToIo);

— OPTIONS — BUKOpPHCTOBYETHCS JIJIsl ONUCY MapaMeTpiB 3’ €JHAHHS 3 00paHUM
pecypcom Ha cepBepi.

[Ipu po3polIii MEpeKEeBOro CHIIKYBAaHHS CHUCTEMHU BapTO MPUNHATU 10 yBaru
apXiTEeKTypHUM MiaXiJ (CTUJIb) B3aeMOli pi3HUX KoMmmnoHeHTIB — REST, omucanuit
Poem ®inminrom [16]. Januit migxix g0 po3poOKH Hakjaaae MEBHI OOMEKEHHS Ta
npaBuia Ha BukopuctanHs HTTP mnpoTokosy, 3aBAsKM 4YOMY MiJBHILYETHCS
MPOJYKTUBHICTH PO3POOKH Ta poOOTH CUCTEMH, 3arajibHa apXiTEeKTypa KOMYyHIKalli y
BeO-MEpexXi CTa€ 3pO3YMUIIIION, JIETIION IS MIATPUMYBAaHHS Ta PO3IIMPIOBAHHS.
[ligxig MICTUTh IICTh APXITEKTYPHUX NPaBUI-OOMEXEHb, ITAThb 3 SKUX €
000B’I3KOBUMHU. SIKIIIO crcTeMa MOBHICTIO JoTpuMyeThes paBil REST, 11 Ha3uBaroTh
RESTful. Po3po6ka Mmozneni cuctemu 3 BpaxyBaHHsM Beix nipaBuit REST 3aiime 6arato
gacy, a TOMYy BHIUIMIMO Ta TIpOAHAII3yeEMO OCHOBHI TIpaBWUja, SKHX BapTO
JOTPUMYBATUCh 1100 poOOTa CUCTEMH CTajia 3PO3yMUTIIIOI Ta MPOIYKTUBHINION:
KJIIEHT-CEpBEP, BIJICYTHICTh CTaHy (stateless), omHopianuii iHTepdeiic, mapyBaHHS
KOMIIOHEHTIB cucTeMH. Po3risiHeMo Bka3aHi mpaBuia.

[IpaBuno kiieHT-cepBep (HE TIUIyTaTH 3 JIBOPIBHEBOIO aAPXITEKTYPOIO)
BCTAHOBJIFOE YITKI pPaMK{ BIAMOBIJATBHOCTI ISl KOXHOTO KOMIIOHEHTY: KJII€HT

MOBMHEH BIJIMOBIJIaTH JIMIIE 3a KOPEKTHE BiMOOpakeHHs iHopMaIli B TOW 4ac sK
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cepBep MOBMHEH BIANOBIAATU JUIIE 32 30€pEKEHHA Ta 3MIHY AaHHUX. TakuM YHHOM
CHUCTeMa pO3/ilieHa Ha KOMIOHEHTH, SIKI MOXHa pO3pOOJISTH HE3AJEeKHO OIUH Bif
OJIHOTO, 3aBJISIKK YOMY 3MEHIIYETHCS KUIBKICTh MOXKIIMBUX TOMUJIOK.

[IpaBumno BiACyTHOCTI cTaHy (stateless) Bka3ye, mo cepBep He 30epirae B coOi
*)oaHoi 1Hdopmarlii, ska Oyna © HeoOxigHa IsI OOpOOKHM HACTYIMHHUX 3allMTIB
KopucTyBaua. To0To, Ha cepBepi He MOBUHHA 30epiraTuch iHGOpMaIlis mpo TenepilHii
CTaH KJIE€HTa YM WOTO cecii. 3aBIsSKHU LIbOMY, B3aEMOJIiSl MK CEpBEPOM Ta KIIIEHTOM
CTa€e 3pO3yMUIIIION0, 32 BIJICYTHOCTI CTaHy KJII€HTA JICTIIIC 3HANTH HAasBHI MIOMMJIKU B
cuctemi. BpaxoByroun BkazaHi OOMEXKEHHsI, KJIIE€HT 3 KOXKHUM 3allUTOM Ha CEpBEp
MMOBMHEH HAaJCWIATH 1H(OpMalito, sika OyJe BU3HAYaTH CTaH KIIEHTA Ta HOro cecito,
HAINPUKJIa] TOKeHH aBTeHTU(IKAIT Ta aBTOpH3allii, iHpopMallis mpo Te, sIKy CTOPIHKY
MOTPIOHO MOKA3aTH KOPUCTYBauy TOIIO.

[TpaBmwiio miapyBaHHS KOMIIOHEHTIB CHCTEMH BHU3HA4ya€, LI0 BCA CUCTEMa
NOBHHHA OyTH MOJIIJIEHA HA LIapH, /1€ KOXKHA YaCTUHA/KOMIIOHEHT OJJHOTO 1Iapy MOKe
CHUIKYBAaTHUCh JIMIIE 3 TAKUMH CAMUMH KOMIIOHEHTaMH BHUIIIOTO a00 HMXKYOTO MIapy.
TakuM 4YMHOM KOMIIOHEHTH CHCTEMH MAlOTh HU3bKY 3B S3HICTb MIXK OJMH 3 OJHUM.
KrienT He moBMHEH A7 KOXKHOTO 3allUTy BU3HA4YaTH KOMIIOHEHT CEpBEpY, 0 SIKOTO
oMy HEOOX1THO 3BEPHYTHCh — BIH 3BEPTAETHCS JIMIIIE J0 TEPIIOro Iapy cepepa, He
3HAIOYM CKUIBKH IIIE IapiB Ta B SKiH MOCTIAOBHOCTI 3ajisHI JJIT OOpPOOKH 3aIluTy.
Takum 4yMHOM peasizallis KJIIEHTA He 3aJIeKUTh Bl peali3allii cepBepy, ska sl HbOro
€ YOPHUM SIIIIUKOM.

OpHopigHu#l iHTEpdeic o3Hayae Te, MO MK KIIEHTOM, CEPBEPOM Ta PI3HUMHU
KOMITOHEHTaMU cepBepa MOBUHEH OyTH Y3rOKeHUN € JMHUN THTep(eiic: KOXKEeH 3auT
MOBUHEH TOYHO BHM3HAYATH PECypc, SKUW MOMYy HEOOXITHUH, BIAMOBiAb MOBUHHA
OpuXoAUTH B €auHOMY (opmati. KoxkeH 3amuT MOBHHEH MICTUTH BCIO HEOOXIAHY
iH(pOopMaIrito 11t 00poOKH IBOTO TOBIOMIICHHS. /{7151 OHOBJIECHHS pecypcy Ha cepBepi,
3aMUT NOBUHEH MICTUTH BC1 MOJIS 1151 OHOBJICHHS.

JloTpuMaHHS BKa3aHOTO apXiTeKTYPHOTO CTHIIIO JO3BOJUTH CTBOPUTH CUCTEMY,

AKy OyJie JIETKO OHOBIIIOBATH Ta MacIITadyBaTH, 3MIHIOBAaTH 0€3 BUMHUKAaHHS CUCTEMHU.
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2.2 Ananiz, BuOip Ta IpOEKTyBaHHS apXiTEeKTypu cepBepHoi yactunu [13

Sxuo MoBa e MpO KIIIEHT-CEPBEPHY AapXITEKTypy, MOXKHA BHJIJIUTH MBI
aKTyaJbH1 apXITEKTYPH JJIs CEPBEPHOI YACTUHU CUCTEMHU:

— MIKpPOCEpBICHA apXiTEKTypa;

— MOHOJIITHA apXITEKTypa.

Po3rissHeMo BKa3zaHi apXiTEKTypH, 1100 3p03yMiTH iXHI BIAMIHHOCTI, IlepeBaru
Ta HEJIOJIIKY Ta MPOBEJAEMO aHaIIi3 00 3p03YMITH, AKY apXiTEKTypy BapTo 00paTH JIJjist
PO3pOOKH HAIIOT CUCTEMH.

MoHoJiTHa apxiTeKTypa — apXITeKTypa, MpHU SKii BCsS CUCTEMa SIBIIE COOOIO
€IUHYy TporpaMy, SKa BIUIMNOBITAa€ 3a BeCh HEOOXIMHHMHN (YHKIIOHAN, TaKWM SK
30epexeHHsl JaHMX, iX oOpoOka Ta BIIOOpaxeHHs KopucrtyBaudy. J[lanuii Tun
apXITEKTYPH € 3araJIbHOMOIIUPEHOIO MPAKTUKOIO MPHU MO0y 10B1 BeO-101aTKiB. Moienn

MOHOJIITHO1 apXITEKTYpH 300pakeHa Ha pUCYHKY 2.2.

-

KOPWUCTYBAL LKW
iHTephenc

MoayNe 00po0KM OaHu
Ta QizHeC NorikM

MOIYNb AOCTYNY 00
OaHuX

)

Basa
OaHWX

Pucynox 2.2 —Mopenb MOHOITHOI apXiTeKTypH

["050BHOIO MEepeBarord MOHOJIITHOI apXITEKTYPH € T€, U0 TaKy CUCTEMY JIeriie
po3pobsTH. OCKIIIBKHU 30epeKeHHS JaHUX, iX 00poOKa Ta BiI0OpakeHHS 3HAXOAATHCS
B OJHIN mporpami, TaKy CUCTEMY JIETIIE CTBOPUTH, OCKUIBKM B HIM BIZCYTHI OKpeMi

KOMITOHEHTH, sIKI HEOOX1HO 3B’A3yBaTH MiXK CO00I0. 3aBISKH I[bOMY, pO3pOOKa 3a

Apk.

AIM13.170111.01.11.113

28

3M. Apk N dokym. [lidnuc fama




MOHOJITHOIO apXITEeKTYpOIO 3aiiMae MeHIe yacy. Takoxk, CepeoBHILa sl PO3pOOKH
(IDE) npoekryBanucs 11 po3pooku I13 sk ogHOTO 11J10T0, 3aBASKA YOMY PO3POOHUK
BUKOPUCTOBYE 1HCTPYMEHTH 3 MAaKCHUMaJbHOIO €(EeKTUBHICTIO. SIKIIO cucTema
po3po0iIeHa K €IWHE I1iJIe — TECTYBaHHSI TaKOi CUCTEMH € O1IBII TPOCTOIO 33adelo,
OCKIJIbKM OJIHA MpoTpamMa BiJIMOBIJIA€ 32 BCIO JIOTIKY. Taky cucTeMy JIeTIle Ta MIBU/IIIE
3aIycKaTH, OCKUJIBKM BOHA CKJIaJa€ThCs JIUIIE 3 OJIHIET MPOrpamu.

Tum He MeHI, TaKuil MiAXiJ 10 PO3POOKM Ma€ BENMKY KUTbKICTh HEAOMIKIB. 3
PO3BUTKOM TPOEKTY Ta 30UIBIICHHSM Horo (pyHKIIOHANy (BIAMOBIAHO M KOIY), MIXK
PI3HIMH KOMITOHEHTAMHU CUCTEMH MOXKYTh BUHUKATH HESBHI 3aJIEKHOCTI, SIKi 3 4aCOM
YIOBUIBHATH IIBUAKICTH PO3POOKH, OCKUIBKM KOKHA 3MiHa Konxy Oyje CTOCYyBaTHCh
OUIBIIIOT KITBKOCTI KOAY Ta (pyHKIioHaTy. MK KOMIOHEHTaMH, SIKi MAarOTh PI3HY
BIIMOBIATBHICTh PO3MUBAIOTHCSI KOPJAOHH, 1110 MOXE MPUBECTH A0 MPOOeM Ta Oaris,
Kl Ba)XXKO BHUPINIYIOThCS. [l BupimeHHsS nOpoOsieMu 3B’SI3HOCTI KOIYy, HOTO
nepiolMyHo HeoOXx1qHO TepenucyBaTu (refactoring), 1m0 HE 3aBXIU € MOKIUBHUM,
OCKIJIbKM 3aMOBHHMK Ta KIIIEHTH CHUCTEMH 1HOJl HE PO3YMIIOTh BCI€i Ba)JHMBOCTI
YUCTOro Koay. PO3yMiHHS apXiTEKTYpH 3 PO3POCTAHHSM CHUCTEMHU CTA€ BCE BAKYMM,
OCKIIBKH TpoTpama € €IMHUM IIJINM, K HaCTiJOK — B TPOEKT Ba)K4€ 3aXOJAUTH HOBUM
po3poOHuKaMm. BHeceHHs Oyab-SKOro HOBOTO (DYHKIIIOHAly B TPOEKT BHUMArae
MOBTOPHOT KOMITUISIIIT, SIKa 3 KOXXHUM pa3oM 3aiiMae Oubie yacy. SKio B mporpami
BHUHUKA€E NIEBHA MOMMJIKA, TaKa SIK BUTIK Mam’sIT1, BCA cUcTeMa Oy/ie 3ylMHEeHa 1 KIIEHTH
He OyayTh B 3MO31 BHKOHYBaTH XOu fAKich [ii. BkazaHy apXiTeKTypy BapTo
3aCTOCOBYBATH, SIKIIIO CUCTEMA HE € BEJIMKOI0 a00 Ha pO3pOOKY BUIIJIECHO 0OMAIb Yacy.

MikpocepBicHa apXIiTeKTypa — apXiTEeKTypa, pHu SKii po3podIioBaHa cUCTEMA
PO3AUTSIEThCST HA CepBicH (MporpaMu), MAKCUMAaJIbHO HEBEIMKHUX, HACKIJIBKHU I1€
MOXUTMBO, po3MipiB [15]. KoxkeH 3 Takux MOJYJIiB BIAMOBIJA€E 3a CBOIO BU3HAYCHY
3a/lauy, Ta CHUIKYETHCS 3 IHIIUMH CepBICAaMU IS BUPIIICHHS 1HIIMX 3a7ad. Takum
YUHOM, KOXKEH 3 CEpBICIB € c1ab0 3B’S3aHUM 3 IHIIMMU, Ta Y BUIMAJIKY HEOOX1THOCTI
MOXKe OyTH 3aMIHEHHMM IHIIUM CEpBICOM. 3a3BHYaid, CHIJIKYBaHHA MIX CEpBICAMHU

BiIOYBAETHCS 3a JOMOMOTOK 3anmuTiB mpoTtokoiny HTTP. Mogens mikpocepBicHOI
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apxiTeKTypu 300pakeHa Ha pucyHKY 2.3 (3 okpemi mikpocepsicu 3 2 BJ).

Mikpo-cepeic 1

MOLYNE DisHeC Nonku

KOPWMCTYBALbKHA
iHTepeic

Mikpo-cepeic 2

Moayne 0SpodEn gaHm
Ta DizHeC Norkw

Mixpo-cepeic 3

Moayne 0SpodKn gaHW:
Ta DizHer norikm

MOOYMe JOCTYNY A0
NaHux

MOZYMb JOCTYNY A0
NaHWx

Baza
JaHHx

i)

PucyHnok 2.3 —Mojenbs MIKpOCEpBICHOT apXITEKTypH

OnHi€l0 3 TOJIOBHUX IE€pPEeBAr MIKpPOCEPBICHOI apXITEKTypU BBAXKAETHCS T€, 110
pO3poOKa OKpeMHX MOJIYJIB MOXKE BECTHCh HE3aJeKHO PIZHUMHU PO3POOHHKAMH.
Koken 3 Takux cepBICIB MOXXE€ BHKOPHUCTOBYBAaTHM pIi3HI TEXHOJIOTII Ta MOBH
nporpamyBaHHs, 1 sikimo BukopuctoByBatd HTTP sk 3aci6 chiikyBaHHS — HeMae
’KOJIHO1 PI13HULIL, K OyB peanizoBaHUi TOM UM IHIIUMK MOAYJIb. 3pO3yMUIICTh KOAY TIPH
TaKiil apXiTEKTypl HE MOPYIIY€ETHCS, OCKUTLKH HOBHM (PyHKITIOHAT Oyje peai30BaHHi
y HOBOMY MikpocepBici. HoBuil yyacHUK miBujiie BBiHe B MPOEKT, OCKUIbKU MO0
MOXHa BHBYAaTH OKPEMHMH cepBicamu, Ha BiaMiHy Big [13 3 MoHOIITHOIO
apxitektyporo. [lomunku B poOOTI mporpamMu Jeriie JOKali3yBaTH Ta BUIIPABUTH,
OCKIJIbKH Taka nmpooiiemMa 0yjie CTOCyBaTUCh OKPEMOTO KOMIIOHEHTY CUCTEMHU. SIKIIIO Yy
BUITAJIKY TOJIOMKH MPOTPAMU-MOHOJIITY BCS CHUCTeMa TepecTaHe (yHKIIIOHYBaTH, TO
Npd BUKOPUCTaHHI JaHOI apXiTeKTypH TMepecTaHe NpaIlloBaTH JUIIe 4YacTHHA
¢yHKLIOHATY, 1 KOPUCTYyBay 3MoXxe BHUKopucToBYyBath (yHkiil [13 wactkoBo. Ilpu
Takiil apxITEKTypl JIEeTIIEe IHTErpyBaTH B IMPOEKT HOBI TEXHOJOTII Ta MIAXOAH [0
PO3pOOKH, OCKUTBKH CTapl IHCTPYMEHTU Oy1yTh CTOCYBATUCH JIMIIIE OKPEMHUX CEPBICIB.

[Ipu macmrabyBaHHI, HEOOX1IHO 3allyCKaTH JIMIIE Ti CEPBICH sSIKI BUMAararoThbcs, Ha
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BIIMIHY BiJI MOHOJIITY, /1€ HEOOXITHO 3aMyCTHUTH BECh KOMIUICKC, III0 B PE3yJbTaTi
MOXE€ HETaTHBHO BIUIMHYTH Ha PO3MOJIT Ta BUKOPHUCTAHHS pecypciB. OcTaHHS
nepeBara, sSIKy BapTO BKa3aTH IS I1€1 apXiTEKTYpH — KOXKEH 3 MIKPOCEPBICIB MOYKHA
MOBTOPHO BUKOPUCTOBYBATH B 1HIIMX MPOEKTaX, OCKIJIBKU KOXKEH 3 HUX BIJIOBIIA€ 32
CBOI0O OKpeMmy 3adaudy. Hampuknan, Momynas aBTopu3ailii Ta aBTeHTH]IKaLii
KOPHUCTYyBaua, CepBiC HAJCUJIAHHS JIUCTIB HA MOIITY MOYKHA BUKOPUCTOBYBATH B PI3HUX
MPOEKTax, TAKUX SK IHTEPHET-Mara3uH, colfiaibHa Mepeska TOLIO.

Bxkazanuii po3mois cucTeMy Ha MEHII IpOorpaMu Mae NEeBHI HEJIOMIKHU. SIKIIo B
MOHOJITHIM apXiTeKTypi AJs TOro mio0 MpPOTECTyBaTH BCIO CHCTEMY HEOOXiIHO
3alyCTUTH OJIHY ITpOrpamy — B JaHOMY BHUMAJKy HEOOX1HO BBIMKHYTH BCl POTpaMH,
0 MOXE BUKJIMKATH TEBHI TPYJHOII, OCKUIBKM 3 4acOM KUIBKICTh MIKPOCEPBICIB
MOXE€ BUMaraTd OUIbIlIe pecypciB, HIXK € B JIOKAJIBHOTO KOMITIoTepa. Takox 1
IpUYMHA JI0Ja€ CKJIATHOCTI IPU HANMCAaHHI aBTOMATHYHUX TECTIB, SKI OyIyTh
nepeBipATH poOOTy BChoro (yHkIioHany pasom. I[Ipu po3poOii Takux CHCTEM
HEOOX1JHO BpaxoOBYBaTHU TE, IO MIXK OKPEMHUMHU KOMIIOHEHTaM B XOJ1 BUKOHAHHS
IporpaMu MOXYTh BUHUKATH 3aTPUMKH (HAMPHUKIIAA, Yepe3 IMoraHe 3’€JIHaHHSM 3
IHTEPHETOM), AKI MOXYTh CHPUYMHHUTH MNPOOJIEMH, SKIIO TEBHI JaHI B NEBHOMY
KOMITOHEHTI 32 MJIAHOM MaJld 3’SIBUTUCH PaHillle, HiXK BUMIILIO HactipaB/l. CTeKUTH 3a
CTAaHOM CHCTEMHU CTa€ BaXK4e, OCKUIHKHU B Hill 3’ BIAE€THCS OUIbIIIA KUIBKICTh MPOTPaM,
KOXHA 3 SIKHX MOKE 3aBEPITUTH POOOTY TOMUIIKOIO. 3aITyCK BCHOTO MPOEKTY MOBUHEH
OyTy MpoAyMaHU Ha TTepeT — EBHI KOMITOHEHTH MICIS CTAPTY MOKYTh OYIKYBaTH, 1110
MEBHI 1HIII MOAYJ BXXE € 3alylIEHUMHU, 1 MOXKYTh OyTHM BHKOpUCTaHI HUMHU. [l
apXITEeKTYpu TaKHX CHUCTEM HEOOXIIHO BHUJIUIATH OUIbIIE€ Yacy, OCOOJMBO JUIs
PO3MOJIICHHS BIJIMOBIAIFHOCTI MK CepBicaMu. SIKIIIO IbOTO HE POOUTH, MK HUMHU
MOXXYTh BHHHUKHYTH 3QJI©KHOCTI, IO MOXE TMPHUBECTH 10 TOT0, IO CepBicH
MEPETBOPSTHCS B TPYITH CEPBICIB, sIKI HEOOX1THO Oy /1€ 3aITyCKaTh pa3oM sIK €JIUHE IIiJIe.
Cucremy 3 aHUX TPYII CEPBICIB MOKHA HA3BaTH PO3JILJIEHUM MOHOJIITOM.

3 pO3MNISIHYTUX TepeBar Ta HEAOJIKIB BHUIIE HAaBEACHUX apXITEKTYPHUX

1m1abJI0H1B, OyJI0 BUPIIIIEHO 00paTH MIKPOCEPBICHY apXITEKTYpPY, OCKUIBKH MPU TAKOMY

Apk.

AIM13.170111.01.11.113

31

3M. Apk N dokym. [lidnuc fama




MiAX0A1 PO3pPOOISIOTECS OKpeMi KOMIIOHEHTH, SIKI MOTIM MOKHa Oy/e MOBTOPHO
BUKOPHUCTATU B 1HIIUX MPOEKTax. 3T1HO 3 MPOaHaIi30BaHOI0 MPEAMETHOIO 001aCTIO,
MU OJipasy MOXEMO BHJIUIMTH JBI 3ajadi, SKI € HE3aJleKHUMH OJHA BlJ OIHOI:
komyHikaiis 3 Be6 API Telegram ta xomynikaris 3 6mokueiitnom TRON. JIBi nani
3a/1a41 Oy1yTh BUHECEHI B OKpPEM1 MIKPOCEPBICH, K1 OYIyTh CIIJIKYBAaTUCh M1k COOOIO.
Hazsemo 111 koMrnoHeHTH be-bot Ta be-tron BianoiaHO (ipedikc be po3mmbppoByeThCS
sk back-end, ToOTO cepBic cepBepHOi yacTUHU NpoekTy). CepBic be-bot Biamosinae 3a
00pOoOKy TIOBIIOMJICHb KOpPHCTyBada, 30epeeHHs MHoro cecii, Ta BeCh IPOIEC
ciinkyBanHs 3 Telegram. Cepgic be-tron BinmoBiznae 3a HaJACWIaHHS HOBUX MEepeKa3iB
y OJIOKYEIH, BUTAT 3 HBOTO ICTOPIl TpaH3aKI1i, HOBUX IEpEKa3iB KOPUCTyBadyaM Ta
iH(dopMalli mpo OalaHCH KOPUCTYBayiB — y3arajibHIOIOYH, OOMIH iH(opMmalii€en 3
osiokueliHoM. OHaK, B HAC € 3aJ1ayl K1 BUMararoTb poOOTH 31 30€peKEHUMH TAHUMHU
KOPHUCTYBaUiB: JUIsl TOTO II00 KOPUCTYBay MIT CTBOPIOBATH NEPEKa3H, HAaM HEOOX1THO
30epiraT¥ MpUBATHUHN KIJIIOY BiJl HOTO aKayHTY Ta apoJib Ha BUIIAIOK KOJIM KOPUCTYBa4
BHUPILIUTH €KCIIOPTYBATH TaMaHellb, a TaK0X 1HQOpMaLI0 Mpo 00poOIIeH] TpaH3aKIIi1
0JI0KueliHy, 100 3HATH SK1 TPaH3aKIii-NepeKa3u KOPUCTyBayaM € HOBUMH, 1 iX BapTO
mpo 1e crnoBicTuTU. OCKUIBKY AaHa 1H(pOpMaIlis HE BITHOCUTHLCS MOBHICTIO JIO JIOT1KH
pobotu 3 Telegram ab6o Tron, BHOKpeMHMO ii B OKpeMHil CepBicC, SIKHI Oyne
BIIIOBiIaTH 3a 30epiranHs Ta poOOTy 3 BKa3aHUMHU JaHUMHU — De-core (Core — Bix aHr.
sa71po, TOOTO sA7Ipo cucteMu). Takoxk, cepic be-bot Oyae Matu BiacHy 6a3y AaHUX IJIs
30epexKeHHs CeCiii KOPUCTYBAaviB.

PosrisitHemMo B3aeMOfil0 BKa3aHUX CEpBICIB MPU BUKOHAHHI OCHOBHOTO
(yHKL10HATY, BKA3aHOTO B ITOCTAHOBIII 33J]a4l — CTBOPEHHS aKayHTY (SIK HOBOI'O, TaK 1
IMIIOPT 1CHYIOUOTO), TIepeKa3 KOIITiB, MOBIOMJICHHS MPO HOB1 BXIJIHI MEpPEKa3u Ha
aKayHT KOPHUCTYBadiB, EKCIOPT TaMaHIsl, TMeperjsi OalaHCiB Ta IepekasiB B
onokueiini. [ 1mporo Oyzae 3pydHO BUKOPUCTATH JiarpamMu TMOCTIAOBHOCTI, SKi
MOKa3yIOTh B SAKIH TOCIITOBHOCTI 00’ €KTH OOMIHIOIOTHCS TTOBIOMIICHHSAMH. 3a3BUYaH,
JaHl JlarpaMd BUKOPHUCTOBYIOTHCS ISl BigoOpakeHHS OOMiHY 1H(OpMAIED MIXK

KJIacaMH TIporpamMu 3 00’ €KTHO-OPIEHTOBAHWUM TIIXOJOM, ajie TPHU apXITEKTypPHOMY
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piBHI alOcTpakuii, JaHl AiarpaMu 4YyJIOBO 3aCTOCOBYIOTBHCS ISl MIKPOCEPBICHOI

apXITEKTYpHU: KOXKEH CEPBIC BUCTYMAE B PO KJIacy, KOXKEH 3alUT € TOBIJOMIICHHIM

B1Jl OJTHOTO CEPBICY JI0 1HIIIOTO.

(ramaHIIs) B CHCTEMI.

[ KopucTysay J [ be-bot ] be-core be-tron

IHiuixozaTk posMosy
2 GoTomM

[
L

MpueiTaTh kKopuCTyEada

3anuT Ha CTBOPEHHS
raMaHus {HOBMA Napons

CreopuTu cecilo
KopuCTyBaYa

38MKT Ha CTECDEHHA TaMaHLR
(Naponk Ta igeHTHpikaTop

MosepHyTH agpecy

| 8KayHTa KopUCTYEaUY

. = .
EOpWCTYBa4a) SelWT Ha reHepaulo
HOBOID 8KaYHTY

Hoswii akayHT qu

| (agpecaTa NPMBATHWA KMHY)

30eperTy iHMopMaLi0
HOPMCTYEAYA 3 GKAYHTOM

¥

MoBSpHYTH aapecy
HOBOTD @KayHTa KOPUCTYEAYY

AreHepyeaTh
BHAYHT

Pucynok 2.4 — Jliarpama nociiJOBHOCTI CTBOPEHHSI HOBOT'O aKayHTa

Ha pucynky 2.4 300pakeHa fiarpama nociiJJOBHOCTI CTBOPEHHS HOBOTO aKayHTa

Konu xopuctyBau iHilif0BaB pO3MOBY 3 00TOM, OOT CTBOPIOE HOBY CECIIO JIJIs

KOPUCTYBaya Ta BITa€ WOTrO Yy BIAMNOBIAb, 3 MPONO3UIIEI0 CTBOPUTHU akayHT. Komnu

KOPUCTYBa4 CTBOPHB MapOJIb I TAMaHIlS Ta HATUCHYB KHOIKY ‘“‘cTBOpHTH”, be-bot

3BEpTAETHCS 0 be-core 3 METOI0 CTBOPUTU HOBHI TamaHellb. Be-core 3BepTaerbes 10

be-tron 3aay1s1 reHeparlii HOBOro akayHTty. Be-tron moBeprae HOBHIA akayHT CepBicy be-

core, MICIs YOTO OCTaHHIN 30epirae iHGOpMAII0 MPO KOPUCTyBaya 3 MOTO HOBHUM

akayntom. Ilicnms mporo, be-core mae BiAMOBIABL cepBicy be-bot 3 ampecom akayHTa,

OCTaHHIH MOBIIOMIISIE KOPUCTYBaya PO YCIIIIHE CTBOPEHHS TAMAHIIS 3 HOTO aIpeCcoM.

IMnopt ramanns BiOyBaeThCA AaHAJIOTIYHUM YWHOM, 3 €IUHOIO0 PIHHUICIO —

KOPUCTYBad OKpIM CTBOPEHHS MNapojI0 JUIsl aKkayHTY BBOJWUTH IMPUBATHUN KIIIOY
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BJIACHOT'O TaMaHIIf, 3 IKOTO OTPUMYETHCS aJipeca cepBiCOM be-tron M yac BUKOHAHHS

CTBOPCHHS aKayHTaA.

Ha pucynky 2.5 300pakeHa aiarpaMa 1mociiiIoBHOCTI IepeKasy KOIITIB.

[ KODMCTYBaq ] l be_bOt ]

| |
1 1
- 3anuT Ha CTBOpeHHA |
1 1
i i
1 1

nepekasy (agpecar,
cyMa, NpUMITKa)

» _LE

MNepegada 3anuTy .
> [MiaroToBka 3anuTy
3 NPUBATHUM KITOHEM
KOpMCTYBa4a
3anuT Ha NepeKas KoLUTIB
3anuT nepekasy
|aeHTUdiKaTop Nepekasy [ B QMOKYEMH
|lneHTudikatop nepexasy (xew TpaHzaKui)
(xeLw TpaH3aKyir) [Ea=poimommopassmeqmremmnran
_ -
MoBIOMNEHHA NPO Nepekas
3 Woro igeHTudikaTopom
lee oo I Tl

_ _ _ e

Pucynok 2.5 — J{iarpama nociiJOBHOCTI NepeKa3y KOIITIB

[Ipu mepekasi KOIITIB, KOPUCTYBay MOBUHEH BBECTH aJipecaTa Ta CyMy Mepekasy,
NPUMITKY 10 Tiepekasy (HeoOoB’ si3k0oBui apametp). Be-bot nepenae 1o inpopmaiiiro
cepBicy be-core, ne BimOyBaeTbcsi GopMyBaHHS 3anmuTy 10 be-tron. Be-core Oepe
IPUBATHUH KJIFOY aKayHTa KOPUCTyBaya B 0a3i TaHUX, HAJICUJIA€ HOTO 3 3aIUTOM JI0 be-
tron. Be-tron popmye Ta Hanacuiaae 3amMT 10 OJOKYCHHY, OTPUMYIOYM Y BIAIMOBIIAbL
imeHTrudIKaTOp TMepekasy (Xeml TpaH3akIlli), SKUH TOBEPTAETHCS KOPUCTyBady
MIPOXOJISTUM MOTIEPEIHI CepBiCH. TaKMM CaMUM YMHOM IPAITIOE 3aCTaBa KOIITIB Ta BUBI]
TRX 3 mijg 3acTaBu.

Konu kopuctyBady HEOOX1AHO TMEpPETJIsSHYTH TeBHI Oanancu abo iHbopMaIlio
Mpo TIEBHI TMepekasu — cepic be-bot Oyze HanpsiMy 3BEpTaTHCH J0 CEpBICY be-tron 3
BIJIMOBIIHUMH TIapaMeTpaMu — aJPecoM aKayHTy abo XeleM TpaH3ailii, MICas 40To
iH(popmartis Oyne hopmyBaTHCs Ta BiZOOpaKaTHCS KOPUCTYBavy.

Ha pucynky 2.6 300pakeHa fiarpama mociaiJoBHOCTI €KCIOPTY TaMaHIIs.
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3anvT Ha eKcnopTt

! napone : i
' (nap ) > MNepegava sanuTy _L
»
epesipka naponio
MpUBaTHUIA KMo
lNoBigOMIEHHA 3 TPttt i
NPUBATHUM KMKOYen

Pucynok 2.6 — J/liarpama nociiJoOBHOCT1 €KCIOPTY TaMaHIIs

Jlnst ekcnopTy ramasilsi, KOPUCTyBad BBOJUTH CBIM mapousb. J(aHuil 3amurt 3

napojieM cepic be-bot Hajcuiae cepBicy be-core, ne ocTaHHIN nepeBipsie BBEACHUN

MapoJib 31 30€peKEHUM IPU CTBOPEHHI TramMaHId. SKIo naposp BipHHM, KOPUCTYBauy

BIJITAETHCS. MOrO0 TpPHUBATHUM KiIIOY. B 1HIIOMY BUIAIKy, KOPUCTYyBad OTpHUMAE

HOBiI[OMJIGHHSI IIpo HGBipHHI?I I1apoJib. IIIGHTI/ILIHI/IM YMHOM IIpalro€ BHIAJICHHA

aKayHTy 3 00Ta, SIKILIO BBEJICHUI MAapoJib BIpHUM, 3 0a3u aHUX be-core BUAasie 3anmc

IIPpO raMaHCIb KOPHUCTYBA4a 3 I1apPOJICM.

Ha pucynky 2.7 300pakeHa Jiarpama mociiiJoBHOCTI CIIOBIIIEHb TPO HOBI BX1AH1

nepeKasu KopucTyBadam 0oTa.

F3NWT OCTEKHBOMO
obpoSnedore Gnoxy
Snoxueiina

Homep ocTaHeoro

MowyE HoBKMX
C nepekaasis

Hosi nepekazu

Moy KOPHCTYEaYIE
5 HOEMMH NEPEKAIAMK

CnosilexssA npo exasHi
Neperasi

h 4

CnoeiweHHA Npo HoBI
ExizHi nepexaan

S 5 5 T

Pucynox 2.7 — Jliarpama mociiJOBHOCTI CIIOBIIIEHb PO HOBI BX1JIHI MEpEKa3n
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J15ig mo1yKy HOBHX BX1IHUX ME€peKasiB, cepBic be-tron poOUTh 3anut 10 be-core
3 METOI0 OTPUMATH OCTaHHIN 0OpoOJeHUI OJIOK TpaH3aKIlii OJIoKUelHy — 11e 1 Oye
0JIOKOM, BIJl SIKOTO BapTO CKaHyBaTh OJIOKYEHH Ha HAsBHICTh HOBHUX BXIJHHUX
TpaHn3akiii. [licns ckanyBaHHS OJI0K4YCIHHY, be-tron HaJCHIIae BCi IEpeKasu cepnicy be-
core, SIKMl B CBOIO 4epry (UIBTpye cepel LUX IMepeKasiB Ti, K1 € BXIIHUMH IS
KopHucTyBauiB 00Ta. Be-core oHOBIIOE 1HPOpMAIIiTO TPO OCTAHHIM OIpaIbOBaHMM OJI0K
cepBicoM be-tron s MOro HACTYHMHOTO 3aMUTy, MICIAsA 4OTrO (OpPMye€ CIOBIIICHHS
KOpHCTyBadaM IPO HOBI BXiJHI KOITH. J{aHi CHOBIIIEHHS HAJACHIAIOTHCA A0 be-bot,
AKHUH 1 po3CHIIae X MOTPIOHMM KOPUCTYBayaM.

[licns mpoBenEeHOro NPOEKTYBaHHS B3a€EMOII  MIKPOCEPBICIB, MOXEMO

300pa3uTH ix Mojieb (PUCYHOK 2.8).

4 be-bot N 4 be-tron I 4

MOOYNe KOMYHIKaUIT 3
el APl Telegram

MoOyNs 00podKKN DaHMx
Ta GizHec noriku

"\\I

be-core

MOOVME EOMYHIEaUT
= BnokdefHon TRON oayns 0Gp0TKM AaHINY

Ta GisHec noriku

A
Y
A
Y

MoayNe 00pODKM QaHMR
Ta GigHec noriku

MOLYMNE JOCTYNY 40 . /
OAHMY

MOOYME JOCTYNY 40
IaHHX

A
Y

Baza gaHuy ramaHuis
KOPWCTYEAYIE

Basa gaHuy cecii
KOPWCTYEaYIE

Pucynok 2.8 —Mojenb MikpocepBiciB po3pOOJIIOBAHOT CUCTEMH

2.3 Anani3 ta BUOip Ty 0a3u JaHUX, TPOCKTYBaHHS CTPYKTYPH 0a3u JaHUX

Jlnst Bubopy 6a3u manux (b]l), mpoaHamizyemo icHyroul TUIK 0a3 JaHUX, 1100
3po3yMiTu ix BigmiHHOCTI. OcHOoBHUMM Turniamu BJ[ (3a Momemto 30epiraHHs Ta
oprasizailii 1aHuXx), Kl aKTHBHO BUKOPUCTOBYIOThCSI Tpu po3poo1ii 13 € pensiitai Ta

Hepesiial 6a3u JaHuX.
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Pensmiitni 6a3u nanux moOyJoBaHI Ha pemALiiHIi Moaeni AaHux — Taki b/l
30epiraloTh JaHi B JABOBUMIPHUX TaOJMIIX, SKI MalOTh MEBHY KUIBKICTh CTOBIIIIIB
(aTpuOyTIB) /U1 PI3HUX BIACTUBOCTEH JaHUX sKI 30epiratoTbcs. KokeH cTOBMUMK
TaOJIMII Mae BIAcCHY Ha3BY Ta 30epirae JuIle OAWH TUIl JaHUX — HAIPUKIIAJ YHUCTIO,
cTpiuka, OyneBa 3miHa Toio. KoxkeH psaaok (KopTex) B TaOJuII SBIISIE COOOI0 OKpEMUit
3amuc, OJMHUIIIO JTaHUX, a BCl €JIEMEHTH B OJTHOMY CTOBIIII MICTSATh JIUIIE OJTHOPIIHI
naHi ogHoro Tumy. [lopsanok psakiB B TaOdMI HE BKa3ye iX MOCIIOBHOCTI — ii BapTO
BHU3HAYATH BJIACHOIO JIOTIKOIO COpTyBaHHs. B Tabnmuui He Moxke OyTH OJHAKOBHUX
3anuciB. KokHa TaOmuIl MOBMHHA MICTUTH CTOBIEIb a00 Tpymy CTOBMIIB, SKi
YVHIKQJIBHO 1J€HTU(DIKYIOTh KOXKEH 3alUC — TaKi CTOBMI[l HAa3MBAIOTHCS MEPBUHHUM
KitoueM. BinmosinHo, B Tabiuill HE MOXE ICHYBaTH JBa 3alldCA 3 OJIHAKOBUM
3HAYEHHSM TaKOI'O CTOBMISI — MOPYLIUThCA 1IeHTU(]IKalid gaHuX. s 3B’ 3Ky Mk
TaOJIUIIMH BUKOPHUCTOBYIOTHCS 30BHIIIHI KJIFOYlI — CTOBIIII B OJHIA TaOmuUI, SKI
BIIMOBIAAIOTh TIEPBMHHOMY KiIOo4Wy 1HIIOT Tabmuii. Hampuknax, Ttabmuis
“3aMOBJIEHHS” MO’K€ MICTUTH TOJIe “IIEHTH(IKATOP KOPUCTyBaya’, 3HAUEHHS SKOTO
BIJIMIOBIJIA€ IEPBUHHOMY KITIOUYy Ta0auIll “kiieHT”. OCHOBHOIO MEPEBArO0 PEISIIHUX
BbJl € HasBHICTh MIATPUMKHU TPAH3aKI[1d — BUKOHAHHS JIEKIJILKOX OIepallii K 0JHOTO
iioro. Tobdro, B B/ BimOyayThcs 3MiHM BiJ BCIX omepariii pa3oM, abo 3MIH He
BiI0OyieThes B3araii. HasiBHICTh MIATPUMKH TpaH3aKIilii B 6a31 JaHUX 3a0€31eUy€eThCs
YOTUpPMAa BJIACTUBOCTSIMHU, SIKI MalOTh OyTH MpUTaMaHH1 0a31 JaHUX:
— aroMapHicTh (Atomicity) — TpaH3akuisa He Oy/ie BUKOHaHA HE MOBHICTIO;
— y3rojkeHicTh (Consistency) — 70 Ta Miciis TPaH3aKIlli )KOJHI 1aHl B CUCTEMI
HE MalOTh CYIIEPEUWIMBOIO CTaHY;

— 13onboBaHicTh (Isolation) — >koH1 3MIHU MiJ Yac BUKOHAHHS TPaH3aKIlii HE
OyIyTh TOCTYITHUMH HIKOMY, TOTIOKU TPaH3aKIIisl HE 3aBEPIIICHA;

— nosroBiuHicTh (Durability) — BJ] rapantye, mo pe3yiapTaTd TpaH3aKIlini
OyyTh 30€peKeH1 HaBITh MICis 300i1B CUCTEMHU.

JlaH1 4OTUPH BIIACTUBOCTI CKOpoueHo Ha3uBarThCsi ACID, 1 BOHU € BayKIMBUMU

JUTSI CUCTEMHU, B SIKIM TpaH3aKIIil € 000B’SI3KOBOI0 YMOBOIO — HANpUKJIaA OaHKH, Oipxki
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aKTHBIB, 1HIIN CUCTEMH SKI MPAITIOIOTH 3 KomTaMu. HalnomynspHinn pensimiitai 6a3u
nanux — MySQL, Oracle, Postgres.

Hepensmiitni 6a3u  ganux, ski 1me HasuBaroTb NoSQL — BJI, sxi He
BUKOPHUCTOBYIOTh pEIIALiiHI BigHOImEHHS. YacTo Taki 06a3u € Opi€EHTOBAaHHUMH Ha
JOKYMEHTH, TOOTO KOXXEH 3amuc B 0a3l JaHUX — 1€ JOKYMEHT 3 IOTPIOHOIO
iHpopmariero. CyKymHICTh OJHAKOBUX 3a CTPYKTYPOIO JOKYMEHTIB Ha3UBaIOTh
konekmieto (anamor tabmuui). Taki BJ] maHux € 3pydyHIIMMH Ta THYYKIIIUMH B
BUKOPHUCTaHHI 3a PEJAINHI — BIJICYTHS HEOOXITHICTh MPOEKTYBaHHS TaOJUIb 3
BU3HAYCHHSIM THIIIB JaHMX, 3aMicTh 11boro b/ mpocTo 36epirae BKka3aHWil JOKYMEHT.
Takox, nanuii Tvn 6a3 JaHUX MIBUJIIIE MPALIOE 3a pessiiHi 6a3u nanux. Hegosmikom
Takux 0a3 JaHUX € Te, 1[0 B HUX BIJICYTHIM MTOBHOIIIHHUI MEXaHI13M TpaH3aKIlii — IIeBHI
0a3u JaHUX TapaHTYIOTh KOHCHUCTEHTHI 3MIHM B MeEXax JIUIIE OJHOTO JOKYMEHTA.
HaitnonynsipHirm npukiiaan Hepessiiiaux 6a3 nanux — MongoDB, CouchDB.

[IpoananizyBaBiy nepeBaru Ta HeMOJMIKK BkazaHux TUmiB b/l Oyno mpuitHsTe
plmieHHsT 00paTH HepelsIiiiiHI 0a3u TaHUX, OCKUIBKH JJIsl HUX HE MOTPIOHO JAeTaJIbHO
IPOEKTYBATH CTPYKTYPHU JTAHUX, TAOIUIN Ta 1X 3B’ SI3KH.

B cucrtemi OynyTs icHyBatu 1B1 okpeMi b/l — a1 cepsicy be-core, Ta aiis cepBicy
be-bot. BJI B be-core 30epirae nBa BUAM JTOKYMEHTIB — iH(opMaIlis Mpo OCTaHHIN
o0poOnenuit 6ok Onokueriny TRON Ta iHopMaliiio mpo raMaHelb KOpUCTyBaya.
Hassemo Bignosiani konekuii Tron Block ta User. ¥V 6a31 0yae MiCTUTUCH JUILIE OAWH
nokymeHT B kosekilli Tron Block, Bin Mictutume HactymHi nosis: last processed block
— HOMEpP OCTAaHHBLOTO OINpalbOBAHOTO OJIOKY 3 OjokYelHy, update timestamp — yac
OCTAaHHBOT'O OHOBJICHHS AOKYMeHTa. JlokyMeHTH Konekii User MICTUTUMYTh HACTYIIHI
nonis: telegram user id — imentudikatop kopuctyBaua Telegram; chat id —
11eHTU(IKaTOp YaTy, B AIKOMY KOPHCTYBau CIUIKY€EThCs 3 00TOM ; active wallet address
— ajipeca ramaHIll KOpUCTyBaua ; active wallet password — maponpr KopuctyBaua Bij
ramanis; active wallet private key — mpuBaTHUIT KITt04 Bijl raMaHIis; create timestamp
— Yac CTBOPEHHS JIOKyMeHTa; update timestamp — 4yac OHOBJIGHHS JOKyMmeHTa. bJl

cepBicy be-bot mictutume omHy Komekiiro — User Session, sika BIAMOBiIae 3a
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30epexeHHs 1H(opMarllii mpo cecito kKopucTyBada. J[aHi TOKyMeHTH 30epiraTUMYTh
BEJIMKY KUIBKICTh TOJIB, SIKI HEOOX1AHI /Uit (yHKIIOHYBaHHS O0Ta — JeTasbHIIIA
CTPYKTypa JaHOTO JTOKyMeHTa Oyne HaBeieHa Ha erami peamszauii 113, ne Oyne

0oOTpyHTOBaHA HEOOXI1THICTh BCTAHOBJICHUX TIOJIIB.

2.4 TlpoekTyBaHHs iHTEepdECy KOpHCTyBada

Posrisinemo mpuknan peanbHoro Telegram 0oTa — cepBic i CTBOPEHHS Ta

BUKOPUCTAHHS TUMYACOBOI MOIITOBOI CKPHHBKH “tmpmailbot” (pucynok 2.9).

T ] You can receive and view HTML letters
Temporary email exists for 10 minutes e

= : : B HTML letters will deleted in 1 hour
< You can extend email by 10 or 60 minutes
' # Random email address - spam protection
@ You can restore your old email

!, Email addresses box10 available until

01/31/22 :
‘@ Secure: we do not store your text mail HNewemal

4 We send received message to chat right away
.. You can receive and view HTML letters Select email domain:
il HTML letters will deleted in 1 hour

tact - feedback

box10.pw
/contact - feedback

j SRR "“ail.j”” _

Select email domain: How many left?

box10.pw Delete email

New email My addresses New email My addresses

Pucynox 2.9 — Ilpuxnan Telegram-6oty

300pakeHHs JTIBOPYY BKa3ye€ BIAMOBIIb HA HATUCK KHOMKHU “New email” 3HU3yY
eKpaHy, 300paXeHHS MPaBOpPYyd MOKa3y€e BIJIMOBIIb HA HATHUCK KHOMKH “‘botl10.pw”,
BOy/OBaHy B noBigoMJIeHHs: Ha naHoMy pUCYHKY, MU MOEMO BUUIATH ABA OCHOBHI
eleMeHTa 00Ta, 3 SKUMH B3a€EMOJI€ KOPHUCTyBay: OCHOBHa KjaBiaTypa 3HH3Y
inTepdeiicy, Ta knaBiarypa BOyJOBaHA B TOBiJOMIEHHS. IX OCHOBHA BiJIMiHHICTbH B
TOMY, III0 OCHOBHA KJIaBiaTypa IpH Jili KOpUCTyBaya (HATUCK KHOIKH) HAJCUJIA€E BiA

IMEHI KOpUCTyBaya TMOBIIOMJICHHS 3 TUM TEKCTOM, SIKMii OyB HalMCaHWM HA KHOIIII,
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KOJIM BOyJOBaHA KJaBlaTypa MHpuW Takii nii Hajacuiae 60Ty iH(OpMAaLio Mpo Te, IO
KOPUCTYBa4 HATHCHYB MEBHY KHOMKY. T0OOTO, SKIIO KOPHCTYBad BBEIE BPYYHY TaKe
caMe TIOBIJIOMJICHHsI, SIK€ MICTUTBCS Ha KHOIIII OCHOBHOI KjaBiaTypu — 00T Oyne
OTPaIbOBYBAaTH MOTO, SIK HATHUCK BIJIMOBITHOT KHOIMKH. 3 KHOMKAaMU BOYJOBaHUMH B
MOBIJJOMJICHHS KOPUCTYBad HE 3MO>KE MOBTOPUTHU TaKOi Jii, OCKIJIKM HAaTHUCK TaKOi
KHOIIKY MPY OTpUMaHHI noBigomiieHs Bi BeO API Telegram Buriisiae iHImuM Y4MHOM,
a HE 3BHYAaHUM TEKCTOBUM TOBIJOMJICHHSM BiJl KOPUCTYyBada. TaKMM YUHOM, I1l 1B
TUNA KJABIATYpH YMOBHO pO3JUISIOTH 1HTEepdEHC HACTYMHUM YHWHOM: OCHOBHA
KJIaBiaTypa BUCTYTA€E B POJIi TOJIOBHOTO MEHIO, IKE MOXE Ta Ma€e OyTH JOCTYITHOIO i
yac JII000ro cTaHy IporpaMmi; KiaBlaTypa BOyZoBaHa B MOBIAOMIIEHHS SBIISIE COOOIO
MEHIO0, SIKE€ BIIKPUBAETHCA KOPUCTYBauy SIK MEPEX1] 3 TOJIOBHOTO MEHIO JIO MEBHOTO
KOHKPETHOTO (PYHKIIIOHAIY MPOTrpamMH, 1 MOKe OyTH JOCTYIHHUM JIMIIE TOMi, KOJIH
KOPHUCTYBau 3HAXOAMUTHCS camMe B I[bOMY PO3AUT BiJ TOJIOBHOTO MeHI0. B Hammiii
CUCTEMI ICHY€ JIBa CTAHH TOJIOBHOT'O MEHIO: KOJIM KOPUCTYBa4 Ma€ akKTUBHUI ramaHellb,
Ta KOJIM TOJIOBHMH TamaHelb BIJACYTHIM. BiamoBigHO 1m0 jgiarpamMu BaplaHTIB
BUKOPUCTAHHS BU3HAUCHIN B MEPIIOMY PO3/ILJi, MOOYyeEMO 2 KiaBiaTypu OCHOBHOTO
MEHIO, 5IK1 OyAyTh BUKOPUCTOBYBATHUChH JJI1 KOPUCTYBayiB 0€3 Ta 3 AKTUBHUM T'AMAHIIEM

(pucynku 2.10 Ta 2.11 BiAMOBIAHO).

CTBOPUTU ramaHelb IMNopTyBaTV raMmaHelb

-4 Molwyk akayHTy -4 Mowyk TpaHsakuli

Kypc TRX ao Banior

Pucynok 2.10 — ['onoBHE MeHIO KOpUCTyBada 0€3 aKTUBHOTO FraMaHIIs
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IHpopmMaLlia Npo akayHT

4 Moluyk akayHTy

CTBOPUTU TPaH3aKLio

IcTopla TpaH3aku|iii

4 Mouwiyk TpaH3akuylr

Kypc TRX go Baniot

Pucynok 2.11 — ['ooBHE MEHIO KOPUCTYBaya 0€3 aKTUBHOT'O raMaHIs

KnaBiatypu BOyZOBaHI B TOBIJOMJICHHS BHKOPHUCTOBYBATUMYTHCS, KOJU

KOPHUCTYyBauy HEOOX1HO Oyje BUKOHYBATH TEBHI JIii, K1 JOCTYIHI SIK BKJIQJKH MIiCISA

Mepexoy 3 FOJIOBHOIO MEHIO — TOOTO, CTBOPEHHSI TaMaHIs, ITepeKa3 KOILITIB Ta 1HIII.

Sxo kopucTyBayy HEOOX1AHO 3alIOBHUTH AEKIIbKA MOJIB (HAIPUKIIAA, IPU MepeKasl

KOIITIB) — KJ1aBiaTypa OyJie MICTUTH KHOIIKY JIJI 3alI0BHEHHSI KOXHOTO 110J1s1. bot Oyze

3alOBHIOBATH TI€BHE MOJI€ JMIIE TOMAl, KOJM KOPUCTyBad BBIB KOro 3HAaYEHHS,

NonepeIHbO HATUCHYBIIH BiAMOBIIHY KHOMKY. Ha pucynkax 2.11-2.13 3006paxkeHo Tpu

cTaHu BOyZOBaHOI B TMOBIJIOMJICHHS KJaBiaTypu OOTa JUisl TepeKasy KOIITIB, KOJU

KOPUCTYBad BUPIIIMB 3allOBHUTH IEBHY 1H(OPMALII — TOJOBHE MEHIO NEpeKasy

KoITiB (pUCYHOK 2.12), BBeJIEHHS ajpecaTa IS IepeKasy IciIs HAaTUCHEHHS KHOIKH

“Anpec orpumyBada” (pucyHoK 2.13), MeHIO micisi BBEICHHS apecu (pucyHok 2.14).

23anoBHITL Nons:
Anpec oTpuMyBauya:

Cyma: TRX
MpumiTKa:

X

X

X

-

Pucynok 2.12 — MeH1o nepeka3y KOIITIB (HE3alIOBHEHE)
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BeesiTe HOBe 3H3aUeHHSA.

TBcAm)yQ63EYPSD]qkxCJFXB2z8R2zgjqPAQ) —

Pucynox 2.13 — MeH1o nepeka3y KOIITIB (3alIOBHEHHS aJJpec OTPUMYBaya)

3anoBHITL Nons:

Anpec oTpuMyBaua:
TBcAmMJyQ63EYPSD|qkxCJFXBz8RzgjqPAQ
Cyma: TRX

Mpumitka:

Pucynok 2.14 — MeHro nepeka3y KOIITIB (aapeca OTpuMyBada BKa3aHa)

Ha BOynoBaHiii kiaBiaTypi, MoJist siKi € 000B’I3KOBUMHM JI0 3allOBHEHHSI, ajie 11
HE 3armoBHEHI OyJeMO I[03HauaTh 4YepBOHUM xpectukom. llomsa, ski € He
000B’SI3KOBUMH 1 HE 3aMOBHEH1 OyJeMO MO3HAYaTH XPECTUKOM B 3€JI€HOMY KOHTYPI.
3anoBHEHI MoJig OyJeMO MO3HAYATH 3€JIEHOI0 TaJlouKOor0. [HII i 3 BUKOPUCTAHHSIM
BOY/I0BaHUX KJIaBiaTyp OyAyTh BIIOYBATHCh aHAJIOTITYHUM YHHOM. SIKIITO SIKach KHOIIKA
BUKOHY€E JIOTIKY O€3 BBEJICHHS JaHUX — BOHA IPOCTO MEpeMillla€ KOpUCTyBadya B
notpioHe MeHro. KopuctyBauy BigoOpa)katOThCs JIMILE Ti KHOIKH, SIKI BIH MOXeE
BUKOPUCTATH — TOOTO SIKIIO BCl HEOOXIJHI JaHl HE 3allOBHEHI — CTBOPUTH Ta

BIJIITPABUTHU NIEPEKA3 HEMOKIUBO.

2.5 Anaui3 Ta BUOIp TEXHOJIOT1H 1 METO/IIB peati3allii CUCTEMU

BifbIicTh MOB IpOTrpaMyBaHHS MalOTh MOMIJIMBOCTI Uit po3poOku back-end
OpoeKTy. BpaxoByrouM HAsSBHICTh BEJMKOI KIJIBKOCTI PI3HUX (PPEeMBOpKIB Ta

IHCTPYMEHTIB, 00’eM i1H(oOpMallii Ta TOKyMeHTalli, 1 00paB 00’ €KTHO-OPIEHTOBAHY
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MOBY IporpaMmyBaHHs Java 1s peanizanii cuctemu. Jlo mepeBar Java Takox MOXKHa
BIIHECTH Te, IO ii JoJaTKM 3amyckaroThes Ha JVM (Java virtual machine), ToOTo
po3po0ieHuil 1oaaTok MoxkHa 3anyctutu sk Ha Windows, tak 1 MacOS, Linux Ta
iammx OC.

Haiibinp1 nommperum GppeiiMBopkoM ts o0y aoBu back-end BeO-101aTKIB Ha
Java € yHiBepcanpHuil ¢GpeiiMBOpK Spring, SKUA MIATPUMYE MNPUHIMIM 1HBEPCii
koHTpoito (Inversion of Control, IoC) Ta BripoBamkenns 3anexxnocteit (Dependency
Injection, DI). IaBepcis KOHTpOJIIO — MPUHLUI, 32 SKUM HAIHUCAaHWM HaMHU KOJI
Kepy€eThCsl PPEHMBOPKOM, a HE HABIMAKH: Y BUIIAJIKy BUKOPUCTAHHS SIKOICh 010T10TeKH,
MU SIK TPOrpaMmicTH 3000B’si3aHI BUKIMKATH KJIach Il€l O10110T€KH, 100 HEro
ckopuctaTuch — pu [oC, HaIll KOJ] BUKJIIHKAETHCS caMUM (pperiMBOpKkoM. Takum YMHOM
PO3BUHYTI (PPEHMBOPKH 3 BEIMKOKO KIIBKICTIO (PYHKIIOHATY 3MEHIIYIOTh KUIBKICTh
KOy, KU MOTPIOHO HamMcaTu po3poOHUKY — HEOOXIJTHO peanizyBaTd JuIle Oi3HeC
JIOTIKY, BCE 1HIIIE 3a HAC 3p0OUTH Spring. BrnipoBapkeHHs 3a1€KHOCTEN — 1a0JIOH, TPU
SKOMY TIpOTpaMHI KOMITOHEHTH OTPHMYIOTh CBOi 3aJ€KHOCTI 330BHi, HE
neperMaroyuch JIOTIKOK CTBOPEHHS IHMX 3aJIKHOCTEH. 3a3BUYail, Takl 3aJIeKHOCTI
MepenalThes Kiacy uepe3 KOHCTPYKTOP, MPUCBOEHHS Mo Kiacy abo meron. Takwmii
1X1]1 3MEHIITY€ 3B’ SI3HICTh KOMIIOHEHTIB IIporpami, a 3a gomnomoroto [oC Bix Spring,
IPOrpaMiCTy HE MOTPIOHO MeperMaTUCh BIPOBAKEHHSAM 3aJIEKHOCTEH — (periMBOpK
CaMOCTIMHO BHWKOHA€ HeOoOXiaH1 BhpoBa/KeHHs. CaMmocTiiiHO, Spring He Hajae
MO>KJIMBOCTEN CTBOPIOBATH BEO-CEPBICH — IS IIOTO HEOOX1THO BUKOPUCTATH MOJTYJIb
Spring Web, skuii MicTUTh B co0l1 HEOOXigHI KOMIOHEHTH s moOynoBu I13 3a
mabnonom  Model-View-Controller (MVC). JlaHuX KOMIIOHEHTIB JOCHTh, III00
ctBoputu BebO-momarok y dopmari WAR (web archive), sxuii HeoOximHO Oyne
NOMICTUTH i KOHTpoJb BeO-cepBepy. 11[00 He BUKOHYBaTH BKAa3aHUX MaHIMYJIALIM
JUTSL KOXKHOTO MIKPOCEPBICY, BUKOPUCTAEMO 1HCTpYMEeHT Spring Boot — nie HanOymosa
Hag (periMBOpkOM Spring, ska aBTOMATHYHO HAJAIITOBYE BEIUKY KIJIbKICTh
koH(irypamit Spring, Spring Web 3amicTe nporpamicra. Benukoro mnepeBaroro

BukopuctanHs Spring Boot mist Spring Web € Te, mo Ham He TOTpiOHO PO3MIIITYBaTH
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KOMITUTbOBaHUM KOJ B BeO-cepBep — Spring Boot mae BOymoBanuii cepep Tomcat,
KU BUKOPHUCTOBYETbCA s wi€i nimi. [l 30epexeHHs maposiB KOPHUCTYyBadiB y
3aXUIEHOMY BHIJISII — TaKk 3BaHUM Xell IMapoJii, Ta TMEpPEBIPKU BBEIAEHOTO
KOPHCTYBayeM Mapojs 3 JaHUM XelIeM BUKOPHCTAEMO MOXKIMBOCTI MOAYJS Spring
Security, sikuit Haae GYHKIIOHA IS 3aXHCTY JTaHUX.

Posrnsaemo ta mpoananizyemo ABI nomupeHi HepensmiiiHi Bl Ta BuGepeMo
onHy 3 HUX i Hamoi cuctemu — Apache CouchDB ta MongoDB. Apache CouchDB
— HepeJsiiiHa ToKkyMeHT-opieHToBaHa b/, sika 30epirae nokymentu y opmati JSON.
Oco06muBicTIO 0a3u JaHUX BBAKAETHCS TE, IO BOHA MICTHTh B CO01 BOYT0BaHUI BEO-
cepBep, SKUM J03BOJIsI€ BUKOPUCTOBYBATH 1i 3a gfonomoroto HTTP-3anutie. CouchDB
HaIlJIeHa Ha CTIMKICTh 0 PO3/JICHHS Ha BY3JM Ta JIOCTYMHICTh JAaHUX — B TAKOMY
BUIIAJIKYy, Y3TOJKEHICTh JAHUX HE rapaHTyerbcs. MongoDB — takox HepensuiiiHa
00’exTHO opienToBaHa bJl, sika 30epirae gani B JSON ¢opmari. OgHa 3 TOJOBHUX
nepeBar MongoDB — moTyxHa MOBa 3alMTiB, SKa J03BOJISIE BUKOHYBATH Ba)Ki
orepalilii, arperaiii Ta MaHinyJtroBanHs Haja nanuMmu. Ha Biaminy Big CouchDB, nana
bJl mae B mpiopuTeTi Y3TOIKEHICTh JaHUX Ta PO3JUICHHS Ha BY3JH, a TOMY il
Oe3nepeOdiitHa JOCTYNMHICTh HE TapaHTyeTbes. Ille onmuiero mepeBarorw 1iei B/ ms
HAIIIO1 CHCTEMU MOKHA BBaYKaTH Te, 10 Spring Hajae Moxyib Spring Data MongoDB,
AKUW N03BOJISIE 3py4HO BHKOpucTtoByBath BbJl B komi. BpaxoByrouum ocoOmuBOCTI
HaBeneHux b/l, Oyna o6pana MongoDB 3a paxyHok ii iHTerpatii 3 Spring.

JI1s1 MEHEeIKMEHTY 3aJIe)KHOCTEH MPOEKTY, 3aCTOCOBYIOTh CHEIlalIbHI CUCTEMHU
aBTOMATUYHOTO 30MpPaHHS, sIKI BAKOHYIOTh BCIO POOOTY 3 3aJIeKHOCTSIMHM 3aMICTh Hac.
st Java 3poOumo BuOIp MiXK HaWMoIIMpeHIIIUMU cuctemMu — Apache Maven Ta
Gradle. Apache Maven € ctapimmm IPOEKTOM, Jie poOO0Ta 3 3aICKHOCTIMHU OIMUCYETHCS
B ¢popmati XML. Gradle nae onucyBatu 3ajIe’KHOCT1 Ha MPEIMETHO-OP1EHTOBAHIN MOBI1
Groovy, SKy IOAATKOBO MOXHa BHKOPHUCTOBYBATH JIJII HANMCAHHS PI3HOMAHITHUX
Gradle-3aBnanb. Jls HAIIOT CHCTEMH PI3HUII MiXK BKa3aHMMHU IHCTPYMEHTaMHU He Oyie
BIJTUYTHO, aje Oyso BHpilleHO BUKopucTtoByBaTu Gradle, ToMy 1110 B TAKOMY BUIAAKY

HeoOx11HO Oy/ie BUKOHYBaTH MEHILIE HaJIalTyBaHb, HIXk 3 Apache Maven.

Apk.

AIM13.170111.01.11.113

44

3M. Apk N dokym. [lidnuc fama




VY upomy po3iiai MU BU3HAYHIIH, IO Hallla chucTeMa OyJie moOyJoBaHa 3a KITI€HT-
CEpBEpPHOIO apXITEeKTypoio. byno mpoBeneHo aHami3 CEpPBEPHUX AapXITEKTYypHUX
miaxo0/1iB, Ta Oyjla oOpaHa MiKpocepBiCHa apXiTEKTypa, BPaXxOBYIOUH ii MepeBaru B
3pO3yMIJIOCTI KOMITOHEHTIB KOAY Tepel MOHOMITHOW. bynu BumineHi 3 MikpocepBicH
Ta BHM3HAUCHAa iX B3a€EMOJis IPH BHUKOHAHHI HeoOXigHOTrOo ¢yHKIIOHATY. byB
IIPOBEJICHUI aHalli3 TUIIIB 0a3 JaHux Ta oopana Hepesiiiiana b/l MongoDB y 3B’ 513Ky
3 3pYYHICTIO ii BUKOpUCTaHHS, OyJI0 BU3HAYEHO CTPYKTYpY cyTHocteit s b/, Mu
CIIPOEKTYBAJIM KOPUCTYBAlbKUI 1HTEpdeiic, BU3HAYMBIIM MOHSATTS TOJOBHOTO Ta
BKJIQJICHOTO MEHI0O Yy BHUIVIAAI BIANOBIAHMX  KjaBiatyp. byno  BupimeHo
BUKOPHUCTOBYBAaTM MOBY IporpamyBaHHs Java 3 @peiiMBopkoM Spring Ta #oro

MOAYJISIMH, 4 TaKOK CUCTCMY dBTOMATHYHOI'O 36HpaHHH Gradle.
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3. MIPOI'PAMHA PEAJII3ALIA

3.1 IIpoexTyBaHHS MIKpPOCEPBICIB

JI1s BCIX CIPOEKTOBAaHUX MIKPOCEPBICIB, MOYKHA BUJILJIUTA HACTYIHI 3arajibHI
MOYJI, SIKI BIJMOBIJIAIOTh 3a BUKOHAHHS BHU3HAYEHOTO (YHKIIIOHAIYy B Mporpami
(po3yMi€eThes, KOKEH MIKpOcepBic Oyjie MaTH BIacHY peaji3alliio IuX MOIYIiB): web,
service, exception, integration, configuration, constants, database. Moaynb exception
MICTUTh KJIacH, SKi BIJHOCSTBCS JO JIOTIKA OOpOOKM IMOMHUJIOK TIPH BHUKOHAHHI
dbyHKITIOHATY MPOTpaMH — peajizallis Ta MPUKIIaJl BUKOPUCTAHHSA OyAyTh HaBEJCHI B
peanizauii. Moaynb constants MICTUTH KJacH THUIy TI€peduciieHb (enum), sKi
BUKOPUCTOBYIOTBCSI B PI3HUX KJacax, AKl MNpU3HA4YeHl Uil 30epeKeHHS JlaHuX.
[Ipukiag KOHCTAHT — TUI TPaH3aKIlli, cTaTyCc TpaH3akiii Ta iHmi. Moayns database
BIIMOBIIA€ 3a KJIACH, SIK1 peai3yloTh co00to podoty 3 b/1. Jlanuii MoTy1b MICTUTH J1Ba
MAaKeTH KJaciB — repository Ta model, siki BIAIOBIAHO peasizytoTh COO0I0 PErno3uTopii
(k1acu, BUKOPUCTOBYIOUH SIK1 TIporpama 3Bepraethes 10 bJ1), Ta Mogen — kiacu, siki
€ penpe3eHTaliaMu JoKyMeHTIB 3 b/[. Moayns integration BiJIIOBI1a€ 32 KOMYHIKAIIO
3 IHIIMMH MIKpOCEpBICAMU — BIH MICTHTh KJIACH $IKi O€3MOCEPEeIHbO BUKOHYIOThH
KOMYHIKaIll0 a TakoX kiacu s mepenadl nanux (DTO kmacu), 00’€KTH SKUX
npu3HavyeHi s cepiamizamii  Ta gecepeanizamii 'y JSON  dopmar, saxuit
BUKOPUCTOBYEThCS TIPHU CHUIKYBaHHI MDK MikpocepBicamu. Mosaynb configuration
BIJIMOBIJA€ 3a MOYATKOBE HAJAIITYBAaHHS MIKPOCEPBICY — HAPUKJIIAJ, BKa3ye KilacaM
JUTST KOMYHIKAII1 3 1HIIUMH MIKpOCepBicaMU Ky iM BapTO 3BEPTATUCH, HATIAIIITOBYE
YaCOBHUH MOSC MIKpOCEPBICY TOIIO. Moaysis web MICTUTh KIIACH-KOHTPOJIEPH, SKi
BIJIMOB1AAI0OTh 32 00poOKy BxigHuX HTTP 3anuTiB Bij IHIIUX MIKpOCEPBICiB, Ta KIacHu-
DTO pns mepenaui manux. Momynb service BiMoBizae 3a oOpoOKy 3amuTiB, SKi
npuiiMae MOJTyJib web.

[IpoBenemo neranbHE MNPOEKTYBaHHS MikpocepBicy be-core. [lanmii cepsic
CKJIa/Ia€ThCs 31 BCIX 0a30BHX MOAYIIB, Ta Moxyia util. Moayns util mictuth B co0i

KJIACU-TIOMIYHMKM — B JaHOMY BHMNaJKy TaM MicTtuthes kiac CryptoAES, skwuii
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BIJMOBIAA€ 3a mUGPYyBaHHS Ta pPO3MU(PPYBaHHS JaHUX, BIH BUKOPUCTOBYETHCS IS
mu(pyBaHHs MPUBATHOIO KIIOYa KOpHCTyBada. Moayib integration MICTUThH JABa
MaKeTH — JUIs IHTerpallii 3 MikpocepBicamu be-tron ta be-bot. Moayinbs database MicTUTh
nBa knacu-peno3utopii — TronBlockRepository ta UserRepository, siki BiIOBIAAIOTH
3a goctyn jao konekuii BJ[ TronBlock ta User Bimmosimno. Ilepma komexirist
30epiraTuMe OcCTaHHIM 0OpoOJieHHi OJIOK cepBicOM be-tron MpH MOIIYKY HOBHX
BXITHUX Tepeka3iB. Takox, AaHWUH MOIYJIb MICTHUTh KJIaCHU-MOJENI JUIsl JTaHHUX
KoJekiii. Moayns web wmictutre nBa kiacu-koHTposiepu — UserController Ta
TransactionController. Ilepmmii xmac BiamoBimae 3a o0poOky HactymHux HTTP
3alUTIB, IO CTOCYIOTHCS KOPHCTyBada — CTBOPEHHS HOBOTO TaMaHIs, €KCHOPT Ta
BUJIAJICHHS TaMaHIls. J{pyruii Kiiac BiIMOBIIa€ 3a 3alUTH, TOB’A3aH1 3 TPAH3aKIISIMH B
0JIOKUYElHI — 3allUTH Ha CTBOPEHHS MepeKa3y, 3aCTaBU KOIITIB Ta BIJIMIHM 3aCTaBH, a
TaKOX OOYMCIIEHHS BapTOCTi BKazaHux TpaH3zakilii. [Ipukmagu DTO knaciB OyayTh
HaBeJleH1 B peainizaliii. Moaynib service, BiJIMOBIHO JI0 MakeTy web, Mae 1Ba Kiacu-
cepsicH, ki 00poossitoTe HTTP 3anutu, siki npuidHsin kiaacu-KoHTposepu. OCHOBHA
3amaua kiacy TransactionController Ta ioro cepBicy — MiATOTYBaTH Ta HaJiCIaTH
3amuT A0 be-tron, sIKuii BUKOHYBAaTUME 3allUTH 10 OJOKYEHHY .

[IpoBenemo neranpbHE MPOEKTYBaHHS MiKpocepBicy be-tron. Jlanuii cepsic
CKJIaZIa€ThCs 31 BCiX 0azoBux mMoxymiB (okpiM database), Ta momyns util. Moayns util
Mmictuth kiac Calculator, sikuil BUKOPUCTOBYETHCS JJIsl TOUHUX O0O4YMCIeHb. Moaynb
integration MICTUTh JIBa MAKETH — JJIs 1HTErpaiii 3 MiKpocepBicoM be-core Ta BeO-
cepBicom TronScan, skuii OyB cTBOpeHUl po3poOHuMKamu Onokueiiny TRON Ta €
3py4YHUM 3ac000M JjIsl IEperyisany OJIOKUeHY (akayHTIB, OJIOKIB Ta TpaH3aKIIIi TOIIO).
Januit BeO-cepBic Hamae 3pyunuii BeO API mys orpumanns indopmariii 3 6J10kueinHy.
Moayns web wmictuTh aBa  kinacu-koHTposiepu —  AccountController Ta
TransactionController. ITlepmuii kimac Biamosimae 3a 00pobky Hactymamx HTTP
3alUTIB, HI0 CTOCYIOTHCS aKAayHTIB OJIOKYEHHY — CTBOpPEHHS HOBOI'O akKayHTY,
OTPUMAaHHS aJpecu aKayHTy 3 MPUBATHOTO Kio4a (IMIOPT TamaHIl), a TaKoX

OTPUMAaHHS PECypCiB MEBHUX TaMaHIliB. [Ipyruil kjac BiAMoBimae 3a 00poOKy 3aruTiB
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Bix be-core, moB’sa3aHUX 3 TpaH3aKIisIMU. Moy service BUKOHY€E 0OpOOKY 3amuTiB,
AK1 MPUIHSIN KOHTpoJiepu. [st poGotu 3 OJ0K4YEeHHOM, TaKoi K HAJACUJIAHHS HOBUX
TpaH3akKlilii, TeHepallisi HOBUX aKayHTIB Ta IHIIUX Omepaliid, ski He OyayTh
BUKOHYBATHCh 3a gomoMoror API TronScan, Bukopucraemo open-source 0i0mioTeKy-
SDK trident, sika akTUBHO PO3pOOIISIETHCS CIUIBHOTOO OJ10K4eiHy. OKpeMO BHUALIUMO
ki1ac NewlncomeTransactionProcessor, skuii Oyae 3 TMEBHOK MEPIOUYHICTIO
CKaHyBaTH HOBI OJIOKHM B OJIOKYEHHI Ha HASBHICTh BXIJHUX TEpPEKa3iB KOPUCTyBadaM
0oTa, Ta repeaaBaT iX Mikpocepsicy be-Core.

Mikpocepgic be-bot Oyze BiIpi3HATUCH BiI IOTIEPEIHIX MOAYJIIB: JaHUH MOIYITh
MMOBUHEH MICTUTHU (DYHKIIIOHAT CTBOPEHHS MOBIoMIIeHB Y Telegram nijist KopucTyBaua,
K1 MAIOTh MICTUTH MPAaBWJIHLHO CPOPMOBaHI MOBIIOMJICHHS Ta KJIaBlaTypu IHTEpPeiicy.
Jist komyHnikamii 3 Be0 API Telegram Oyna Bukopucrana 010:110T€Ky open-SOurce
TelegramBots, sika Hamae ¢GyHKIIOHAT OTPUMAaHHS Ta BIANPABKU MOBIJOMIICHb
KOPHUCTYBauaM y BUTJISI1 3pYYHUX KJIACIB.

OCHOBHMM KJIaCOM JJisi OOpOOKHU Ta HaJCUJIaHHA MOBIJOMJICHb KOPUCTYBadyaM €
BotGateway. J[lanuii kimac MIiCTUTh (GYHKIIOHAT NTPUHAOMY MOBITOMJICHb BIJ
KOPUCTYBauiB, Ta (YHKIIOHAJ MO BIANpaBLl MOBIJOMJIEHb Yy BIANOBIAL. Komnu
NPUXOAUTH TIOBIIOMJICHHS BiJ KopucTyBaya, BotGateway BHKOpUCTOBYE Kiac
SessionService, KAl BIATNOBIAA€ 3a CTBOPEHHsI, 30€pEKEHHS Ta OHOBJICHHS cecii
KOPUCTYBaya, a TAaKOX ii 3alMOBHEHHS 1H(OpMall€, Ky KOPHUCTyBad HAIMCaB B
MOBIJIOMJICHHI(a00 $IKy KHOMKY BIH HatucHyB). [licma orpumanHs cecii (Kiac
UserSession) Big SessionService, BotGateway nepenae 00’ekT cecii KOpUCTyBaua Ta
00’€eKT MOBIIOMJIEHHS BiJ KopucTyBada kiacy UserUpdateProcessor, ssikuii BiANOBIa€e
3a 00poOKy moBigomiieHHs Bim kopuctyBada. UserActionProcessor Ha OCHOBI
BBEJICHUX JIaHWX Ta TEMNEpIlIHbOI0 CTaHy CeCli KOpUCTyBaya BU3HAYA€, SIKE BIKHO
iHTepdency HeoOX1THO BiIOOpA3UTH HACTYMHUM (3 SKUM TEKCTOM Ta KJaBlaTyporo
BIJIMTPaBUTH MOBIIOMJICHHSI KOPUCTYBaudy y BIAMOBiAL). Onuc TekcTy (1 KHOMOK JUIs
KJIaB1aTypH) JUIsl KOKHOTO OKPEMOT'0 MOBIJOMIICHHS-BIKHA 1HTEp(ENHCy MICTUTBCS Y

kinaci MessageConfigurationStorage. s maHux koHdirypauii OyB CTBOpEHHI
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cnemianbHuil kinac MessageConfiguration, sikuif MICTUTh B cO01 HadalITyBaHHS Jis
KOXXHOTO TMoBigomiieHHsT okpemo. [licias BubGopy morpiOHOro 00’ekTa-koHGIryparii
iHTepdeiicy, kmac  UserUpdateProcessor  omepye  HacTymHHUMH  KJIACAMH:
UserActionProcessor, MessageKeyboardProcessor, MessageTextProcessor Ta
MessageSender. UserActionProcessor BijnoBigae 3a 00poOKy Jii KOprCcTyBaya — SKIIO
KOPUCTYBau BBIB OJIHE 3 TOJIB IS MEpeKa3y KOIINTIB, JaHWM Kiac BIJNOBIJIA€E 3a
MepPEeBIPKY BBEICHOTO 3HAYCHHS Ta HWOro 30epekeHHs B cecii. SIKIo KopucTyBad
HATUCHYB KHONKY ISl BIATPABKHU MEpeKa3y KOIITIB — 3a/1aya I[bOTO KIIAcy BiAMPABUTH
Il JaHHI MIKpOCepBiCy be-core Ta MIATOTYBaTH MOTO BIAMOBIAb TSI BiAOOpakKeHHS
kopuctyBauy. MessageKeyboardProcessor BinoBijjae 3a HajdalITyBaHHS KJaBiaTypu
JUISL TIOBITOMJICHHSI-BIATIOBIZII KOpUCTyBauy: 3 00’ekty kiacy MessageConfiguration
o0uparoThbcs NOTP1OH1 KHOMKU ((hOpMY€EThCS X TEKCT Ta (PYHKI10HA), Ta 30€pIratoThCs
B CECII0 KOPHUCTYBaua, 11100 Ha HACTYIIHY JIi0 BiJl KOPUCTYyBaya, 00T 3HAB 1[0 CaMe X0Ye
KopuCcTyBau Bij Oota. MessageTextProcessor BiJlOBia€ 3a MIATOTOBKY TEKCTY
MOBIJOMJICHHSI-BIATIOBIII HA OCHOBI KOH(irypatiii Tekcty B 00’ €KTiI-KOH]Irypari
kiacy  MessageConfiguration. MessageSender BigmoBigae 3a  HaJCUJIAHHS
MOBIJJOMJICHHSI KOPUCTYBauy 3 CTBOPEHOIO KJIaBlaTypOIO Ta TEKCTOM IOBIJIOMJIEHHS.
Mikpocepsic be-bot ckitamaeTscs 31 BCIX 3arajJbHUX MOJIYJIB, SIK 1 1HII MIKPOCEPBICH.
Monyne web mictuth ki1ac DepositNotificationController, skuii BiamoBigae 3a mpuiioMm
BXIJTHUX CIOBIIIEHb JJIsi KOPUCTyBauiB. BiH mepemae CHOBIIEHHS KJacy-cepBicy
DepositNotificationService, skuit 3a gornomororo kicy MessageSender Hajcumae ix
KopucTyBadaMm. MojyJib integration MiCTUTh KJIACH [T KOMYHIiKallii 3 be-core, be-tron
Ta CTOPOHHIMHM Oipxkamu KpunrtoBamoT (Binance Ta Cryptex24) nis oTpuMaHHS
aktyanbHux KypciB TRX mo momapa Tta rpuBHi. HaBemeni Oipxi HajgaroTh s
po3poOHuKiB API, akuii MO>KHa BUKOPUCTATH JJI1 OTPUMAaHHS akTyajabHOI iH(opmarlii
mpo IiHM KpumnroBaimioT. Monynbs database BimmoBimae 3a 30epexeHHs ceciit
KOpPUCTyBaduiB. [HIIN 3araabHi MOMYJl MICTATH aHAJOTIYHI KJIACH, OIMMCAHI IS
nonepeaHix MikpocepniciB. Jliarpamu kjaciB sl TOOYJIOBaHUX MIKPOCEPBICIB, fKi

BiJI0OpaxaroTh CTPYKTYpy Iporpam nogaHi Ha pucyHkax b.1 — b.11 (momarok b).
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3.2 Po3poOka nporpaMHHX MOJTYJIiB

[Tpu po3poOiti Koy AJist SMEHIIIEHHS Horo 00’ eMy OyJia BUKOpHCTaHa 6i101i0TeKa
Lombok, sixa 3aMiHIO€ TUIIOBI METOJIM JIJIS KJIaciB aHoTalisMu. Hampukian, aHoTais
@Getter Haa KJIACOM 3TE€HEpYyeE IS BCIX MPUBATHUX MOJIB get-metonu, (@Builder
3reHepye I Kilacy peaiizaiiro madnony OyaiensHuK (builder pattern) Tomo. Koxen
MIKPOCEPBIC MICTUTh HACTYIIHI OOOB’SI3KOBI ejleMeHTH: (aitn BiacTuUBOCTEH, daiin
3aJIKHOCTEH, 3amyck (QpeliMBopky Spring. ®aiim BIACTUBOCTEH HA3HBAETHCS
application.properties, Ta MICTUTh Pi3HI BJIACTUBOCTI MPOEKTY Y BUIJISAMI KJIIOU-
3HAUEHHS, HAMPUKIIA] MOPT KUl Oyje mpociayxoByBatu nanui mikpocepsic, HTTP
komrioHeHTH URI pecypciB IHIIUX MIKPOCEPBICIB, CEKPETHI KJIIOY1 JIJIsl IIHPPYBAHHS
naHuX (BUKOPUCTOBYETbCS Yy be-core), KIIIOYl JIOCTYNy [0 TeJerpaM-00Ty
(BukopucToByeThbcs 'y be-bot) ta 1Hmi. ®aiin 3anexnocted build.gradle micTuTh
HaJlallITyBaHHS 3aJIEKHOCTEN N1t MikpocepBicy. KoxkeH MikpocepBic iHiliI0e poooTy
dbpelMBOpKY Spring BHUKIMKOM HACTYIIHOIO KOAY B METOAI main (300pa)xeHo

(dparMeHT Koy 3 MiKpocepBicy be-Core):

@SpringBootApplication
public class CoreApplication {
public static void main(String[] args) {
SpringApplication.run (CoreApplication.class, args);

H}

PosriissHeMo aetaii peaitizaiii OCHOBHMX MOYJIIB Ha MIPHUKIIa i Mikpocepsicy be-
core. Po3mouneMo 3 mMomaysst eXception, sikuii y BCiX MiKpocepBicax Ma€ iIeHTHUHY
peanizauito. SAxuro mig yac BukoHanHss HTTP 3anuTy Bix iHIIOro cepsicy Tpanuiach
MIeBHA MIOMUJIKA — JJAHUM MIKPOCEPBIC MOBUHEH BIJIaTH Y BIAMOBIAH iH(MOpMAaILito, sKka
i1eHTH(IKYE TTOMWIKY, 100 IHIMUHA MIKPOCEPBIC MIT 3pO3yMITH, IO HOMY BapTo
pobutu B Takiii cutyarii. Kiac Errorinfo e DTO kitacom, sikuii MicTuth iHGOpMAIito

PO MTOBEPHEHY NTOMUIIKY:

package edu.diploma.ms.bot.business.dto;
import lombok.*;
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import java.util.List;

@Getter

@Setter

@Builder

@NoArgsConstructor

@AllArgsConstructor

public class ErrorInfo {
private List<String> messages;
private Integer code;

3HavyeHHs COde — yHIKaNbHUH iMeHTU(DIKATOp MOMIIIKA MK MiKpOcepBicamu,
CIHCOK MESSages MiCTUTh TEKCTOBUW OMUC MOMMUJIKU. Bci cTBOpeHiI HaMu Kiacu-

MOMIJTIKH PO3IIHPIOIOTH Kitac BaseRuntimeException:

package edu.diploma.ms.bot.business.exception;
import lombok.Getter;
@Getter
public class BaseRuntimeException extends RuntimeException ({

private final ExceptionCode exceptionCode;

BaseRuntimeException (ExceptionCode exceptionCode, String message, Throwable
throwable) {

super (message, throwable); this.exceptionCode = exceptionCode;

}

BaseRuntimeException (ExceptionCode exceptionCode, String message) {
super (message); this.exceptionCode = exceptionCode;

}

ExceptionCode getExceptionCode () {
return exceptionCode;

}

@Override

public String getMessage () {
return super.getMessage() ;

}}

JlaHuii Kiac po3MIMPIOE CTaHIAPTHUHN Kiac MoBHW Java RuntimeException, Ta
MmicTuTh nojie Tuny ExceptionCode — kmac, sIkuii MiCTUTB OIUC ISl IOMMJIOK IIHOTO

MIKPOCEPBICY Ta OINKUC 1HIIUX MOMUJIOK 3 IHIIUX MIKPOCEPBICIB:

package edu.diploma.ms.bot.business.exception;

import lombok.*;

import org.springframework.http.HttpStatus;

@Getter

@RequiredArgsConstructor

public enum ExceptionCode {
INVALID PARAMETERS (4000102, "Invalid parameters.",HttpStatus.BAD REQUEST),
WRONG_PASSWORD (4000202, "Wrong password", HttpStatus.BAD REQUEST),
INTERNAL SERVICE (5000102, "Internal service issue",

HttpStatus. INTERNAL_SERVER_ERROR) ,
UNKNOWN (9999902, "Unknown error", HttpStatus.INTERNAL SERVER ERROR),
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private final int errorCode;
private final String message;
private final HttpStatus status;

[Tonss errorCode (imeHTHdikaTop MOMWIKH) Ta Message (TEeKCTOBHH OIUC
OMMJIKH ) BAKOPUCTOBYIOThCS ipu hopmyBanni ErrorInfo, mone status — HTTP craryc
s BignoBimi Ha 3anuT. [ns mpukmany kimacy-Haciuigauka BaseRuntimeException
posrimsHemo kiaac  WrongPasswordRuntimeException, skuii sBHO BKasye CBii

ExceptionCode (0yne Bukopucranuii mpu popmyBanHi Bignosiai Ha HT TP 3amur):

package edu.diploma.ms.core.exception;
public class WrongPasswordRuntimeException extends BaseRuntimeException {
public WrongPasswordRuntimeException (String message) {
super (ExceptionCode.WRONG PASSWORD EXCEPTION, message);
}

Jlana moMmiIKa BUKJIMKAETHCS y pasl, SKIO KOPUCTYBaud BBIB HENPaBUIbLHUN
napoJjb JuIs aii 3 ramanmem. Kirac HttpRequestRuntimeEXxceptionProcessor 3aBasku
anorariii ControllerAdvice Biamnosigae 3a 00poOKy BCiX MOMHIIOK, SIKI CTAJIKMCh ITiJ] Yac
00po6ku HTTP 3anmuty. @parMeHT KOy Kjacy, SKUWA BIJJIOBIIOE Ta 0OpoOJIIOE BCi

BaseRuntimeException momuiku:

@ExceptionHandler (BaseRuntimeException.class)
public ResponseEntity<ErrorInfo> handleBaseException (BaseRuntimeException e,
HttpServletRequest request) {
log (request, e);
ErrorInfo errorInfo = createErrorInfo(e);
return new ResponseEntity<>(errorInfo,

e.getExceptionCode () .getStatus()) ;
}

Awnorais ExceptionHandler Bkasye 1o came 11eii MeTO1 BApTO BUKIIMKATH, KO
Tpanmwjiach Taka MOMHJIKA. MeToJ MuIe Mpo MOMWIKY Y KOHCOIb MeTojoM log,
dopmye 06’ext Errorinfo meromom createErrorinfo ta moseprae ii y BigmoBiap Ha
HTTP 3anut. Po3rimsHeMo peanmizallifo KJIaciB-KOHTPOJIEPIB Ha MPUKIaAl (parMeHTy

kiacy UserController, sikuit Bigmosigae 3a 00poOKy Jiii KOpUCTyBadya 3 TaMaHIIEM:
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@RestController
@RequestMapping ("/api/v1/user")
public class UserController {
private final UserService userService;
@PostMapping ("/export-wallet")
public ExportWalletResponse exportWallet (@RequestBody ExportWalletRequest
exportWalletRequest) {
log.info ("Request to export wallet: {}", exportWalletRequest):;
ExportWalletResponse exportWalletResponse =
userService.exportWallet (exportWalletRequest) ;
log.info ("Request to export wallet processed.");
return exportWalletResponse;

Amnotamii RestController ra RequestMapping Bka3yioTh ¢hpeiMBOpKYy-Spring,
10 1aHuii kiac Mae npuiimata HT TP 3anmty, sxi marote npedike nuisxy /api/vl/user.
Amnorarris PostMapping vang metonom exportWallet Bka3ye, 1o qanuii Meto 1 06pooIsie
I[MTOCT wmeton 3 nuisixom /export-wallet (micns nmpedikcy). Anoramist RequestBody
nepen 00’ektom DTO kimacy ExportWalletRequest Bkazye, mo JSON indopmartito 3
tima HTTP 3anuty BapTo necepeanizyBatu B 1ieit 00’ekt. Kitac ExportWalletRequest
MICTUTH B €001 1IeHTU(DIKATOp TeJIerpaM KOPUCTyBaya, Ta BBEACHUN HUM NapOJb s
nepeBipku. @parment nanoro DTO kiacy:
public class ExportWalletRequest {

private long telegramUserId;
private String activeWalletPassword;

[Ticnst oTpUMaHHS 3alUTy HA €KCIIOPT TaMaHIlsI KOHTPOJIEp MUIIE PO 3aIUT Y
KOHCOJIb MeTojoM l0g, Ta mepemae ioro y Kiac-cepBic USerService, micis 4oro
MOBEPTaE pe3ybTaT 3anuTy. Jlam HaBeneHo ¢pparMeHT Koy 3 kinacy UserService, sikuit

BIJIIIOBiIa€ 3a €KCIIOPT raMaHIs — metox exportWallet:

public ExportWalletResponse exportWallet (ExportWalletRequest
exportWalletRequest) |

User user = userRepository.
getByTelegramUserId (exportWalletRequest.getTelegramUserId()) ;
if (passwordEncoder.matches (exportWalletRequest.getActiveWalletPassword(),
user.getActiveWalletPassword())) {

return ExportWalletResponse.builder ()

.activeWalletPrivateKey (encryptionService.decrypt (user.getActiveWalletPrivateKey
())) .build() ;

}

throw new WrongPasswordRuntimeException ("Password does not matches.");
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CrniouaTKy cepBic 3a J1omoMoror 00’ ekra UserRepository otpumye indopmariito
npo kopucrysaua 3 b/I. Ilicis uporo, 3a gonomororo 06’ exra passwordEncoder, kiac
SIKOTO € YaCTHHOIO SPring Security, mepeBipseMo BiANOBIIHICTh MApOJIsS 3 3alIUTY 10
Xelry mapoiyii 3 0a3u JaHUX — SIKIIO BOHU BIAPI3HSIOTHCSA, CTBOPIOEMO TOMUIIKY
WrongPasswordRuntimeException. SIkmo mapoiab BipHHH — pO3MIH(PPOBYEMO
IMPUBATHUM KJIIOY raMaHIl KopucTyBada (oTpuManuii 3 bJl), Ta Bigmaemo Horo y
BIJINOBI, KOpHCTyBauy. PosmmdpyBanHsM 3aiimaeTscs encryptionService, skuit
CEKPETHHUM KJIroueM 3 (ailiry-BiacTuBOCTeH 3a noromMororo kiacy CryptoAES mmdpye
Ta po3MH(POBYE MPUBATHI KJIIOYI raMmaHIliB KopucTyBauiB. Hactymumii ¢parmeHT
KOJy € 4YacTHHOK Kjacy TransactionService, ta BigmoBimae 3a 0OpOOKy HOBHX
TpaH3aKI[iii 3 OJIOKYEHHY: CIIBCTaBJICHHS aJpec-OTPUMYBadiB y TpaH3aKIIsgX Ta
ramaHIpiX KopuctyBauiB 3 bJl, hopmyBanHs 3amuTy 10 be-bot 3 croBimeHHSIME TIPO

BXI1JIHI ITEPEKa3H Ta OHOBJICHHS OCTAaHHBLOT'O OHOBJICHOTO OJIOKY B 0a3i JIaHHX:

public void processNewDepositTransactions (List<TransactionTronResponse>
depositTransactions)

long lastBlock = depositTransactions.get (0) .getBlock();

Set<String> addressesToCheck =
depositTransactions.stream() .map (TransactionTronResponse: :getTo) .collect (Collect
ors.toSet ());

List<User> usersToNotify =
userRepository.findAl1ByActiveWalletAddressIn (addressesToCheck) ;

Map<String, User> activeAddressToTelegramChatId = usersToNotify.stream()

.collect (Collectors.toMap (User::getActiveWalletAddress, user ->
user));

depositTransactions = depositTransactions.stream().filter (trx ->
activeAddressToTelegramChatId.containsKey (trx.getTo()))

.collect (Collectors.toList());

List<NewDepositBotNotification> newDepositBotNotifications = new

ArrayList<>();

depositTransactions.forEach (trx -> {
User user = activeAddressToTelegramChatId.get (trx.getTo());
NewDepositBotNotification notification =
NewDepositBotNotification.createOf (user, trx);
newDepositBotNotifications.add (notification);
1)
if (!newDepositBotNotifications.isEmpty()) {

botCommunicationService.sendNewDepositNotifications (newDepositBotNotifications);
}
List<TronBlock> all = tronBlockRepository.findAll();
if (all.size() == 1) {
TronBlock tronBlock = all.get (0);
tronBlock.setLastProcessedBlock (lastBlock) ;
tronBlock.setUpdateTimestamp (utcClock.millis());
tronBlockRepository.save (tronBlock) ;
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} else {
tronBlockRepository.save (TronBlock.builder () .lastProcessedBlock (lastBlock) .build
()1}

dparment komy kmacy BotCommunicationService, sikuii BiAmoBizae 3a
CHUIKyBaHHsS 3 MikpocepBicom be-bot (mammii Tmn kmaciB Ta ioro peamizaiis €

CIIIBHOIO Ta 1IGHTUYHOIO JUIS BCIX MIKPOCEPBICIB):

public void sendNewDepositNotifications (List<NewDepositBotNotification>
notifications) {
URI addressUri = botUriBuilder.getDepositTransactionsNotificationUri();

performRequest (addressUri, HttpMethod.POST, new HttpEntity<>(notifications),
Void.class,

"Request to bot to send new deposit notifications: {}", new
Object[]{notifications},

"Request to bot to send new deposit notifications processed.",
"Error when sending new deposit notifications: {}");

}

private <T> T performRequest (URI uri, HttpMethod method, HttpEntity<?> body,
Class<T> responseType,
String prelog, Object[] prelogArgs,
String postlog, String errorLog) {
log.info (prelog, prelLogArgs);
try {
T responseBody = botRestTemplate.exchange (uri, method, body,
responseType) .getBody () ;
log.info (postLog) ;
return responseBody;
} catch (ResourceAccessException e) {
log.error (errorlog, e.getMessage()):
throw new RemoteMsAccessRuntimeException ("Error when connecting to
tron: " + e.getMessage());
}
}

Meton performRequest — TumizoBaHuii METOI, SIKMW BIANIPaBIsiE€ MOTPIOHUI
3anuT 3a BkazaHoro URI, Ta 3ammcye B KOHCOIb 1H(QOpPMALIIO TPO 3amMT. 3amuT
BUKOHYEThCS 3a JIOMIOMOIrol0 00’ekTa Kiacy (peiiMBopka Spring — RestTemplate.
Meton sendNewDepositTransactions popmye nmotpiony URI 3a momomororo 06’exrta
kinacy BotUriBuilder, ta Bukiunkae meton performRequest 3 HOBUMHU CIOBIIIICHHIMHU
PO BX1/IH1 TOTIOBHEHHSI TaMaHI[iB KOPUCTYBaYiB.

Po3riissHeMo OCHOBHI (hparMeHTH KOAy MiKpocepBicy be-tron. ®dparmeHT Koy
kiacy TransactionService, sikuii CTBOPIOE TpaH3aKI[ifO-TIepeKa3 KOIIITIB, HaJCHIaE ii B

0JIOKUYEHH Ta OBEPTAE XEIll CTBOPEHOT TPAH3AKIIIi:
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public TransactionDto transferCurrency (CurrencyTransferRequest
currencyTransferRequest) {
try {
Chain.Transaction transaction =
createAndSignTransferTransaction (currencyTransferRequest) ;
String txHash = apiWrapper.broadcastTransaction (transaction);
return TransactionDto.builder () .hash (txHash) .build() ;
} catch (RuntimeException e) {
throw new FailedTransactionRuntimeException (e.getMessage())
}
}
private Chain.Transaction
createAndSignTransferTransaction (CurrencyTransferRequest
currencyTransferRequest) {
ByteString rawFromAddress =
ApiWrapper.parseAddress (currencyTransferRequest.getFrom()) ;
ByteString rawToAddress =
ApiWrapper.parseAddress (currencyTransferRequest.getTo () ) ;
Contract.TransferContract transfer =
Contract.TransferContract.newBuilder ()
.setOwnerAddress (rawFromAddress)
.setToAddress (rawToAddress)
.setAmount (TronCurrencyConverter.convertToAtomicUnits (currencyTransferRequest.ge
tAmount ()))
.build();
SECP256K1.KeyPair privateKeyPair =
getKeyPairFromPrivateKey (currencyTransferRequest.getPrivateKey());
Chain.Transaction transaction =
apiWrapper.blockingStub.createTransaction (transfer);

TransactionBuilder transactionBuilder = new
TransactionBuilder (transaction) ;
if (currencyTransferRequest.getMemo () != null) {

transactionBuilder.setMemo (currencyTransferRequest.getMemo ()) ;

}

transaction = transactionBuilder.build() ;

transaction = apiWrapper.signTransaction (transaction, privateKeyPair);
return transaction;

CtBOpeHa TpaH3aKIlisi CTBOPIOETbCS Ha OCHOBI 00’ekta DTO xmacy HTTP
sauty CurrencyTransferRequest, ta mianmucyeTbest 1 HaACHIIAEThCS B OJIOKYCHH 3a
J0MIOMOT 010 00’€eKkTa Kitacy 6i0mioreku trident — ApiWrapper. ®@parmMeHT Koy, SIKUi

BIJIMTOBIJIA€ 32 MOIIYK HOBUX BX1HUX IMEpeKa3iB KOpUCTyBadam OoTa:

private void search() throws InterruptedException {
long lastProcessedBlock =
coreCommunicationService.getBlock () .getLastProcessedBlock () ;

BlockDataTronScanResponse latestBlockNumber =
tronScanCommunicationService.getLatestBlockNumber () ;

long lastBlockchainBlockToProcess = latestBlockNumber.getNumber () - 19;
TransactionDto emptyTransactionForBlockUpdate = TransactionDto.builder ()

.to("™)

.block(latestBlockNumber.getNumber () - 19)

.build() ;
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if (lastProcessedBlock == 0) {
coreCommunicationService.sendNewDepositTransactions (Collections.singletonList (em
ptyTransactionForBlockUpdate)) ;
return;
}
List<TransactionHistoryTronScanResponse.TransactionData>
transactionDatalist = new ArrayList<>();
while (lastBlockchainBlockToProcess > lastProcessedBlock) {
TransactionHistoryTronScanResponse transactionsByBlock =
tronScanCommunicationService.getTransactionsByBlock (50, 0,
lastBlockchainBlockToProcess) ;
int collectedTransactions = 50;
fillListWithTrxTransactions (transactionDatalist,
transactionsByBlock) ;
while (collectedTransactions < transactionsByBlock.getTotal()) {
transactionsByBlock = tronScanCommunicationService
.getTransactionsByBlock (50, collectedTransactions,
lastBlockchainBlockToProcess) ;
fillListWithTrxTransactions (transactionDatalist,
transactionsByBlock) ;
collectedTransactions = collectedTransactions + 50;
}
lastBlockchainBlockToProcess—-—;
TimeUnit .MILLISECONDS.sleep (500) ;
}
List<TransactionDto> depositTransactions = transactionDatalist.stream()
.map (TransactionConverter: :convertTronTransaction)
.collect (Collectors.tolList ());
if (depositTransactions.isEmpty()) {
depositTransactions.add (emptyTransactionForBlockUpdate) ;
}
log.info ("New trx transactions amount: {}", transactionDatalist.size());
System.out.println (depositTransactions.get (0) .getBlock());
coreCommunicationService.sendNewDepositTransactions (depositTransactions) ;}

Jlanuit  gparMeHT Koy BHKJIMKAETRCA pa3 B S5 CEKyHJ METOJ0M
searchNewTrxTransferTransactions, sxuii mO3HAYEeHWH CHEIAJLHOK aHOTAIICI0
Scheduled, sixa # Bka3zye HEOOXiAHICTh TaKMX BUKIHKIB QpeiimMBOpKYy Spring. Metox
search crouaTky 3BepTaeThcs 10 be-core 3a ocranHiM 00poOacHMM OJ0KOM. SIKIIO
010k Mae 3HaueHHs 0, 11e 03HaYae 110 TporpamMa 3amnyIiieHa BIepIile — METO/1 HaJICUIIae
no be-core mixg BuUMIAIOM BXigHOI TpaH3akKIlii OCTAaHHINA MiATBEpPIKEHUH OJIOK 3
Onokueliny, skui Oyae 3amucanuii B he-COre sk ocraHHii oOpoOseHuid. B iHIIOMY
BUIAJIKy, METOJ JIiCTa€e 3 OJOKYEHHY BCl HOBI MIATBEpKEH1 0J0KU, PUIBTpyE cepen
HUX TpaH3akimii-mepekasu TRX Ta Bignpasise ix mgo be-core. ®dparment komy, sikuit

reHepye HOB1 aKayHTH JJIs1 KOPUCTYBayiB:

public TronAccountDto generateNewAccount () {

List<String> list = ApiWrapper.generateAddress();
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String privateKey = list.get(1l);
String publicKeyBase58 =

Base58Check.bytesToBase58 (ApiWrapper.parseHex (1list.get (0)) .toByteArray()) ;
return new TronAccountDto (privateKey, publicKeyBaseb58);}

PosriisHeMo (parMeHTH OCHOBHHX MOAYJIiB De-bot. dparmeHt kiacy
MessageConfigurationStrorage, a came ¢yskmis Supplier, sxa moBeprae

HaJAIITYBaHHS 1HTEepdeHCy JUis TMOBIIOMIEHHS 3 1H(OpMAli€l0 MpPO akayHT vy

osokueiini TRON:

public static final Supplier<MessageConfiguration> ACCOUNT = () ->
MessageConfiguration.builder ()

.text (MessageTextConfiguration.builder () .textGenerator (SELECTED ACCOUNT TEXT) .bu
i1d()) .callbacks (List.of (List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("\u2b05\ufel0f Hazag") .build())
.1d ("BACK _TO_SEARCH") .next (Keyboard.SEARCH ACCOUNT)

.inputValidator (ADDRESS_VALIDATOR) .action (SEARCH_ACCOUNT_ACT ION)
.multiClickable (true) .build()))) .build();

Koxna koHQirypamiss MICTUTh 4YacTUHY JUJIS HAJAIITYBAaHHA TEKCTY
(MessageTextConfiguration), mone keyboardType (Busnawae uum 11 iHTEepdeiic
TOJIOBHOTO YW BKJIAJEHOTO MEHIO) Ta BkiaaeHi cmmcku ButtonConfiguration —
KoH(irypaiiii kHomok. HamamryBaHHS TEKCTY MOKE€ MICTUTH TOTOBUN CTaTHYHUI
TeKcT (1moJie text), 3aroTOBKY JUIsl TEKCTY Ta (DYHKIIIO 3 TEHEPAIIEI0 apTyMEHTIB IS
nporo mabsony (mosisi message Ta argGenerator) abo MeTOX JJisi MOBHOIIIHHOT
nuHaMivHOi TeHeparii Tekcry (moisie textGenerator). ButtonConfiguration MicTUTh
anajnoriyde mone-kiac ButtonLabelConfiguration st HanmamrTyBaHHS TEKCTy Ha
KHOILI, a TaKoX HacTymHl mojsi: String id — iIeHTU(]IKaTOp KHONKH, SKUM MU
orpumaemo Bim API Telegram, skmo KopucTyBau HAaTHCHE IO KHOIKY; enum
TypeOfButton type — tun kHonku, gopiBHioe 3HaueHHI0O PAGINATION skmo naHa
KHOIIKa € MICIIEM JUIsl TMHAMIYHOTO 3allOBHEHHS IHIIMMU KHOIKAMU (HAIPUKIIA],
1CTOPI€I0 TPaH3aKIIiH), IKE BHKOPUCTOBYETHCS Ta 3aIIOBHIOETHCS HA eTarll () OpMyBaHHS
Ki1aBiatypu; enum Action action — mose MicTUTh QyHKIIIFO, IKY BApTO BUKIUKATH MPH
HAaTUCKYy Ha KHOMKY; enum InputValidator inputValidator — ¢yHkris, sika nepesipsie
BBEJCHI JaHI Ha KOPEKTHICTh (HampukKiIaa, cyma nepekasy Outbmia 3a (); enum

ButtonDynamicValidator dynamicValidator — ¢yHkiis, sika BKasye 4¥ Ma€ JaHa
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KHOINKa OyTH Moka3zaHa KopucTyBauy; enum Keyboard mons next ta nextAfterlnput —
BHU3HAUAIOTh HACTYMHY KJIaBlaTypy MiCJs HaTUCKYy KHOINKHU, Ta KJIaBlaTypy ska Oyze
HACTYIHOIO IIICJIsI KOPEKTHOTrO BBeneHOi iHdopmartii; String relatedObjectField —
TEKCTOBHH IIIAX 0 MEBHOTO IO B cecli KOpUCTyBava, HEOOXITHI MPU B3aEMOJIIT 3
KHOIKOI0; boolean multiClickabe — Bu3Hauae, yn MO’kHa HATUCHYTH KHOIKY JE€KUIbKA
pasiB miapsaa. Buie Bkazani GpyHKIi, Takl Sk Action, IpuiMarOTh IapaMeTpoM KJjiac
ResponseMessageWrapper — xmac-oOropTKy st cecii KOpHCTyBada Ta 1HIIHX
THMYacOBHUX TIOJIIB, Kl MOTPIOHI g (OopMyBaHHs IOBIIOMJIEHHS-BiamoBiai. Kiac
UserSession € ceci€elo KOpUCTyBaua — BiH 30epirae iHdopmallito mpo Te, Ha fKii
KJIaBlaTypl 3HaXOJIUThCA KOPUCTYBay, BX1H1 JaH1 B1Jl KOPUCTyBaya Ta MOJs-3alUTH 10

THIITMX MIKPOCEPBICIB, SIKI KOPUCTYBAY 3aIIOBHIOE:

public class UserSession {

private TelegramUserInfo telegramUserInfo;
private String callbackData;

private String inputData;

private Integer lastInlineKeyboardMessageld;
private Integer lastReplyKeyboardMessageld;
private Integer lastMessageld;

private PaginationState paginationState;
private InputType inputType;

private MessageConfiguration messageConfiguration;
private ButtonConfiguration activeButton;
private SessionState state;

private String activeWalletAddress;

private AccountResourcesTronResponse selectedAccount;
private TransactionTronResponse selectedTransaction;

private NewWalletCoreRequest createWalletRequest;
private NewWalletCoreRequest importWalletRequest;

private CurrencyTransferCoreRequest currencyTransferCoreRequest;
private FreezeBalanceCoreRequest freezeBalanceCoreRequest;

Komieto ganoro knacy € UserSessionModel, sixuii 30epiraetsest B b/l 6oTa 3am5s
Toro, MO0 Ticis mepe3amycky 0ota Bci cecii Oynu 30epexeHi. [lpuxnan dyHkiii

Action, sika BIJIMOBiAA€ 3a MOIIYK aKayHTY:
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public static final Consumer<ResponseMessageWrapper> SEARCH ACCOUNT ACTION = m -
> {TronCommunicationService communicationService =

m.getCtx () .getBean (TronCommunicationService.class);

UserSession userSession = m.getUserSession();
AccountResourcesTronResponse accountResources =

communicationService.getAccountResources (userSession.getInputData());
userSession.setSelectedAccount (accountResources) ;
MessageConfigurationStorage.setKeyboardToSession (userSession,

Keyboard.ACCOUNT) ;

userSession.getActiveButton () .deactivate();

i

[Tpuxman pynkuii InputValidator, sika nepeBipsie U € BBEICHUIN TEKCT CYMOIO:

public static final Consumer<ResponseMessageWrapper> AMOUNT VALIDATOR = m ->
{validateTextInputType (m) ;
try {double amount =

Double.parseDouble (m.getUserSession () .getInputData());

if (amount <= 0 || Double.compare(0.000001, amount) > 0) {

throw new ValidationErrorException(String.format ("Validation

failed -> amount didn't change to %s", m.getUserSession () .getInputDatal()),
"BBeIeHUM TEeKCT He CyMOKo - NOTPiOHO BBECTM HOHNATHE UYMCJIO, MiHIiIMaJNbHE SBHAUEHHS -
0.000001."™); }} catch (NumberFormatException e) {
throw new ValidationErrorException(String.format ("Validation failed -> amount
didn't change to %s", m.getUserSession() .getInputData()), "BBeneHuil TeKCT He
CyMOK - MNOTPiO6HO BBECTM HOHOATHE UYMCJIO, MiHimaynbHe 3HaueHHs - 0.000001.");}};

[Mpuknan pynkuii TextGenerator, sika BiAMOBIAA€E 3a MOBIIOMIICHHS 3 KYPCOM:

public static final Function<ResponseMessageWrapper, String> RATE TEXT = m ->
getTronRateMessage (m.getCtx());
private static String getTronRateMessage (ApplicationContext ctx) {

CurrencyRatesStorage currencyRatesStorage =
ctx.getBean (CurrencyRatesStorage.class);

return formatMessage ("Kypc 1 TRX mo rpueHi: {0}\nKypc 1 TRX mo mojapa:
{1}\n", toPlainString(currencyRatesStorage.getUahRate()),

toPlainString (currencyRatesStorage.getUsdRate()));
}

@parmeHnT koay kinacy BotGateway, sikuil oTpuMye HOBI MOBIAOMJIEHHS BIJ
KOpucTyBauiB (mapamerp update), OI0Kye DOCTyI J0 OJHOYACHOI 0OpoOKu mii 3a
nornoMoror 00’ekta lockRegistry Ta igentudikatopa KopucTtyBaya, OTPUMYE CECIIO
KOpHUCTyBaua 3 SessionService Ta nepenaac ii 3 moBiJOMJICHHSIM JI0 00’ €KTY KJIacy sSIKUH

0bpoburoe aii kopuctyBada — UserUpdateProcessor:
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public Reply replyToMessage () {Consumer<Update> consumer = u ->
updateProcessorExecutor.execute ( () -> {
Long chatId = u.getMessage () .getChatId()
lockRegistry.obtain (chatId) .lock();
try {
UserSession userSession = sessionService.prepareSession (u,
chatId, u.getMessage () .getText());
userUpdateProcessor.processInputMessage (u, userSession);
sessionService.update (userSession, chatId);
} finally {lockRegistry.obtain (chatId) .unlock();}
});return Reply.of (consumer, MESSAGE);}

@parmenT kiacy MessageSender, SKuil BIAMpaBIs€ TOBIAOMIICHHS

KJ'IaBiaTypaMI/I TOJIOBHOTO 200 BKJIAACHOI'O MCHIO KOPHUCTYyBa4aM:

public class MessageSender {
private final BotGateway botGateway;

public void sendMessage (ResponseMessageWrapper m) {

try { 1f (m.getUserSession () .getMessageConfiguration () .getKeyboardType ()

== KeyboardType.INLINE) {sendInlineMessage(m);} else {sendReplyMessage (m); }
} catch (TelegramApiRequestException e) {

String message = String.format ("Error sending message to user %d,

code %d: %s: %s",
m.getUserId(), e.getErrorCode(), e.getMessage(),

e.getApiResponse());

log.error (message) ; throw new TelegramApiRequestExceptionWrapper (
e, message); } catch (TelegramApiException e) {

String message = String.format ("Error sending message to user %d:
%s", m.getUserId(), e.getMessage());

log.error (message); throw new RuntimeException (message, e);

H}

private void sendInlineMessage (ResponseMessageWrapper m) throws
TelegramApiException {

if (m.getMessageProcessStrategy () == MessageProcessStrategy.CREATE NEW) {Integer
messageld =
botGateway.execute (MessageSenderConverter.prepareSendInlineMessage (m)) .getMessag
eld();
UserSession userSession = m.getUserSession();
userSession.setLastMessageld (messageld) ;
if (!m.getCallbacks () .isEmpty()) {

userSession.setlastInlineKeyboardMessageld (messageld); }} else

{botGateway.execute (MessageSenderConverter.preparekEditMessageText (m)); }}
private void sendReplyMessage (ResponseMessageWrapper m) throws
TelegramApiException {
Integer messageld =

botGateway.execute (MessageSenderConverter.prepareSendReplyMessage (m) ) .getMessage

Id(); m.getUserSession () .setlLastReplyKeyboardMessageld (messageld) ;
}

Kon (sictuHT) mporpamMu MmogaHo y 1oAatky B.
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3.3 KepiBHUITBO KOpHCTyBaya

Konmu xopucTyBau Bmepiie BIAKpHE Tiaior 3 OOTOM, BIH IHILIIOE PO3MOBY

HATHUCHYBIIIM KHOMKY ‘‘start”, Ticiis 4oro Bij Horo iMeHi 00Ty Oyje HajliclaHa KoMaHa

“/start”. Y BiamoBiJb OOT MOKake KOPUCTYBady MOBIAOMIICHHS 3 TOJIOBHHM MEHIO 0€3

¥l 3 aKTUBHUM TaMaHIIeM, OCKUTbKH BiH BIICYTHIH (prcyHOK 3.1).

MpwusiT, AHAPIA MenbHUK.

O6epu gjto:
CTBOpPUTU ramaHelb IMnopTyBaTn ramaHeub
-4 Mowyk akayHTy 4 Mowyk TpaHsakuli

Kypc TRX go Bantot

Pucynox 3.1 — I'ontoBHE MeHI0O 00Ta

JI71st CTBOpEHHS! HOBOT'O T'aMaHIIsl, KOPUCTYBay OBUHEH HATUCHYTHU BIAMOBIIHY

KHOIIKY, MiCJIs 4Oro MoOAYUTh MEHIO JUIsi CTBOPEHHS raMaHIl (pUCYHOK 3.2).

CTBOpUTM raMaHeub

CTBOpPeHHA HOBOro raMaHus. CTBOPIThL Ta NIATBEPAITL
naposis - BiH ByAe BUKOPUCTOBYBaTUCh ANS eKCMOPTY
raMmaHus Ta ioro euganeHHs 3 6oty. LLLo6 cTeoputi
Naponk - HATUCHITL Ha BIAMOBIAHY KHOMKY.

CTBOPUTKU ramaHelb IMnopTyBaTh ramaHelb
4 Molyk akayHTy 4 Mowyk TpaHsaxkull

Kypc TRX go Bantot

Pucynok 3.2 — CTBOpeHHsI raMaHs

Apk.
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Jlis CTBOpEHHS Mapoii0, KOPUCTYBAad TOBHMHEH HATHUCHYTHM Ha BIAMOBITHY

KHOIIKY, Ta BBECTH MapoJb. [licas nporo KopucTtyBady NOBUHEH MIATBEPAUTH MapOIb,

HATUCHYBIIM BIAMOBIAHY KHONIKY “IlinTBepuTH napoJsib” Ta MOBTOPHO BBIBIIM MNapOJib.

[Ticast 3amoBHEHHS IIMX IOJIIB, KOPUCTYBauy Oyje IOCTyIHA KHOMKA I CTBOPEHHS

ramaHis (pucyHok 3.3). HaTucHyBmM Ha KHOMKY, Oyje CTBOPEHUM TamaHelb Ta

MOKa3aHe TOJIOBHE MEHIO 3 MOBHUM (yHKIIOHAIOM (pucyHok 3.4). Jlis iMmopTty

raMmasiisi, HeoOX1JHO Ha TOJIOBHOMY MEHIO HATHUCHYTH BIJIOBIIHY KHOTIKY, MICJS 4OTO

aHAJIOTIYHUM YMHOM 3allOBHUTU Maposib. HaTUCHYBIIM Ha KHOMNKY ‘“‘IMmopTyBaTH

ramMaHenp’, KOPUCTyBad Ma€ BBECTH MPUBATHUIN KIIOY BiJ] CBOTO TaMaHIIs, MICJSI 4OTO

oMy Oyjie MoKa3aHe Te caMe MEHIO 3 IOBHUM (DYHKI[1OHAJIOM.

Pucynok 3.3 — CTBopeHHs ramaH1is (3alI0OBHEHI J1aH1 3 KHOMKOIO I CTBOPEHHS)

CrBOpeHHA HoBOro ramaHus. CTeopiTk Ta NiATBEpAITL
napork - BiH byje BUKOPUCTOBYBaTUCE AN EKCMOPTY
ramaHua Ta oro BuganeHHs 3 6oty. LLob cteoputkn
Naponb - HATUCHITL Ha BIANOBIAHY KHOMKY.

MpuBIT, AHAPIA MenbHUK.
O6epu ajto:

CTBOpUTU ramaHeLlb

Bu ycniwHo cTeopunu ramaxelb! Agpeca:
TABsvFgxQEocDL]eM52LQDmMTGMBACRNCrq

IHpopmaLyia Npo akayHT IcTopia TpaH3akLii

4 Mouwyk akayHTy 4 Mowyk TpaHsakyli

CTBOPUTU TPaH3aKLlio Kypc TRX go Baniot

Pucynok 3.4 — YcminiHe cTBOpEHHS TaMaHIIs 3 TOBHUM IOJIOBHUM MEHIO

[[lo6 mepernsiHyTH iHGOpMALIO MPO MEBHY TpaH3akKilii, Tpeda HATUCHYTH

kHonky “Tlomryk TpaH3akiiii”, micist 4oro BBeCTH xem Tpan3akiii. KopucryBauy Oyne
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nokasaHa iHpopMallisi Ipo TPaH3aKLIIo 3 MOXKIIMBICTIO TOBEPHYTHUCH HA3aJ 10 MOIIYKY
(prcyHOK 3.5). AHAOTIYHUM YHHOM BiJIOYBa€ThCS MOIIYK aKayHTY — iH(opMaIlist mpo

3HAWJIEHUN aKayHT 300pakeHUN Ha PUCYHKY 3.6.

IHdOpMaLUiA Npo TpaH3akuiko (Nepekas KoLUTiB):
Bia: TTsGGt9CanndAy6qrDFpdif8ZUV3mdnH6T
Jo: TBcAm)yQ63EYP5D)qkxCJFXBz8RzgjgPAQ
Cyma trx: 0.01

lNpuMiTKa: asap

bnok: 29,449,616

Xew TpaH3akuyii:
e37c5a33a059b4d9eeacidefObas5326bc113e5dd747194
701ea4a73123c9719f

NigTeepaxeHa: true
Cratyc: SUCCESS
Yac nepekasy (UTC): 00:02:39 19.04.21

BuTpaueHo nponyckHoi 3gaTHocTi(komicia) 272
BuTpaueHo TRX(kowmicia): 0

L

G

Pucynok 3.5 — Indopmanis mpo TpaH3aKIIIO 3 MOLIIYKY

IHpopMaLis Npo akayHT:

Aapeca: TBcAmJyQ63EYP5D)qkxCJFXBz8RzgjqPAQ
JoctynHuin 6ananc (TRX): 0.090003

MponyckHa 34aTHICTL: BinbHO 5,000 3 5,000
BanaHc nig 3acTtasoto (TRX): 0

Kypc 1 TRX go rpmeHi: 3.11

Kypc 1 TRX go gonapa: 0.10563

JoctynHnin 6anaxHc TRX B rpmBeHi: 0.27990933
JoctynHuia 6anaHc TRX B gonapax: 0.00950701689

Pucynok 3.6 — Indopmaris npo akayHT 3 MOUIYKY

Memto icTopii TpaH3akiiii (MOXKHA MTEPEHTH 3 TOJIOBHOTO MEHIO) 300pakeHe Ha
pucyHky 3.7. MeHI0 MICTUTh CKOpOYEHY 1H(OpMaIi0 Yy TeKCTOBOMY (opmati mpo
KOXKHY TPaH3aKI[i}0, TEMEPINIHIO Ta 3arajbHy KUIBKICTb CTOPIHOK, Ta KHOTKY JIJIs
KOXKHOT TpaH3aklii Ha CTOpIHIN, MiCJs HATHCKY SKOI, KOPUCTyBad NOOAYUTh

iH(hOpMaIlio PO TPAH3AKI[IO (aHAIOTIYHO J0 pUCYHKa 3.5).

Apk.
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IcTopis TpaH3akuiiA. CTopiHKa: 2, 3aranoM cTopiHok: 31
Xeww TpaH3akuji: 4880e...ca8cl

Yac nepexkasy (UTC): 10:51:03 03.04.21

Cyma: 0.01 trx

Xeww TpaH3akyji: débc1...6bfo4

Yac nepexkasy (UTC): 10:43:33 03.04.21

Cyma: 0.01 trx

Xeww TpaH3akyji: 97aa4...11b2f

Yac nepexkasy (UTC): 10:27:21 03.04.21
Cyma: 0.01 trx

Xeww TpaH3akuyji: f6631...d4d8e

Yac nepexkasy (UTC): 09:25:48 03.04.21
Cyma: 1 trx

Xew TpaH3akuii: b4bbf...5d18a

Yac nepexkasy (UTC): 10:33:39 31.03.21
Cyma: 10 trx

Pucynok 3.7 — Ictopis TpaH3akuiii

Knonka “Indopmartist npo akayHT’ BIAKPUBAE MEHIO BJIACHOTO raMaHIis. SKIIo
raMaHellb HOBMH Ta HE aKTHBOBAHWN, KOPUCTyBad MOOAYUTh B MEHIO TEKCT MPO
HEOOX1HICTh akTuBalii (pucyHok 3.8). SIKIIO akayHT aKTMBOBAaHHM, TEKCT Oye
BIJITOBIJIHUM J10 PUCYHKY 3.6. JlJ1s1 eKciopTy UM BUJATIEHHS ramMaHIs 3 00Ta, He0OX1IHO
HaTUCHYTH BIANOBIJHY KHOIKY B MEHIO BJIACHOI'O TaMaHIlsl Ta BBeCTU mapoib. [licns
BUJIAJICHHS KOPHUCTYBau MOOAYWTH BIJIMOBITHE TOBIJOMIICHHS, MICIS EKCIOPTY —

HOBiI[OMJ'ICHHH 3 IPpUBATHUM KIIIOUYCM.

Balll akayHT 3 aApecoto
TSMESmaHboXWTVI5pR5bZCTBMBUDAgvCyj He
aKTUBOBaHMM. nA akTuBauji, HeobxigHo 3pobutin
nepekas Ha akayHT (goaaTkoso 6yae 3HaTO 0.1 TRX)

Pucynox 3.7 — Indopmartis mpo BracHUii akayHT

Jlis cTBOpeHHS TpaH3akiii, He0OX1JHO HATUCHYTH BIJANOBIAHY KHOIKY, MICII
4oro oOpaTu THUIl TpaH3akili (mepekas, 3actaBa Tomlo). Ilicms oOpanoro tumy,

HEOOX1THO 3aMOBHUTH BIANOBIAHI oA (pucyHOK 2.11) Ta HAaTUCHYTH KHOMKY

Apk.
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“marsepautn’. Ilicas mporo, kopuctyBady Oy/ae Moka3aHa I[iHa TpaH3aKIlii B Oamax
MPOITYCKHOI 3/TATHOCT1 3 KHOMKOIO-TIATBEPKEHHSIM CTBOPEHHS TPAH3AKINi (PUCYHOK
3.8). Ilicna migTBepKEHHS, KOpUCTyBady Oyje moBepHeHUM xem (ileHTHdiKaTop)
cTBopeHoi TpaHu3akiii. Ha pucynky 3.9 300pakeHO CHOBILIEHHS KOPHCTYyBady IpO

HOBUH BX1JTHHM TIEpeKas.

BapTicTb nepekasy: 280 oguHWLL NPOMYCKHOI
3AaTHOCTI.

3BepHIiTk yBary, L0 33 KOXHY OANHULIIO NPOMYCKHOI
3AaTHOCTI, AKOI HeA0CTaTHLO ANA TPaH3akKLU[l, 3 akayHTy
byae cnanexo 0.00004 TRX.

BukoHaTu nepekas?

bl

Pucynox 3.8 — [linTBepkeHHSI CTBOPEHHSI TPAH3AKITIi

Ha Bawy agpecy 6ys 34iAcHeHMA Nepekas KoLwTiB. XeLw
TPaH3akuii:
2da7986f95789d57f9656251dd38368a6¢cc3107f89d0fa1
09d2d7e2d7cf7377a, cyma TRX: 2

Pucynok 3.9 — CrioBileHHs po BXIJJHUN NepeKas

3.4 BuMoru 10 TEXHIYHUX Ta MPOTPaMHUX 3aC001B

Jlnst kopuctyBaua 60ta HeoOXimHuit kiieHT Telegram — y BUTIISII CTOPIHKHU B
Opay3epi, KOMIT’ FOTEPHOTO Y1 MOOUTBHOTO 10AaTKy To1io. CepBepHe 3a0e3MeUeHHs, e

OyJie 3amyIieHa CucTeMa MOBUHHE 3a/I0BOJIbHITH HACTYITHI MiHIMAJIbHI BUMOTH:

2-anepHuil 64-po3psaaHuii mpouecop 3 yactororo 2 I'T;

4 1’6 onepaTUBHOI MaM’SIT1;

— 40 I'6 1uckoBOTO MPOCTOPY;

onepariitna cucrema Ubuntu 18;

— MIJKIIOYEHHS 0 IHTepHeTy 31 mBuakicTio 100 Mo6/c.

Apk.
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3.5 Po3ropTanHs Ta BCTAHOBJIEHHS CUCTEMU

Jlyst 3amycKy Ta poOOTH CHCTEMH, HEOOX1JHO BCTAHOBUTH HACTYITHI TOJATKH:

JRE (Java Runtime Environment) Bepcii 11 abo HOBIIIOI 7151 3aITyCKy KOMIIJILOBAHUX

MmikpocepsiciB (jar ¢aitnn), MongoDB (BJl) Ta GNU Screen — gogatox ans Linux

CUCTEM, SIKUI J03BOJISIE 3allyCKaTH MPOrpaMu 3 TepMiHaIy B Pi3HHX Mpouecax. s

BCTAHOBJICHHSI HEOOX1THO BUKOHATH HACTYITHI KOMaHIU B KOHCOJI1 (KOXHa CTpiyKa —

OKpeMa KOMaH/a):

sudo apt update && apt install -y openjdk-ll-jre-headless
sudo apt-get install -y screen && sudo apt install -y mongodb

[ITo6 cTBOpUTH 6OTAa, IOT0 HEOOX1AHO 3apeecTpyBaT B Telegram 3a 1onomMororo

odimiitHoro 6ota BotFather. Ha pucynky 3.10 300paxeHnuii mpoiiec CTBOPEHHSI HOBOTO

0oTa — peecTpallis Horo iM’st Ta OTpUMaHHS TOKEHA-KIII0Ya.

April 25

Alright, a new bot. How are we going to call it?

Please choose a name for your bot.

A
. %
?'ﬁ Diploma 1PZ-17-1 your existing bots.

Good. Now let's choose a username for your bot.
It must end in “bot . Like this, for example:
TetrisBot or tetris_bot.

Diploma_IPZ_17_1_Bot »
Notifications L @

Done! Congratulations on your new bot. You will
finditatt Bot. You can
now add a description, about section and profile
picture for your bot, see /help for a list of
commands. By the way, when you've finished
creating your cool bot. ping our Bot Support if
you want a better username for it. Just make sure
the bot is fully operational before you do this.

Use this token to access the HTTP API:

Keep your token secure and store it safely, it can
be used by anyone to control your bot.

For a description of the Bot AP, see this page:

% BotFather %
{ X
A

BotFather is the one bot to
rule them all. Use it to create
new bot accounts and manage

@BotFather

6 shared links

Clear history

Delete chat

Pucynok 3.10 — Peecrtpariis 60ta

[Ticns BcTaHOBNEHHS BKa3aHMX KOMIIOHEHTIB Ta peectparlii 00Ta, moTpiOHO

CTBOpUTH 0a3y JaHUX Ta ii KoprcTyBaua. /[ 1boro B TepMiHali MOTPIOHO MOCIIIOBHO

BUKOHATH HaCTyrIHi KOMaHOu:

3M.
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mongo
use diploma;
db.createUser ({user:” user”, pwd:” pass”, roles:[{role:”readWrite”, db:”
diploma”}1});
use diploma bot;
db.createUser ({user:”bot user”, pwd:” bot pass”, roles:[{role:”readWrite”, db:”
diploma bot”}1});
exit

Jani HeoOX1aHO 3aIyCTUTH CUCTEMY — HEOOXI1THO 3aIlyCTHUTH KOXKEH jar (aiin
MIKPOCCPBICY B OKPEMOMY ITPOLCCl. HpI/IKJ'IaI[ 3aIIyCKYy CCpPBICY be-core 3 TCPMIHAITY —

CTBOPUMO OKpeMUH Screen-mnpoliec, Ta 3ayCTUMO B HbOMY jar (paiisl MikpocepBicy:

screen -S core && java -jar be-core.jar

[Ticns mporo, moTpibHO BUKOHaTH KomOiHamito Ctrl-a d mo0 Bia’e€IHATUCH Bij
MPOIIECY, 3AIMINIAI0YN MOT0 B CTaH1 BUKOHAHHS. J1J1s be-tron BUKOHYEMO aHaJIOT14H1 Jii
(3MIHIOIOYM HAa3BH IPOIIECIB B MepIii KoMaHi Ta jar-aiam B apyrii). s be-bot
HE0OX1HO nepenaTy 00Ty TOKEeH OoTa Ta Horo Ha3By, orpuMadi Bij BotFather, a Tomy

KOMaHaa JJIsd Horo 3aIlyCKy BUTJIA A€ HACTYITHUM YHHOM:

java -jar be-bot.jar —--bot.username=Diploma IPZ 17 1 Bot —-bot.token=
1747178316:AAHa-UDrkM-ArtDHUzO-8KORrs4jQRw5dCM —-bot.creator.id=1747178316

JIist 3ynuHKY poOOTH CHCTEMH, HEOOX1HO BUKOHATH HACTYIHY KOMaHIY JJIs

BCIX MIKpOCEPBICIB (3aMICTh COTe BBECTH HA3BU 1HIIUX MOIYJIIB):

screen -S core -X quit

B manomy po3aim Oyno mpoBeaeHe MPOSKTYBaHHS OKPEMHX MIKPOCEPBICIB,
BHU3HAYEHI OCHOBHI MOJYJI KOXHOTO 3 HUX Ta TNoOyJaoBaHa ix B3aemois. byino
BUKOHAHO PO3pOOKY MPOrpaMHUX MOJMYJIB, OMHUCAHI X OCOOJIMBOCTI 3a JOMOMOIOIO
¢dparmenTiB komy. Byno cTBOpeHO 1HCTPYKIIiI0O KOPHCTyBaua, BU3HAUYEHI BUMOTH IO
TEXHIYHUX Ta MPOrPaMHUX 3aCO0IB JJIs 3aITyCKy CUCTEMH, a TAKOK OMUCAHUI MPOIIEC

PO3ropTaHHsa Ta BCTAHOBJICHHA CUCTCMMU.

Apk.
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4. TECTYBAHHSA MIPOI'PAMHOI CUCTEMHU

4.1 Bubip Ta oOrpyHTYBaHHS METO/IB TECTYBaHHS JOATKY

[Ipu BUOOpI METOJIB TECTyBaHHS BapTO BpPaxoByBaTH Te, IO po3pobiieHa
CHCTeMa  CKJIQJIa€TbCsl 3  KUIBKOX ~ OKpPEeMHX  IIporpaM  MIKpOCEpPBICiB.
3aragpHONPUMHSITOID TIPAKTUKOIO B TaKOMY BHIMAAKy € TECTYBaHHS KOXHOTO
MIKPOCEPBICY OKPEMO BIJ] 1HIIIKX 32 JIOMTIOMOTOI0 MOAYJBHUX Ta IHTETPaAllIMHUX TECTIB.
MonynpHe (unit) TeCTyBaHHS — TMEPIIUN €Tam TECTYBAaHHS CHUCTEMH, TIPU SKOMY
BIJIOYBAETHCS MEpEBipKa KOKHOTO MOJYJIS MporpamMu okpeMo. B gaHOMy KOHTEKCTI
MOJIyJIEM € HaliMEHINIa YaCTUHA MPOTrpaMH, Ky MOXHA MPOTECTyBaTU — KJIac, METO/]
KJIacy, KOMOIHAIlis ACKUIBKOX METOJIIB OJHOTO Kjacy Toilo. JlaHe TecTyBaHHS
3a3BUYail BUKOHYETHCS MPOrPAMICTOM SKUN HamucaB JaHl KJIAacH, aje TaKOX MOXKe
OyTH BUKOHAHHMM TE€CTYBAJTLHUKOM. Y IIbOMY BHITAJIKY, KO TECTYETHCS 32 IPUHITUTIOM
“O1101 CKpUHBKH ™, TOOTO BIANOBIJaIbHA 0CO0A 3HAE BHYTPIIIHIO CTPYKTYPY MOZYJIS Ta
1oro oviKyBaHy MOBEIIHKY. [HTerpaitiitHe (integration) TeCTyBaHHS — HACTYITHHM eTarl,
SKAW B1IOYBAa€ThCS MICHS MOJYJIBHOTO TecTyBaHHs. Ha il cranmii mpoTtecToBaHi
paHile MOAYJl PO3MIISIAI0THCS SIK B3a€EMOJ11041 MK COOOI0 YaCTUHU OJTHOTO IILJIOTO.
3a3BUuail B KOHTEKCTI MIKpOCEPBICIB JaHa (pa3a TECTyBaHHS IEpEBIpA€ CUCTEMY 3a
MPUHIUIIOM ‘“dOpPHOr0 SIIUKA”, TOOTO OYIKY€ETbCA ME€BHA BHXIJHA 1H(POpPMALs
(BiaIoBiAb HA 3amuT, 3anuc y bJ] Tomo) y Bianosiae Ha BXigHi nani (HTTP 3anuT, HOBI
TpaH3akilii B OJloKYelHI TOIN0). BaxJIUBUM € Te, 10 Ha JaHUX eTamnax TEeCTyBaHHS
30BHIIIHI 3aJIEKHOCTI, Taki K BJ] um iHII MiKpOocepBicH, 3aMIHAIOTHCS 00’ €KTaMU-
MakeTamu (mock), OCKUIbKY MpaBUJIbHA MOBE/IIHKA IPOTPaMH BiJl HUX HE 3aJI€KUTh, 1
BIJIMOBIAHO TaK1 3aJICKHOCT1 HE MOBUHHI OyTH ()aKTOPOM YCITIIIIHOCTI TECTY.

Takuii miaXia 103BOJSE TOJIETIINTH MPOIEC TECTYBAaHHS, OJpa3y OOMEXyIOUYu
BIJIMOBIJATBHICTh TE€CTIB (DYHKIIIOHAJILHUM MPU3HAYEHHSIM CaMe 1IbOTO MIKPOCEPBICY,
a He KOMOIHAIIEI0 ACKUIBKOX MOJYJIIB CHUCTeMHU. JlaHa JEKOMIMO3UIlisl JT03BOJISIE
IIBUIIIIE 3HAWTH Ta JIOKAJII3yBaTH TIOMIJIKH B KOJI1, sIKI HEOOX1THO BUIIPABUTHU. AJe,

TaKUM MiAX1J HE Ha/Ja€e MOXIMBOCTI MEPEBIPUTU POOOTY CyKymHOCTI MoayiiB [13 sk
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€IMHOTO IIIJIOTO (BKJIFOYHO 3 KOPHUCTYBAIlbKuM iHTepdericom). i 11b0oro BUKOHAEMO
CUCTEMHE TECTYBaHHS, NpPH SKOMY BCS CHCTeMa MOBHHHA OyTH IHTETPOBAHOIO.
OmnepyBanHsi cucteMoto Oyne BiAOyBaTUCh HA piBHI 1HTEpQeEiicy KopucTyBaya, TECT-
Ke¥icu moBUHHI OyTH OOy 10BaH1 Ha 0CHOBI BUMOT 10 [13 Ta iHCTpyKIIii KOpUCTyBaya.
3a3BuYail JaHWM MAXIJ A0 TEePeBIpKH, sSK 1 I1HTerpariiiHe TEeCTyBaHHS, CIIIJIye
IPUHIIAITY “dOPHOTO SIIMKY~  — BHYTpPIINIHI TMpoOIecd poOOTH CHUCTEMH HeE
BpPaxOBYIOThCS TIPU TECTyBaHHI. TaKkok BUKOPUCTAEMO OAMH 31 CIIOCOOIB TECTYBaHHS
IPOJYKTUBHOCTI CUCTEMH — HaBaHTaxyBaJibHe (load) TecTyBaHHs, sIKe€ 03BOJISE
OLIIHUTHU 37aTHICTh poOoTu [13 mpu nmeBHOMY HaBaHTa)XKeHHI (HAIPUKIIAJ, OJHOYACHE
BUKOPHUCTAHHS JICKIJIbKOMa KOPUCTYBauyaMM), 4ac 0OpoOKHU 3aluTIB BiJ KOPUCTyBaya
Tomo. Takui MmiaxiJg MOKe€ BUKOPUCTOBYBATUCH SK MPH 1HTETPOBAHINA CHCTEMI, TaK 1
IUTSL 11 OKpEMHX MOAYJIIB.

Jlnst mpoBeieHHST MOJYJIBHOTO Ta IHTErpallifHOro TecTyBaHHA Ha MoOB1 Java
BUKOpHucTaeMo HacTymHi iHcTpyMmeHnTH: JUnit, Mockito, Assert), Flapdoodle Embedded
MongoDB Ta Spring Boot Starter Test — Mmoagyns Spring, sikuii goj1a€ HEOOX1THUMN
GbyHKIIOHAT JJIsI HATMCAHHS MOJYJIbHUX Ta 1HTErpaliiHux TecTiB st Spring Web.
Takox, TaHU1 MOJIYJIb BXKE MICTUTh B COO1 TpH Meplii IHCTPYMEHTH 31 ciucky. JUnit
— (peiiMBOPK 11 aBTOMATU30BAaHOTO TecTyBaHHs Java nporpam. Ctanom Ha 2013 pik
cepen 10000 mpoextiB Ha GitHub, nanuit inctpymeHnT BukopuctoByBascs y 30.7% 3
Hux. OCHOBHUMU aHOTalisiMU € Test (mo3Havae, M0 TaHU METO/ € OKPEMHUM TECTOM)
ta BeforeAll (Bkazye MeTo, SKuii Ma€ BUKJIIMKATUCH TIEPE]T TOYATKOM pOOOTH TECTIB),
AK1 BKa3ylOTh (GPEHMBOPKY IO caMe Ta 3 SIKOK0 METOI0 BapTo BUKIMKaTU. Mockito —
bpelMBOpK Il CTBOPEHHS moOck 00’€KTIiB, sIki BUKOPUCTOBYIOTBCS JJIsl 1MiTallii
poOOTH THX YM I1HIIMX KJIaciB. 3a3BHYail BUKOPHCTOBYETHCS JJII MOJCIIOBAHHS
KOMYHIKallii 3 IHIIMMH IporpaMami, 3BepTanb 10 b/] Tomro. Assert] — 610mioreka, ska
Hajae 3pydHuid iHTepdelc UIsl TOPIBHIHHS OUYIKYBaHUX pE3yJIbTaTiB TECTyBaHHSA 3
peansauMu. Flapdoodle Embedded MongoDB — 6i6mioTeka sika Hajga€ MOXIJIHMBICTh
CTBOPHUTH Ta 3allyCTUTHU BOyJOBaHy B mporpamy MongoDB mix yac TectiB, ToMy ii

MO’KHa BUKOpHUCTOBYBaTU A1 niepeBipku podoTu [13 3 B/I. Takum unnoM, nanuii 3acid
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3abupae b/ 31 cucKy 30BHIMTHIX 3alie)kHOCTEH. [[JIsi HABaHTa)KyBaJILbHOTO TECTYBAHHSI
Oyno obpano BukopuctoByBatu Apache JMeter — cniertianizoBane [13, po3po6iene mst

CTBOPCHHA Td BUKOHAHHA TECTIB TaKOT'0 IMPU3HAYCHH.

4.2 Po3poOka TeCTOBUX CIICHAPIiB

Po3mounemMo 3 MoaynapHOTO TecTyBaHHs. [lepeBipuMo pobOTy OKpeMHX KiaciB
MIKPOCEPBICIB Ha KOPEKTHICTh 00OpoOKHM naHuX. Jleski TecTOB1 clieHapii MOIYIbHUX

TECTIB HaBeaeH] B Tabauid 4.1.

Tabnuus 4.1 — TecToBi ciieHapii MOYJIBHUX TECTIB

Inentn- | Mikpo- . ) ) .
A P Moaynb Buxigni gani | OdikyBaHUH pe3yiabTaT
dikaTop | cepsic
1 2 3 4 5
KonepryBanus | Cyma KOIITIB CyMa KOIITIB
T-M-1 | be-tron pTyBaH y Y .
SUN B Tronix y SUN KOHBEpTOBaHa y Tronix
[Taposb nms
CTtBOpEeHHS [IpuBaTHUI KIIOY Ta
T-M-2 | be-tron aKapHT HOBOTO a I()3021 HOBOI'0 aKayHT
YHLY raMaHIls P YHLY
. Buximmk 610/mo0Tekn
[TpuBaTHMI1 .
trident g1t mepexasy y
KJTIOY N
: OJIOKueliH1, TOBEPHEHHS
BiJIMMPAaBHUKA, .
Mepexas apec XEITy HOBOI TpaH3aKIIii.
T-M-3 | be-tron ) ) Sxmo 6anancy adbo
KOIIITIB BiJIMMPaBHUKA, )
pecypciB akayHTY
cyMa, ajpec
oTpUMyBaua HEJIOCTaTHLO, BUHUKIIA
: ’ npobiema 3 TRON —
MIPUMITKA
MOBEPHYTH MTOMUJIKY.
Bunaua Howmep ocTtannboro
OCTaHHBOTO . : 00p0o0IeHOr0 010K
C-M-1 | be-core BIJICYTHI P STOKY
00po6IeHOTO TpaH3aKIlii,
0JIOKY 30epexxenuii B b1
Kondirypartis
[TinroToBka TEKCTY, Cecis
B-M-1 | be-bot TEKCTY kopuctyBada 3 | CdopmoBanuii TEKCT
MOBIJIOMJICHHS | ITapaMeTpaMH
JUISL TEKCTY
Apk.
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Kinerws Tabauni 4.1

1 2 3 4 5
: : Bin6ip morpioHnx
: Kondiryparris AOIp TOTP
[TinroToBka . kHOTIOK. DopMyBaHHs
) KJIaBiaTypH,
B-M-2 | be-bot KJIaBlaTypu cecin TEKCTY KHOITOK.
TIOB1IOMJICHHS BriopsinkyBaHHs
KOpPHUCTyBada
KHOTIOK.
Bxinne Busnauenns mii
O6poOka :
. TEKCTOBE KopucTyBaua. [lepeBipka
BX1JTHOTO . .
B-M-3 | be-bot . MOB1JIOMJICHHSI, | BBeJIeHOT iH(opMalii Ha
TIOB1IOMJICHHS : )
cecis npaBuibHICTE. OOpoOKa
KOpHCTyBava
KOPUCTYBada | Jii 3 BBEACHUM TEKCTOM.

@®parMeHT Koy Hmwkue € ¢parmeHToM Tecty [-M-1, skuit mnepesipse

KOPEKTHICTh poOOTH KJIacy, akuil Bianosigae 3a kouBeptyBaHHs SUN B Tronix:

@Test void shouldProperlyConvertAtomicUnits () {Assertions.assertThat

(TronCurrencyConverter.convertAtomicUnits (1 000 000 0)).isEqualTo(10);}

[lepeitnemo o iHTEerpamiitHoro tectyBanss. IIporectyemo QyHKIIi mporpamu

Kl BUKOPHCTOBYIOTh HAWOUIbIIIE PI3HUX KOMIIOHEHTIB, BIAMOBIAHO MarOTh OLIBIITY

HWMOBIPHICTh IOMUJIOK B TOPIBHSHHI 3 OKPEMUMU MOJYJISIMH. HAIIPUKIIA/] OLITYK HOBUX

BXIJTHUX TIepeKa3iB, Mepekas3 KomrTiB Tomio. IIeBHI crieHapii iHTerpamiiHuX TECTIiB

HaBeneHl B Taoaui 4.2.

Tabnuus 4.2 — TecToBi clieHapii IHTErpaiiHUX TECTIB

Inentu- | Mikpo- Buxigni . .
g P Monynb g OuikyBaHU pe3yJIbTaT
dikaTop | cepsic JaH1
1 2 3 4 5
3BepHEHHs /10 be-core 3a
HOMEpPOM OCTaHHBOTO
[Tomyxk
HOBIX 00po6eHoro 6soky. [Tomryk
T-1-1 | be-tron P BiJICYTHI HOBHUX TPaH3aKIIiH,
JUTHR GbinpTpyBaHHS TPaH3AKIIIH
TpaH3aKIii . .
nepekasib, Ta X nepeaada J0
be-core.
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Kineup Tabaumi 4.2

1 2 3 4 S
: 3BepHEHHs A0 be-tron ass
InenTudikarop p A A
OTPUMAaHHS HOBOT'O TaMaHIIS.
CrBopeHHs KOPHCTYBatd 30epexeHHs JaHUX
C-1-1 | be-core Telegram,
aKayHTy - KOpPHUCTYBaya Ta raMaHIs 10
HOBUH TIApOJIh
b/1. [loBepHEHHS anpecu
JUTSI TAMAHIIS
ramMaHIisl.
[Tomykx B B/l kopucTtyBauiB-
O6pobka oTpuMyBayiB. CriBCTaBIECHHS
HOBHUX Tpan3zakmii- 3 TpaH3aKIisMu. BigmpaBka
C-1-2 | be-core . P i paHsakl AP
BX1JTHUX nepeKasu CcroBiIeHb 70 be-bot.
nepekasiB 30epekeHHsI OCTaHHBOTO
00po0JIeHOT0 OJIOKY.

®parMeHT Koy HIKYE € 4acTuHOIO0 TecTy C-1-2:

@Test

void shouldCreateWalletWhenRequestComesThenSuccessfullyCreate () throws
Exception {
BCryptPasswordEncoder passwordEncoder = new BCryptPasswordEncoder (10);

TronAccountTronResponse tronResponse = new TronAccountTronResponse ("privateKey",
"publicKey") ;

mockRestTemplateSuccessResponse (tronServiceServer, HttpMethod.GET,
tronUriBuilder.getGenerateAccountUri (), tronResponse);

NewWalletRequest request =
NewWalletRequest.builder () .chatId(123) .telegramUserId (321)
.activeWalletPassword ("password") .build() ;

sendPostRequest ("/api/vl/user/create-new-wallet",
request) .andExpect (status () .1s0k())

.andExpect (jsonPath ("address") .value (tronResponse.getAddress()));

Assertions.assertThat (userRepository.findAll ()) .hasSize(1l);
User createdUser = userRepository.findAll().get(0);

Assertions.assertThat (passwordEncoder.matches (request.getActiveWalletPassword(),

createdUser.getActiveWalletPassword())) .isTrue () ;

Assertions.assertThat (encryptionService.decrypt (createdUser.getActiveWalletPriva
teKey ())) .isEqualTo (tronResponse.getPrivateKey()) ;

Assertions.assertThat (createdUser.getTelegramUserId()) .isEqualTo (request.getTele
gramUserId());

Assertions.assertThat (createdUser.getChatId()) .isEqualTo (request.getChatId());}

CuctemMHe TecTyBaHHS OyJe BHUKOHYBaTHCh 3 BHUKOPHCTAHHAM 1HTepdeicy

KOpPHUCTyBaua Ta 1HCTPYKIi, HalKMCcaHiil B nonepeaHboMy po3nuii. Ha manomy erari
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MEePEeBIPSIETHCA B3a€EMOJIS BCIX MIKPOCEPBICIB, IX poOOTa 31 CTOPOHHIMHU CepBiCaMH

(TronScan, Binance, Telegram API Tomio). YacTuHa TECTOBUX CIIeHApiiB CUCTEMHOTO

TEeCTyBaHHS HaBe/ICH1 B TaOuIll 4.3.

Ta6muis 4.3 — TecToBi clieHapii CHCTEMHUX TECTIB

InenTu- . ) OuikyBaHuit
IF Monayns Buxiga1 gani y
dbikaTop pe3yJibTaT
1. KopucryBadu iHiIitoBaB 1. KopucrtyBauy y BiAMOBiIb
PO3MOBY 3 OOTOM. HAJCHJIAETHCS TOJIOBHE MEHIO.
2. KopucrtyBad HaTUCHYB 2. KopucryBau
y y yBady
KHOTIKY “CTBOpPUTH HaJICUJIAETHCS KIlaBlaTypa Juist
raMaHensn . CTBOPEHHS TaMaHIIs.
3. KopucryBaud HaTHCHYB 3. Cucrema nonana 1o
CrBopennst | kHomnky “Ilaponp” Ta BBIB | iIHTEpdeiicy KHONKY AJis
ST-1 HOBOTI'O HOBE 3HAYECHHS. MITBEPHKEHHS MapOJTIo.
raMasIrs 4. KopuctyBad HaTUCHYB 4. Cuctema gonaia o
kHonky “IligTBepauTu 1HTep(deiicy KHONKY s
napojib’ Ta MOBTOPHO BBIB | CTBOPEHHS FraMaHL.
MapoJib. 5. KopucryBauy nokaszaHna
5. KopucrtyBau HaTUCHYB agpeca Moro HOBOTO raMaHIs,
KHOIIKY “CTBOpPUTH 3MIHEHE F'OJIOBHE MEHIO IS
raMaHensn . B3a€EMOJII1 3 raMaHIEM.
1. KopucryBauy y BiAIOBIAb
1. KopucryBau HaTHCHYB PHCTYBATY ¥ BIA A
CHOLKY “CTBODITI HaJICUJIAETHCS KIIaBlaTypa 3
TpaHBa}I](IJ;iIO” P BUOOPOM THITY TPaH3aKIIii.
i 2. KopucryBau
2. KopucryBau HaTHCHYB prcTyBaty N
kromky “Tlepexas KomrTis” HaJCUJIaeThCs 1HTEpdeiic s
CTBOPEHHS IIepeKasy.
3. KopucryBau HaTHCHYB P P M
kromky “Cyma TRX” Ta 3. CucreMa oHOBUJIA
BBIB HOBE SHATCHIS IIOBIJIOMJICHHS 3 BX1JHUMH
Ilepeka3s ) aHUMH.
ST-2 pex 4. KopucryBau HaTHCHYB A
KOIIITIB KHOTKY “Anpec 4. Cucrema oHOBHIJIA
Y E . [MOBITOMJICHHS 3 BX1JHHUMU
OTprMYyBaya” Ta BBiB HOBE AHHMH
3HAYCHHS. K )
5 Ko 4 1A 5. KopucrtyBauy nokaszana
- NOPUCTYBat HATHCHYB BapTICTh IIEPEKA3y KOIITIB 3
kHomKy “IlinTBepauTn” P pekasy
K KHOTIKOIO JIJIs1 HOBTOPHOTO
6. KopucryBau HaTHCHYB ATBEDIKOHHS
HACTYIHY KHOIIK ATBEPA )
yrmy y 6. KopucryBau oTprMaB XeIil
“ITinTBepauTH” - OpHCTY pu
CTBOPEHOI TPAH3aKIIli.

TCCTYBaHHﬂ HaBaHTA>KCHHAM 6yJ'IO BHKOPHUCTAHO JIA HepeBipKI/I OAHO4YaCHOI'O

ctBopeHHs 10 nmepekasiB Bijl OJHOTO TaMaHIIs 1HIIIMM — HalO1JIbIII BUMOTJIMBA 3aj1a4ya B
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CHUCTEeMHHX pecypcax. Taka KiJIbKICTh nepekasiB Oyina oOpaHa K KUIbKICTh, AKY BaXKO
JIOCATHYTHU NPU 3BHUAHHOMY KOPHUCTYBaHHI CHCTEMOIO, OT)KE SIKIIO CUCTEMA BUTPUMAE
JaHe HaBaHTAKEHHS — MPHU 3BUUAfHOMY KOPHCTYBaHHI cuctema Oyae QyHKIiOHyBaTH
0e3 momuiok. [Tpu maHoMy TectyBaHHI OyJin 3aisiHI MikpocepBicu be-core ta be-tron,
OCKUJIbKM BOHU BUKOHYIOTH MIITOTOBKY Ta BIJANPaBKy TpaH3akiik 10 Oiokdeiny. Ha
pucynkax 4.1 ta 4.2 300pa)keHH1 HaJaIlTyBaHHS TECTOBOTO CIICHAPII0 — KIJIBKOCTI

HTTP 3anuTiB Ta koHpiryparis camoro HTTP 3anuTy.

Pucynox 4.1 — HanmamryBanus kinbkocti HTTP 3anuTiB 117151 TECTOBOTO ClIEHAPIIO

"to" :* TBCAM) yQB3EYPSDIgkxCIFXBZERZg1 GPAQ" ,
" amount” :0.01}

Pucynok 4.2 — HanamtyBanus HT TP 3anuty fu1st TECTOBOTO CLEHAPIIO

4.3 AHani3 pe3yJbTaTiB TECTyBaHHS CUCTEMU

Jlani TecToBi ciieHapii BUKOHYBAJIUCh Y TOPSIKY OXOTUICHHS (DYHKITIOHATY
CUCTEMH — BiJ HalMeHMMX (MOAYJbHUX) A0 HAWOLIBIIMX (CHUCTEMHHMX) TECTIB,
OCKUIbKM TaKMM YMHOM JIETIIe 3HAMTH Ta BUMPABUTU MOMUIIKU, NEPEKOHYIOUHCH Y

cnpaBHOMY (YHKIIOHYBaHHI MeHmMX MoxayiiB. Ha pucynky 4.3 300paxeHuii
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dbparment inTepdeticy IDE, skuii mokasye pe3yiabTaT BAKOHAHHS MOTYJIbHUX TECTIB (B

JaHOMY BHIIAJIKY, TECTOBOTO ciieHapito T-M-1).

Pucynox 4.3 — Pe3ynbTaT TectoBoro cuenapito T-M-1

[HTerpamiiini  TeCTOBI ClHEHapii BHUKOHYBAJIWCh AHAJIOTIYHUM YHHOM JO
MOAYJBHUX TeCTiB, 3a nonomoroto IDE. Ha pucynky 4.4 300pakeHe BUKOHaHHS Ta
pe3yiabTaT HaBaHTAXXYBAJIBHOT'O TECTY JJIsl OTHOYACHOTO CTBOPEHHS MepeKasiB (KOXKEH
3 10 3amuTIiB YCHIIIHO CTBOPWB II€pe€Ka3 Ta OTPUMAB Y BIANOBIIb HA 3alUT

i7IeHTU(IKATOP TPaH3aKIIi1 Ta 1HIITY iH(GOPMAIIiIO PO MepeKas):

R) ®) ®) ®) ®R) ®) =

Q) &)

HTTP Request

@) &)

PucyHnok 4.4 — Pe3ynbpTaT HaBaHTa)XyBaJIbHOT'O TECTY

Pe3ynbTaTu TECTyBaHHS 3a JIONOMOTIOK0 CTBOPEHHUX CIIEHAP1iB, MEBH1 BX1/IHI JaH1

JUIS CIIeHapiiB HaBeaeH1 B TaOmuil 4.4.
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Tabmuns 4.4 — Pe3ynbraTu TECTOBUX CLIEHAPIiB

InenTu- . Buxigsi
I[. Omnuc BxiaH1 3HaueHHS 1 Pesynbrar
dikarop 3HAYEHHS
1 2 3 4 5
KonBepryBanHs
T-M-1 PIYBATHA | 1039005 1.039005 ITpaBHIbHO
SUN B Tronix
[TpuBaTHwMit
CtBOpeHHs . :
T-M-2 AKAVIT Biacytni K104 Ta ajgpeca | [IpaBuibHO
YHTY HOBOT'O aKayHTY
Buknuk
010;110TEeKN
trident st
nepexasy y
. 0JIOKUeliHI,
[IpuBaTHMII KITHOY
[Tepexas BiJITPaBHUKA, aJIpec HTOBCPHCHIA
T-M-3 per . ’ XEITy HOBOi [IpaBunbHO
KOIITIB BIJIMMPAaBHUKA, CyMa, aJipec
OTpUMYyBaya, MPUMITKa Tpar3akiil.
B ’ SAxuio 6anancy
abo pecypciB
HEJOCTaTHBO —
MTOBEPHYTH
MOMMJIKY.
OcranHnii
Bunmaua o
OCTaHHBOTO 00pobnenuii
C-M-1 BIJICYTHI 0JI0K, [IpaBuibHO
00po0bIIeHoT0 .
60Ky 30epekeHHi B
b/l
ITinroroBka ) ) )
Koudirypartis tekcty, ceciss | ChopmoBaHuit
B-M-1 | tekcty Pirypar Y dop [IpaBunbHO
: KOpHCTyBaua TEKCT
MTOBIIOMJICHHS
Binbip
MOTPiOHUX
Hinroroska Kondirypartis knaBiatypu KHOTIOK.
B-M-2 | knaBiatypu rorypar ypH, dopmyBaHHS [IpaBunbsHO
. cecis KOpUcTyBaua
MTOB1JJOMJICHHS TEKCTY KHOIIOK.
BrnopsakyBanHs
KHOIIOK.
Busnauenus mii
KOpHUCTYyBaya.
[Tepesipka
O6pobka . PERIPT
] BxigHe TekcToBe BBE/ICHO1
BX1THOTO . . .
B-M-3 . NOBIJOMJIEHHS, CECIs iHpopmarii Ha | [IpaBmiibHO
MOB1JJOMJICHHS .
KOpHCTyBaua IPABUJIbHICTb.
KOpHUCTyBaya
O6pobka nii 3
BBEJICHUM
TEKCTOM.
Apk.
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Kinewns Tabani 4.4

1

2

4

T-1-1

[Tomryk HOBUX
BX1HUX
TpaH3aKIIi

BIJICYTHI

3BEpHEHHS 10
be-core 3a
OCTaHHIM

00pobIeHNM
0JI0KOM.

[Tomyx HOBUX

TpaH3aKIIii Ta

iX mepemayda a0
be-core.

[IpaBusibHO

CtBOpeHHs
aKayHTy

InenTudikaTop KopucTyBaua
Telegram, HOBUIA TAPOJIb
JUTS TAMaHIIS

3BEpHEHHS J10
be-tron st
OTPUMAaHHS
HOBOT'O
ramaHiis.
30epekeHHs
JTAaHUX
KOpPHUCTyBaJa Ta
ramanig 10 b/I.
[ToBepHeHHs
aapecu
raMaHIIs.

IIpaBunbHO

C-1-2

O6pobka
HOBHUX BXIJHUX
nepeKasiB

Tpanzakuii-nepexasu

[Tomyk B B/
KOPHUCTYBayiB-
OTPUMYBAYiB.

CrmiBcTaBlIeHHS
3 TPaH3aKI[ISIMHU.
Binnpaska
CIIOBIIIEHD 10
be-bot.
30epexeHHs

OCTaHHBOTO
00po0IIeHOT0

0JIOKY.

[IpaBunbHO

ST-1

CtBopeHHs
HOBOTO
ramMaHIs

[Taponb “Qwery1!!”,
MIATBEPHKEHHS MTapOJII0

KopucryBauy
MoKa3aHa
azpeca uoro
HOBOTO
ramMaHIIst

IIpaBunbsHO

ST-2

Ilepekas
KOIIITIB

Anpec oTpuMyBaya
“TBcAmJyQ63EYPS
DJqkxCJFXBz8RzgjqPAQ”,
cyma TRX —0.01

Xel CTBOPEHO1
TpaH3aKIIii —
f885d6d737f6
9caf11038a8f
4771893d2
2d9f678e9cd?2
99ec3bf4d686

IIpaBunbHO
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B nmanomy posauti Oyno oOpaHo Ta apryMEHTOBAHO MiAXOAU IO TECTYBaHHS
cUCTeMH. Byno BUpilIEHO MPOTECTYBATH CUCTEMY Ha PI3HUX PIBHSAX 3a JTIOIIOMOTOIO
MOJIYJIbHOTO, IHTErPAIlifHOr0 Ta HaBaHTAXYBAJIBHOTO TECTyBaHHSA. bynu oOpaHi
THCTPYMEHTH [UIsl peamizalii JaHuX aBTOMAaTH30BaHUX TecTiB. B pe3ynbrari
IIPOBEJICHUX TECTIB Ha PI3HUX PIBHAX CHUCTEMH Ta PI3HUMH MiAX0JaMHU BHUIBJIECHO, 110
dbyHKITIOHAN peali3oBaHUM y BIAMOBIAHOCTI 3 BuUMoramu jio I13, 1 cuctema € moBHICTIO
Mpare3aTHOK Ta 3/aTHOI0 BUTPUMYBATH HABAHTAXKCHHS y BUTJIAMI BUKOPUCTAHHS

CUCTCMHU THUIIOBUMHU KOPpUCTYBA4YaMHU.

Apk.
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BUCHOBKHA

VY po3mini aHamizy npeaMeTHoi 00JacTi Ta MOCTAHOBKH 3aadi 0yJIo MPOBEACHO
aHaji3 Ta OTJIAJ TexXHOoJorii OJOKYelH, MpoaHai30BaHO ii OCHOBHI peasi3allii Ta
0CcoOJIMBOCTI, OynM MpoaHaji30BaHl CydacHI BUJM IPOTOKOJIB OJokueitHy. byio
MPOBEICHO aHaJi3 KPUITOBAIIOTH Tronix, 1 crenu@ikd Ta OCHOBHI BIAMIHHOCTI H
nepeBary Bijl IHIIMX KPUOTOBATIOT. By BCTaHOBJIEH] THUIIH Ta PO3TJISHYTI Pi3HI BUIU
CJICKTPOHHMX TaMaHIIIB, MTPOBEJICHUI aHaii3 ICHYIOUMX PIIIEHb Ta MPOOJIEeM, OIS
moxuBocTelr Telegram sk matdopmu mims  po3poOku  60TiB. B pesymnbraTi
IIPOBEJICHOTO aHali3y OyJu BU3HA4YeH! (PYHKI[IOHAIbHI BUMOTH J0 PO3pOOIIOBAHOTO
MPOTPaMHOTO 3a0e3NeUYeHHs, MO0y0BaH1 Bap1aHTH BUKOPUCTAHHSI CUCTEMH.

VY po3aini npoeKkTyBaHHS MPOrPaMHOIo 3a0€3MeYeHHs] MU BU3HAYMIIH, 1110 HaIla
cucteMa Oyzie noOyZoBaHa Ha OCHOBI KJII€EHT-CEPBEPHOI apXITEKTypH. byio nposeneHo
aHadi3 apXITEKTypHHUX MIIXOMIB Uil MOOYJAOBH CEPBEPHOI YACTUHU CHCTEMH, B
pe3yibTaTi yoro Oysia oOpaHa MIKpOCepBICHA apXiTEKTypa, BpaXOBYIOUH ii IepeBaru B
3pO3yMIJIOCTI KOMIIOHEHTIB KOAY MEepel MOHOJITHUM M1J1X0/10M. Bynu BualIeH1 OKpemi
MIKpOCEPBICH Ta BU3HAYEHA iX B3a€MO/Iis P BUKOHAHHI HEOOX1THOTO (DYHKIIIOHATY.
byB npoBenenuii ananiz TumiB 0a3 gaHux Ta oOpana Hepensuiiina b/l MongoDB, y
3B’SI3KYy 3 3pYUHICTIO i BUKOpUCTaHHS. byno Bu3HaueHo cyTtHocTi ansa B/l Ta ix
CTpYKTypa. ByB cripoekToBaHuii KOpHCTyBaIlbkuii iHTEpderic, BU3HAYMBIIN TOHITTS
TOJIOBHOTO Ta BKJIAQJEHOTO MEHIO y BUIVISIAI BIANOBIIHUX KiaBlaTyp. i moOynoBu
cucteMd Oyjio BUPINIEHO BUKOPUCTOBYBAaTH MOBY IIporpamyBaHHs Java 3
dbperiMBopkoM Spring Ta HOro MOMYJSMH, SKi JO3BOJSIOTH IIBHIKO Ta 3PYYHO
OyyBaTH CEpBEPHI JOJATKH , & TAKOK CUCTEMY aBToMaTtuuHoro 30upanus Gradle mms
00pOOKH 3aJIeKHOCTEHN MPOEKTY.

Y posznui mporpamHoi peainizaniii OyJi0 TMpoBeACHE MPOCKTYBAHHS OKPEMHX
MIKpOCEPBICIB, BH3HAY€HI OCHOBHI MOJAYJl KOXXHOIO 3 HHUX Ta MNOOyJIOBaHa iX
B3aeMoflia. byno oOpaHO 1M0MaTKOBI I1HCTPYMEHTH IJisi pPO3pOOKH, peali3oBaHi

porpaMHi MOJYJIi, OMUCaHI X 0COOJMBOCTI 3a AOMOMOror (pparmMeHTiB koay. bymo
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CTBOPEHO IHCTPYKIIII0 KOPHUCTyBada 1Mo poOOTi 3 TaMaHIIEM, BU3HAUYCHI BUMOTHU [0
TEXHIYHUX Ta MPOTPAMHUX 3aCO0IB JIJIS 3aITyCKy CUCTEMH, a TAKOK OMUCAHUN MPOIIEC
PO3rOpTaHHs Ta BCTAHOBJICHHS CUCTEMHU.

Y po3mini TecTyBaHHS MPOTPAMHOI CUCTEMHU Oy 0OpaHi METOAM TECTyBaHHS
CHUCTEMH, CTBOPEHI TECTOBI CIIEHapii Ta MPOBEICHUIN aHaIII3 pe3yJIbTaTiB TECTyBaHHS.
B pe3ynbTaTi mpoBeeHUX TECTIB Ha PI3HUX PIBHIX CUCTEMHU Ta PI3HUMH I1JIX0JaMHU
BUSIBJIICHO, 110 (DYHKIIIOHAJ peaji30BaHWil y BIAMOBiTHOCTI 3 BUMoramu 1o I13, i
CUCTEMa € IMOBHICTIO Mpale3/aTHOI Ta 3AaTHOK BUTPUMYBATH HABAaHTXKECHHS Y
BUTJISIII THIIOBUX KOPUCTYBAYiB.

BuxopuctoByroun nany cucTeMy KOPUCTYBadi OTPUMYIOTH TIEpPEBary y BUTIISII
€IMHOTO €JIEKTPOHHOTO TaMaHIIsl Ha BCIX CUCTEMax, IO JI03BOJISIE HE BCTAHOBJIIOBATH
PI13H1 JOAATKU 11 BAKOHAHHS OJTHUX U THX caMuX (DYHKII1A, 3BUIbHSIE B1JT HEOOX1THOCTI
OCBOEHHSI PI3HOMaHITHUX 1HTep(eiciB nmporpam. KopuctyBaui MOXKyTh OTPUMYBaTH
CHOBIIIEHHS MPO BXIJHI MEpeKa3u Ta MeperisgaTh akTyalbHUH Kypc BaJIIOTH — B
0araTtboX 1HIIKUX ICHYIOUMX PIIEHHSAX HaBEACHUIN (QYyHKIIOHAT HE € PEaTi30BaHUM.

Cepen MOXJIMBUX HaNpsiMIB TMPOJOBKEHHSI POOOTH HaJa MPOEKTOM BapTo
BIIMITUTA HACTYIIHI BaplaHTU: CUCTEMa OOMIHY BaJllOTAMM, CHUCTEMa JJisi TOPTiBIi

BaJIIOTaMU, peaiizamis ImIaTi)KHO1 CHCTEMH TOIIIO.
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BBenenns

Po6oTa BUKOHY€THCS B paMKax MPOEKTY €JIEKTPOHHOIO FraMaHIIs ISl KPUITOBAIIOTH
Tronix 3 peanizauiero iHTepdeiicy y urisiai Telegram-6oTa.

1 ITincraBa A5 po3podKu

[TincTaBoro nmst po3poOku € «3aBAaHHA Ha JUIUIOMHUN TPOEKT», 3aTBEPIKEHE
3aBijyBadeM kadeapu iHXKeHepii mporpaMHoro 3a0e3neueHHsl.

HaiimenyBanns po3poOku: [Iporpamne 3a0e3nedenHs A1 peanizallii e1eKTpOHHOTO
ramaHIls KpUIToBaaroTH Tronix 3 peamizarieto inTepdericy y Burisiai Telegram-6ora.

2 Ilpu3HavyeHHs pO3POOKHU

EnexTpoHHuii raMaHens sl KpUMTOBAIIOTH Tronix mpu3HayeHuu Jij1s 30epirants Ta
nepeKasiB KpUNToBaIIOTH Tronix, neperisay icTopii mepekasiB raMmaHIls Ta iHpopMallii mpo
THIITMX YYaCHUKIB CUCTEMH.

KopuctyBauamu mnporpamMu € BJIACHUKH KPUNTOBAIIOTH Tronix, Ta 3allikaBJIEHI
1H(pOpMaIIEIO TPO CUCTEMY OCOOH.

KopuctyBad Moke CTBOPUTH HOBUI raMaHelb/akayHT B CHCTEMI1 KPUIITOBAIIOTH, a00
BUKOPHUCTOBYBAaTH B)XE€ CTBOPEHUM paHIlIEe TraMaHellb, BUKOHABIIM MOro IMIOPT B
PO3pOOIIOBaHMI €JIEKTPOHHMM ramaHelb. Bukopuctands OajnaHCy ramaHIls BiOyBaeThCs
Ha MiJICTaBl JaHUX, 30€peKEeHUX y OJIoKUeiH1 (0a31 nanux) kpuntoBaatoty Tronix. i mani
MICTATh IH(POPMAIIIO PO aKTyaabH1 0aJaHCU KOPUCTYBaylB B CUCTEMI, IOBHY 1CTOPIIO BCIX
MepeKasiB y CUCTEMI.

KopuctyBau Moxe repekazaTu KOIITH, sIK1 € Ha 0ajaHCi HOro raMaHIls, Ta MOBHICTIO
MIEPETIIIHYTH 1CTOPII0 TIEPEeKa3iB CBOr0 raMaHIlsl, 3HAWTH TPaH3aKIIiIo, KA ICHYE B CUCTEMI
a00 OayaHCH 1HIIUX KOPUCTYBAYIB.

3 Bumoru 10 nporpamu

3.1 Bumoru 10 QyHKIiOHAJTIBLHUX XaPAKTEPUCTUK

EnextponHuii ramMaHelb KPUIITOBAIIOTH TroniX MOBUHHUM 3a0€3M€UNTH BUKOHAHHS
(GyHKIIIH, BKa3aHUX HUKYE.

CTBOpEHHS HOBOTO ramasils. SIKIIo y KOpucTyBaya BiJICYTHI aKTUBHUI ramMaHellb,
BIH MO>Xe CTBOpPUTH HOBUH. [1i1 yac CTBOpEHHs ramaHIsl, KOpUCTYyBay MMOBUHEH CTBOPUTHU

mapojib JJIA TaMaHIl, sKui OyJe BUKOPUCTOBYBATHUCH MPU BUKOHAHHI I1HIIMX i,
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OB’ A3aHUX 3 Oe3nekoro naHux. Ilicnst cTBOpeHHs napoJto, KOpUCTyBady BAOOPAKAETHCS
IOPUBATHUN KJIHOY BiJI HOBOTO CTBOPEHOTO TraMaHIsl, SIKUM BiH TOBHUHEH 30€perTu B
HAJIHOMY MICII1, MICIsl YOTO MOBTOPUTH HOTO, BBIBIIM Yy BiANOBiAHE moje. ['amanens He
OyJie akTUBOBaHMI y CUCTEMI JOTH, TOKU HA HOTO paxXyHOK He Oy/1yTh MEpEBEEH] KOIITH,
SIK1 IOTO aKTUBYIOTb.

ImmopT ramanug. fkmo KopucTyBad BKE€ Ma€ BIIACHUM T'aMaHElb, CTBOPEHUM
paHilie, BIH MOXE BUKOPUCTOBYBaTH MOIro fK AKTUBHUMN, 3aMICTb CTBOPEHHS HOBOIO
ramasis. JIJis 1bOro KOpUCTyBad MOBUHEH BBECTH MPUBATHUI KIIOY BiJl CBOTO TaMaHII,
MICIIsl YOTO BiH OyJi€ BUKOPUCTOBYBATUCH MPU HACTYITHUX OIEpallisx 3 raManieM. Sk 1 mia
Yyac CTBOPEHHS HOBOT'O raMaHIsl, KOPUCTYBay IIOBUHEH Oy/1€ CTBOPUTH ISl HBOT'O HapOJIb.

ExcniopT ramanis. KopuctyBay Moxke moOayuTH CBiil IPUBATHUM KIJIFOY, MICJSI TOTO
K BBEJI€ [1apOJjIb, CTBOPEHUM M1/ 4ac CTBOPEHHS a00 IMIOPTY raMaHis. Takox, KOpUCTyBay
MO>K€ BUITH 31 CBOTO aKayHTY, BiA10paBiy B po3podiatoBanoro [13 noctyn 1o HpoOroO.

[lepernsa Oanancy ramaxiiB. KopucTyBad MoXe MNEpEryisiHyTH OajaHC IHIIHMX
yYaCHUKIB OJIOKYEIHY, BBIBIIM B MOJI€ MOWIYKY iX aapecy. Takox, K10 KOPUCTyBau Mae
aKTUBHUI raMaHellb, BIH MOKE MEpersaaTu CBiil OaiaHc.

OyHKIISA MOUIYKy TpaH3akmii 3a 11 imeHtudikaropom. KopucryBau Moxe
MeperyisiHyTH 1H(GOPMALIIIO PO MepeKa3 KOMITIB, BBIBIIM 1I€HTU(IKATOp TPAaH3AKIIi B MOJIE
nomyky. s iHpopmalliss MICTUTh J1aTy nepeka3y, XTO Ta KOMY IEpeciaB KOIITH, CYMYy
nepekasy, ieHTudikarop TpaH3akiiii, HoMep 070Ky, KOMICiIO, CTaTyC TpaH3aKIIIi.

[lepernsaa xkypcy Tronix g0 1HIIMX BadIOT, OajdaHCy B €KBIBAJICHTI 1HIIUX BaJIOT.
KopuctyBau Moke mobaunuTu Kypc Ta €KBIBaJIEHT BJIaCHOTO OanaHncy Tronix 10 rpuBHI Ta
nonapa CIIA.

3acraBa Tronix mist oTpuMmaHHS pecypciB. KopucTyBau Moke BHECTH B 3acCTaBy
JacTUHY OajaHCy, 00 OTpUMATH 1HII pecypcu OJoK4eitHy (0aau MpoImyCKHOI 3JaTHOCTI,
K1 HeO0OX1H1 JJI OTUIaTH nepekasiB). I HbOro KOpUCTyBay MOBUHEH BKa3aTU CyMy, KY
Oa)kae BHECTHU B 3aCTaBy, Ta MIATBEPAUTH Ait0. [lepen BUKOHAHHSM orepallii, KopucTyBay
0a4nTh, CKUIBKU PECYPCIB OTPUMAE 32 3aCTaBy KOIIITIB.

CrtBopenHs Tpan3akuii. KopuctyBau Moke nepekas3aT KOILITH Ha 1HILy ajapecy. s

IIOTO BiH MOBMHEH BKa3aTH aJipecy Ul Mepekasy Ta cymy, siky Oaxkae mepeBectu. llepen
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BUKOHAHHSM oOIepailii, KOpUCTyBau Oa4yuTh, CKUIBKU pecypciB Oyae BUTpayeHO Ha
BUKOHAHHS TPaH3aKIIii.

[Tepernsan icTopii TpaH3akIlii. KO KOPUCTyBad Ma€ aKTUBHUN TaMaHEIb, BIH MOKE
NEePErsiHyTH BC1 TpaH3aKilii, SKi BUKOHYBAJIUCH 3 IIUM TaMaHIIEM.

OTpuMaHHS CTIOBILIEHB PO MOMOBHEHHS OaaHcy. K10 KOPUCTYBay Ma€ aKTHBHUIMA
ramMaHellb, BIH OTPUMYE€ CIIOBIIICHHS Yy BUTJIS1 MOB1IOMJICHHS, KOJIHM Ha Horo OanaHc Oynu
3aUMCIICH] KOIITH.

3.2 Bumoru 10 HagiifHOCTI

Po3po6mroBane 13 moBuHHO MaTu:

— MOXJIMBICTh ~ CAMOBIJIHOBJIEHHS Ticiasi 300iB, TakuX SAK  BIJIKIIOYEHHS
€JIEKTPOKUBIICHHS TOIIIO;

— 0OMEXEeHHS MaKCUMAaJIbHOI KIJIbKOCTI JII KOPUCTyBaya B MEBHUIN MPOMIKOK 4Yacy
3 METOIO 3aXHCTY BIJI CIIPOO aTak, K1 XOUyTh MepeHaBaHTaXkuTu [13;

— KpuTu4Ha 1H(opMmarllis B cucTteMi (Iapojii, TPUBATHI KIIOYl TOIIO) MOBUHHI
30epiraTucCh y XenoBaHOMY/ MG POBAHOMY BUTJISII,

— NOMWIKHU HpU poOOTI 3 30BHIMIHIMHA CEPBICAMH, BXITHUMHU JAHUMHU KOPHCTyBaua
MTOBUHHI HaJICKHUM YHHOM 00pOOIATHCH, 0€3 3arpo3u /i ctany 113,

3.3 Bumoru 10 cKiIaay Ta napaMeTpiB TeXHIYHUX 32c00iB

Cucremui Bumoru st po6otu 113 moBuHHI OyTHM HACTYNMHHMMM: TaKTOBa 4acTOTa
npoiecopa — 2 MI', KUIbKICTh simep — 2; obcsr omnepatuBHoi mam’siti — 4 I'b; oOcsr
BUIBHOTO AUCKOBOrO mpocropy — 500 I'6; minkirodyeHHs 10 iHTepHeTy 31 mBUAKICTIO 100
Moit/c. Ins pobotu 3 [13 3 kKOpHUCTyBalbKOi CTOPOHH, MOBUHEH OYTH BCTAHOBJIEHUH
Opay3sep abo gomarok Telegram.

3.4 Bumoru 10 iHpopManiiiHOI Ta MPOrPaMHOI CYMICHOCTI

[Iporpamue 3a06e3nedeHHs MOBUHHO TpaitoBatu Ha Linux Ubuntu 18.0 a6o HOBIiIHMX
Bepciax BkazaHoi OC.

3.5 Bumoru 10 TpaHCIOPTYBAaHHA Ta 30epiraHHs

[Iporpama, ii JOKyMEHTaIlisi TOCTaBISAIOTHCS y MH(GPOBOMY BUTISAAlL. YMOBH
eKCIUTyaTallii mporpaMHOro 3a0e3rnedyeHHs 301ratoThCsl 3 YMOBaMU €KCIUTyaTallii cepBepy,

Ha sikomy Oyne po3mimieHe [13.
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3.6 CneniajibHi BUMOTH

[Iporpama moBMHHAa MaTH JPY>KHIA 1HTEpQeiic, po3paxoBaHUN Ha KOPHUCTyBayda
cepenHboi kBasi(ikarlii (3 TOYKH 30py KOMI IOTEpHOI IpaMOTHOCT1). MoBa mporpamMmyBaHHS
BHU3HAYA€THCSI BAOOPOM BUKOHABIIS.

4. BumMoru 10 nporpaMHoi J0KyMeHTaIlii

B xoai po3poOku mporpaMy HMOBHHHI OyTH MiATOTOBIEHI: TEKCT MPOTPaMH, OIHC
Oporpamu, IHCTPYKIis 3 3amycKy Ta 3ynuHku 113, mporpama i Meronnka BUNIpOOyBaHb,
KEpIBHULITBO KOPUCTyBaua.

5. Cragii Ta etanu po3po0Ku

Crapii Ta eTanu po3poOKH IPOrpaMHOTO 3a0€3MeUeHHSI ISl peati3allii eIeKTPOHHOTO
raMaHilsi KpuntoBamoTu Tronix 3 peanizaiiero iHTepdeiicy y Buriaal Telegram-6ota

nogaHi y Tabsmi A.1.

Tabmuusg A.1 — Craaii Ta eranu po3poOKu

Cranuis po3poOKku

Etanu po6it

3MicT poOiIT

1 2 3
Xapakrepuctuka Tta omuc [I3;
OOrpyHTyBaHHS miCTaBd Uil pO3pOOKH 1
TexHiuHe 3aBAaHHS | HEOOXI1THOCTI npusHayeHHs [13; QyHKIioHaNbHI
02.01.21 - 31.01.21 | po3pobOku BUMOTHY 10 PO3pO0ITIOBAHOT
nporpamu CUCTEMHM; TMOPAJOK KOHTPOJIO 1

npurManss 113.

BusnaueHHs1 CTpYKTYpH BXITHUX 1

Ecki3nuit mpoexT Po3poOka ecki3HOTO | BUXIIHMX  JIAHWX; TOTepeaHIn
01.02.21 — 14.02.21 | mpoekTy BUOIp TEXHOJIOTIM; BHU3HAYEHHS
MOTPIOHUX AJITOPUTMIB.
3aTBepIKEHHS CTPYKTYPH BXITHUX
. Po3poOka . _
TexXHIYHUMN TTPOEKT _ 1 BHUXITHUX JaHUX; pO3poOKa
TEXHIYHOTO _
15.02.21 — 28.02.21 ITOPUTMIB; pO3po0Ka CTPYKTYpHU
IPOEKTY

Iporpamu; BUOIp TEXHOJIOT1H.
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Kineus tabanm A.1

1 2 3
Po3pobxka Peanizartist mporpamMaoro
Po6ounii npoekt
MIPOTPaMHOTO 3a0e31eYeHHS; BUTIPABICHHS
01.03.21 -10.04.21
3a0e3MeYeHHS TIOMHJIOK; TECTYBaHHS.
Po3pobka Po3pobxa .
) Po3poOka nokymenTariii
IPOrPaMHO] JOKYMEHTAITi1 17151 '
KOPHUCTYBaua, IHCTPYKITii 1O
JIOKYMEHTAITii IPOrPaMHOTO

3amycky Ta 3ynuHii 113
11.04.21 — 20.04.21 | 3a0e3necucHHsS

[IpoBenenns Po3poOka MeToauKku TeCTyBaHHS,
TectyBanHs _

TECTyBaHHS IIPOBEICHHS] OCHOBHUX TECTIB;
CHCTEMU

MIPOTPaMHOTO KOPEKTYBaHHS ITPOTPAMHOTO
21.04.21 — 30.04.21

3a0e3neueHHs 3a0e3neueHHs

3aa4a mporpamu [Tepenaua BUXiTHOTO KOAY Ta
31a4a NpoeKTy

3aMOBHUKY JIOKyMEHTAIlii 3aMOBHHKY

6. Ilopsi10K KOHTPOJIIO Ta IPUITMAHHSA

KoHTpo:s 1 mpuitMaHHs po3p0o0KH 31HCHIOIOTHCS Ha OCHOBI PO3p00JICHOT METOIUKH
BUNPOOYBaHb. [Ipu 1IbOMYy TEpEBIPSETHCS BUKOHAHHS BCIX (YHKIM MpoOrpaMu TPyIoro
kopuctyBauiB Ta QA-cnemianmictiB. [lpuitom [13 3amMOBHUKOM 3HIHCHIOETHCA TICHS

YCHIITHOTO TECTYBAaHHS.
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JIOJIATOK B

(OG0B’ s13K0BUIA)

JIAT'PAMMU KJIACIB ITPOT'PAMHA

Pucynok b.1 — [liarpama kjaciB KOHTpOJIEpiB Ta cepBiciB be-core



Pucynok b.2 — Jliarpama kinaciB perno3uTopiiB Ta 00’€kTiB 6a3u naHux be-core

Pucynok b.3 — Jliarpama xiaciB DTO 00’extiB be-core mis komynikariii 3 be-tron
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Pucynok b.4 — Jliarpama kiaciB be-core ais komyHikariii 3 be-tron

Pucynok B.5 — Jliarpama kiaciB be-core aist komyHikartii 3 be-bot




Pucynok B.7 — Jliarpama xiaciB DTO 00’exTiB be-tron ayis komywnikartii 3 TronScan
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Pucynok B.11 — [liarpama kiacis be-bot myist 00poOku moBioMIIeHb KOPUCTYBaYa



JIOJIATOK B

(OG0B’ s13K0BUIA)

KO/ (JIICTHUHI') IPOI'PAMH

B.1 IIporpamuuii ko Mikpocepsica be-core

Knac CoreProperties

package edu.diploma.ms.core.configuration.properties;

import

lombok.Getter;

import lombok.Setter;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.stereotype.Component;

@Getter @Setter @Component

public class CoreProperties {

@Value ("S$S{private-key-encryption-secret-key}")

Knac CoreConfiguration

package edu.diploma.ms.core.configuration;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;
import java.time.Clock;

@Confi

guration

public class CoreConfiguration
{@Bean public Clock utcClock () {return Clock.systemUTC();}}

Knac RestTemplateConfiguration

package edu.diploma.ms.core.configuration;

import
import
import
import
import
import
import
import
import
import

@B

edu.diploma.ms.
edu.diploma.ms
edu.diploma.ms
edu.diploma.ms
lombok.Getter;

core.exception.InternalMicroserviceErrorHandler;

.core.exception.ServiceName;
.core.integration.bot.BotProperties;
.core.integration.tron.TronProperties;

import lombok.Setter;

org.springframework.boot.web.client.RestTemplateBuilder;
org.springframework.context.annotation.Bean;
org.springframework.context.annotation.Configuration;
org.springframework.web.client.RestTemplate;
java.time.Duration;

@Getter @Setter @Configuration

public class RestTemplateConfiguration {

ean

public RestTemplate tronRestTemplate (RestTemplateBuilder builder,

tronSc

.setConnectTimeout (Duration.ofMillis (tronScanProperties.getTimeout () .getConnect ()))
.setReadTimeout (Duration.ofMillis (tronScanProperties.getTimeout () .getRead()))

private String encryptionKey;}
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TronProperties
anProperties) { return builder.rootUri (tronScanProperties.getUri ())

.errorHandler (new InternalMicroserviceErrorHandler (ServiceName.TRON) )
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.build() s}

@Bean

public RestTemplate botRestTemplate (RestTemplateBuilder builder, BotProperties
botProperties) {

return builder.rootUri (botProperties.getUri()) .errorHandler (new

InternalMicroservicekErrorHandler (ServiceName.BOT))
.setConnectTimeout (Duration.ofMillis (botProperties.getTimeout () .getConnect ()))
.setReadTimeout (Duration.ofMillis (botProperties.getTimeout () .getRead())) .build();}}

Krnac TransactionStatus

package edu.diploma.ms.core.constants;
public enum TransactionStatus {SUCCESS, OUT OF ENERGY, UNKNOWN;} package

Kirac TronContractType

edu.diploma.ms.core.constants;
public enum TronContractType {TRANSFER CONTRACT, TRANSFER ASSET CONTRACT,
FREEZE BALANCE CONTRACT, UNFREEZE BALANCE CONTRACT, TRIGGER SMART CONTRACT, UNKNOWN; }

Kiac TronResource

package edu.diploma.ms.core.constants;

import lombok.Getter; import lombok.RequiredArgsConstructor;

@Getter @RequiredArgsConstructor

public enum TronResource { BANDWIDTH(O), ENERGY (1l); private final int code;}

Kiac TronBlock

package edu.diploma.ms.core.db.model;

import lombok.*; import org.bson.types.ObjectId;

import org.springframework.data.annotation.Id;

import org.springframework.data.mongodb.core.mapping.Document;

@Getter @Setter @Builder @NoArgsConstructor @AllArgsConstructor

@Document (collection = "tronBlock")

public class TronBlock { @Id private ObjectId id; private long lastProcessedBlock;
private long updateTimestamp; }

Knac User

package edu.diploma.ms.core.db.model;

import lombok.*;

import org.bson.types.ObjectId;

import org.springframework.data.annotation.Id;

import org.springframework.data.mongodb.core.index.Indexed;
import org.springframework.data.mongodb.core.mapping.Document;
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@Getter @Setter @Builder @NoArgsConstructor @AllArgsConstructor

@Document (collection = "user")

public class User {Q@Id private ObjectId id; @Indexed(unique = true) private long
telegramUserId; private long chatId; private String activeWalletAddress;

private String activeWalletPassword; private String activeWalletPrivateKey;
private long createTimestamp; private long updateTimestamp;}

Knac TronBlockRepository

package edu.diploma.ms.core.db.repository;

import edu.diploma.ms.core.db.model.TronBlock; import org.bson.types.ObjectId;
import org.springframework.data.mongodb.repository.MongoRepository;

import org.springframework.stereotype.Repository;

@Repository

public interface TronBlockRepository extends MongoRepository<TronBlock, ObjectId> {}

Knac UserRepository

package edu.diploma.ms.core.db.repository;

import edu.diploma.ms.core.db.model.User; import org.bson.types.ObjectId;
import org.springframework.data.mongodb.repository.MongoRepository;
import org.springframework.stereotype.Repository;

import java.util.List; import java.util.Optional; import java.util.Set;

@Repository

public interface UserRepository extends MongoRepository<User, ObjectId> {
Optional<User> findByTelegramUserId(long telegramUserId) ;
User getByTelegramUserId(long telegramUserId) ;
List<User> findAllByActiveWalletAddressIn (Set<String> addressesToFind) ;}

Knac BaseRuntimeException

package edu.diploma.ms.core.exception;

import lombok.Getter;

public class BaseRuntimeException extends RuntimeException ({
@Getter private final ExceptionCode exceptionCode;

public BaseRuntimeException (ExceptionCode exceptionCode) {
super (exceptionCode.getMessage () ); this.exceptionCode = exceptionCode; }

BaseRuntimeException (ExceptionCode exceptionCode, String message, Throwable
throwable) { super (message, throwable); this.exceptionCode = exceptionCode; }

BaseRuntimeException (ExceptionCode exceptionCode, String message) {
super (message); this.exceptionCode = exceptionCode;}

@Override public String getMessage () {return super.getMessage();}}



Kiac Errorinfo

package edu.diploma.ms.core.exception;

import lombok.*;

import Jjava.util.List;

@Getter @Setter @Builder @NoArgsConstructor @AllArgsConstructor

public class ErrorInfo {private List<String> messages; private Integer code;}

Knac ExceptionCode

package edu.diploma.ms.core.exception;
import lombok.Getter; import lombok.RequiredArgsConstructor;
import org.springframework.http.HttpStatus;

@Getter @RequiredArgsConstructor

public enum ExceptionCode ({

SOME PARAMETERS ABSENT OR INVALID EXCEPTION (4000102, "Some parameters are absent,
invalid.", HttpStatus.BAD REQUEST),

WRONG_ PASSWORD EXCEPTION (4000202, "Wrong password", HttpStatus.BAD REQUEST),

INTERNAL SERVICE EXCEPTION (5000102, "Issue with internal service",
HttpStatus.INTERNAL SERVER ERROR),

UNKNOWN EXCEPTION (9999902, "Unknown error", HttpStatus.INTERNAL SERVER ERROR) ;
private final int errorCode;

private final String message; private final HttpStatus status;}

Kiac InternalMicroserviceErrorHandler

package edu.diploma.ms.core.exception;

import lombok.AllArgsConstructor; import lombok.extern.slf4j.S1f4j;

import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;

import org.springframework.web.bind.annotation.ControllerAdvice;

import org.springframework.web.bind.annotation.ExceptionHandler;

import Jjavax.servlet.ServletException;

import javax.servlet.http.HttpServletRequest; import java.util.Collections;
@S1f43 @AllArgsConstructor @ControllerAdvice

public class HttpRequestRuntimeExceptionProcessor {

private static final String ERROR MESSAGE FORMAT = " | Message: ";
@ExceptionHandler (BaseRuntimeException.class)

public ResponsekEntity<ErrorInfo> handleBaseException (BaseRuntimeException e,
HttpServletRequest request) { log(request, e); ErrorInfo errorInfo =
createErrorDto(e);

return new ResponseEntity<>(errorInfo, e.getExceptionCode().getStatus());}

@ExceptionHandler (RuntimeException.class)

public ResponseEntity<ErrorInfo> handleRuntimeException (RuntimeException e,
HttpServletRequest request) { logError (request, e);

ErrorInfo errorInfo = createErrorDto (ExceptionCode.UNKNOWN EXCEPTION,
ExceptionCode.UNKNOWN EXCEPTION.getMessage());

return new ResponseEntity<>(errorInfo, HttpStatus.INTERNAL SERVER ERROR); }

@ExceptionHandler (RemoteMsException.class)
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or

public ResponseEntity<ErrorInfo> handleRemoteMsPassThroughException (RemoteMsException

e, HttpServletRequest request) {
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logWarning (request, e.getMessage()):;

ErrorInfo errorInfoDto = e.getErrorInfoDto();

return new ResponseEntity<>(errorInfoDto, HttpStatus.BAD REQUEST); }

private void log (HttpServletRequest request, BaseRuntimeException
baseRuntimeException) { String message = request.getRequestURI () + "?" +
request.getQueryString () + ERROR MESSAGE FORMAT + baseRuntimeException;

if (baseRuntimeException.getExceptionCode () .getStatus () ==
HttpStatus.INTERNAL SERVER ERROR) {log.error (message);} else {log.warn(message);}}

private static ErrorInfo createErrorDto (BaseRuntimeException baseRuntimeException) {
ExceptionCode exceptionCode = baseRuntimeException.getExceptionCode(); ErrorInfo
errorInfo = new ErrorInfo(); errorInfo.setCode (exceptionCode.getErrorCode());
errorInfo.setMessages (Collections.singletonlList (exceptionCode.getMessage()));

return errorInfo;}

private static ErrorInfo createErrorDto (ExceptionCode exceptionCode, String
message) {ErrorInfo errorInfo = new ErrorInfo():;
errorInfo.setCode (exceptionCode.getErrorCode()) ;
errorInfo.setMessages (Collections.singletonlList (message)); return errorInfo;}
private void logError (HttpServletRequest request, RuntimeException exception) {
String message = request.getRequestURI() + "?" + request.getQueryString();
log.error (message, exception); }
private void logError (HttpServletRequest request, Exception exception) {
String message = request.getRequestURI() + "?" + request.getQueryString();
log.error (message, exception); }
private void logWarning (HttpServletRequest request, String errorMessage) {
String message = request.getRequestURI() + "?" + request.getQueryString() +
ERROR MESSAGE FORMAT + errorMessage; log.warn(message);}}

Kiac BotCommunicationService

package edu.diploma.ms.core.integration.bot.communication;

import edu.diploma.ms.core.integration.bot.model.NewDepositBotNotification;
import java.util.List;

public interface BotCommunicationService {

void sendNewDepositNotifications (List<NewDepositBotNotification> notifications);}

Knac BotCommunicationServicelmpl

package edu.diploma.ms.core.integration.bot.communication;

import edu.diploma.ms.core.exception.RemoteMsAccessRuntimeException;

import edu.diploma.ms.core.integration.bot.BotUriBuilder;

import edu.diploma.ms.core.integration.bot.model.NewDepositBotNotification;
import lombok.RequiredArgsConstructor; import lombok.extern.slf4j.S1f4j;
import org.springframework.http.HttpEntity;

import org.springframework.http.HttpMethod;

import org.springframework.stereotype.Service;

import org.springframework.web.client.ResourceAccessException;

import org.springframework.web.client.RestTemplate;

import java.net.URI; import java.util.List;

@S1f43 @RequiredArgsConstructor @Service

public class BotCommunicationServiceImpl implements BotCommunicationService {
private final RestTemplate botRestTemplate;private final BotUriBuilder botUriBuilder;

public void sendNewDepositNotifications (List<NewDepositBotNotification>
notifications) { URI addressUri =
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botUriBuilder.getDepositTransactionsNotificationUri (); performRequest (addressUri,
HttpMethod.POST, new HttpEntity<>(notifications), Void.class,

"Request to bot to send new deposit notifications: {}", new Object[]{notifications},
"Request to bot to send new deposit notifications processed.",

"Error when sending new deposit notifications: {}");}

private <T> T performRequest (URI uri, HttpMethod method, HttpEntity<?> body, Class<T>
responseType, String prelog, Object[] prelogArgs, String postlLog, String errorLog) {
log.info (prelLog, prelLogArgs);

try {T responseBody = botRestTemplate.exchange (uri, method, body,

responseType) .getBody () ; log.info (postLog) ;

return responseBody;} catch (ResourceAccessException e) {log.error (errorlog,
e.getMessage());

throw new RemoteMsAccessRuntimeException ("Error when connecting to tron: " +
e.getMessage());}}}

Knac BotProperties

package edu.diploma.ms.core.integration.bot;

import lombok.Getter; import lombok.Setter;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.stereotype.Component;

@Getter @Setter @Component @ConfigurationProperties (prefix = "ms.bot")
public class BotProperties {

private String uri; private Path path; private Timeout timeout;

@Getter @Setter

public static class Path { private String newDepositNotification; }
@Getter @Setter

public static class Timeout { private int connect; private int read; }}

Krac BotUriBuilder

edu.diploma.ms.core.integration.bot;

import lombok.RequiredArgsConstructor;

import org.springframework.stereotype.Component;

import org.springframework.web.util.UriComponentsBuilder;

import java.net.URI;

@RequiredArgsConstructor @Component

public class BotUriBuilder { private final BotProperties botProperties;

public URI getDepositTransactionsNotificationUri () { return
UriComponentsBuilder.fromUriString (botProperties.getUri()) .path (botProperties.getPath
() .getNewDepositNotification()) .build() .encode () .toUri();}}

Kiac NewDepositBotNotification

package edu.diploma.ms.core.integration.bot.model;

import edu.diploma.ms.core.db.model.User;

import edu.diploma.ms.core.integration.tron.model.TransactionTronResponse;
import lombok.AllArgsConstructor;

import lombok.Builder; import lombok.Getter;

import lombok.NoArgsConstructor; import lombok.Setter;

@Getter @Setter @Builder @NoArgsConstructor @AllArgsConstructor
public class NewDepositBotNotification {
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private long chatId; private String transactionHash; private double amount;

public static NewDepositBotNotification createOf (User user, TransactionTronResponse
trx) { return new NewDepositBotNotification (user.getChatId(), trx.getHash(),
trx.getAmount ()); }}

Knac BandwidthPriceTronResponse

package edu.diploma.ms.core.integration.tron.model;

import com.fasterxml.jackson.annotation.JsonInclude;

import lombok.*;

@Getter @Setter @Builder @ToString @NoArgsConstructor
@AllArgsConstructor @JsonInclude (JsonInclude.Include.NON NULL)

public class BandwidthPriceTronResponse { private int bandwidthPrice;}

Kmac CurrencyTransferTronRequest

package edu.diploma.ms.core.integration.tron.model;

import lombok.*;

@Getter @Setter @Builder @ToString

@NoArgsConstructor @AllArgsConstructor

public class CurrencyTransferTronRequest {

private String from; @ToString.Exclude private String privateKey;
private String to; private double amount; private String memo; }

Knac FreezeBalanceTronRequest

package edu.diploma.ms.core.integration.tron.model;
import edu.diploma.ms.core.constants.TronResource;

import lombok.*;

@Getter (@Setter @Builder @ToString

@NoArgsConstructor @AllArgsConstructor

public class FreezeBalanceTronRequest {

private String ownerAddress; (@ToString.Exclude

private String privateKey; private TronResource resource;
private int amount; private String receiverAddress;}

Knac TransactionTronResponse

package edu.diploma.ms.core.integration.tron.model;
import com.fasterxml.jackson.annotation.JsonInclude;
import edu.diploma.ms.core.constants.TransactionStatus;
import edu.diploma.ms.core.constants.TronContractType;
import lombok.*;

@Getter @Setter @Builder @ToString

@NoArgsConstructor @AllArgsConstructor

@JsonInclude (JsonInclude.Include.NON NULL)

public class TransactionTronResponse {

private String hash; private long block;

private long timestamp; private boolean confirmed;
private TransactionStatus status;



private TronContractType contractType;

private String from; private String to;

@Builder.Default private String currencyName = "trx";

@Builder.Default private String currencySymbol = "trx";

private Double amount; private String memo;

private Double trxBurnedForBandwidth; private Double trxBurnedForEnergy;
private Long bandwidthSpent; private Long energySpent;}

Kmac TronAccountTronResponse

package edu.diploma.ms.core.integration.tron.model;
import lombok.*;

@Getter @Setter @Builder

@NoArgsConstructor @AllArgsConstructor

public class TronAccountTronResponse {

private String privateKey;

private String address;}

Knac UnfreezeBalanceTronRequest

package edu.diploma.ms.core.integration.tron.model;
import edu.diploma.ms.core.constants.TronResource;
import lombok.*;

@Getter @Setter @Builder @ToString
@NoArgsConstructor @AllArgsConstructor
public class UnfreezeBalanceTronRequest {
private String ownerAddress;
@ToString.Exclude private String privateKey;
private TronResource resource; }

Kmac TronProperties

package edu.diploma.ms.core.integration.tron;
import lombok.*;

import org.springframework.boot.context.properties.ConfigurationProperties;

import org.springframework.stereotype.Component;

@Getter @Setter @Component
@ConfigurationProperties (prefix = "ms.tron")
public class TronProperties {
private String uri; private Path path; private Timeout timeout;
@Getter @Setter
public static class Path {
private String getAccountFromPrivateKey;
private String generateAccount; private String transferCurrency;
private String freezeBalance; private String unfreezeBalance;
private String transferCurrencyCalculateBandwidthPrice;
private String freezeBalanceCalculateBandwidthPrice;
private String unfreezeBalanceCalculateBandwidthPrice;
}
@Getter @Setter
public static class Timeout { private int connect; private int read;

}}
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Krac TronUriBuilder

package edu.diploma.ms.core.integration.tron;

import lombok.RequiredArgsConstructor;

import org.springframework.stereotype.Component;

import org.springframework.web.util.UriComponentsBuilder;
import java.net.URI;

@RequiredArgsConstructor @Component

public class TronUriBuilder {

private final TronProperties tronScanProperties;

public URI
return

public URI
return

public URI
return
public URI
return
public URI
return
public URI
return

getGenerateAccountUri () {
buildUri (tronScanProperties.getPath () .getGenerateAccount ());}

getAccountFromPrivateKeyUri (String privateKey) {

UriComponentsBuilder.fromUriString (tronScanProperties.getUri())
.path(tronScanProperties.getPath () .getGetAccountFromPrivateKey () )
.queryParam ("privateKey", privateKey) .build() .encode () .toUri();}

getTransferCurrencyUri () {

buildUri (tronScanProperties.getPath () .getTransferCurrency());}

getFreezeBalanceUri () {

buildUri (tronScanProperties.getPath () .getFreezeBalance());}

getUnfreezeBalanceUri () {

buildUri (tronScanProperties.getPath () .getUnfreezeBalance());}

getTransferCurrencyCalculateBandwidthPriceUri () {
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buildUri (tronScanProperties.getPath () .getTransferCurrencyCalculateBandwidthPrice());}

public URI
return

buildUri (tronScanProperties.getPath () .getFreezeBalanceCalculateBandwidthPrice());}

public URI
return

getFreezeBalanceCalculateBandwidthPriceUri () {

getUnfreezeBalanceCalculateBandwidthPriceUri () {

buildUri (tronScanProperties.getPath () .getUnfreezeBalanceCalculateBandwidthPrice());}
private URI buildUri (String path) {

return

UriComponentsBuilder.fromUriString (tronScanProperties.getUri())
.path(path) .build() .encode () .toUri();}}

Knac EncryptionService

package edu.diploma.ms.core.service;

public interface EncryptionService {

String encrypt(String wvalue);
String decrypt (String value);

Knac EncryptionServicelmpl

package edu.diploma.ms.core.service;

import edu.diploma.ms.core.configuration.properties.CoreProperties;
import edu.diploma.ms.core.util.CryptoAES;

import lombok.RequiredArgsConstructor;

import org.springframework.stereotype.Service;
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@RequiredArgsConstructor @Service
public class EncryptionServiceImpl implements EncryptionService ({
private final CoreProperties coreProperties;
@Override public String encrypt (String value) {
byte[] bytes = CryptoAES.encryptWithRandomIv (value.getBytes(),
coreProperties.getEncryptionKey()); return new String(bytes);}
@Override public String decrypt (String value) {
byte[] bytes = CryptoAES.decryptWithRandomIv (value.getBytes(),
coreProperties.getEncryptionKey()); return new String(bytes);}}

Kiac TransactionService

package edu.diploma.ms.core.service;

import edu.diploma.ms.core.integration.tron.model.BandwidthPriceTronResponse;
import edu.diploma.ms.core.integration.tron.model.TransactionTronResponse;
import edu.diploma.ms.core.web.model.Block;

import edu.diploma.ms.core.web.model.CurrencyTransferRequest;

import edu.diploma.ms.core.web.model.FreezeBalanceRequest;

import edu.diploma.ms.core.web.model.UnfreezeBalanceRequest;

import java.util.List;

public interface TransactionService {

TransactionTronResponse transferCurrency(CurrencyTransferRequest
currencyTransferRequest) ;

BandwidthPriceTronResponse calculateTransferCurrency (CurrencyTransferRequest
currencyTransferRequest) ;

TransactionTronResponse freezeBalance (FreezeBalanceRequest request);

BandwidthPriceTronResponse calculateFreezeBalance (FreezeBalanceRequest request);

TransactionTronResponse unfreezeBalance (UnfreezeBalanceRequest request);

BandwidthPriceTronResponse calculateUnfreezeBalance (UnfreezeBalanceRequest
request); Block getLastProcessedBlock() ;

void processNewDepositTransactions (List<TransactionTronResponse>
depositTransactions);}

Knac TransactionServicelmpl

package edu.diploma.ms.core.service;

import edu.diploma.ms.core.constants.TronResource;

import edu.diploma.ms.core.db.model.TronBlock;

import edu.diploma.ms.core.db.model.User; import edu.diploma.ms.core.web.model.Block;
import edu.diploma.ms.core.db.repository.TronBlockRepository;

import edu.diploma.ms.core.db.repository.UserRepository;

import edu.diploma.ms.core.integration.bot.communication.BotCommunicationService;
import edu.diploma.ms.core.integration.bot.model.NewDepositBotNotification;

import edu.diploma.ms.core.integration.tron.communication.TronCommunicationService;
import edu.diploma.ms.core.integration.tron.model.*;

import edu.diploma.ms.core.web.model.CurrencyTransferRequest;

import edu.diploma.ms.core.web.model.FreezeBalanceRequest;

import edu.diploma.ms.core.web.model.UnfreezeBalanceRequest;

import lombok.RequiredArgsConstructor; import org.springframework.stereotype.Service;

import java.time.Clock; import java.util.*; import java.util.stream.Collectors;

@RequiredArgsConstructor @Service
public class TransactionServiceImpl implements TransactionService {

private final Clock utcClock; private final UserRepository userRepository;
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private final TronCommunicationService tronCommunicationService;
private final EncryptionService encryptionService;

private final TronBlockRepository tronBlockRepository;

private final BotCommunicationService botCommunicationService;

@Override public TransactionTronResponse transferCurrency (CurrencyTransferRequest
currencyTransferRequest) { CurrencyTransferTronRequest currencyTransferTronRequest =
prepareRequest (currencyTransferRequest); return
tronCommunicationService.transferCurrency (currencyTransferTronRequest); }

@Override public BandwidthPriceTronResponse
calculateTransferCurrency (CurrencyTransferRequest currencyTransferRequest) {
CurrencyTransferTronRequest currencyTransferTronRequest =
prepareRequest (currencyTransferRequest); return
tronCommunicationService.calculateTransferCurrency (currencyTransferTronRequest) ;}

@Override public TransactionTronResponse freezeBalance (FreezeBalanceRequest
request) { FreezeBalanceTronRequest requestTron = prepareRequest (request) ;
return tronCommunicationService.freezeBalance (requestTron); }

@Override public BandwidthPriceTronResponse
calculateFreezeBalance (FreezeBalanceRequest request) { FreezeBalanceTronRequest
requestTron = prepareRequest (request); return
tronCommunicationService.calculateUnfreezeBalance (requestTron); }

@Override public TransactionTronResponse unfreezeBalance (UnfreezeBalanceRequest
request) { UnfreezeBalanceTronRequest requestTron = prepareRequest (request) ;
return tronCommunicationService.unfreezeBalance (requestTron); }

@Override public BandwidthPriceTronResponse
calculateUnfreezeBalance (UnfreezeBalanceRequest request) {
UnfreezeBalanceTronRequest requestTron = prepareRequest (request) ;
return tronCommunicationService.calculateUnfreezeBalance (requestTron); }

@Override public Block getLastProcessedBlock() { List<TronBlock> all =
tronBlockRepository.findAll (); if(all.size() == 1) { return new
Block(all.get (0) .getLastProcessedBlock()); } else { return new Block(0); }}

@Override public void processNewDepositTransactions (List<TransactionTronResponse>
depositTransactions) {
long lastBlock = depositTransactions.get (0) .getBlock();
Set<String> addressesToCheck =
depositTransactions.stream() .map (TransactionTronResponse: :getTo) .collect (Collectors.t
oSet());
List<User> usersToNotify =
userRepository.findAllByActiveWalletAddressIn (addressesToCheck) ;
Map<String, User> activeAddressToTelegramChatId = usersToNotify.stream()
.collect (Collectors.toMap (User::getActiveWalletAddress, user -> user));
depositTransactions = depositTransactions.stream().filter (trx ->
activeAddressToTelegramChatId.containsKey (trx.getTo()))
.collect (Collectors.tolList ());

List<NewDepositBotNotification> newDepositBotNotifications = new
ArrayList<>();
depositTransactions.forEach(trx -> { User user =
activeAddressToTelegramChatId.get (trx.getTo()); NewDepositBotNotification

notification = NewDepositBotNotification.createOf (user, trx);
newDepositBotNotifications.add (notification);});

if (!newDepositBotNotifications.isEmpty()) {
botCommunicationService.sendNewDepositNotifications (newDepositBotNotifications); }

List<TronBlock> all = tronBlockRepository.findAll();

if (all.size() == 1) {
TronBlock tronBlock = all.get (0); tronBlock.setLastProcessedBlock (lastBlock);
tronBlock.setUpdateTimestamp (utcClock.millis()) ;



108

tronBlockRepository.save (tronBlock); } else { tronBlockRepository
.save (TronBlock.builder () .lastProcessedBlock (lastBlock) .build());}}

private CurrencyTransferTronRequest prepareRequest (CurrencyTransferRequest
currencyTransferRequest) {
User user =
userRepository.getByTelegramUserId (currencyTransferRequest.getTelegramUserId()) ;
String privateKey =
encryptionService.decrypt (user.getActiveWalletPrivateKey())

return
CurrencyTransferTronRequest.builder () .from(user.getActiveWalletAddress())
.amount (currencyTransferRequest.getAmount () ) .memo (currencyTransferRequest.getMemo () )
.to(currencyTransferRequest.getTo()) .privateKey (privateKey) .build() ;}

private FreezeBalanceTronRequest prepareRequest (FreezeBalanceRequest
freezeBalanceRequest) {
User user =
userRepository.getByTelegramUserId (freezeBalanceRequest.getTelegramUserId()) ;
String privateKey =
encryptionService.decrypt (user.getActiveWalletPrivateKey());
return FreezeBalanceTronRequest.builder ()
.resource (TronResource.BANDWIDTH) .ownerAddress (user.getActiveWalletAddress())
.privateKey (privateKey) .amount (freezeBalanceRequest.getAmount ()) .build();}
private UnfreezeBalanceTronRequest prepareRequest (UnfreezeBalanceRequest
unfreezeBalanceRequest) {
User user =
userRepository.getByTelegramUserId (unfreezeBalanceRequest.getTelegramUserId()) ;
String privateKey =
encryptionService.decrypt (user.getActiveWalletPrivateKey());
return UnfreezeBalanceTronRequest.builder () .resource (TronResource.BANDWIDTH)

.ownerAddress (user.getActiveWalletAddress ()) .privateKey (privateKey) .build();}}

Kiac UserService

package edu.diploma.ms.core.service;

import edu.diploma.ms.core.web.model.*;
public interface UserService {
UserResponse findByTelegramUserId(long telegramUserId);

NewWalletResponse createWallet (NewWalletRequest newWalletRequest);
ExportWalletResponse exportWallet (ExportWalletRequest exportWalletRequest);

void removeWallet (ExportWalletRequest exportWalletRequest);
void updateUser (UserUpdateRequest userUpdateRequest) ;

Knac UserServicelmpl

package edu.diploma.ms.core.service;

import edu.diploma.ms.core.db.model.User;

import edu.diploma.ms.core.db.repository.UserRepository;

import edu.diploma.ms.core.exception.WrongPasswordRuntimekException;

import edu.diploma.ms.core.integration.tron.communication.TronCommunicationService;
import edu.diploma.ms.core.integration.tron.model.TronAccountTronResponse;
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import edu.diploma.ms.core.web.model.*; import lombok.RequiredArgsConstructor;
import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
import org.springframework.stereotype.Service; import java.time.Clock;

@RequiredArgsConstructor @Service
public class UserServiceImpl implements UserService {

private final Clock utcClock;

private final UserRepository userRepository;

private final TronCommunicationService tronCommunicationService;

private final BCryptPasswordEncoder passwordEncoder = new BCryptPasswordEncoder (10);
private final EncryptionService encryptionService;

@Override

public UserResponse findByTelegramUserId(long telegramUserId) { return
UserResponse.createOf (userRepository.findByTelegramUserId (telegramUserId) .orElse (User
.builder () .build()));}

@Override
public NewWalletResponse createWallet (NewWalletRequest newWalletRequest) {
User user = userRepository.findByTelegramUserId(newWalletRequest.getTelegramUserId())
.orElse (prepareNewUserRecord (newWalletRequest)) ;
TronAccountTronResponse account;

if (newWalletRequest.getActiveWalletPrivateKey () != null) { account =
tronCommunicationService.getAddressFromPrivateKey (newWalletRequest.getActiveWalletPri
vateKey()); } else { account = tronCommunicationService.generateNewAccount () ;}
user.setActiveWalletAddress (account.getAddress());

user.setActiveWalletPrivateKey (encryptionService.encrypt (account.getPrivateKey()));
user.setActiveWalletPassword (passwordEncoder.encode (newWalletRequest.getActiveWalletP

assword())); user.setUpdateTimestamp (utcClock.millis());

user = userRepository.save (user);

return NewWalletResponse.builder () .address (user.getActiveWalletAddress()) .build();}
@Override

public ExportWalletResponse exportWallet (ExportWalletRequest exportWalletRequest) {
User user =
userRepository.getByTelegramUserId (exportWalletRequest.getTelegramUserId()) ;
if (passwordEncoder.matches (exportWalletRequest.getActiveWalletPassword(),
user.getActiveWalletPassword())) { return ExportWalletResponse.builder ()
.activeWalletPrivateKey (encryptionService.decrypt (user.getActiveWalletPrivateKey()))
.build(); } throw new WrongPasswordRuntimeException ("Password does not matches.");}

@Override

public void removeWallet (ExportWalletRequest exportWalletRequest) {
User user =
userRepository.getByTelegramUserId (exportWalletRequest.getTelegramUserId()) ;
if (passwordEncoder.matches (exportWalletRequest.getActiveWalletPassword(),
user.getActiveWalletPassword())) { user.setActiveWalletPassword(null);
user.setActiveWalletPrivateKey (null); user.setActiveWalletAddress (null);
user.setUpdateTimestamp (utcClock.millis () ); userRepository.save (user); return;}
throw new WrongPasswordRuntimeException ("Password does not matches.");}

@Override

public void updateUser (UserUpdateRequest userUpdateRequest) {
User user =
userRepository.getByTelegramUserId (userUpdateRequest.getTelegramUserId()) ;
if (userUpdateRequest.getActiveWalletOldPassword() !'= null) {
if (passwordEncoder.matches (userUpdateRequest.getActiveWalletOldPassword(),
user.getActiveWalletPassword())) {
user.setActiveWalletPassword (passwordEncoder.encode (userUpdateRequest.getActiveWallet
NewPassword()));} else { throw new WrongPasswordRuntimeException ("Password does not
matches."); }} user.setUpdateTimestamp (utcClock.millis()); }



private User prepareNewUserRecord (NewWalletRequest newWalletRequest) {
long currentTimestamp = utcClock.millis();

return User.builder () .telegramUserId(newWalletRequest.getTelegramUserId())
.chatId(newWalletRequest.getChatId()) .createTimestamp (currentTimestamp)
.updateTimestamp (currentTimestamp) .build(); }}

Kiac CryptoAES

package edu.diploma.ms.core.util;

import edu.diploma.ms.core.exception.BaseRuntimekException;

import edu.diploma.ms.core.exception.ExceptionCode;

import lombok.AccessLevel; import lombok.NoArgsConstructor;

import lombok.extern.slf4j.S1f4dj;

import org.apache.commons.io.output.ByteArrayOutputStream;

import javax.crypto.Cipher; import javax.crypto.spec.GCMParameterSpec;
import Jjavax.crypto.spec.SecretKeySpec; import java.nio.ByteBuffer;
import java.nio.CharBuffer; import java.nio.charset.StandardCharsets;
import java.util.Arrays; import java.util.Base64;

import java.util.concurrent.ThreadLocalRandom;

@S1f43 @NoArgsConstructor (access = AccessLevel.PRIVATE)

public final class CryptoAES {

private static final String CRYPTO METHODS = "AES/ECB/PKCS5Padding";
private static final int INITIALIZATION VECTOR LENGTH = 12;

public static char[] encryptWithRandomIv (char[] data, String key) {
return bytesToChar (encryptWithRandomIv (charToBytes (data), key));}

public static char[] decryptWithRandomIv (char[] data, String key) {
return bytesToChar (decryptWithRandomIv (charToBytes (data), key));}

public static byte[] encryptWithRandomIv (byte[] data, String key) {
byte[] ivBytes = new byte[INITIALIZATION VECTOR LENGTH];

try (ByteArrayOutputStream outputStream = new ByteArrayOutputStream()) {
ivBytes = generatelvBytes();
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SecretKeySpec secretKeySpec = new SecretKeySpec (key.getBytes (StandardCharsets.UTF 8),

"AES"); GCMParameterSpec parameterSpec = new GCMParameterSpec (128, ivBytes);
Cipher cipher = Cipher.getInstance ("AES/GCM/NoPadding") ;
cipher.init (Cipher.ENCRYPT MODE, secretKeySpec, parameterSpec);

byte[] encrypted = cipher.doFinal (data);

outputStream.write (ivBytes); outputStream.write (encrypted);

return Baseb64.getEncoder () .encode (outputStream.toByteArray());

} catch (Exception e) { String message = "Error when encrypting bytes: " +
e.getMessage () ; throw new BaseRuntimeException (ExceptionCode.UNKNOWN EXCEPTION) ;}}

public static byte[] decryptWithRandomIv (byte[] data, String key) {

byte[] dataBytes = Baseb64.getDecoder () .decode (data);

byte[] ivBytes = Arrays.copyOfRange (dataBytes, 0, INITIALIZATION VECTOR LENGTH) ;
byte[] encryptedData = Arrays.copyOfRange (dataBytes, INITIALIZATION VECTOR LENGTH,
dataBytes.length); try {

SecretKeySpec keySpec = new SecretKeySpec (key.getBytes (StandardCharsets.UTF 8),
"AES"); GCMParameterSpec parameterSpec = new GCMParameterSpec (128, ivBytes);

Cipher cipher = Cipher.getInstance ("AES/GCM/NoPadding") ;
cipher.init (Cipher.DECRYPT MODE, keySpec, parameterSpec):;

return cipher.doFinal (encryptedData); } catch (Exception e) {
String message = "Error when decrypting bytes: " + e.getMessage():;
throw new BaseRuntimeException (ExceptionCode.UNKNOWN EXCEPTION); }}
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private static byte[] charToBytes (char[] chars) {

CharBuffer charBuffer = CharBuffer.wrap(chars):;

ByteBuffer byteBuffer = StandardCharsets.UTF 8.encode (charBuffer);
byte[] result = new byte[byteBuffer.remaining()];

byteBuffer.get (result); return result; }

private static char[] bytesToChar (byte[] bytes) {

ByteBuffer byteBuffer = ByteBuffer.wrap (bytes):;

CharBuffer charBuffer = StandardCharsets.UTF 8.decode (byteBuffer);
char[] result = new char|[charBuffer.remaining()];

charBuffer.get (result); return result;}

private static byte[] generatelIvBytes() { byte[] result = new
byte[INITIALIZATION VECTOR LENGTH]; ThreadLocalRandom.current () .nextBytes (result);
return result;}}

Kiac TransactionController

package edu.diploma.ms.core.web.controller;

import edu.diploma.ms.core.integration.tron.model.BandwidthPriceTronResponse;
import edu.diploma.ms.core.integration.tron.model.TransactionTronResponse;

import edu.diploma.ms.core.service.TransactionService;

import edu.diploma.ms.core.web.model.*; import lombok.RequiredArgsConstructor;
import lombok.extern.slf4j.S1f47j; import org.springframework.http.ResponseEntity;
import org.springframework.web.bind.annotation.*; import java.util.List;

@S1f43 @RequiredArgsConstructor @RestController
@RequestMapping ("/api/vl/transaction") public class TransactionController {
private final TransactionService transactionService;

@PostMapping ("/transfer-currency")

public TransactionTronResponse transferCurrency (@RequestBody CurrencyTransferRequest
currencyTransferRequest) {

log.info ("Request to transfer currency: {}", currencyTransferRequest) ;
TransactionTronResponse response =

transactionService.transferCurrency (currencyTransferRequest) ;

log.info ("Request to transfer currency processed. Transaction hash: {}",
response.getHash()); return response;}

@PostMapping ("/transfer-currency/calculate-price")

public BandwidthPriceTronResponse transferCurrencyCalculatePrice (@RequestBody
CurrencyTransferRequest currencyTransferRequest) {

log.info ("Request to calculate price for transfer currency: {}",
currencyTransferRequest); BandwidthPriceTronResponse response =
transactionService.calculateTransferCurrency (currencyTransferRequest) ;

log.info ("Request to calculate price for transfer currency processed. Price: {}",
response.getBandwidthPrice()); return response;}

@PostMapping ("/freeze-balance")
public TransactionTronResponse freezeBalance (@RequestBody FreezeBalanceRequest
request) { log.info ("Request to freeze balance: {}", request);

TransactionTronResponse response = transactionService.freezeBalance (request);
log.info ("Request to freeze balance processed. Transaction hash: {}",
response.getHash()); return response;}

@PostMapping ("/freeze-balance/calculate-price")

public BandwidthPriceTronResponse freezeBalanceCalculatePrice (@RequestBody
FreezeBalanceRequest request) {

log.info ("Request to calculate price for freeze balance: {}", request);
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BandwidthPriceTronResponse response =
transactionService.calculateFreezeBalance (request) ;

log.info ("Request to calculate price for freeze balance processed. Price: {}",
response.getBandwidthPrice ()); return response; }

@PostMapping ("/unfreeze-balance")
public TransactionTronResponse unfreezeBalance (@RequestBody UnfreezeBalanceRequest
request) { log.info ("Request to unfreeze balance: {}", request);

TransactionTronResponse response = transactionService.unfreezeBalance (request);
log.info ("Request to unfreeze balance processed. Transaction hash: {}",
response.getHash()); return response;}

@PostMapping ("/unfreeze-balance/calculate-price")

public BandwidthPriceTronResponse unfreezeBalanceCalculatePrice (@RequestBody
UnfreezeBalanceRequest request) {

log.info ("Request to calculate price for unfreeze balance: {}", request);
BandwidthPriceTronResponse response =
transactionService.calculateUnfreezeBalance (request);

log.info ("Request to calculate price for unfreeze balance processed. Price: {}",
response.getBandwidthPrice()); return response; }

@PostMapping ("/process-deposit-transactions")

public ResponsekEntity<Void> processNewTransactions (@RequestBody
List<TransactionTronResponse> newTransactions) {

log.info ("New transactions to process came. Transactions number: {}",
newTransactions.size());

transactionService.processNewDepositTransactions (newTransactions);

log.info ("New transactions processed."); return ResponsekEntity.ok().build(); }

@GetMapping ("/last-processed-block") public Block getLastProcessedBlock() {
log.info ("Request to get last processed block."); Block block =
transactionService.getLastProcessedBlock(); log.info ("Request to get last processed
block processed. Block: {}", block); return block;}}

Kiac UserController

package edu.diploma.ms.core.web.controller;

import edu.diploma.ms.core.service.UserService;

import edu.diploma.ms.core.web.model.*; import lombok.RequiredArgsConstructor;
import lombok.extern.slf4j.S1f47j; import org.springframework.http.ResponseEntity;
import org.springframework.web.bind.annotation.*;

@S1f43 @RequiredArgsConstructor @RestController @RequestMapping("/api/vl/user")
public class UserController {

private final UserService userService;
@GetMapping
public UserResponse findUser (@RequestParam long telegramUserId) {
log.info ("Request to find user by telegram user id: {}", telegramUserId):;
UserResponse userResponse = userService.findByTelegramUserlId(telegramUserId) ;
log.info ("Request to find user by telegram user id processed.");
return userResponse; }

@PostMapping ("/create-new-wallet")

public NewWalletResponse createNewWallet (dRequestBody NewWalletRequest
newWalletRequest) { log.info ("Request to add new wallet: {}", newWalletRequest);
NewWalletResponse newWalletResponse = userService.createWallet (newWalletRequest) ;
log.info ("Request to add new wallet processed. Address: {}",
newWalletResponse.getAddress ()); return newWalletResponse; }

@PostMapping ("/export-wallet")
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public ExportWalletResponse exportWallet (@RequestBody ExportWalletRequest
exportWalletRequest) { log.info ("Request to export wallet: {}", exportWalletRequest);
ExportWalletResponse exportWalletResponse =

userService.exportWallet (exportWalletRequest) ;

log.info ("Request to export wallet processed."); return exportWalletResponse;}

@PostMapping ("/remove-wallet")
public ResponseEntity<Void> removeWallet (@RequestBody ExportWalletRequest

exportWalletRequest) { log.info ("Request to remove wallet: {}", exportWalletRequest);
userService.removeWallet (exportWalletRequest) ;
log.info ("Request to remove wallet processed."); return ResponseEntity.ok().build();}

@PutMapping ("/update-user")

public ResponseEntity<Void> updateUser (@RequestBody UserUpdateRequest
userUpdateRequest) { log.info ("Request to update user: {}", userUpdateRequest);
userService.updateUser (userUpdateRequest) ;

log.info ("Request to update user processed."); return ResponseEntity.ok().build();}}

Knac Block

package edu.diploma.ms.core.web.model; import lombok.*;
@Getter @Setter @ToString @NoArgsConstructor @AllArgsConstructor
public class Block { private long lastProcessedBlock;}

Knac CurrencyTransferRequest

package edu.diploma.ms.core.web.model;

import lombok.*;

@Getter @Setter @Builder @ToString @NoArgsConstructor @AllArgsConstructor

public class CurrencyTransferRequest { private long telegramUserId; private String
to; private double amount; private String memo; }

Knac ExportWalletRequest

package edu.diploma.ms.core.web.model;

import lombok.*;

@Getter @Setter @Builder @ToString @NoArgsConstructor @AllArgsConstructor
public class ExportWalletRequest { private long telegramUserId;
@ToString.Exclude private String activeWalletPassword;}

Knac ExportWalletResponse

package edu.diploma.ms.core.web.model;
import lombok.*;

@Getter @Setter @Builder
@NoArgsConstructor @AllArgsConstructor

public class ExportWalletResponse {private String activeWalletPrivateKey;}



Knac FreezeBalanceRequest

package edu.diploma.ms.core.web.model; import lombok.*;
@Getter @Setter @Builder @ToString @NoArgsConstructor @AllArgsConstructor
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public class FreezeBalanceRequest {private long telegramUserId; private int amount;}

Kmac NewWalletRequest

package edu.diploma.ms.core.web.model; import lombok.*;
@Getter @Setter @Builder @ToString @NoArgsConstructor @AllArgsConstructor

public class NewWalletRequest { private long telegramUserId; private long chatId;

@ToString.Exclude
private String activeWalletPrivateKey; private String activeWalletPassword;}

Kiac NewWalletResponse

package edu.diploma.ms.core.web.model; import lombok.*;
@Getter @Setter @Builder @NoArgsConstructor @AllArgsConstructor
public class NewWalletResponse {private String address;} package

Knac UnfreezeBalanceRequest

edu.diploma.ms.core.web.model; import lombok.*;
@Getter @Setter @Builder @ToString @NoArgsConstructor @AllArgsConstructor
public class UnfreezeBalanceRequest { private long telegramUserId;}

Knac UserResponse

package edu.diploma.ms.core.web.model;

import edu.diploma.ms.core.db.model.User;

import lombok.*;

@Getter @Setter @Builder @NoArgsConstructor @AllArgsConstructor

public class UserResponse {

private long telegramUserId; private long chatId; private String languageCode;
private String activeWalletAddress; private String activeWalletPassword;
public static UserResponse createOf (User user) {

return UserResponse.builder () .telegramUserId (user.getTelegramUserId())
.chatId(user.getChatId()) .activeWalletAddress (user.getActiveWalletAddress())
.activeWalletPassword (user.getActiveWalletPassword()) .build();}}

Knac UserUpdateRequest

package edu.diploma.ms.core.web.model;
import lombok.*;
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@Getter @Setter @Builder @ToString @NoArgsConstructor @AllArgsConstructor
public class UserUpdateRequest {
private long telegramUserId; private String languageCode;
@ToString.Exclude private String activeWalletOldPassword; //optional (with next
field) @ToString.Exclude private String activeWalletNewPassword;}

Knac CoreApplication

package edu.diploma.ms.core;

import org.springframework.boot.SpringApplication;

import org.springframework.boot.autoconfigure.SpringBootApplication;
@SpringBootApplication public class CoreApplication {

public static void main(String[] args) {SpringApplication.run(CoreApplication.class,
args); }}

daiin BnactuBocTei application.properties

server.port=8666
private-key-encryption-secret-key=IVc2tsdOL2jZNU21Q9jWCHbKOvUcgweN

ms.api.path=/api
ms.tron.host=localhost
ms.tron.uri=http://${ms.tron.host}:8555

ms.tron.path.get-account-from-private-key=${ms.api.path}/vl/account/from-private
ms.tron.path.generate-account=${ms.api.path}/vl/account/generate
ms.tron.path.transfer-currency=${ms.api.path}/vl/transaction/transferCurrency
ms.tron.path.freeze-balance=${ms.api.path}/vl/transaction/freezeBalance
ms.tron.path.unfreeze-balance=${ms.api.path}/vl/transaction/unfreezeBalance
ms.tron.path.transfer-currency-calculate-bandwidth-
price=${ms.api.path}/vl/transaction/transferCurrency/calculateBandwidthPrice
ms.tron.path.freeze-balance-calculate-bandwidth-
price=${ms.api.path}/vl/transaction/freezeBalance/calculateBandwidthPrice
ms.tron.path.unfreeze-balance-calculate-bandwidth-
price=${ms.api.path}/vl/transaction/unfreezeBalance/calculateBandwidthPrice

ms.tron.timeout.connect=15000

ms.tron.timeout.read=15000

ms.bot.host=localhost

ms.bot.uri=http://${ms.bot.host}:8777
ms.bot.path.new-deposit-notification=${ms.api.path}/vl/new-deposit-transaction
ms.bot.timeout.connect=15000

ms.bot.timeout.read=15000

# Database

spring.data.mongodb.auto-index—-creation=true

mongodb.db=diploma database

mongodb.host=localhost

mongodb.port=27017

mongodb.user-name=diploma_ user
mongodb.user-password=diploma password
mongodb.connectionTimeoutMS=15000
mongodb.credentials=${mongodb.user-name} :${mongodb.user-password}@
spring.data.mongodb.uri=mongodb://${mongodb.credentials}${mongodb.host}:${mongodb.por
t}/${mongodb.db}?connectTimeoutMS=$ {mongodb.connectionTimeoutMsS}



daiin 36ipku npoekty build.gradle

plugins {
id 'org.springframework.boot' version '2.4.4"
id 'io.spring.dependency-management' version '1.0.11.RELEASE'

id 'java'
}
group = 'edu.diploma'
version = '0.0.1-SNAPSHOT'
sourceCompatibility = "11"'

configurations {compileOnly {extendsFrom annotationProcessor}}
repositories {mavenCentral ()}

dependencies {

implementation 'org.springframework.boot:spring-boot-starter-data-mongodb'
implementation 'org.springframework.boot:spring-boot-starter-web'
implementation 'org.springframework.security:spring-security-core'
implementation 'commons-io:commons-io:2.6"'

compileOnly 'org.projectlombok:lombok'

annotationProcessor 'org.projectlombok:lombok'

testImplementation 'org.springframework.boot:spring-boot-starter-test'
testImplementation 'de.flapdoodle.embed:de.flapdoodle.embed.mongo:2.2.0"'}
test {useJUnitPlatform() }

B.2 [porpamuwmii kox Mikpocepsica be-tron

Knac TronWrapperConfiguration

package edu.diploma.ms.tron.configuration;

import edu.diploma.ms.tron.properties.TronWrapperProperties;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.tron.trident.core.ApiWrapper;

@Configuration

public class TronWrapperConfiguration {

@Bean public ApiWrapper apiWrapper (TronWrapperProperties tronWrapperProperties)
//0fficial public node connection is used

return new ApiWrapper("3.218.137.187:50051", "3.218.137.187:50061",
tronWrapperProperties.getPrivateKey ());}}
Kiac TronContractType

package edu.diploma.ms.tron.constants;

import lombok.Getter;

import lombok.RequiredArgsConstructor;

import java.util.Arrays;

@RequiredArgsConstructor public enum TronContractType {

TRANSFER CONTRACT (1), TRANSFER ASSET CONTRACT (2),

FREEZE BALANCE CONTRACT (11), UNFREEZE BALANCE CONTRACT (12),
TRIGGER SMART CONTRACT (31), UNKNOWN(-1), TRANSACTION NOT EXISTS(-1);
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@Getter private final int code;

public static TronContractType findContractByCode (Integer code) {
if (code == null) {return TRANSACTION NOT EXISTS;}

return Arrays.stream(values()).filter(type -> type.code ==

code) . findAny () .orElse (UNKNOWN) ; } }

Kiac TronCurrencyConverter

package edu.diploma.ms.tron.converter;
import lombok.AccessLevel;

import lombok.NoArgsConstructor;
import java.math.BigDecimal;

import java.math.RoundingMode;

@NoArgsConstructor (access = AccessLevel.PRIVATE)

public final class TronCurrencyConverter {

private static final BigDecimal TRON ATOMIC UNITS MULTIPLIER =
BigDecimal.valueOf (1 _000_000);

public static double convertAtomicUnits(long atomicUnits) {

return atomicUnits == 0 ? 0.0
BigDecimal.valueOf(atomicUnits).divide(TRON_ATOMIC_UNITS_MULTIPLIER, 10,
RoundingMode.HALF DOWN) .doubleValue () ;}

public static long convertToAtomicUnits (double currencyAmount) {

return currencyAmount == 0 ? 0
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BigDecimal.valueOf (currencyAmount) .multiply (TRON ATOMIC UNITS MULTIPLIER) .longValue ()

it}

Kirac AccountDataTronScanResponse

package edu.diploma.ms.tron.integration.tronscan.model;

import com.fasterxml.jackson.annotation.JsonIgnoreProperties; import lombok.*;
@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown

true) public class AccountDataTronScanResponse {

private long balance; private long totalFrozen; private Bandwidth bandwidth;

@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown

true) public static class Bandwidth {
private double freeNetLimit; private double freeNetRemaining;

private double netlLimit; private double netRemaining; private double freeNetUsed;

private long totalNetWeight; private long totalNetLimit;}}

Knac BlockDataTronScanResponse

package edu.diploma.ms.tron.integration.tronscan.model;

import com.fasterxml.jackson.annotation.JsonIgnoreProperties;
import lombok.*;

@Getter @Setter @ToString

@NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown = true) public class

BlockDataTronScanResponse
{ private long number;}
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Knac TransactionDataTronScanResponse

package edu.diploma.ms.tron.integration.tronscan.model;
import com.fasterxml.jackson.annotation.JsonIgnoreProperties;
import com.fasterxml.jackson.annotation.JsonProperty;

import lombok.*; import java.util.List;

@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown
true) public class TransactionDataTronScanResponse {

private String hash; private long block; private long timestamp; private Integer
contractType; private boolean confirmed; private String contractRet;

private Cost cost; private List<Trc20TransferInfo> trc20TransferInfo;

private ContractData contractData; private String data; private Info info;

@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown =
true) public static class Cost {

@JsonProperty ("net fee") private Long netFee; // burned trx for bandwidth
@JsonProperty ("energy fee") private Long energyFee; // burned trx for energy
@JsonProperty ("energy usage total") private Long energyUsageTotal; // energy used
@JsonProperty("net usage") private Long netUsage; // bandwidth used}

@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown =
true) public static class Trc20TransferInfo { private String symbol; private String
name; @JsonProperty("amount str") private Long amount; @JsonProperty("to address")
private String toAddress; @JsonProperty("from address") private String fromAddress;}

@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown
true) public static class ContractData { private Long amount;
@JsonProperty ("to address") private String toAddress;
@JsonProperty ("owner address") private String ownerAddress;

@JsonProperty ("contract address") private String contractAddress;

private TokenInfo tokenInfo; @JsonProperty("frozen balance") private long
frozenBalance;

@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown
true) public static class TokenInfo { private String tokenAbbr; private String
tokenName; } }

@Getter @Setter @ToString @NoArgsConstructor @JsonlIgnoreProperties (ignoreUnknown
true) public static class Info { @JsonProperty("unfreeze amount") private long
unfreezeAmount; }}

Knac TranasctionHistoryTronScanResponse

package edu.diploma.ms.tron.integration.tronscan.model;
import com.fasterxml.jackson.annotation.JsonIgnoreProperties;
import com.fasterxml.jackson.annotation.JsonProperty;

import lombok.*;

import java.util.List;

@Getter @Setter @ToString @NoArgsConstructor @JsonlIgnoreProperties (ignoreUnknown =
true) public class TransactionHistoryTronScanResponse {
private Long total; private List<TransactionData> data;

@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown
true) public static class TransactionData

private String hash; private long block; private long timestamp; private int
contractType; private boolean confirmed; private String contractRet; private String
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ownerAddress; private String toAddress; private Long amount; private Cost cost;
private TokenInfo tokenInfo;

@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown =
true) public static class Cost {

@JsonProperty ("net fee") private Long netFee = 0L; // burned trx for bandwidth
@JsonProperty ("energy fee") private Long energyFee = OL; // burned trx for energy
@JsonProperty ("energy usage total") private Long energyUsageTotal = 0L; // energy
used @JsonProperty("net usage") private Long netUsage = OL; // bandwidth used}

@Getter @Setter @ToString @NoArgsConstructor @JsonIgnoreProperties (ignoreUnknown =
true) public static class TokenInfo { private String tokenAbbr; private String
tokenName; } } }

Knac TronWrapperProperties

package edu.diploma.ms.tron.properties;

import lombok.*;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.stereotype.Component;

@Getter @Setter QComponent Q@ConfigurationProperties (prefix = "tron.wrapper")
public class TronWrapperProperties { private String privateKey;}

Kmnac NewlncomeTransactionProcessor

package edu.diploma.ms.tron.service.scheduled;

import edu.diploma.ms.tron.constants.*;

import edu.diploma.ms.tron.converter.TransactionConverter;

import edu.diploma.ms.tron.integration.core.communication.CoreCommunicationService;
import
edu.diploma.ms.tron.integration.tronscan.communication.TronScanCommunicationService;
import edu.diploma.ms.tron.integration.tronscan.model.BlockDataTronScanResponse;
import
edu.diploma.ms.tron.integration.tronscan.model.TransactionHistoryTronScanResponse;
import edu.diploma.ms.tron.web.model.TransactionDto;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f47;

import org.springframework.scheduling.annotation.Scheduled;

import org.springframework.stereotype.Service;

import Jjava.util.x*;

import java.util.stream.Collectors;

@S1f43 @RequiredArgsConstructor @Service

public class NewIncomeTransactionProcessor {

private final TronScanCommunicationService tronScanCommunicationService;
private final CoreCommunicationService coreCommunicationService;

@Scheduled(initialDelay = 1000L, fixedDelay = 5000)

public void searchNewTrxTransferTransactions () {

log.info ("Searching for new trx transactions."); try { search(); }

catch (Exception e) { log.error ("Error when searching new trx transactions: {}",
e.getMessage ());}}

private void search () throws InterruptedException {
long lastProcessedBlock =
coreCommunicationService.getBlock () .getLastProcessedBlock() ;
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BlockDataTronScanResponse latestBlockNumber =
tronScanCommunicationService.getLatestBlockNumber () ;

long lastBlockchainBlockToProcess = latestBlockNumber.getNumber () - 19;
TransactionDto emptyTransactionForBlockUpdate = TransactionDto.builder ()
.to("") .block(latestBlockNumber.getNumber () - 19).build();

if (lastProcessedBlock == 0) {

coreCommunicationService.sendNewDepositTransactions (Collections.singletonList (emptyTr
ansactionForBlockUpdate)); return;}

List<TransactionHistoryTronScanResponse.TransactionData> transactionDatalist = new
ArrayList<>();

while (lastBlockchainBlockToProcess > lastProcessedBlock) {
TransactionHistoryTronScanResponse transactionsByBlock =
tronScanCommunicationService.getTransactionsByBlock (50, O,
lastBlockchainBlockToProcess) ;

int collectedTransactions = 50;

fillListWithTrxTransactions (transactionDatalist, transactionsByBlock);
while (collectedTransactions < transactionsByBlock.getTotal()) {
transactionsByBlock = tronScanCommunicationService

.getTransactionsByBlock (50, collectedTransactions, lastBlockchainBlockToProcess);
fillListWithTrxTransactions (transactionDatalist, transactionsByBlock);
collectedTransactions = collectedTransactions + 50;}
lastBlockchainBlockToProcess—--;

TimeUnit .MILLISECONDS.sleep (500);}

List<TransactionDto> depositTransactions = transactionDatalist.stream()
.map (TransactionConverter::convertTronTransaction) .collect (Collectors.tolList());
if (depositTransactions.isEmpty()) {

depositTransactions.add (emptyTransactionForBlockUpdate) ;}

log.info ("New trx transactions amount: {}", transactionDatalist.size());
System.out.println (depositTransactions.get (0) . .getBlock());
coreCommunicationService.sendNewDepositTransactions (depositTransactions);}

private void
fillListWithTrxTransactions (List<TransactionHistoryTronScanResponse.TransactionData>
transactionDatalist, TransactionHistoryTronScanResponse transactionsByBlock) {
transactionsByBlock.getData () .stream()

.filter (transactionData -> transactionData.getContractType() ==
TronContractType.TRANSFER CONTRACT.getCode () )

.filter (transactionData ->

TransactionStatus.findByValue (transactionData.getContractRet ())
TransactionStatus.SUCCESS) .forEach (transactionDatalList::add);}}

Knac AccountServicelmpl

package edu.diploma.ms.tron.service;

import edu.diploma.ms.tron.exception.WrongPrivateKeyRuntimeException;

import
edu.diploma.ms.tron.integration.tronscan.communication.TronScanCommunicationService;
import edu.diploma.ms.tron.integration.tronscan.model.AccountDataTronScanResponse;
import edu.diploma.ms.tron.util.Calculator;

import edu.diploma.ms.tron.web.model.TronAccountDto;

import edu.diploma.ms.tron.web.model.TronAccountResourcesDto;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f47;

import org.bouncycastle.jcajce.provider.digest.Keccak;

import org.bouncycastle.util.encoders.Hex;
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import org.springframework.stereotype.Service;
import org.tron.trident.core.ApiWrapper;

import org.tron.trident.crypto.SECP256K1;

import org.tron.trident.crypto.tuwenitypes.Bytes32;
import org.tron.trident.utils.Base58Check;

import java.util.List;

@S1f43 @RequiredArgsConstructor @Service
public class AccountServiceImpl implements AccountService {
private final TronScanCommunicationService tronScanCommunicationService;

@Override public TronAccountDto generateNewAccount () {

List<String> list = ApiWrapper.generateAddress();

String privateKey = list.get(1l);

String publicKeyBase58 =

Baseb58Check.bytesToBaseb58 (ApiWrapper.parseHex (1list.get (0)) .toByteArray()) ;
return new TronAccountDto (privateKey, publicKeyBaseb8); }

@Override public TronAccountDto getAccountFromPrivateKey (String privateKeyHex) {

try { SECP256K1l.KeyPair keyPair =

SECP256K1.KeyPair.create (SECP256K1.PrivateKey.create (Bytes32.fromHexString (privateKey
Hex)));

SECP256K1.PublicKey pubKey = keyPair.getPublicKey () ;

Keccak.Digest256 digest = new Keccak.Digest256();

digest.update (pubKey.getEncoded (), 0, 64);

byte[] raw = digest.digest(); byte[] rawAddr = new byte[21]; rawAddr[0] = 65;
System.arraycopy(raw, 12, rawAddr, 1, 20);

String rawAddrHex = Hex.toHexString(rawAddr) ;

String addressBase58 =

Baseb58Check.bytesToBase58 (ApiWrapper.parseHex (rawAddrHex) .toByteArray()) ;
AccountDataTronScanResponse accountData =
tronScanCommunicationService.getAccountData (addressBaseb8) ;

if (accountData.getBandwidth () == null) ({

throw new WrongPrivateKeyRuntimeException ("account not exists"); }

return new TronAccountDto (privateKeyHex, addressBase58); } catch (Exception e) {
throw new WrongPrivateKeyRuntimeException (e.getMessage());}}

@Override

public TronAccountResourcesDto getAccountResources (String accountAddress) {
AccountDataTronScanResponse accountData =
tronScanCommunicationService.getAccountData (accountAddress) ;

if (accountData.getBandwidth () == null) {
return TronAccountResourcesDto.builder () .exists (false) .build() ;
} else if (accountData.getBandwidth () .getTotalNetWeight () == 0) {

return TronAccountResourcesDto.builder () .exists (true) .build(); }

double bandwidthRate = Calculator.divide (1.0,
accountData.getBandwidth () .getTotalNetWeight ()) ;

bandwidthRate = Calculator.multiply (bandwidthRate,
accountData.getBandwidth () .getTotalNetLimit ()); return
TronAccountResourcesDto.createOf (accountAddress, accountData, bandwidthRate);}}

Knac TransactionServicelmpl

package edu.diploma.ms.tron.service;

import com.google.protobuf.ByteString;

import edu.diploma.ms.tron.constants.TronContractType;

import edu.diploma.ms.tron.converter.TransactionConverter;

import edu.diploma.ms.tron.converter.TronCurrencyConverter;

import edu.diploma.ms.tron.exception.FailedTransactionRuntimeException;
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import
edu.diploma.ms.tron.integration.tronscan.communication.TronScanCommunicationService;
import edu.diploma.ms.tron.integration.tronscan.model.*;

import edu.diploma.ms.tron.web.model.*; import lombok.RequiredArgsConstructor;
import org.springframework.stereotype.Service;

import org.tron.trident.core.ApiWrapper;

import org.tron.trident.core.exceptions.IllegalException;

import org.tron.trident.core.transaction.TransactionBuilder;

import org.tron.trident.crypto.SECP256K1;

import org.tron.trident.crypto.tuwenitypes.Bytes32;

import org.tron.trident.proto.Chain;

import org.tron.trident.proto.Contract;

import org.tron.trident.proto.Response;

import java.util.List; import java.util.Map;

import java.util.concurrent.ConcurrentHashMap;import java.util.concurrent.locks.Lock;
import java.util.concurrent.locks.ReentrantLock; import java.util.function.Function;
import java.util.stream.Collectors;

@RequiredArgsConstructor @Service

public class TransactionServiceImpl implements TransactionService {
private final TronScanCommunicationService tronScanCommunicationService;
private final Map<String, Lock> transactionConcurrencyLockMap = new
ConcurrentHashMap<>(); private final ApiWrapper apiWrapper;

private final Map<TronContractType, Function<TransactionDataTronScanResponse,
TransactionDto>> transactionMappingStrategies

= Map.of (TronContractType.TRANSFER CONTRACT,
TransactionConverter::convertTronTransaction,
TronContractType.TRANSFER ASSET CONTRACT,
TransactionConverter::convertTrclOTransaction,
TronContractType.TRIGGER SMART CONTRACT,
TransactionConverter::convertTrc20Transaction,
TronContractType.FREEZE BALANCE CONTRACT,

TransactionConverter: :convertFreezeTransaction,
TronContractType.UNFREEZE_BALANCE_CONTRACT,
TransactionConverter::convertUnfreezeTransaction,
TronContractType.TRANSACTION NOT EXISTS,

TransactionConverter: :convertTransactionThatNotExists,
TronContractType.UNKNOWN, TransactionConverter::convertUnknownTransaction) ;

@Override public TransactionDto transferCurrency(CurrencyTransferRequest
currencyTransferRequest) {

Lock lock =
transactionConcurrencyLockMap.computeIfAbsent (currencyTransferRequest.getFrom(), k ->
new ReentrantLock()); lock.lock();

try { Chain.Transaction transaction =

createAndSignTransferTransaction (currencyTransferRequest) ;

String txHash = apiWrapper.broadcastTransaction(transaction);

return TransactionDto.builder () .hash (txHash) .build();

} catch (RuntimeException e) { throw new

FailedTransactionRuntimeException (e.getMessage()); } finally { lock.unlock(); }}

@Override

public TransactionDto freezeBalance (FreezeBalanceRequest freezeBalanceRequest) {
try { Chain.Transaction transaction =

createAndSignFreezeTransaction (freezeBalanceRequest) ;

String txHash = apiWrapper.broadcastTransaction (transaction);

return TransactionDto.builder () .hash (txHash) .build();}
catch (RuntimeException e) { throw new
FailedTransactionRuntimeException (e.getMessage()); }}

@Override
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public TransactionDto unfreezeBalance (UnfreezeBalanceRequest unfreezeBalanceRequest)
{ try { Chain.Transaction transaction =

createAndSignUnfreezeTransaction (unfreezeBalanceRequest) ;

String txHash = apiWrapper.broadcastTransaction (transaction);

return TransactionDto.builder () .hash (txHash) .build(); } catch (RuntimeException e) {
throw new FailedTransactionRuntimeException(e.getMessage()); }}
@Override

public BandwidthPriceDto

calculateTransferCurrencyBandwidthPrice (CurrencyTransferRequest
currencyTransferRequest) { Chain.Transaction transaction =
createAndSignTransferTransaction (currencyTransferRequest) ;

return new BandwidthPriceDto (calculateSignedTransactionSize (transaction));}

@Override
public BandwidthPriceDto calculateFreezeBalanceBandwidthPrice (FreezeBalanceRequest
freezeBalanceRequest) {

Chain.Transaction transaction = createAndSignFreezeTransaction (freezeBalanceRequest)
return new BandwidthPriceDto(calculateSignedTransactionSize (transaction));}
@Override

public BandwidthPriceDto

calculateUnfreezeBalanceBandwidthPrice (UnfreezeBalanceRequest unfreezeBalanceRequest)
{ Chain.Transaction transaction =

createAndSignUnfreezeTransaction (unfreezeBalanceRequest) ;

return new BandwidthPriceDto(calculateSignedTransactionSize (transaction));}

@Override

public TransactionDto getTransaction (String transactionId) {
TransactionDataTronScanResponse transaction =
tronScanCommunicationService.getTransaction (transactionId);

TronContractType tronContractType =

TronContractType.findContractByCode (transaction.getContractType())

return transactionMappingStrategies.get (tronContractType) .apply(transaction);}

@Override

public Page<TransactionDto> getTransactionHistory(int page, int size, String address)
{ long skip = (long) size * page;

TransactionHistoryTronScanResponse accountTransactionHistory =
tronScanCommunicationService.getAccountTransactionHistory(size, skip, address);

List<TransactionDto> data = accountTransactionHistory.getData () .stream()
.map (TransactionConverter::convertHistory) .collect (Collectors.toList ());
return Page.createOf (data, size, accountTransactionHistory.getTotal());}

private int calculateSignedTransactionSize (Chain.Transaction transaction) {
return transaction.getSerializedSize() + transaction.getSignature(0).size() - 1;}

private Chain.Transaction createAndSignTransferTransaction (CurrencyTransferRequest
currencyTransferRequest) {

ByteString rawFromAddress =

ApiWrapper.parseAddress (currencyTransferRequest.getFrom()) ;

ByteString rawToAddress = ApiWrapper.parseAddress (currencyTransferRequest.getTo());
Contract.TransferContract transfer = Contract.TransferContract.newBuilder ()
.setOwnerAddress (rawFromAddress) . setToAddress (rawToAddress)

.setAmount (TronCurrencyConverter.convertToAtomicUnits (currencyTransferRequest.getAmou
nt())) .build();

SECP256K1.KeyPair privateKeyPair =

getKeyPairFromPrivateKey (currencyTransferRequest.getPrivateKey()) ;

Chain.Transaction transaction = apiWrapper.blockingStub.createTransaction (transfer);
TransactionBuilder transactionBuilder = new TransactionBuilder (transaction);

if (currencyTransferRequest.getMemo () != null) {

transactionBuilder.setMemo (currencyTransferRequest.getMemo () ) ;}

transaction = transactionBuilder.build() ;
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transaction = apiWrapper.signTransaction (transaction, privateKeyPair):;
return transaction;}

private Chain.Transaction createAndSignFreezeTransaction (FreezeBalanceRequest
freezeBalanceRequest) {

long atomicUnitsToFreeze =

TronCurrencyConverter.convertToAtomicUnits (freezeBalanceRequest.getAmount ()) ;

int resourceCode = freezeBalanceRequest.getResource () .getCode () ;

String addressTo = freezeBalanceRequest.getReceiverAddress() == null 2 ""
freezeBalanceRequest.getReceiverAddress () ;

Response.TransactionExtention freezeTransaction;

try {

freezeTransaction = apiWrapper.freezeBalance (freezeBalanceRequest.getOwnerAddress(),
atomicUnitsToFreeze, 3, resourceCode, addressTo);

} catch (IllegalException e) {throw new FailedTransactionRuntimeException ("Failed to
create freeze balance exception: " + e.getMessage()); }

SECP256K1.KeyPair privateKeyPair =

getKeyPairFromPrivateKey (freezeBalanceRequest.getPrivateKey());

return apiWrapper.signTransaction (freezeTransaction, privateKeyPair);}

private Chain.Transaction createAndSignUnfreezeTransaction (UnfreezeBalanceRequest
unfreezeBalanceRequest) { Response.TransactionExtention unfreezeTransaction;

try { unfreezeTransaction =

apiWrapper.unfreezeBalance (unfreezeBalanceRequest.getOwnerAddress (),

unfreezeBalanceRequest.getResource () .getCode()); } catch (IllegalException e) { throw
new FailedTransactionRuntimeException("Failed to create unfreeze balance exception: "
+ e.getMessage());} SECP256Kl.KeyPair privateKeyPair =

getKeyPairFromPrivateKey (unfreezeBalanceRequest.getPrivateKey());
return apiWrapper.signTransaction (unfreezeTransaction, privateKeyPair);}

private SECP256K1l.KeyPair getKeyPairFromPrivateKey (String privateKeyHex) { return
SECP256K1.KeyPair.create (SECP256K1.PrivateKey.create (Bytes32.fromHexString (privateKey
Hex)));}}

Kitac Calculator

package edu.diploma.ms.tron.util;
import lombok.AccessLevel;

import lombok.NoArgsConstructor;
import java.math.BigDecimal;
import java.math.RoundingMode;

@NoArgsConstructor (access = AccessLevel.PRIVATE)

public final class Calculator {

public static double divide (double numberToDivide, double divisor) {
BigDecimal divide =
BigDecimal.valueOf (numberToDivide) .divide (BigDecimal.valueOf (divisor), 20,
RoundingMode.HALF UP); return divide.doubleValue();}

public static double multiply(double first, double second) {

return BigDecimal.valueOf (first) .multiply (BigDecimal.valueOf (second))
.setScale (5, RoundingMode.HALF DOWN) .doubleValue();}}

Kiac AccountController

package edu.diploma.ms.tron.configuration;
import edu.diploma.ms.tron.properties.TronWrapperProperties;



import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.tron.trident.core.ApiWrapper;

@Configuration

public class TronWrapperConfiguration {

@Bean public ApiWrapper apiWrapper (TronWrapperProperties tronWrapperProperties)
//0fficial public node connection is used

return new ApiWrapper ("3.218.137.187:50051", "3.218.137.187:50061",
tronWrapperProperties.getPrivateKey());}}

Kiac TransactionController

package edu.diploma.ms.tron.configuration;

import edu.diploma.ms.tron.properties.TronWrapperProperties;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.tron.trident.core.ApiWrapper;

@Configuration

public class TronWrapperConfiguration {

@Bean public ApiWrapper apiWrapper (TronWrapperProperties tronWrapperProperties)
//0fficial public node connection is used

return new ApiWrapper("3.218.137.187:50051", "3.218.137.187:50061",
tronWrapperProperties.getPrivateKey());}}

B.3 [Iporpamuwmii kox Mikpocepsica be-bot

Kiac SessionService

package edu.diploma.ms.bot.business.service;

import edu.diploma.ms.bot.business.constants.SessionState;

import edu.diploma.ms.bot.business.converter.UserSessionConverter;

import edu.diploma.ms.bot.business.db.model.UserSessionModel;

import edu.diploma.ms.bot.business.db.repository.UserSessionModelRepository;
import edu.diploma.ms.bot.business.exception.NotFoundRuntimeException;
import
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{

{

edu.diploma.ms.bot.business.integration.core.communication.CoreCommunicationService;

import edu.diploma.ms.bot.business.integration.core.model.UserCoreResponse;
import edu.diploma.ms.bot.engine.entity.*;

import edu.diploma.ms.bot.engine.entity.enums.InputType;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f4j; import org.springframework.stereotype.Service;
import org.telegram.telegrambots.meta.api.objects.Update;

import org.telegram.telegrambots.meta.api.objects.User;

import Jjava.time.Clock; import java.util.Map;
import java.util.concurrent.ConcurrentHashMap;

@S1f43 @RequiredArgsConstructor @Service
public class SessionService {
private static final String START KEYBOARD REDIRECT COMMAND = "/start";

private final Map<Long, UserSession> sessionMap = new ConcurrentHashMap<>();
private final Clock utcConfiguredClock;
private final UserSessionModelRepository userSessionModelRepository;
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private final CoreCommunicationService coreCommunicationService;

public UserSession prepareSession (Update update, Long chatId, String data) {
UserSession userSession = sessionMap.get(chatId); if (userSession == null) {
UserSession preparedUserSession = prepareSessionOrCreate (update, chatlId, data);
sessionMap.put (chatId, preparedUserSession);

return preparedUserSession;}

setInputToSessionFromUpdate (update, data, userSession);

return userSession;}

private UserSession prepareSessionOrCreate (Update update, Long chatId, String data) {
return userSessionModelRepository.findByChatId (chatId)

.map (userSessionModel -> setInputForDatabaseSession (update, data, userSessionModel))
.orElseGet (() -> createSession (update, chatlId));}

private UserSession setInputForDatabaseSession (Update update, String data,
UserSessionModel model) {

UserSession userSessionFromDb = UserSessionConverter.convert (model) ;
setInputToSessionFromUpdate (update, data, userSessionFromDb) ;

return userSessionFromDb; }

private void setInputToSessionFromUpdate (Update update, String data, UserSession
userSession) { 1f (update.hasCallbackQuery()) { userSession.setCallbackData (data);

} else { if (data == null) { userSession.setInputType (InputType.UNSUPPORTED) ;

} else { userSession.setInputType (InputType.TEXT); userSession.setInputData (data);}}}

private UserSession createSession (Update update, Long chatId) {
User user; 1f (update.hasCallbackQuery()) {user =
update.getCallbackQuery () .getFrom();} else {user = update.getMessage().getFrom()}

UserSession.UserSessionBuilder newSessionBuilder = UserSession.builder();
TelegramUserInfo profile;

profile = TelegramUserInfo.builder () .userId(Long.valueOf (user.getId()))
.chatId(chatId).fullName (String.format ("%$s %s", user.getFirstName (),
user.getLastName () ) ) .userName (user.getUserName () ) .build();

UserSession newUserSession = newSessionBuilder.telegramUserInfo (profile)
.paginationState (new PaginationState()) .build();

UserCoreResponse userDataFromCore = coreCommunicationService.findUser (user.getId());
if (userDataFromCore.getActiveWalletAddress() != null) {
newUserSession.setActiveWalletAddress (userDataFromCore.getActiveWalletAddress()) ;
newUserSession.setState (SessionState.HAS ACTIVE WALLET); } else
{newUserSession.setState (SessionState.HAS NO ACTIVE WALLET);}
newUserSession.setInputData(START_KEYBOARD_REDIRECT_COMMAND);
newUserSession.setInputType (InputType.TEXT) ;

Long createDate = utcConfiguredClock.millis();

userSessionModelRepository.save (UserSessionConverter.convert (newUserSession, chatId,
createDate)); log.info("Successfully created session for user with id {}.",
user.getId()); return newUserSession;}

public void update (UserSession userSession, Long chatId) {
UserSessionModel toUpdate =
userSessionModelRepository.findByChatId (chatId) .orElseThrow( () ->

new NotFoundRuntimeException (String.format ("Session not found. Chat id: %d",
chatId))):;

UserSessionModel userSessionModel = UserSessionConverter.convert (userSession, chatId,
toUpdate.getCreatedDate (), utcConfiguredClock.millis (), toUpdate.getId());
userSessionModelRepository.save (userSessionModel); }}



Kiac UserSession

package edu.diploma.ms.bot.engine.entity;

import edu.diploma.ms.bot.business.constants.SessionState;

import edu.diploma.ms.bot.business.integration.core.model.*;

import edu.diploma.ms.bot.business.integration.tron.model.*;

import edu.diploma.ms.bot.engine.entity.config.ButtonConfiguration;
import edu.diploma.ms.bot.engine.entity.config.MessageConfiguration;
import edu.diploma.ms.bot.engine.entity.enums.InputType;

import edu.diploma.ms.bot.engine.entity.pagination.PaginationState;
import lombok.*;

@Data @Builder

public class UserSession {

private TelegramUserInfo telegramUserInfo; private String callbackData; private
String inputData; private Integer lastInlineKeyboardMessageld;
private Integer lastReplyKeyboardMessageld; private Integer lastMessagelId;

private PaginationState paginationState; private InputType inputType;
private MessageConfiguration messageConfiguration; private ButtonConfiguration
activeButton; private SessionState state; private String activeWalletAddress;

private AccountResourcesTronResponse selectedAccount;

private TransactionTronResponse selectedTransaction;

private NewWalletCoreRequest createWalletRequest;

private NewWalletCoreRequest importWalletRequest;

private CurrencyTransferCoreRequest currencyTransferCoreRequest;
private FreezeBalanceCoreRequest freezeBalanceCoreRequest;}

Knac TelegramUserinfo

package edu.diploma.ms.bot.engine.entity;
import lombok.Builder;

import lombok.Data;

@Data @Builder
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public class TelegramUserInfo { private String fullName; private Long userId; private

String userName; private Long chatId;}

Knac ResponseMessageWrapper

package edu.diploma.ms.bot.engine.entity;

import java.util.List;

import edu.diploma.ms.bot.engine.entity.enums.MessageProcessStrategy;
import lombok.Builder; import lombok.Data;

import org.springframework.context.ApplicationContext;

@Data @Builder
public class ResponseMessageWrapper {

private ApplicationContext ctx; private UserSession userSession;

private Integer messageld; private MessageProcessStrategy messageProcessStrategy;

private String text; private List<List<Button>> callbacks;
private boolean responseToCommand;

public Long getUserId() {return userSession.getTelegramUserInfo () .getUserId();;}



public void setTextToMessageConfiguration (String message) {
userSession.getMessageConfiguration () .getText () .setText (message) ;
userSession.getMessageConfiguration () .getText () .setArgGenerator (null);}}

Kirac BotGateway

package edu.diploma.ms.bot.engine;

import edu.diploma.ms.bot.business.service.SessionService;

import edu.diploma.ms.bot.engine.config.EngineCoreProperties;

import edu.diploma.ms.bot.engine.entity.UserSession;

import edu.diploma.ms.bot.engine.services.UserUpdateProcessor;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.context.annotation.Lazy;

import org.springframework.integration.support.locks.LockRegistry;
import org.springframework.stereotype.Component;

import org.telegram.abilitybots.api.bot.AbilityBot;

import org.telegram.abilitybots.api.objects.Reply;

import org.telegram.telegrambots.meta.api.objects.Update;

import java.util.concurrent.ExecutorService;

import Jjava.util.concurrent.Executors; import java.util.function.Consumer;
import static org.telegram.abilitybots.api.objects.Flag.CALLBACK QUERY;
import static org.telegram.abilitybots.api.objects.Flag.MESSAGE;

@Component

public class BotGateway extends AbilityBot {

private final EngineCoreProperties properties;

private final UserUpdateProcessor userUpdateProcessor;
private final SessionService sessionService;

private final ExecutorService updateProcessorExecutor;
private final LockRegistry lockRegistry;

@Lazy @Autowired

public BotGateway (EngineCoreProperties properties, LockRegistry
globalCustomerLockRegistry,

UserUpdateProcessor userUpdateProcessor, SessionService sessionService) {

super (properties.getToken (), properties.getUsername());

this.properties = properties; this.userUpdateProcessor = userUpdateProcessor;
this.sessionService = sessionService; this.updateProcessorExecutor =
Executors.newFixedThreadPool (properties.getUpdateReceiverThreadPoolSize ()) ;

this.lockRegistry = globalCustomerLockRegistry;}

public Reply replyToMessage () {

Consumer<Update> consumer = u -> updateProcessorExecutor.execute (() —-> {

Long chatId = u.getMessage () .getChatId()

lockRegistry.obtain (chatId) .lock();

try { UserSession userSession = sessionService.prepareSession (u, chatlId,
u.getMessage () .getText ()); userUpdateProcessor.processInputMessage (u, userSession);
sessionService.update (userSession, chatId); } finally {
lockRegistry.obtain (chatId) .unlock();}}); return Reply.of (consumer, MESSAGE);}

public Reply replyToCallBack() {

Consumer<Update> consumer = u -> updateProcessorExecutor.execute (() -> {
Long chatId = u.getCallbackQuery () .getMessage () .getChatId()
lockRegistry.obtain (chatId).lock(); try { UserSession userSession =
sessionService.prepareSession (u, chatId, u.getCallbackQuery().getData()):;

userUpdateProcessor.processCallback (u, userSession);
sessionService.update (userSession, chatId); } finally {
lockRegistry.obtain (chatId) .unlock();}}); return Reply.of (consumer, CALLBACK QUERY)
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@Override public int creatorId() { EngineCoreProperties.Creator creator =
properties.getCreator () ;return creator.getId();}}

Knac TelegramBotApplication

package edu.diploma.ms.bot;

import org.springframework.boot.SpringApplication;

import org.springframework.boot.autoconfigure.SpringBootApplication;

import org.springframework.data.mongodb.repository.config.EnableMongoRepositories;
import org.telegram.telegrambots.ApiContextInitializer;

@EnableMongoRepositories @SpringBootApplication

public class TelegramBotApplication { public static void main(String[] args) {
ApiContextInitializer.init();
SpringApplication.run(TelegramBotApplication.class, args);}}

Knac EngineCoreProperties

package edu.diploma.ms.bot.engine.config;

import lombok.Getter;

import lombok.NoArgsConstructor;

import lombok.Setter;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.stereotype.Component;

import java.util.Locale;

@Getter @Setter @ConfigurationProperties ("bot") @Component

public class EngineCoreProperties {

private Integer updateReceiverLockRegistrySize;

private String token; private String username;

private Locale defaultLocale; private Integer updateReceiverThreadPoolSize;
private String messageConfigPath; private Creator creator;

@Setter @Getter @NoArgsConstructor

public static class Creator {private Integer id;}}

Knac UserUpdateProcessor

package edu.diploma.ms.bot.engine.services;

import edu.diploma.ms.bot.business.action.BotCommandActions;

import edu.diploma.ms.bot.business.action.StartActions;

import edu.diploma.ms.bot.business.constants.engine.BotCommand;
import edu.diploma.ms.bot.engine.constants.Keyboard;

import edu.diploma.ms.bot.engine.entity.ResponseMessageWrapper;
import edu.diploma.ms.bot.engine.entity.UserSession;

import edu.diploma.ms.bot.engine.entity.config.ButtonConfiguration;
import edu.diploma.ms.bot.engine.entity.config.MessageConfigurationStorage;
import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f47;

import org.springframework.context.ApplicationContext;

import org.springframework.stereotype.Component;
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import org.telegram.telegrambots.meta.api.objects.Update;
import java.util.Objects;

@S1f4j @RequiredArgsConstructor @Component

public class UserUpdateProcessor {

private static final String START COMMAND = "/start";

private final MessageTextProcessor messageTextProcessor;

private final MessageKeyboardProcessor messageKeyboardProcessor;
private final UserActionProcessor userActionProcessor;

private final MessageSender messageSender;

private final ApplicationContext applicationContext;

public void processCallback (Update update, UserSession userSession) {

if (clickShouldNotBeProcessed (userSession)) {return;}

Integer lastMessageld = userSession.getLastMessagelId():;

if (Objects.isNull (lastMessagelId)) { sendKeyboardIsOldMessage (update, userSession);
userSession.setInputData (START COMMAND); processInputMessage (update, userSession);
return;}

boolean keyboardIsOld =
lastMessagelId.compareTo (update.getCallbackQuery () .getMessage () .getMessageId()) > 0;
if (keyboardIsOld) { sendKeyboardIsOldMessage (update, userSession); return;}

setActiveButton (userSession) ;Keyboard next = userSession.getActiveButton () .getNext () ;
if (next != null) {

MessageConfigurationStorage.setKeyboardToSession (userSession, next);}
ResponseMessageWrapper wrapper = prepareSessionWrapper (userSession, update);
userActionProcessor.processActionOnCallback (wrapper) ;
prepareMessageFromConfigurationAndSend (wrapper) ; }

private void sendKeyboardIsOldMessage (Update update, UserSession userSession) {
messageSender.sendEditMessageWithSuccessReturned (userSession.getTelegramUserInfo () .ge
tUserId (), update.getCallbackQuery() .getMessage () .getMessageld(),

"TepMmin pmil niel xjnaBiaTypu 3akiHuUMBCSA. Bynob Jjlacka, BUKOPUCTOBYMTE HOBIimry
xkjnaBiaTypy.");}

public void processInputMessage (Update update, UserSession userSession) {

boolean responseToCommand = false;

String inputData = userSession.getlInputData();

if (inputbData != null && inputData.startsWith (START COMMAND)) {
StartActions.startCommandAction (userSession) ;

} else if (BotCommand.isAllowedCommand (inputData, userSession.getState())) {

StartActions.clearInputTriggers (userSession);

BotCommand command = BotCommand.getCommandKeyboard (inputData) ;

Keyboard keyboard = command.getKeyboard();
MessageConfigurationStorage.setKeyboardToSession (userSession, keyboard);

if (command.isHasAction()) { BotCommandActions.processCommand (userSession, command) ;
responseToCommand = true;}}

if (Objects.nonNull (userSession.getLastInlineKeyboardMessageId())) {
messageSender.sendDeleteMessageWithSuccessReturned (userSession.getTelegramUserInfo () .
getUserId (), userSession.getlLastInlineKeyboardMessageId())
userSession.setlLastInlineKeyboardMessageId (null);}

ResponseMessageWrapper wrapper = prepareSessionWrapper (userSession, update);
userActionProcessor.processActionOnInputMessage (wrapper, responseToCommand) ;
prepareMessageFromConfigurationAndSend (wrapper) ; }

private boolean clickShouldNotBeProcessed (UserSession userSession) {

return ! (Objects.isNull (userSession.getActiveButton()) ||
luserSession.getCallbackData () .equals (userSession.getActiveButton () .getId())
| | Boolean.TRUE.equals (userSession.getActiveButton () .getMultiClickable()));}

private void setActiveButton (UserSession userSession) {
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ButtonConfiguration button =
userSession.getMessageConfiguration () .getButtonById (userSession.getCallbackData());
if (button == null) { button = ButtonConfiguration.builder () .next (Keyboard.START

) .build(); }userSession.setActiveButton (button);}

private void prepareMessageFromConfigurationAndSend (ResponseMessageWrapper m) {

try { messageKeyboardProcessor.prepareKeyboard (m) ;
messageTextProcessor.prepareText (m); } catch (RuntimeException e) {

log.error ("Error transforming message configuration to user {}: {}", m.getUserId(),
e.getMessage (), e);
MessageConfigurationStorage.setKeyboardToSession (m.getUserSession (), Keyboard.ERROR) ;
messageKeyboardProcessor.prepareKeyboard (m) ;

messageTextProcessor.prepareText (m) ; } messageSender.sendMessage (m) ; }

private ResponseMessageWrapper prepareSessionWrapper (UserSession s, Update u) {
ResponseMessageWrapper.ResponseMessageWrapperBuilder builder =
ResponseMessageWrapper.builder () .userSession(s) .ctx (applicationContext) ;

if (u.hasCallbackQuery()) {

builder.messageld(u.getCallbackQuery () .getMessage () .getMessageId()) .text (u.getCallbac
kQuery () .getMessage () .getText ()); } else {
builder.messageId(u.getMessage () .getMessageId()) .text (u.getMessage().getText());}
ResponseMessageWrapper message = builder.build();

message.getUserSession () .setlLastMessageld (message.getMessageld()); return message;}}

Kiac UserActionProcessor

package edu.diploma.ms.bot.engine.services;

import edu.diploma.ms.bot.engine.constants.Keyboard;

import edu.diploma.ms.bot.engine.entity.ResponseMessageWrapper;

import edu.diploma.ms.bot.engine.entity.config.MessageConfigurationStorage;
import edu.diploma.ms.bot.engine.entity.enums.MessageProcessStrateqgy;
import edu.diploma.ms.bot.engine.exception.ValidationErrorException;

import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f4j;

import org.springframework.stereotype.Service;

import java.util.Objects;

import java.util.Optional;

import static edu.diploma.ms.bot.engine.entity.enums.MessageProcessStrategy.*;

@S1f43 @RequiredArgsConstructor @Service
public class UserActionProcessor ({

public void processActionOnInputMessage (ResponseMessageWrapper wrapper, boolean
responseToCommand) {
processAction (wrapper, CREATE NEW, responseToCommand) ;}

public void processActionOnCallback (ResponseMessageWrapper wrapper) {
processAction (wrapper, EDIT PRESENT, false);}

private void processAction (ResponseMessageWrapper wrapper, MessageProcessStrategy
messageProcessStrategy, boolean responseToCommand) {
wrapper.setMessageProcessStrategy (messageProcessStrateqgy) ;

processMethod (wrapper, responseToCommand) ; }

private void processMethod (ResponseMessageWrapper wrapper, boolean responseToCommand)

{Optional.ofNullable (wrapper.getUserSession () .getActiveButton()) .ifPresent(b -> { try
{ 1f (wrapper.getMessageProcessStrategy () .equals (CREATE NEW) && !responseToCommand) {
Optional.ofNullable(b.getInputValidator()) .ifPresent (v -> {

v.getValidator () .accept (wrapper) ;
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Optional.ofNullable(b.getAction()) .ifPresent(a -> a.getAction () .accept (wrapper));}):
} else if (Objects.isNull (b.getInputValidator())) {
Optional.ofNullable(b.getAction()) .ifPresent(a -> a.getAction () .accept (wrapper)) ;}

} catch (ValidationErrorException error) {

String errorMessage = error.getErrorMessage () ;

wrapper.setTextToMessageConfiguration (errorMessage) ;

} catch (RuntimeException e) {

log.error ("Error processing action: {}", e.getMessage()):;
MessageConfigurationStorage.setKeyboardToSession (wrapper.getUserSession(),
Keyboard.ERROR) ; } }); wrapper.setText (null);
wrapper.getUserSession () .setInputData (null);}}

Kiac MessageTextProcessor

package edu.diploma.ms.bot.engine.services;

import edu.diploma.ms.bot.engine.entity.ResponseMessageWrapper;

import edu.diploma.ms.bot.engine.entity.UserSession;

import edu.diploma.ms.bot.engine.entity.config.MessageTextConfiguration;

import lombok.RequiredArgsConstructor; import org.springframework.stereotype.Service;
import Jjava.util.Objects;

import static edu.diploma.ms.bot.engine.utils.MessageFormatUtil.formatMessage;

@RequiredArgsConstructor @Service public class MessageTextProcessor {

public void prepareText (ResponseMessageWrapper message) {

UserSession userSession = message.getUserSession();
MessageTextConfiguration messageTextConfig =
userSession.getMessageConfiguration () .getText (); String text;
if (Objects.nonNull (messageTextConfig.getText ())) { text =
messageTextConfig.getText (); } else if

(Objects.isNull (messageTextConfig.getMessage())) {

text = messageTextConfig.getTextGenerator () .getGenerator () .apply (message); } else {
Object[] textArgs = null;

if (Objects.nonNull (messageTextConfig.getArgGenerator())) { textArgs =
messageTextConfig.getArgGenerator () .getGenerator () .apply (message.getUserSession());}
text = formatMessage (messageTextConfig.getMessage (), textArgs);

} message.setText (text);}}

Knac MessageKeyboardProcessor

package edu.diploma.ms.bot.engine.services;

import edu.diploma.ms.bot.business.constants.engine.KeyboardType;

import edu.diploma.ms.bot.engine.entity.Button;

import edu.diploma.ms.bot.engine.entity.ResponseMessageWrapper;

import edu.diploma.ms.bot.engine.entity.UserSession;

import edu.diploma.ms.bot.engine.entity.config.ButtonConfiguration;
import edu.diploma.ms.bot.engine.entity.config.ButtonLabelConfiguration;
import lombok.RequiredArgsConstructor;

import lombok.extern.slf4j.S1f47;
import org.springframework.stereotype.Service;

import java.util.List;
import java.util.Objects;
import java.util.stream.Collectors;
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import static edu.diploma.ms.bot.engine.utils.MessageFormatUtil.formatMessage;

@S1f43 @RequiredArgsConstructor @Service
public class MessageKeyboardProcessor

private final MessageKeyboardPaginationProcessor messageKeyboardPaginationProcessor;

public void prepareKeyboard (ResponseMessageWrapper message) {

if (message.getUserSession () .getMessageConfiguration () .getKeyboardType () ==
KeyboardType.INLINE) {preparelInlineKeyboard (message);

} else { prepareReplyKeyboard (message);}}

private void prepareReplyKeyboard (ResponseMessageWrapper message) {
UserSession userSession = message.getUserSession();
List<List<ButtonConfiguration>> callbacks = userSession
.getMessageConfiguration () .getCallbacks();

message.setCallbacks (callbacks.stream()

.map (row -> row.stream() .map (buttonConf -> Button.builder ()

.key (prepareTextFromConfiguration (buttonConf, message))
.id(buttonConf.getId()) .build()) .collect(Collectors.tolList())).filter (row ->
'row.isEmpty()) .collect (Collectors.toList()));}

private void preparelInlineKeyboard (ResponseMessageWrapper message) {
UserSession userSession = message.getUserSession();

messageKeyboardPaginationProcessor.preparePageKeyboardIfPresent (message) ;
List<List<ButtonConfiguration>> callbacks =
userSession.getMessageConfiguration () .getCallbacks () ;

message.setCallbacks (callbacks.stream() .map(row -> row.stream()

.filter (buttonConf -> filterButtonDynamicCondition (buttonConf,

message) ) .map (buttonConfiguration -> Button.builder ()

.key (prepareTextFromConfiguration (buttonConfiguration, message))
.id(buttonConfiguration.getId()) .build()) .collect (Collectors.toList()))
.filter(row -> !row.isEmpty()).collect(Collectors.toList()));}

private String prepareTextFromConfiguration (ButtonConfiguration b,
ResponseMessageWrapper message) {

ButtonLabelConfiguration label = b.getLabel () ;

if (Objects.nonNull (label.getText ())) { return label.getText();

} else { 1if (Objects.nonNull (label.getTextGenerator())) {

return label.getTextGenerator () .getGenerator () .apply (message, b);
} else { return formatMessage (label.getMessage());}}}

private boolean filterButtonDynamicCondition (ButtonConfiguration b,
ResponseMessageWrapper message) {

if (Objects.isNull (b.getDynamicValidator())) { return true;}

return b.getDynamicValidator () .getValidator () .test (message, b);}}

Knac MessageKeyboardPaginationProcessor

package edu.diploma.ms.bot.engine.services;

import edu.diploma.ms.bot.engine.constants.Action;

import edu.diploma.ms.bot.engine.constants.ButtonDynamicValidator;

import edu.diploma.ms.bot.engine.constants.Keyboard;

import edu.diploma.ms.bot.engine.entity.ResponseMessageWrapper;

import edu.diploma.ms.bot.engine.entity.config.ButtonConfiguration;

import edu.diploma.ms.bot.engine.entity.config.ButtonLabelConfiguration;
import edu.diploma.ms.bot.engine.entity.config.MessageConfigurationStorage;
import edu.diploma.ms.bot.engine.entity.enums.TypeOfButton;
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import edu.diploma.ms.bot.engine.entity.pagination.EntityForPagination;

import edu.diploma.ms.bot.engine.entity.pagination.PaginationPage;

import edu.diploma.ms.bot.engine.entity.pagination.PaginationPreparationService;
import edu.diploma.ms.bot.engine.entity.pagination.PaginationState;

import lombok.RequiredArgsConstructor; import lombok.extern.slf4j.S1f4dj;

import org.springframework.context.ApplicationContext;

import org.springframework.stereotype.Service;

import javax.annotation.Resource; import java.util.*;

@S1f43 @RequiredArgsConstructor @Service
public class MessageKeyboardPaginationProcessor ({

private static final Integer PAGE SIZE DEFAULT = 5;

private static final ButtonConfiguration NEXT BUTTON = ButtonConfiguration.builder ()
.id("PAGINATION_NEXT_PAGE")

.label (ButtonLabelConfiguration.builder () .text ("> mani"™) .build())
.dynamicValidator (ButtonDynamicValidator .NEXT PAGE VALIDATOR)
.action (Action.NEXT PAGE ACTION) .multiClickable (true) .build();
private static final ButtonConfiguration PREVIOUS BUTTON =
ButtonConfiguration.builder () .id ("PAGINATION PREVIOUS PAGE")

.label (ButtonLabelConfiguration.builder () .text ("Hazazno <") .build())
.dynamiCValidator(ButtonDynamicValidator.PREVIOUS_PAGE_VALIDATOR)
.action (Action.PREVIOUS PAGE ACTION) .multiClickable (true) .build();

@Resource private ApplicationContext ctx;

public void preparePageKeyboardIfPresent (ResponseMessageWrapper message) {
List<List<ButtonConfiguration>> buttonsConfiguration =
message.getUserSession () .getMessageConfiguration () .getCallbacks () ;

buttonsConfiguration.stream()

.filter (row -> TypeOfButton.PAGINATION == row.get (0) .getType()).findFirst ()
.1fPresent (paginationConfigRow -> prepareButtons (message, buttonsConfiguration,
paginationConfigRow.get (0), buttonsConfiguration.indexOf (paginationConfigRow)));}

private void prepareButtons (ResponseMessageWrapper message,
List<List<ButtonConfiguration>> buttonsConfiguration,

ButtonConfiguration paginationConfig, Integer paginationConfigRowIndex) {
PaginationState paginationState = message.getUserSession().getPaginationState();
fillPaginationStateWithData (message) ;

List<EntityForPagination> paginationValues = paginationState.getPaginationValues() ;

List<List<ButtonConfiguration>> paginationConfigReplacement = new ArrayList<>();

paginationValues.stream() .filter (EntityForPagination::displayAsButton)

.forEach (paginationvValue ->

paginationConfigReplacement.add(Collections.singletonlList (ButtonConfiguration.builder
() .next (paginationConfig.getNext ()) .inputValidator (paginationConfig.getInputValidator
()) .action(paginationConfig.getAction()) .id(String.format ("PAGE ELEMENT %d",
paginationValues.indexOf (paginationValue)))

.label (ButtonLabelConfiguration.createOf (getTextForPaginationButton (paginationConfig,
message, paginationValue))) .build())));

paginationConfigReplacement.add (createPreviousAndNextPageButtons (message.getUserSessi
on () .getActiveButton () .getNext ()));

buttonsConfiguration = new ArrayList<>(buttonsConfiguration);
buttonsConfiguration.remove (paginationConfigRowIndex.intValue()) ;
buttonsConfiguration.addAll (paginationConfigRowIndex, paginationConfigReplacement) ;
message.getUserSession () .getMessageConfiguration () .setCallbacks (buttonsConfiguration)

i}

private void fillPaginationStateWithData (ResponseMessageWrapper message) {
PaginationState paginationState = message.getUserSession () .getPaginationState();
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PaginationPreparationService paginationPreparationService =
(PaginationPreparationService) ctx

.getBean (paginationState.getPaginationServiceName ()) ;

if (Objects.isNull (paginationState.getPageSize())) {
paginationState.setPageSize (PAGE SIZE DEFAULT) ; }

PaginationPage paginationPage =paginationPreparationService.getByPagination (message);
paginationState.setPaginationValues (paginationPage.getContent());
paginationState.setTotalPages (paginationPage.getTotalPages());}

private List<ButtonConfiguration> createPreviousAndNextPageButtons (Keyboard
nextKeyboardPath) {

List<ButtonConfiguration> pageSelectionRow = new ArrayList<>();
ButtonConfiguration next = MessageConfigurationStorage.copy (NEXT BUTTON) ;
next.setNext (nextKeyboardPath) ;

ButtonConfiguration previous = MessageConfigurationStorage.copy (PREVIOUS BUTTON) ;
previous.setNext (nextKeyboardPath) ;

pageSelectionRow.add (previous) ;
pageSelectionRow.add (next) ;
return pageSelectionRow;

}

private String getTextForPaginationButton (ButtonConfiguration configuration,

ResponseMessageWrapper message, EntityForPagination paginationvValue) { try { return
configuration.getLabel () .getPaginationTextGenerator () .getGenerator () .apply (message,
paginationValue); } catch (Exception e) {return "Illommunka cucremu.";}}}

Knac MessageConfigurationStorage

package edu.diploma.ms.bot.engine.entity.config;

import edu.diploma.ms.bot.business.constants.engine.KeyboardType;
import edu.diploma.ms.bot.engine.constants.ButtonTextGenerator;
import edu.diploma.ms.bot.engine.constants.Keyboard;

import edu.diploma.ms.bot.engine.entity.UserSession;

import edu.diploma.ms.bot.engine.entity.enums.TypeOfButton;
import lombok.AccessLevel;

import lombok.NoArgsConstructor;

import java.util.List;
import Jjava.util.function.Supplier;

import static
edu.diploma.ms.bot.engine.constants.Action.CALCULATE FREEZE BALANCE ACTION;
import static
edu.diploma.ms.bot.engine.constants.Action.CALCULATE UNFREEZE BALANCE ACTION;

import static edu.diploma.ms.bot.engine.constants.Action.*;
import static edu.diploma.ms.bot.engine.constants.ButtonDynamicValidator.*;
import static edu.diploma.ms.bot.engine.constants.ButtonPaginationTextGenerator.*;

import static edu.diploma.ms.bot.engine.constants.InputValidator.*;
import static edu.diploma.ms.bot.engine.constants.TextArgGenerator.*;
import static edu.diploma.ms.bot.engine.constants.TextGenerator.*;

@NoArgsConstructor (access = AccessLevel.PRIVATE)
public final class MessageConfigurationStorage {

public static final Supplier<MessageConfiguration> START = () ->
MessageConfiguration.builder () .build();
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public static final Supplier<MessageConfiguration> ERROR = () ->
MessageConfiguration.builder ()

.text (MessageTextConfiguration.builder () .text ("llocs nimygo He Tak. Bynbp Jlacka,
cnpobymre me pasz3.").build()) .build();

public static final Supplier<MessageConfiguration> CURRENCY RATE = () ->
MessageConfiguration.builder () .text (MessageTextConfiguration.builder () .textGenerator (
RATE TEXT) .build()) .build();

public static final Supplier<MessageConfiguration> START WITHOUT WALLET = () ->
MessageConfiguration.builder () . keyboardType (KeyboardType.REPLY)
.text (MessageTextConfiguration.builder () .message ("lpusiT, {0}.\nO6epu

nio:") .argGenerator (START ARGS) .build()) .callbacks(List.of (
List.of (ButtonConfiguration.builder ()
.label (ButtonLabelConfiguration.builder () .text ("CrBoputnu ramaneunp") .build())

.1d ("CREATE-WALLET") .build (),

ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("IMnopryBaTu ramMaHeun") .build())
.id ("IMPORT-WALLET") .build()),

List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("\uD83D\uDDOD Momyk akayHTy") .build())
.1d ("SEARCH-ACCOUNT") .build(),ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("\uD83D\uDDOD Momyk

TpaH3axkuii") .build()) .id ("SEARCH-TRANSACTION") .build()),

List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("Kypc TRX mo mBajmor") .build())
.1d ("CURRENCY RATE") .build()))) .build();

public static final Supplier<MessageConfiguration> START WITH WALLET = () ->
MessageConfiguration.builder () . keyboardType (KeyboardType.REPLY)

.text (MessageTextConfiguration.builder () .message ("lpueiT, {0}.\nO6epwnu

nio:") .argGenerator (START ARGS) .build())

.callbacks (List.of (List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("Indopmanis npo axayHT") .build())
.id ("CREATE-WALLET") .build (), ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("IcTtopis Tpanszaxkuin") .build())
L1d("IMPORT-WALLET") .build()), List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("\uD83D\uDDOD Momyk axkayHTy") .build())
.id ("SEARCH-ACCOUNT") .build (), ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("\uD83D\uDDOD Iomyk

TpaHszakuii") .build()) .id ("SEARCH-TRANSACTION") .build()),
List.of (ButtonConfiguration.builder ()
.label (ButtonLabelConfiguration.builder () .text ("CrBopurn TpaHz3akuin") .build())

Lid ("NEW-TRANSACTION") .build (), ButtonConfiguration.builder ()
.label (ButtonLabelConfiguration.builder () .text ("Kypc TRX mo Bajuor") .build())
.id ("CURRENCY RATE") .build()))) .build();

public static final Supplier<MessageConfiguration> ACCOUNT = () ->
MessageConfiguration.builder ()

.text (MessageTextConfiguration.builder () .textGenerator (SELECTED ACCOUNT TEXT) .build()
) .callbacks (List.of (List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("\u2b05\ufel0f Haszag") .build())

.1d ("BACK TO_SEARCH") .next (Keyboard.SEARCH ACCOUNT) .inputValidator (ADDRESS VALIDATOR)
.action (SEARCH ACCOUNT ACTION) .multiClickable(true) .build()))) .build():;

public static final Supplier<MessageConfiguration> SEARCH ACCOUNT = () ->
MessageConfiguration.builder () .text (MessageTextConfiguration.builder () .text ("BereniTh
ampecy akayHTa, mob mneperyigHyTu iHbopMmalnin npo akayHT. [Ipukjan agpecu:
TBcAmMJyQ63EYP5DIgkxCIFXBz8RzgjgPAQ") .build () ) .build() ;

public static final Supplier<MessageConfiguration> OWN_ACCOUNT = () ->
MessageConfiguration.builder ()
.text (MessageTextConfiguration.builder () .textGenerator (OWN_ ACCOUNT TEXT) .build())
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.callbacks (List.of (List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("llokazaru ampecy") .build())
.id("OWN—ACCOUNT—ADDRESS").next(Keyboard.OWN_ACCOUNT_ADDRESS).build(),
ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("ExcnopryBaTu ramaHeus") .build())
.1d ("EXPORT-ACCOUNT") .next (Keyboard.OWN ACCOUNT EXPORT)
.action(EXPORT_WALLET_ACTION).inputValidator(SKIP_VALIDATION_WITH_DELETE).build()),
List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("Bumanutu ramaseunp") .build())
.id("REMOVE—ACCOUNT").next(Keyboard.OWN_ACCOUNT_REMOVE).action(REMOVE_WALLET_ACTION)
.inputValidator(SKIP_VALIDATION_WITH_DELETE).build()))).build();

public static final Supplier<MessageConfiguration> OWN ACCOUNT ADDRESS = () ->

MessageConfiguration.builder ()

.text (MessageTextConfiguration.builder () .message("{0}") .argGenerator (OWN_ACCOUNT ADDR
ESS ARGS) .build()) .callbacks (List.of (List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("\u2b05\ufe0f Haszag") .build())
.1d("BACK TO_OWN ADDRESS") .next (Keyboard.OWN ACCOUNT) .build()))) .build();

public static final Supplier<MessageConfiguration> OWN_ACCOUNT EXPORT = () ->
MessageConfiguration.builder ()

.text (MessageTextConfiguration.builder () .text ("BeemgiTe naposs.") .build())
.callbacks (List.of (List.of (ButtonConfiguration.builder ()

.label (ButtonLabelConfiguration.builder () .text ("\u2b05\ufel0f Hazag") .build())

.1d ("BACK _TO_OWN ADDRESS") .next (Keyboard.OWN ACCOUNT) .build()))) .build();
public static final Supplier<MessageConfiguration> OWN_ACCOUNT REMOVE = () ->
MessageConfiguration.builder ()

.text (MessageTextConfiguration.builder () .text ("BeenmiTe naposb.") .build())

.callbacks (List.of (List.of (ButtonConfiguration.builder ()
.label (ButtonLabelConfiguration.builder () .text ("\u2b05\ufe0f Haszag") .build())
.1d("BACK TO OWN ADDRESS") .next (Keyboard.OWN ACCOUNT) .build()))) .build();}

Kiac Keyboard

package edu.diploma.ms.bot.engine.constants;

import edu.diploma.ms.bot.engine.entity.config.MessageConfiguration;
import edu.diploma.ms.bot.engine.entity.config.MessageConfigurationStorage;
import lombok.Getter; import lombok.RequiredArgsConstructor;

import java.util.function.Supplier;
@Getter @RequiredArgsConstructor public enum Keyboard {

START (MessageConfigurationStorage.START),
ERROR (MessageConfigurationStorage.ERROR),

CURRENCY RATE (MessageConfigurationStorage.CURRENCY RATE),

START WITHOUT WALLET (MessageConfigurationStorage.START WITHOUT WALLET),
START WITH WALLET (MessageConfigurationStorage.START WITH WALLET),
ACCOUNT (MessageConfigurationStorage.ACCOUNT),

OWN ACCOUNT (MessageConfigurationStorage.OWN ACCOUNT),

OWN_ACCOUNT_ ADDRESS (MessageConfigurationStorage.OWN ACCOUNT ADDRESS),
OWN_ACCOUNT_ EXPORT (MessageConfigurationStorage.OWN ACCOUNT EXPORT),
OWN_ACCOUNT_ REMOVE (MessageConfigurationStorage.OWN ACCOUNT REMOVE),

SEARCH ACCOUNT (MessageConfigurationStorage.SEARCH ACCOUNT), ;
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Private final Supplier<MessageConfiguration> configuration;}

Kiac Action

package edu.diploma.ms.bot.engine.constants;

import
import
import
import
import
import
import
import

edu.
edu.
edu.
edu.
edu.
edu.

diploma.
diploma.
diploma.
diploma.
diploma.
diploma.

ms
ms
ms
ms
ms
ms

lombok.Getter;
lombok.RequiredArgsConstructor; import java.util.function.Consumer;

.bot.
.bot
.bot.
.bot.
.bot.
.bot.

business.action.DefaultActions;

.business.action.StartActions;

business.action.TronActions;
business.action.TronWalletActions;
business.action.util.PaginationDefaultActions;

engine.

@Getter@RequiredArgsConstructor
public enum Action {

entity.ResponseMessageWrapper;

START ACTION (StartActions.START ACTION),

SET INPUT DATA IN RELATED FIELD ACTION (DefaultActions.SET INPUT DATA IN RELATED FIELD
_ACTION),
SET INPUT DATA AS DOUBLE IN RELATED FIELD ACTION (DefaultActions.SET INPUT DATA AS DOU
BLE IN RELATED FIELD ACTION),
SET INPUT DATA AS INTEGER IN RELATED FIELD ACTION (DefaultActions.SET INPUT DATA AS IN
TEGER _IN RELATED FIELD ACTION),
SEARCH ACCOUNT ACTION (TronActions.SEARCH ACCOUNT ACTION), ;
private final Consumer<ResponseMessageWrapper> action;}

Kiac TronActions

package edu.diploma.ms.bot.business.action;

import edu.diploma.
import edu.diploma.

import

edu.diploma.ms.bot.
import edu.diploma.

import

edu.diploma.ms.bot.

import

edu.diploma.ms.bot.
diploma.
diploma.
diploma.
diploma.
diploma.
diploma.
diploma.
diploma.

import
import
import
import
import
import
import
import
import
import
import

edu.
edu.
edu.
edu.
edu.
edu.
edu.
edu.

ms.bot.business.action.util.PaginationDefaultActions;
ms.bot.business.exception.integration.RemoteMsException;

business.integration.core.communication.CoreCommunicationService;
ms.bot.business.integration.core.model. *;

business.integration.tron.communication.TronCommunicationService;

business.integration.tron.model.AccountResourcesTronResponse;
business.integration.tron.model.TransactionTronResponse;
business.storage.FreezeBalanceRateStorage;

ms
ms
ms
ms
ms
ms
ms
ms

.bot.
.bot.
.bot.
.bot.
.bot.
.bot.
.bot.
.bot.

lombok.AccessLevel;

java.math.BigDecimal;

static
edu.diploma.ms.bot.business.exception.ExceptionCode.FAILED TRANSACTION EXCEPTION;
import static edu.diploma.ms.bot.engine.utils.MessageFormatUtil.formatMessage;

@NoArgsConstructor (access

engine.
engine.
engine.
engine.
engine.
engine.

constants.Keyboard;
entity.ResponseMessageWrapper;
entity.UserSession;
entity.config.MessageConfigurationStorage;
services.MessageSender;
utils.MessageFormatUtil;

import lombok.NoArgsConstructor;

import java.util.function.Consumer;

= AccessLevel .PRIVATE) public final class TronActions {
public static final Consumer<ResponseMessageWrapper> SEARCH ACCOUNT ACTION = m -> {



139

TronCommunicationService communicationService =

m.getCtx () .getBean (TronCommunicationService.class);

UserSession userSession = m.getUserSession();

AccountResourcesTronResponse accountResources =
communicationService.getAccountResources (userSession.getInputData()) ;
userSession.setSelectedAccount (accountResources) ;
MessageConfigurationStorage.setKeyboardToSession (userSession, Keyboard.ACCOUNT) ;
userSession.getActiveButton () .deactivate(); };

public static final Consumer<ResponseMessageWrapper> SEARCH OWN ACCOUNT ACTION = m ->
{TronCommunicationService communicationService =

m.getCtx () .getBean (TronCommunicationService.class);

UserSession userSession = m.getUserSession();
MessageConfigurationStorage.setKeyboardToSession (userSession, Keyboard.OWN ACCOUNT) ;
AccountResourcesTronResponse accountResources =
communicationService.getAccountResources (userSession.getActiveWalletAddress());
userSession.setSelectedAccount (accountResources) ; };

public static final Consumer<ResponseMessageWrapper> SEARCH TRANSACTION ACTION = m ->
{ TronCommunicationService communicationService =
m.getCtx () .getBean (TronCommunicationService.class);

UserSession userSession = m.getUserSession();
TransactionTronResponse transaction =
communicationService.getTransaction (userSession.getInputData());

userSession.setSelectedTransaction (transaction);
MessageConfigurationStorage.setKeyboardToSession (userSession, Keyboard.TRANSACTION) ;
userSession.getActiveButton () .deactivate();

bi

public static final Consumer<ResponseMessageWrapper>

SELECT TRANSACTION HISTORY ACTION = m -> {

UserSession userSession = m.getUserSession();
PaginationDefaultActions.SELECT PAGINATION VALUE ACTION.accept (m);
TransactionTronResponse selectedPaginationValue = (TransactionTronResponse)
userSession.getPaginationState () .getSelectedPaginationvValue() ;
TronCommunicationService communicationService =

m.getCtx () .getBean (TronCommunicationService.class);
TransactionTronResponse transaction =
communicationService.getTransaction (selectedPaginationValue.getHash());
userSession.setSelectedTransaction (transaction);
userSession.getActiveButton () .deactivate(); };

public static final Consumer<ResponseMessageWrapper> PREPARE TRANSFER CURRENCY ACTION
= m -> {UserSession userSession = m.getUserSession();

if (userSession.getCurrencyTransferCoreRequest () == null) {
CurrencyTransferCoreRequest request = CurrencyTransferCoreRequest.builder ()
.telegramUserId (userSession.getTelegramUserInfo () .getUserId()) .build();

userSession.setCurrencyTransferCoreRequest (request);}};

public static final Consumer<ResponseMessageWrapper>
CALCULATE TRANSFER CURRENCY ACTION = m -> {UserSession userSession =
m.getUserSession () ;

userSession.getActiveButton () .deactivate();

CoreCommunicationService coreCommunicationService =

m.getCtx () .getBean (CoreCommunicationService.class);

BandwidthPriceCoreResponse bandwidthPriceCoreResponse = coreCommunicationService

.transferCurrencyPrice (userSession.getCurrencyTransferCoreRequest ()) ;
userSession.getMessageConfiguration () .getText ()

.setText (formatMessage ("BapricTes nepekas3y: {0} oOMHMIBL MOPONYCKHOI
3maTHOoCTi.\N3BepHiTh yBary, O 3a KOXHY OIMHMIIKO MNPOMNYCKHOI 3maTHoCcTi," +

" gxO0l HEIOCTAaTHBO IJiA TPaH3akKiii, 3 akayHTy Oyme cnajeHo 0.00004 TRX.\nBuxoHaTu
nepexas3?", bandwidthPriceCoreResponse.getBandwidthPrice()));};
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public static final Consumer<ResponseMessageWrapper> CALCULATE FREEZE BALANCE ACTION
=m —-> {

UserSession userSession = m.getUserSession();

FreezeBalanceCoreRequest request = FreezeBalanceCoreRequest.builder ()
.telegramUserId (userSession.getTelegramUserInfo () .getUserId())

.amount (Integer.parselnt (userSession.getInputData())) .build();
userSession.setFreezeBalanceCoreRequest (request) ;

userSession.getActiveButton () .deactivate();

CoreCommunicationService coreCommunicationService =

m.getCtx () .getBean (CoreCommunicationService.class);

BandwidthPriceCoreResponse bandwidthPriceCoreResponse = coreCommunicationService
.freezeBalancePrice (request);

FreezeBalanceRateStorage freezeBalanceRateStorage =

m.getCtx () .getBean (FreezeBalanceRateStorage.class) ;

double bandwidthToTrxRate = freezeBalanceRateStorage.getBandwidthToTrxRate () ;
BigDecimal receivedBandwidth = BigDecimal.valueOf (bandwidthToTrxRate)
.multiply(BigDecimal.valueOf (request.getAmount()));
MessageConfigurationStorage.setKeyboardToSession (userSession,

Keyboard.FREEZE CONFIRM) ;

userSession.getMessageConfiguration () .getText () .setText (formatMessage ("BapricTs
3acTaBu komTiB: {0} OOMHMIEL MNPONYCKHOI 3maTHocTi.\nOTpumMaeTe OGajiiB NPONYyCKHOI
s3maTHocTi: {1} \n3BepHiTH yBary, WO 3a& KOXHY OIMHMUIIO NPONYyCKHOI 3HaTHOCTi, gKOI
HEeIOCTAaTHBO NJIg TpaH3akKuii, 3 akayHTy Oyme cnajieHo 0.00004 TRX.\nBuxkoHaTu mnepexkas?",
bandwidthPriceCoreResponse.getBandwidthPrice (),
receivedBandwidth.stripTrailingZeros () .toPlainString()));};}

Kiac TronHistoryTextGenerator

package edu.diploma.ms.bot.business.text.button;

import edu.diploma.ms.bot.engine.entity.ResponseMessageWrapper;

import edu.diploma.ms.bot.engine.entity.pagination.EntityForPagination;
import lombok.AccessLevel;

import lombok.NoArgsConstructor;

import java.util.function.BiFunction;

@NoArgsConstructor (access = AccessLevel.PRIVATE)

public final class TradeHistoryTextGenerator

public static final BiFunction<ResponseMessageWrapper, EntityForPagination, String>
ORDER_PAGINATION BUTTON TEXT GENERATOR = (m, entity) ->

(String) entity.getButtonTextParams () [0];}

Kunac TronAccountTextGenerator

package edu.diploma.ms.bot.business.text.message;

import
edu.diploma.ms.bot.business.integration.tron.model.AccountResourcesTronResponse;
import edu.diploma.ms.bot.business.storage.CurrencyRatesStorage;

import edu.diploma.ms.bot.engine.entity.ResponseMessageWrapper;

import edu.diploma.ms.bot.engine.entity.UserSession;

import lombok.AccessLevel;

import lombok.NoArgsConstructor;

import org.springframework.context.ApplicationContext;
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import java.math.BigDecimal;
import java.util.function.Function;

import static edu.diploma.ms.bot.business.utils.NumberConverter.toPlainString;
import static edu.diploma.ms.bot.engine.utils.MessageFormatUtil.formatMessage;

@NoArgsConstructor (access = AccessLevel.PROTECTED)
public class TronAccountTextGenerator

public static final Function<ResponseMessageWrapper, String> SELECTED ACCOUNT TEXT =
m -> {UserSession userSession = m.getUserSession();

AccountResourcesTronResponse selectedAccount = userSession.getSelectedAccount () ;

if (selectedAccount.getAddress () != null && selectedAccount.getBandwidthLimit () != 0)
{ String accountMessage = formatMessage ("IHbopmalia npo akayHT: \nAmpeca:
{0}\nIJocTynuuit Gamauc (TRX): {1}\nlponyckHa smaTHicTb: BisnpHO {2} 3 {3}\nBanaHc nin
sacraBow (TRX): {4}\n", selectedAccount.getAccountMessageArgs());

String rateMessage = getTronRateMessage (m.getCtx());

String accountRateMessage = getTronAccountRateMessage (selectedAccount, m.getCtx());
return accountMessage.concat (rateMessage) .concat (accountRateMessage) ;

} else if (selectedAccount.getExists()) {

return "BkasaHMUM akayHT He aKTMBOBaHMM. [Jsa akTuBauli, HeobximHo 3pobuTum Hnepekas Ha
akayHT (momaTkoBO Oyme 3HaTo 0.1 TRX)";

} else {return "BkasaHOTO akayHTa He icHye.";}};

public static final Function<ResponseMessageWrapper, String> OWN_ ACCOUNT TEXT = m ->
{UserSession userSession = m.getUserSession();

AccountResourcesTronResponse selectedAccount userSession.getSelectedAccount () ;

if (selectedAccount.getAddress() != null && selectedAccount.getBandwidthLimit () != 0)
{ String accountMessage = formatMessage ("IHdopMauia npo akayHT:\nAmpeca:
{0}\nIocrynuuit Gamauc (TRX): {1}\n IpomnyckHa s3maTHicTb: BinbHO {2} 3 {3}\nBamauc mnig
sacraBow (TRX): {4}\n", selectedAccount.getAccountMessageArgs());

String rateMessage = getTronRateMessage (m.getCtx());

String accountRateMessage = getTronAccountRateMessage (selectedAccount, m.getCtx());

return accountMessage.concat (rateMessage) .concat (accountRateMessage) ;

} else if (selectedAccount.getExists()) {

return formatMessage ("Bam axkayHT 3 anpecown {0} He akTuBOBaHMM. [[Jig akTMBALll,
HeOoOxX1iOHO 3podUTK Mepekas Ha akayHT (momaTkoBo Oyme 3HsaATo 0.1 TRX)",
userSession.getActiveWalletAddress());

} else {return "BkaszaHoTro akayHTa He icHye.";}}; public static final
Function<ResponseMessageWrapper, String> RATE TEXT = m ->

getTronRateMessage (m.getCtx()) ;

private static String getTronRateMessage (ApplicationContext ctx) {
CurrencyRatesStorage currencyRatesStorage = ctx.getBean (CurrencyRatesStorage.class);
return formatMessage ("Kypc 1 TRX mo rpuBHi: {0}\nKypc 1 TRX mo momapa: {1}\n",
toPlainString (currencyRatesStorage.getUahRate()),

toPlainString (currencyRatesStorage.getUsdRate())) ;}

private static String getTronAccountRateMessage (AccountResourcesTronResponse account,
ApplicationContext ctx) {

CurrencyRatesStorage currencyRatesStorage = ctx.getBean (CurrencyRatesStorage.class);
if (account.getBalance() == 0.0) {

return formatMessage ("HocTynHuit Gasianc TRX B rpuBHi: {0}\nJocrynumuit 6ajjaHic TRX B
nojapax: {1}\n", "O", "0");}

BigDecimal balance = BigDecimal.valueOf (account.getBalance());

BigDecimal balanceUah =

balance.multiply (BigDecimal.valueOf (currencyRatesStorage.getUahRate()));
BigDecimal balanceUsd =

balance.multiply (BigDecimal.valueOf (currencyRatesStorage.getUsdRate())) ;

return formatMessage ("IocTynHmin 6asanc TRX B rTpueHi: {0}\nJocTynuuit GamsaHc TRX B
noyapax: {1}\n", balanceUah.stripTrailingZeros().toPlainString(),
balanceUsd.stripTrailingZeros () .toPlainString());}}
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JIOJATOK T

(O0O0B’s13K0BUIA)

MNPE3EHTALIMHI MATEPIAJIN



Kadegpa iHxeHepii nporpamHoro 3abesneyeHHs

[porpamHe 3a6e3neyvyeHHA anAa peanizauii
€/1IeKTPOHHOIro ramaHus KpuMnToBaaoTh Tronix 3
peanisauieto iHTepdency y Burnsgi Telegram-6oTa

BuKoHaB: cTygeHT IV kypcy, rpyna IM3-17-1 MesbHWK AHApin

KepiBHUK: AoueHT, KaHAMAaT TEXHIYHKMX HayK [paBopcbka H.l.

MeTa pocniaKeHHa MpOeKTYBaHHA Ta iMN/IEMEHTaLiA eIeKTPOHHOIo ramaHusa ana
KpuntoBanotH Tronix 3 iHTepdeiicom y BUrnsaai Telegram 6oTa, AKuUi
6M BMpillyBaB HaABHi Npo6G/eMM CyHaCHMX pilleHb.

06’eKT gocnigxeHHa Mpouecu YHKUiIOHYBaHHA €/1eKTPOHHMX raMaHLiB A1s KpUINTOBaMoT,
6I0KYEMH KpUNTOBanoTK Tronix, TexHooria po3po6ku Telegram 6oTiB.

MpeameT AoCnigKeHHS Mopaeni Ta MexaHi3Mu CTBOPEHHA €NIeKTPOHHMX
ramaHuie Ansa KpuntoanoTt Ta Telegram 6o0TiB.

3aBJlaHHA JOCNiAKEHHA MpoBecTn aHanis cneymdikm poboTH eNeKTPOHHMX ramaHLiB, TEXHOOr T
610KYeH, KpunToBanoTK Tronix Ta Telegram 60TiB.

Jocniauty HasBHe NporpamMHo-TEXHiYHe 3abe3nedeHHs npejMeTHoT obnacri.

BM3HAYMTK BUMOrM O €NIEKTPOHHOIO ramMaHLus Ta QyHKUiA, AKi BiH mae \
BMKOHYBATH. \

BMKOHATK NPOEKTYBaHHS NPOrpamHoi cMCTeMM, iHTepdelcy KOpUCTyBaYa
Ta 06paTH TexHONOriT i MeToau peanisauii cMcTemM.

BuKOHaTK NporpamHy peanisauilo NPUHMHATHX pPilleHb.
MpoBECTM TeCTyBaHHS po3PO6IEHOT CUCTEMM.

MpoaHanisyBaTh OTPUMaHi pe3ynbTati Ta cpopmyBaTi peKoMeHaaLii
1,010 HanpAMiB NPOAOBXEHHA PO6OTH
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AKTyaNbHICTb TEMM

Ocobnuocti TRON, Tronix

heneroBaHe nigTeepAxeHHA YacTtkm (DPoS) - BUCOKa WBMAKICTL NepeKasis
MoAenb pecypcie, NponyckHa 34aTHICTb (Bandwidth) - 6e3KkoWwTOBHI Nepekasm
nnatgopma 4nA geueHTpanizoBaHmx gogatkie (DApPRS)

OcobnueocTi Telegram B poni nnatpopmu Ana oAaTKIB

BiACYTHICTb 4OCTYNY 3 30BHilUHLOro CBIiTY
iAEHTUYHKMI iHTepdelc ana BCiX ragxeTis
o4HOYacHe OHOB/EHHA yHKLUioHany aas BCix naatgopm

15-20 TpaH3akuiii
Ha CeryHay

3.3-7 TpaHsakuin
Ha CeKyHay

o 700 TpaHsakuik
Ha ceKkyHay

AKTyaNbHIiCTb TEMH

AKTyanbHicTb TeMM  nonarae y  BiAcyTHocTi  peanisadii
e/IeKTPOHHOro ramaHua ansa Tronix, sKuM 6yB 6M AOCTYMHWA B
€OMHOMY BMrnaAi o4pasy Ha BCiX OCHOBHMX KOMIM’IOTEPHMX
nnatgopMax y Ppi3HMX BUrnagax, TakMX AK: [0oAaTOK  ANA
Komn’rotepa 44 cMmapTdoHy nig  pi3HMMKM  onepauiiHUMM
cmMcTemamm, Beb-A04aToK 3 4OCTYNoM Yepes 6paysep ToLlo.
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1. BiACYTHiCTb KOMN’IOTEPHMX Ta MNOBHOLIHHMX Be6-BepCi

2. BigcyTHicTb cnosilleHb Npo BXigHi nepeKkasu
3. BiacyTHicTb €guHoro iHTepdeiicy
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OTpuMaHi pesynbTaTu

Po3pobieHa cucTema J03BONSAE:!

- CTBOpIOBaTH Ta 1MI'IOpTyBaTM iCHytoMi ramaHui;
- CTBOpIOBaTM TpaH3aKLil 3 nepekasamu KOLUTiB, 3aCTaBol Ta BiAMiHOW 3aCTaB,
- nepernsgati 6anaHcK (AK CBil, TaK i iHWKMX KOPUCTyBaYiB), KypC BasloTH;

- nepernsgatm ictopito TpaH3aKui|71, MoLUYK TpaH3aKLii;

- OTPUMYBATK CMOBiLEHHSA Npo BXiAHi Nepekasu.

MpakTHyHa LiHHICTb

MpakTM4Ha ULiHHICTb OTPMMaHMX pe3y/bTaTiB MosiAirace B YCMiluHiM po3pobui|
eNleKTPOHHOro  ramaHua  Ana  KpUNToBanloTM  Tronix,  AKMM  MOXKHa |
BMKOPUCTOBYBaTM Ha BCiX TpaaMuiiHMX niatdopmax 3 €AMHMM iHTEpPMhENCOM. \'\
3aBAfKM AaHilt ocobnvBOCTi peanizauii, po3pobneHa nporpamHa cMcTEMa Mag \\

BMCOKY KOHKYPEHTHY CMPOMOXHICTb B MOPiBHAHHI 3 iCHYIOMMMM pillEHHAMM.

BucHoBKM

B pe3ynbTaTi BMKOHAHHA AWMMNJIOMHOTO MNPOeKTy 6yn0 npoBeAeHO aHani3
KpunToBasoTM Tronix Ta i ocob6nuBocTelt, Telegram K nnatopmu  Ans
PO3PO6KH, BU3HAYEHO HEAONIKM iCHYIO4MX pilleHb. 3anponoHOBaHO PillieHHs, AKe
NO3BONATb BMPIWMTK iCHYlOMi npobnemu Ha puHKY. Byno cnpoektoBaHo Ta
peasnizoBaHO CMCTEMY, AKa MOBHICTIO BiAMNOBigaE BU3HAYEHUMM CIJyHKLHOHaanIAM;
BMMOTaM.
Cepes MOM/IMBMX HanpAMiB NPOAOBXKEHHA pO60OTM HaA MPOEKTOM BapTO\
BiAMITMTM HacTynHi BapiaHTM: cucTeMa 0OMiHYy BaslloTamM, cMCTEMa AN TOPriBi \.
Ba/Il0TaMM, peanisauis nnaTikHOT CUCTEMM TOLLO.
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Artopa: A. B. Meinbnuk
Kepignuru: H. 1. ITpasopceka
Koncyneraura: 164446 2264 54.33 72 (3%)
OnoueHTH: (3%)
J#xepeno nnariary
HasguicTe nnariary B
ID Omite JIOKYMEHTI

CuMBoIH

Jlekcemu
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CxoXicThb

Hanbinbwa cxoxicTe: 1.75% 3 axepenoM 3 BibnioTexwu (ID danny: 1008215685)

4.17% Oxepena 3 lHTepHeTY B .................................................................................................... Cropinka 151
1.9% [l xepena 3 BibnioTekn n .................................................................................................... Cropinka 157

0% UuTaT

Buny4eHHA LMTAT BHMKHEHS

BunyvweHnHa cnucky Gibniorpadiynux nocunane BAMKHEHE

0%
BunyuyeHb

Hemae BunyyeHnx axepen

Moaudikauii
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XMEJIbBHULIbKUI HALIIOHAJIbHUI YHIBEPCUTET

PELEH3ISI HA JIMILJIOMHHH NMPOEKT
OCBITHBOTO cTyneHs «bakanasp»

Hunnomunk Menbunk Auapiii Bacisosuy

Tema [Mporpamue 3a6e3neyenns 11 peanizauii eJIeKTPOHHOT0 TaMaHIls KPHITOBATIOTH
Tronix 3 peanizauieio inTepdeiicy y surasai Telegram-6ota

Creuwianshicts 121 — IrKeHepis nporpamMuoro 3abe3neyeHHs

Obcsr AMNIOMHOTO MPOEKTY:

KinbkicTs nmcTiB kpecnens ; KUIBKICTh CTOPIHOK 3arHCKH ﬂ
1.KopoTkuii 3MicT NOSCHIOBANBHOT 3aTHCKH Ta NPHIHATHX pillleHs Y IUIIOMHOMY MPOEKTI

POAHAII30BAHO NpeAMETHY 06:1aCcTh, icHYIOUI DILICHHS HA PUHKY, BU3HAYEH] iX Hegoniku.

Byio BHU3HAYEHO (DYHKIIOHAIBLHI BHMOIH A0 CHCTEMH. Byna no6vgosaua agxrreggyp

JONATKy, MpoaHanizoBaHi ta obpana 6aza JaHuX. obpani iHCTpYMEHTH Juis peasnizauii
npoekty. byna crBopena mporpamna cucrema, IIDOBEJICHE TECTYBAHHS MPOrPaMHOIO
3abe3neyeHHs i chOpMOBaHI BHCHOBKH Ta HANPAMKH _JUls TOJaTbIION0 MPOJAOBKEHHS T4

PO3BHTKY MMPOCKTY.

2. BHCHOBOK Npo BIANOBIAHICTE MPOCKTY MOCTaBleHOMY 3apianHio Juriomna poborta
BHKOHAHA y BIANOBIIHOCTI JI0 3aB/IaHHS i3 IOTPHMAHHSM BCIX BHMOT,

3. XapaxkTepHCTHKa BHKOHaHHS KOXHOTO pO3Jimy NPOEKTY, CTYNiHb BUKOPHCTAHHSA
OCTaHHIX JOCATHEHb HayKu | TEXHIKH Ta NEPENOBMX METONB pobotn Y BeTymi oyna
00 TOBaHa aIbHICTh TeMH, cOpMyIbOBaHA MeTa Ta 3aBJaHHs podoTH. Y nepmo
03111 AHAII30BAHO T4 BHBYEHO 00 TEXHOJIOTi _GIOoK4YeliH, ocobauBocTi
KpUIITOBaOTH _TroniX. NpoaHami3oBAHO ICHYIOYI pIlIGHHS TAa BH3HAYEHi BHKOHAHA

3rOpH [IOCTaHOBKA 3ayiayl. Y M 30011 OVI0 BM3HAYEHO, L0 CHCTeMa Ovie
BIANOBIIATH MOJENI KIIEHT-cepBep. OVIo NpoaHati3oBaHO Di3Hi ¢ Hi apxite H. B

JbTaTi 4oro Oviio obpaHo MiKpocepBicHY apxite . ByB oOpauuii u 1HHHI

Tun 0a3 gaHux, MOBa a HS Ta CYYacHi HMBODKH B SIKOCTI iH EHTIB
03p00KH. Y TpeTso 34111 Oyio 130BaHO 11 cHCTe CTBOpEHA
iH is KOpH Ya, BU3HAYEHI CHCTEMHI BUMOTH aMH, CTBOPEHA
iH i 3anycKy cucteMu. B yerBepro 3111 6yiao 06 albHI_METO,
T HSl, CTBOPEHI TECTOBI CUEHAapii Ta IPOaHaTi30BaHO TILTATH T

4. Tlosutusni croponu npoekty Temartuka poGoTtH € akryanphow. Y ngnum Mipi

[IPOAHATI30BaAHO TEXHOJIOTT GI0KYEHH Ta 0cobamMBOCTI 06panoi KPHITOBATIOTH.

Busnaueno nepesaru naardo Tele 3 TOYKM 30 KH B xmeno
Hi 1l i YUX PIllIeHb BaHO CYYacHI TEXHOJIOTIi Ta apXiTi

X0, ic MH.
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PILIEHHS EKCITEPHOI KOMICI{
KA®EJIPH IHXEHEPIT IIPO'PAMHOI'O 3ABE3ITEYEHHS
ITPO JIOTTYCK KBAJI®IKALIIMHOI POBOTH JIO 3AXUCTY

IlinTBep/DKYeMO O3HAHOMICHHS 3 PE3yTbTAaTOM 3BITY MOAIGHOCTI MO0 PobOTH, ICHEPOBAHOTO
CHCTEMOIO BHSIBIICHHS TEKCTOBHX 301riB/IAEHTHYHOCTI/CXOKOCTI:

Hasga: «IIporpamue 3aGe3neyenns juis peanizaiii e1EKTPOHHOTO raMaHIs KpHIToBamOTH Tronix
3 peanizauiero inTepdeiicy y surnsai Telegram-6otay

AsTop: Menbuuk Auapiii Bacuasosuy

CreniansHicts: 121 — [mkeHepis nporpaMHoOro 3abesneyeHus

Ocsiths nporpama: OcBiTHBO-Npodeciitia nporpama «IHXkeHepis porpaMHOro 3abe3neyeH s
Hayxosuii kepisuuk: [IpaBopcska Haranis Ipanisna, kan. nen. HayK, JIOUEHT

ITicas anamisy 3BiTy noaiGHOCTI 3po6IEHO TaKHii BHCHOBOK:

Ne BuCHOBOK ITosnauka npo
BIZAMOBIAHICTh

1 3ano3nyeHHs, BHSBIEHI B poOOTI, € 3aKOHHHMH i He € muariatoM. Po6GoTta BIJINOBIZIAE
NIPHHMAETHCS 0 3aXHCTY.
2 | BusBneni 3an03WueHHS He € IUIATiaTOM, PO3MIllleH] B PO3MiNax, sKi He OIUCYIOTh
Be3nocepeiHbo aBTOPCHKE AOCTIHKEHHS, ajie KUIBKICTh LHTAT NepeBHILye 0bCHT,
BHTIPABJaHHii MOCTABIEHOI0 METOIO poGoTH. PoboTa npuiimMaeThes 10 3axucTy, ane
mae OyTH Biakopurosana. Binkopurosanwii BapianT mae 6yTH noxanmii Ha Kadeapy
3a 2 JIHI 10 3aXHCTY, Pa3oM i3 3aBOIO 1010 CAMOCTIHHOCTI BHKOHAHHS MTHCHMOBOI
pobOTH Ta i1eHTHYHOCTI APYKOBAHOI Ta €IEKTPOHHOI Bepcii poboTH
3 | BusiBiieni 3an03M4eHHs He € IUIariaToM, aje YacTKOBO PO3MilleHi B po3zinax, sKi
OMHCYIOTh Oe3M0CePeHbO aBTOPChKE JOCTIDKEHHS, @ KUIBKICTh LHTAT TICPEBHIILyE
ofcsr, BUMpaBaanHii MOCTABIEHOIO METOIO poGoTH. B 3B’53Ky 3 MM MeTa pobortu
Ta NOCTaBjieHi 3aBanHs He Oyau nocsrHeni. PoGora moke GyTw momymena 1o
3aXHMCTy (HaCTYIHOIO POKy) MiC/s TOro K Gy/e BiAKOPUrOBaHa Ta JONPAlbOBAHA i
YCIHIIIHO NpoiiJie NOBTOPHY NEPEBIPKY Ha aKaJeMIYHUI [LIariar.
4 [ PoGora MICTHTL HABMHCHI TEKCTOBI CIIOTBOPEHHS, TepeGadyBaHi ClpobH YKPHTTH
3a103u4enk 00 IHII NPOSKBH aKazeMiuHOro ruiariaty. PoSora Mictits dhabpukario
abo danscudikaniio nannx. PoboTa He J0MYCKAETLCS 10 3aXHCTY.
5 | Inme:
ITinTBepIKeHHs:

3ano3nyeHHs, BUABIECHI B pobOTi, € 3aKOHHHMH i He € TUIAriaTOM, OCKIJIbKH:

1) y TekcTi AMIUIOMHOTO NpOEKTY CHCTEMaMH IEepeBipKH HA ILIAriaT BUSBIECHO CXOKICTH 3
ACSAKHMH JOKYMEHTaMM B YaCTHHI 3araibHOBKHBAHHX O0OB’S3KOBHX CJIOBOCIOJIY4YEHb B
OnaHkax (TWTyJKa, ONaHK 3aBJaHHA, B CTPYKTYpi MilpO3ainiB BCTVIIY) ta B na3spax
nyOnikauii mkepen;

2) B skocTi 3amo3nyenHb CHCTEMOIO Y10 3aikcoBaHO MOCTINOBHICTH BHXITHONO KoMy, Kl €
CHIUIBHUMH JUIS BETMKOT KLTBKOCTI 337184 i HE MOXKYTh PO3T/ISAATHCA K 06'€KT aBTOPCLKHX
1pas i, BIAMOBLIHO, IX MOpPYILEHHS;

3) yci 3ano3uyenns pparMeHTapHi, ab0 MalOTh HAIEKHHM YHHOM ohOopMIICHH] MOCHIAHHA.

Cymapunii 06Car BCIX 3an03udeHb, BH3HAYEHHI CHCTEMOK BHSBJICHHS 30iriB iAeHTHIHOCTI /
cxoxocti, ckianae 6,07% i aapecyerses 10 604 nepmoswkepen, uo 3 YPaxyBaHHAM HaBeACHUX
OGIPYHTYBaHb, BIANOBIAE XapaKTePy TEMH i CBITYHMTH Ha KOPHCTh AHILIOMHOIO TIPOEKTY.

KepiBruk : -1. TlpaBopceka
I'apant OI1 e JLIL. Benpariok
3aixysay kadeapu e JLII. Benpatiok




