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In recent years, social media has witnessed a surge in popularity among users
worldwide, transforming into a crucial channel for expressing opinions, views, and
emotions [1]. However, conflicts and tensions frequently arise between different
ethnic groups globally. These situations often manifest in expressions on social
media, necessitating the identification and analysis of such expressions [2].

The identification of ethnic hatred manifestations is a crucial societal issue, as it
can lead to severe consequences, including conflicts and divisions between different
ethnic groups [3].

Natural language processing (NLP) tools are gaining significant traction in the
field of text analysis [4]. They enable the automation and facilitation of large-scale
data analysis, encompassing texts published on social media platforms [5].

The aim of this work is to develop a software implementation of a method for
detecting manifestations of ethnic hatred in text messages of social Internet networks
using NLP tools.

The method for identifying ethnic hatred manifestations in social media text
messages using NLP tools is designed for the automated analysis of texts published
on social media platforms to detect signs of hatred or conflict between representatives
of different ethnic groups. The method employs natural language processing
techniques, namely an ensemble-based approach, and transforms the input data in the
form of a trained FastForest classifier and an input text message into the output data
in the form of the percentage of ethnic hatred manifestation in the test social media
message. The method's diagram and steps are presented in Figure 1.
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Figure 1. Schematic Diagram and Steps for Detecting Ethnic Hate Speech in Text Messages.

The inputs to the method for detecting manifestations of ethnic hostility in text
messages are a trained FastForest classifier and a custom text message for analysis.

The work of the method is divided into 2 main stages - pre-processing of the
user message and prediction by the FastForest classifier. The first step is the
preprocessing step, which includes removing stop characters, removing stop words,
and removing emoticons.

The second step is to convert the text into a numeric sequence, which will be the
input to the trained FastForest machine learning model.

The next step is to make a prediction about the presence of ethnic hatred based
on the FastForest machine learning model, which is loaded with the numerical
sequence from the previous step.

The output of the method is the percentage of ethnic hatred in the test message.

The .NET 7.0 platform, the Visual Studio programming environment, and the
C# programming language will be used to write a software implementation of the
application to study the effectiveness of the method for detecting manifestations of
ethnic hatred in text messages on social Internet networks.

To ensure the functionality of the information system for detecting
manifestations of ethnic hatred, which consists of 3 main subsystems: "Subsystems
for working with experimental data", "Subsystems for detecting manifestations of
ethnic hatred", "Subsystems for preliminary data processing"; 2 auxiliary subsystems:
"Subsystem for generating a training sample from the dataset” and "Subsystems for
training a machine learning model”, the corresponding class diagram was designed
(Figure 2).
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Figure 2. Application class diagram.

The machine learning model training subsystems are implemented by the
corresponding class "BoyarchukModell1", which has methods for building a pipeline,
training a neural network, and saving the result. The result of the subsystem is a
trained FastForest machine learning model.

The "FormatedDataSet" class is intended to implement an auxiliary subsystem
for forming a training sample from the dataset and displaying statistics on the
available categories in the dataset. The result of the subsystem is a formed working
dataset that will be used as input for other subsystems.

The subsystems for working with experimental data are implemented using the
"Work_with_DataSet" and "DataSetOperation" classes, which contains the
ReadDataFromDataSet() methods for reading data from the dataset
WriteToDataGrid() for writing data to the table, WriteNewDataToDataSet() to write
new data to the dataset, the SaveChanges() method is designed to save changes after
working with the working data, and RemoveSelectedltem() to remove the selected
record from the working data.

The data preprocessing subsystems are implemented by the functionality of the
"DataPreparation” and "OperationWithData" classes. The dataSetShow() method is
designed to display the working dataset in a list, in the button click handlers, methods
of the "OperationWithData" class are called. The smileDel() method is designed to
remove emoticons. The stopWordsDell() method is designed to remove stop words.
The stopSymbolDel() method is designed to remove stop characters. The
CleanTweet() method is designed to clean the text from all types of information noise
at once.

The subsystems for detecting manifestations of ethnic hatred are implemented
by the "Form1" class. The main functionality of the subsystem is implemented in the
event handlers of button clicks. The input data is the trained FastForest model, and is
the main subsystem of the designed application.

The lengths of tweets are determined, each tweet is analyzed, and for each
record its length in characters is calculated. The data is saved to a text file with the
.txt extension. The view of statistics on records of date sets is shown in Figure 3.
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ReadData from csv

tweet_text cyberbullying_typ) &

4 [LYQ G ANLIG LI not_cyberbullyi...

Why is #aussiet.. |not_cyberbullyi...

@XochitlSuckkk... | not_cyberbullyi...

@Jason_Gio me... | not_cyberbullyi...

@Rudhued @Jason_Gio meh. :P thanks for the heads up, but not too concerned about another angry dude on twitter. '

@Raja5aab @Q.. |nDt,[yberbuIIyi.
1 1

Categories:

not_cyberbullying: MinimansHa oexXuHa - 2, Cepeana 40BXWHa - 83, MakcuMansHa 4oBxuHa - 1813
gender: MiniMansHa A0BXWHa - 2, CepeaiHa 40BXWHa - 136, MakcuMansHa AosxuHa - 1431

religion: MinimansoHa posxuHa - 7, Cepeara gosxuHa - 198, MakcumaneHa aosxuHa - 568
other_cyberbullying: MiHiManeHa aoexwuHa - 1, Cepeanrn aoBxvHa - 85, MakcumansHa aoBxvHa - 5019
age: MinimanbHa aosxuna - 11, Cepeann goexuda - 173, MakcumansHa foexuHa - 1585

ethnicity: MiHimansHa aoBxwWHa - 5, Cepeann 40BxwWHa - 139, MakcumMansHa LoexwHa - 1869

Figure 3. Subsystem for generating a working dataset.

The main subsystem is the ethnic hatred detection subsystem, which uses a
trained FastForest machine learning model. To train the model, the BuildPipeline()
method takes an MLContext object as a parameter and returns a pipeline for data
processing. The pipeline defines a sequence of data transformations that will be
applied to the input data before training the model. The trained model is saved for
further use.

To determine whether there are manifestations of ethnic hatred, an instance of
sampleData of the class "BoyarchukModell.Modellnput" is created, which represents
the input data for the model. The value for analysis is taken from the text contained in
the text field. The Predict method from the BoyarchukModell class is used to make a
prediction based on the sampleData input. The result of the prediction is saved in the
predictionResult variable. The implementation of the described functionality is
shown in Figure 4.

»® SubSystem of Ethnic Hatred detection - [m] X

Text for prediction: Load Example from File

fucking fraud jesus man fuck that dumb nigger fucking creddies reckless for a gold i cant its so sad

Prediction

Prediction result:

The predicted result: Warning! The text contains manifestations of ethnic enmity. Percentage of manifestation of ethnic
enmity: 0.99421436

| About clasifiers

Information about clasifiers:

Metrics: ~
MicroAccuracy: 0.9890574712643678

Figure 4. An example of identifying manifestations of ethnic hatred

The effectiveness of the method was studied using the developed software by
comparing the obtained answers with the validation set, and the trained FastForest
machine learning model was evaluated using the metrics MicroAccuracy,
MacroAccuracy, LogLoss, ConfusionMatrix, f1-measure and Recall.
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Without changing the working training set, the metrics values were as follows:
MicroAccuracy 0.9890, MacroAccuracy 0.9889, LogLoss 0.0463.

Therefore, we have developed a software implementation of the method for
detecting manifestations of ethnic hatred in text messages of social Internet networks
by NLP tools, which uses natural language processing techniques and converts input
data in the form of a trained FastForest classifier and an input text message into
output data in the form of a percentage of ethnic hatred in a test message of social
Internet networks.
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VY cydacHOMy CBITI OUIBIIICTh TIANPHEMCTB Ta MUIBHOHW MPHUBATHUX OCIO
IIIOJICHHO BUKOPUCTOBYIOTH pi3He mporpamue 3abe3nedyeHds (I13) ansa 3amoBosieHHs
013HecoBuX Ta ocobucTtux notped. [Iporpamue 3abe3neueHHss Mae OyTH SIKICHUM Ta
HagiiHuM. [IposBu nedektiB y [13 MOXyTh IpaTyBaTu KOPUCTYBayiB Ta 3MYyIIyBaTH
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