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ABSTRACT

Topic of bachelor thesis: «Software and technical tool for controlling the door lock
based on the ESP8266 microcontroller».
Author: Chamunorwa Tinashe
Supervisor: Nicheporuk A.O.
Explanatory note: 58 p., 26 fig., 2 tables, 4 appendices. 32 references.
The graphic part: 3 schemas
Keywords RFID DOOR LOCK SYSTEM, ESP8266
Goal: As smart home technologies become increasingly prevalent, the demand
for efficient and secure door access control systems has risen significantly. This
bachelor thesis focuses on the development of a software and technical tool for
managing a smart RFID door lock system based on the ESP8266 microcontroller within
a smart home context. The project involves the integration of hardware and software
components to create a seamless and user-friendly solution for controlling access to

residential properties.
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INTRODUCTION

In an era where technology continues to shape the way we live, smart homes have
emerged as a beacon of modern living. With the integration of intelligent devices and
automated systems, homeowners can now experience unprecedented levels of
convenience, comfort, and security within their living spaces. Central to this paradigm shift
Is the evolution of door access control systems, which have transitioned from traditional
mechanical locks to sophisticated smart solutions.

As a student embarking on this bachelor thesis journey, | am captivated by the
potential of smart technologies to transform everyday experiences. Recognizing the
significance of door access control in the realm of home automation, | have chosen to delve
into the development of a software and technical tool for managing a smart RFID door lock
system within the context of a smart home environment. This endeavor not only aligns with
my academic pursuits but also resonates with my passion for innovation and technology.

The foundation of this thesis rests upon the fusion of hardware and software
components, with the aim of creating a cohesive and user-centric solution. At its core lies
the ESP8266 microcontroller, a versatile platform renowned for its capabilities in the realm
of 10T. By harnessing the power of the ESP8266, coupled with RFID technology, | seek to
engineer a door access control system that seamlessly integrates into the fabric of a smart
home, enhancing both security and convenience.

The significance of this project extends beyond mere technological innovation; it
embodies a commitment to addressing real-world challenges faced by homeowners. In an
age where security concerns loom large, the need for robust and reliable door access control
solutions is more pressing than ever. By developing a software and technical tool that
empowers users to remotely manage their door locks, | aspire to offer peace of mind and
convenience, ultimately enriching the quality of life within smart homes. Moreover, this
thesis represents an opportunity for personal and professional growth. As a student, | am
eager to apply theoretical knowledge gained through coursework to a practical, hands-on
project. Through meticulous planning, experimentation, and iteration, | aim to cultivate

essential skills in problem-solving, project management, and interdisciplinary
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collaboration. This journey of exploration and discovery not only propels me towards
academic achievement but also equips me with invaluable insights and experiences that
will shape my future endeavors.

With a steadfast commitment to excellence and a passion for leveraging technology
to improve lives, | embark on the endeavor to develop a software and technical tool for
controlling a smart RFID door lock system based on the ESP8266 microcontroller in a
smart home environment. As | navigate through the intricacies of hardware design,
software development, and system integration, | remain driven by the belief that small steps
towards progress can lead to profound transformations in the way we live, work, and
interact with our surroundings.

The purpose of the work is to design and implement a prototype of a software and
technical tool for controlling a door lock based on an ESP8266 microcontroller

The object of research is the door lock control processes using the ESP8266
microcontroller

The subject of the study is a software and technical tool for controlling a door lock

based on an ESP8266 microcontroller
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1 ANALYSIS OF KNOWN TOOLS AND SOLUTIONS

1.1 Principles of operation of a Smart RFID Door Lock System

As a student delving into the world of smart home technology, it's essential to
understand the intricate principles underlying the operation of a smart RFID door lock
system. This system represents a fusion of hardware, software, and advanced RFID
technology aimed at revolutionizing traditional door access control mechanisms.Here are
the main principles of operation of the Smart RFID Door Lock System

— RFID Technology;

— hardware Components;

microcontroller Integration;

— access Control Logic;

— locking Mechanism;

— user Interface;

— security Measures.

Radio Frequency ldentification (RFID) technology serves as the cornerstone of
modern access control systems, including smart RFID door lock systems.Delving into the
intricacies of this technology for my thesis, it's crucial to understand RFID's workings in
detail.

RFID operates on the principle of wireless communication via radio frequency
signals. An RFID system comprises two main components: RFID tags (or cards) and RFID
readers. Each RFID tag contains a unique identifier, which can be read by an RFID reader
when in proximity.

RFID tags are small electronic devices embedded with a microchip and an antenna.
The microchip stores unique identification data, such as a serial number or other relevant
information. The antenna enables the tag to transmit and receive radio frequency signals to
and from RFID readers.

RFID readers are devices equipped with antennas and circuitry designed to

communicate with RFID tags. They emit radio frequency signals that power the RFID tags
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within their vicinity. When an RFID tag receives power from the reader, it responds by
transmitting its stored data back to the reader.

RFID systems operate across various frequency bands, including low frequency
(LF), high frequency (HF), and ultra-high frequency (UHF). LF RFID operates at
frequencies around 125 kHz, while HF RFID operates around 13.56 MHz, and UHF RFID
operates in the range of 860-960 MHz. Each frequency band offers different advantages
and limitations in terms of range, data transfer speed, and interference resistance.

The read range of an RFID system refers to the maximum distance between the RFID
reader and the RFID tag for successful communication. LF RFID typically offers shorter
read ranges (a few centimeters to a few meters), while HF and UHF RFID can achieve
longer ranges (up to several meters). Data transfer between RFID tags and readers occurs
through modulation techniques such as amplitude shift keying (ASK), frequency shift
keying (FSK), or phase shift keying (PSK).

RFID technology finds applications across various industries, including access
control, inventory management, asset tracking, and supply chain logistics. In the context of
access control systems, RFID tags are used to grant or deny access to secured areas based
on the unique identifiers stored on authorized tags. The contactless nature of RFID
technology offers convenience and efficiency, making it ideal for applications requiring
fast and seamless identification.

While RFID technology provides numerous benefits, security concerns such as data
privacy and unauthorized access must be addressed. Encryption techniques and secure
protocols can mitigate the risk of data interception or cloning of RFID tags. Access control
systems incorporating RFID technology often integrate additional security features such as
authentication mechanisms and audit trails to ensure accountability and traceability.

The RFID reader serves as the interface between the physical RFID tags/cards and
the digital system (Figure 1.1). It typically consists of an antenna and circuitry capable of
emitting radio frequency signals and receiving responses from RFID tags. The reader
powers the RFID tags within its vicinity and captures the unique identifiers stored on

these tags.
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Figure 1.1 — RFID Reader

The electronic lock mechanism is responsible for physically controlling the locking
and unlocking of the door. This mechanism can take various forms, such as electric
strikes, magnetic locks, or motorized bolts, depending on the specific requirements of the
system and the type of door being used. Electric strikes are often utilized in commercial
settings, providing a reliable way to control access by releasing the door latch electrically.
Magnetic locks, on the other hand, use a powerful electromagnet to secure the door and
are known for their high holding force and durability. Motorized bolts offer a more
sophisticated solution, utilizing a motor to extend or retract a bolt for securing the door.
Upon receiving signals from the microcontroller, which processes input from RFID
readers or other sensors, the electronic lock mechanism actuates accordingly to either
secure or release the door, ensuring controlled access and enhancing the security of the
premises. This integrated approach allows for seamless and automated control over door
access, contributing to the overall efficiency and security of a smart home system.

Another important part is a microcontroller (e.g., ESP8266). The microcontroller
serves as the central processing unit of the system, orchestrating communication between

hardware components and executing control logic. In this thesis, the ESP8266

ADK.

QWCE. 20005.20.01.04 EN 7

BM..

K. | Nonokym. |ITinnuc JlaTa




microcontroller is chosen for its versatility, built-in Wi-Fi capabilities, and compatibility
with 10T applications. It receives data from the RFID reader, processes authentication

requests, and sends commands to the electronic lock mechanism.

The appearance of the microcontroller ESP8266 is presented in figure 1.2.

Figure 1.2 — Esp8266 microcontroller

The power supply provides electrical energy to the system's components, ensuring
continuous operation. It can be sourced from mains power or battery, depending on the
system's design and requirements. Stable and reliable power is essential to maintain the
functionality of the RFID reader, microcontroller, and electronic lock mechanism.

These hardware components work together harmoniously to create a robust and
efficient smart RFID door lock system. The RFID reader captures data from RFID tags,
the microcontroller processes this data to authenticate users, and the electronic lock
mechanism physically controls access to the door. With meticulous integration and
calibration, these components enable seamless access control while ensuring the security
and convenience of smart home environments. Understanding the role and functionality
of each hardware component is essential for designing and implementing an effective

smart RFID door lock system as part of this thesis project.

ADK.

QWCE. 20005.20.01.04 EN 8

Bv.JApk. | Neymoxym. JITinnuc JlaTa




As a student undertaking this thesis project, understanding the integration of the
microcontroller, specifically the ESP8266, is pivotal to the success of the smart RFID
door lock system. The microcontroller serves as the brain of the system, orchestrating
communication between hardware components and executing control logic. Let's delve
into the integration of the microcontroller within the context of this thesis.

The ESP8266 microcontroller functions as the central processing unit (CPU) of the
smart RFID door lock system. It is responsible for receiving input from the RFID reader,
processing authentication requests, and sending commands to the electronic lock
mechanism.

The ESP8266 microcontroller interfaces with the RFID reader, enabling
bidirectional communication to exchange data. It utilizes protocols such as UART
(Universal Asynchronous Receiver-Transmitter) or SPI (Serial Peripheral Interface) to
establish communication with the RFID reader.

One of the key features of the ESP8266 microcontroller is its built-in Wi-Fi
capabilities. It can connect to local Wi-Fi networks, enabling remote access and control
of the smart RFID door lock system via web or mobile applications.

Firmware development is a crucial aspect of microcontroller integration. Program
code, written in languages such as C or Arduino, is uploaded to the ESP8266
microcontroller to define system behavior and functionality. The firmware implements
access control logic, authentication mechanisms, and communication protocols to ensure
seamless operation of the door lock system.

In addition to interfacing with the RFID reader, the microcontroller may integrate
other sensors or peripherals. These sensors could include proximity sensors for detecting
door status, temperature sensors for environmental monitoring, or motion sensors for
security purposes. The microcontroller processes data from these sensors to enhance the
functionality and versatility of the smart RFID door lock system.

The ESP8266 microcontroller manages power consumption to optimize the
system's energy efficiency. It regulates power distribution to the various components,

ensuring adequate supply while minimizing unnecessary energy consumption. Power
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management features contribute to prolonging battery life (if applicable) and reducing
overall operating costs.

Access control logic governs the system's behavior, determining who is granted or
denied access based on predefined rules and criteria. Let's delve into the explanation of
access control logic within the context of this thesis.

The access control logic initiates with the authentication process, where the system
verifies the identity of individuals seeking access. Upon presenting an RFID tag to the
reader, the system captures the unique identifier stored on the tag.

The captured RFID tag identifier is compared against a database of authorized users
and their corresponding access permissions. This database may be stored locally within
the microcontroller or on a remote server accessible via Wi-Fi connectivity.

Based on the database query results, the access control logic determines whether
the individual is authorized to access the door. Authorized users are granted access, while
unauthorized individuals are denied entry.

Access control logic manages access permissions for each authorized user stored
in the database. Permissions may include granting full access, restricted access to specific
times or areas, or temporary access for guests or maintenance personnel.

The access control logic incorporates error handling mechanisms to address
exceptional cases and potential security breaches. For instance, the system may trigger an
alarm or log suspicious access attempts, such as repeated invalid authentication attempts
or tampering with the hardware.

In addition to local access control logic, the system may support remote
management capabilities via web or mobile applications. Authorized users can remotely
modify access permissions, add or revoke user credentials, and monitor access activity in
real-time.

To enhance reliability and security, the access control logic may implement
redundancy and fail-safe measures. This could include backup power sources, redundant
communication channels, or backup access methods in case of system failures or network

outages.
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An essential aspect of access control logic is maintaining an audit trail of access
events. The system logs each access attempt, recording details such as user identity,
timestamp, and outcome (granted or denied access). Audit trails provide accountability,
traceability, and valuable insights for security analysis and compliance purposes.

The locking mechanism is responsible for physically securing or releasing the door
based on the access control decisions made by the system. Let's explore the explanation
of the locking mechanism within the context of this thesis.

The smart RFID door lock system utilizes electronic locks to control access to the
door. Electronic locks are a modern alternative to traditional mechanical locks, offering
enhanced security and convenience.

Types of Electronic Locks:

— electric Strikes: Electric strikes are mechanisms installed within the door frame.
When activated, they release the door latch, allowing the door to be opened;

— magnetic Locks: Magnetic locks consist of an electromagnet mounted on the
door frame and a metal plate attached to the door. When powered, the electromagnet
creates a magnetic force that holds the door securely closed;

— motorized Bolts: Motorized bolts are motor-driven mechanisms that extend or
retract bolts to lock or unlock the door. They provide robust security and are suitable for
both residential and commercial applications.

Upon receiving an authorization signal from the access control logic, the locking
mechanism is activated to either lock or unlock the door. For electric strikes, an electrical
impulse retracts the strike plate, allowing the door to open. In magnetic locks, power is
supplied to the electromagnet to release the door. Motorized bolts are controlled by a
motor that moves the bolts into the locked or unlocked position.

The locking mechanism is integrated with the microcontroller, such as the
ESP8266, which orchestrates its operation. The microcontroller sends commands to the
locking mechanism based on access control decisions and user input received from the
RFID reader and user interface.

Electronic locks may incorporate additional security features to enhance protection

against unauthorized access. These features may include anti-tamper sensors, which
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trigger alarms if tampering is detected, and fail-secure or fail-safe modes, which specify
the lock's behavior in case of power failure.

In the context of a smart home environment, the locking mechanism may support
remote control capabilities. Authorized users can remotely lock or unlock the door using
a web or mobile application, providing convenience and flexibility.

The chosen locking mechanism should be compatible with the door's construction
and dimensions. Factors such as door material, frame type, and installation requirements
must be considered to ensure proper functionality and security.

The user interface serves as the primary point of interaction between users and the
system, enabling them to manage access control settings, monitor door activity, and
interact with the system's features. Let's delve into the explanation of the user interface
within the context of this thesis:

A web-based user interface allows users to access the smart RFID door lock system
through a web browser on their desktop or mobile device. Users can log in to the interface
using their credentials to access system functionalities and manage access control settings
remotely.

A dedicated mobile application provides users with convenient access to the smart
door lock system from their smartphones or tablets. The mobile app offers similar
functionalities to the web-based interface but tailored for a mobile user experience, with

optimized layout and navigation.

Figure 1.3 — Open door with your Phone

ADK.

QWCE. 20005.20.01.04 EN T

BM.JApk. | Nemokym. |ITinnuc JlaTa




Features:

— registration of RFID Tags: Users can register new RFID tags or cards within
the system through the user interface. This process involves assigning a unique
identifier to each tag and associating it with the corresponding user profile;

— access Control Settings: The user interface allows users to define access
permissions for each registered RFID tag. This includes specifying authorized time
slots, restricting access to certain areas, and managing guest access;

— real-Time Monitoring: Users can monitor door activity in real-time through
the user interface. This includes viewing access logs, tracking door status (locked or
unlocked), and receiving notifications for access events;

— remote Control: The user interface enables users to remotely lock or unlock
the door, providing flexibility and convenience, especially when away from home.

The user interface features a intuitive and user-friendly design, with clear
navigation menus, descriptive icons, and interactive elements. User experience (UX)
principles are employed to ensure seamless interaction and ease of use, minimizing
user confusion and frustration.

Security is a top priority in the design of the user interface. Measures such as
encrypted communication, secure authentication methods (e.g., passwords or
biometrics), and access control policies are implemented to safeguard user data and
system integrity. Multi-factor authentication may be incorporated to provide an
additional layer of security, especially for sensitive actions such as unlocking the door
remotely.

The user interface may offer customization options to tailor the system to
individual user preferences. This could include customizable themes, language
settings, and personalized access control profiles.

Security is paramount in ensuring the integrity and reliability of the system,
safeguarding against unauthorized access and potential vulnerabilities. Let's delve into
the explanation of security measures within the context of this thesis.

Implementing encryption protocols is essential to secure communication

between system components. HTTPS (Hypertext Transfer Protocol Secure) or TLS
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(Transport Layer Security) encryption can be employed to encrypt data transmitted
between the RFID reader, microcontroller, user interface, and remote servers.
Encryption ensures that sensitive information, such as RFID tag identifiers and access
control commands, remains confidential and protected from interception by
unauthorized parties.

Robust access authentication mechanisms are implemented to verify the identity
of users and prevent unauthorized access to the system.

Password authentication: Users are required to authenticate themselves with a
username and password before accessing the system's functionalities. Biometric
verification: Biometric authentication methods, such as fingerprint or facial
recognition, may be integrated for enhanced security.

Multi-factor authentication: Multi-factor authentication combines multiple
authentication factors, such as passwords, biometrics, and one-time codes, to
strengthen access control and mitigate the risk of unauthorized access.

Access control policies dictate the rules and permissions governing access to the
smart RFID door lock system. Role-based access control (RBAC) may be implemented
to define access levels and privileges for different user roles (e.g., administrators,
residents, guests). Time-based access control allows users to specify access
permissions based on predefined time slots, restricting access during certain hours or
days of the week.

Logging access events and maintaining audit trails is essential for
accountability, traceability, and forensic analysis. The system logs access attempts,
including successful and unsuccessful authentication events, door lock/unlock actions,
and system configuration changes. Audit trails provide a detailed record of system
activity, enabling administrators to track user actions, identify security breaches, and
investigate incidents.

In addition to digital security measures, physical security measures are
implemented to protect the system from tampering and unauthorized access. Tamper -
proof enclosures and tamper detection sensors can be installed to detect and deter

physical attacks on the system. Secure mounting of hardware components, such as the
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RFID reader and electronic lock mechanism, ensures they cannot be easily
manipulated or tampered with.

Regular software updates and patches are essential to address security
vulnerabilities and mitigate potential threats. The system's firmware and software
components should be kept up-to-date to incorporate the latest security enhancements

and patches released by the manufacturer.

1.2 Analysis of known automated door locking systems

Analyzing known automated door locking systems provides valuable insights
into the design, functionality, and performance of such systems. Here's an analysis
based on some well-known automated door locking systems.

August Smart Lock:

— design: August Smart Lock is a retrofit smart lock designed to replace existing
deadbolts, featuring a sleek and minimalistic design;

— functionality: It offers keyless entry, remote locking and unlocking via a
mobile app, and integration with popular smart home platforms like Amazon Alexa,
Google Assistant, and Apple HomeKit;

— security: August Smart Lock uses encrypted communication and two-factor
authentication for secure access control;

— user Experience: The system provides a user-friendly mobile app interface for
managing access permissions, viewing activity logs, and controlling the lock remotely;

— integration: It integrates with other smart home devices and services, allowing
users to create automation routines and scenarios;

— feedback: Users receive real-time notifications and feedback on lock status
changes and activities.

In figure 1.4 present the august smart lock.
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traditional design, available in various finishes to match different door aesthetics.

integration with smart home platforms like Amazon Alexa and Google Assistant.

Figure 1.4 — August Smart Lock

Schlage Connect Smart Deadbolt:

threats and tampering, along with encryption for secure communication.

to smartphone app control, catering to different user preferences.

for broader interoperability with other devices.

status and battery life.

— design: Schlage Connect Smart Deadbolt is a motorized deadbolt lock with a

— functionality: It offers keyless entry, remote access via a smartphone app, and

— security: Schlage Connect features built-in alarm sensors to detect potential

— user Experience: The lock provides a keypad for code-based entry, in addition

— integration: It seamlessly integrates with Z-Wave smart home systems, allowing

— feedback: Users receive audible feedback and visual indicators on the lock's
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Figure 1.5 — Schlage Connect Smart Deadbolt

Yale Assure Lock SL:

design, suitable for contemporary home aesthetics.

— design: Yale Assure Lock SL features a slim and modern touchscreen keypad

— functionality: it offers keyless entry, remote access via a smartphone app, and

compatibility with voice assistants like Amazon Alexa, Google Assistant, and Apple
HomeKit.

— security: the lock utilizes AES 128-bit encryption for secure communication and

offers optional integration with a Z-Wave smart home hub for enhanced security features.

— user Experience: the touchscreen keypad provides a convenient alternative to

traditional key-based entry, and the lock's mobile app interface offers intuitive control

and management features.

incorporate door lock control into broader automation routines.

— iIntegration: it integrates with various smart home ecosystems, allowing users to
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providing insights into door access events and lock status changes.

touch-to-open functionality, allowing users to unlock the door with a simple touch;

Figure 1.6 — Yale Assure Lock SL

Kwikset Kevo Smart Lock

— feedback: Users receive notifications and activity logs via the mobile app,

— design: Kwikset Kevo Smart Lock features a traditional deadbolt design with a

— functionality: it offers touch-to-open convenience, remote access via a

smartphone app, and integration with smart home platforms like Amazon Alexa and Nest;

communication and offers eKeys for controlled access sharing;

— security: Kevo Smart Lock uses multiple levels of encryption for secure

— user Experience: the touch-to-open feature provides a hands-free unlocking

experience, while the mobile app offers additional control and management capabilities.

incorporate door lock control into broader smart home setups;

allowing them to monitor door access events and lock status changes.

— integration: it integrates with select smart home platforms, enabling users to

— feedback: users receive notifications and activity history via the mobile app,

3. JADK.
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Figure 1.7 — Kwikset Kevo Smart Lock

1.3 Conclusion and problem statement

As | embark on this thesis , the focus lies on addressing the pressing need for a

secure, efficient, and user-friendly access control solution within smart home

environments. Traditional mechanical door locks are increasingly being replaced by

smart RFID door lock systems, offering enhanced convenience and security. However,

existing solutions often lack comprehensive integration, robust security measures, and

user-friendly interfaces, leaving homeowners vulnerable to potential security breaches

and usability challenges.

The problem at hand encompasses several key issues:

— lack of Comprehensive Integration: existing smart RFID door lock systems may

lack seamless integration between hardware components, software functionalities, and

user interfaces. Inconsistencies or gaps in integration can result in suboptimal

performance, reliability issues, and usability challenges for end-users;
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— security Concerns: security is a paramount concern in smart home environments,
particularly concerning access control systems. Many off-the-shelf RFID door lock
systems may lack robust security measures, leaving them vulnerable to unauthorized
access, data breaches, and tampering;

— usability and User Experience: the usability and user experience of smart RFID
door lock systems play a crucial role in their adoption and effectiveness. Complex user
interfaces, cumbersome setup processes, and lack of intuitive controls can hinder user
acceptance and satisfaction;

— limited Remote Management Capabilities: remote management capabilities,
such as remote access control and real-time monitoring, are increasingly essential for
modern smart home environments. However, existing solutions may offer limited or
unreliable remote management features, limiting homeowners' ability to control and
monitor access to their properties remotely;

— lack of Customization and Flexibility: homeowners may have diverse
requirements and preferences regarding access control settings, user management, and
integration with other smart home devices. Existing smart RFID door lock systems may
lack customization options and flexibility to accommodate varying user needs effectively.

In light of these challenges, the thesis aims to develop a comprehensive software
and technical tool for controlling a smart RFID door lock system based on the ESP8266
microcontroller in a smart home environment. The goal is to address the aforementioned
shortcomings by integrating hardware and software components, implementing robust
security measures, designing an intuitive user interface, enhancing remote management
capabilities, and offering customization options to meet the diverse needs of homeowners.
By tackling these issues, the thesis seeks to contribute to the advancement of access
control technology in smart home environments, ultimately enhancing security,

convenience, and user experience for homeowners.
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2 ELEMENTARY BASE OF THE SMART RFID DOOR LOCK SYSTEM
BASED ON THE ESP8266 MICROCONTROLLER IN A SMART HOME

2.1 Smart RFID door lock system and the Elementary base

As | continue to delve into the development of a smart RFID door lock system
based on the ESP8266 microcontroller, the selection of elementary components forms the
foundation of the project. Here's a detailed description of each component that | will use
to make the Smart RFID Door Lock System.

The proposed software-technical device consists of the following hardware
components:

— ESP8266 (NodeMCU);

— RC522 RFID Reader;

— door Lock Mechanism(KF-301 Relay Module);
— KF-301 Relay Module;

— 9V Battery;

— voltage Regulators (LM7805 and AMS1117);
— breadboard and Jumper Wires.

The ESP8266 microcontroller is a low-cost Wi-Fi microchip with full TCP/IP
stack and microcontroller capability (figure 2.1).

| chose the ESP8266 microcontroller because of its integrated Wi-Fi capabilities,
low cost, and compatibility with Arduino IDE for easy programming. Its processing
power and connectivity make it suitable for managing RFID authentication, user interface
interactions, and communication with other smart home devices. It acts as the central unit
of the system. It reads data from the RFID reader, processes it, controls the door lock
mechanism, communicates with the LCD display, and connects to the MQTT broker over

Wi-Fi for remote monitoring and control. The required voltage for the ESP8266 is 5V.
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Figure 2.2 — RC522 RFID Reader

A relay module is a relay that has been mounted on a board with other components
to provide isolation and protection (figure 2.3). This makes them easier to use in a variety
of applications. The use of relay module devices offers a simple and convenient way to
control electrical equipment systems remotely. In this thesis | am using the KF-301 relay
module which will serve as a critical component for safey and effectively controlling the

door locking mechanism. By using the relay module, the system can handle higher power
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requirements and ensure isolation between the control circuit and the high-power load,

enhancing both functionality and safety.
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Figure 2.3 — KF-301 Relay Module

A stable power supply is essential for continuous operation of the system. For ths
RFID door lock system,l am using a 9V battery as a source of power, it supplies power
to the ESP8266, RFID reader, relay, and other components (figure 2.4). Typically
regulated down to 5V and 3.3V using voltage regulators.

Figure 2.4 — 9V Battery
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Liquid Crystal Display (LCD) with 12C Interface (figure 2.5). The 12C LCD
component is used in applications that require a visual or textual display. This component
Is also used where a character display is needed but seven consecutive GPIOs on a single
GPIO port are not possible. For this system | am using a 16x2 character LCD with an 12C
interface that simplifies connections to the microcontroller.lt displays status messages
such as "Access Granted", "Access Denied", or the UID of the scanned RFID card.

Provides visual feedback to the user.

Figure 2.5 — LCD display

Voltage Regulators (LM7805 and AMS1117). A voltage regulator is a system
designed to automatically maintain a constant voltage (figures 2.6, 2.7). It may use a
simple feed-forward design or may include negative feedback. It may use an
electromechanical mechanism, or electronic components. Depending on the design, it
may be used to regulate one or more AC or DC voltages.Since | am using a power source
that provides 9V theres need to regulate the voltage so that it may suit the power need for
all components,the voltage regulator will help me regulate the voltage specifically for

every component .For this system | used two voltage regulators which are LM7805 and
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AMS1117.The LM7805 converts higher voltages to stable 5V output.In this system | am

using it to regulate 9V to 5V out for components like the relay module and LCD .The

AMS1117 converts the 5V to 3.3 V which is needed by the ESP8266 and RC522.

LM7805

_Il_

oV

5V

330nF 100nF

Figure 2.6 — LM7805

LMD | Input

Output
AMS1117 Pinout
Figure 2.7 — AMS1117

Breadboard and Jumper Wires. A breadboard is a construction base for prototyping

electronics, and jumper wires are used to make connections. Provides a platform to

connect all components together without soldering, allowing for easy adjustments and

modifications.
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Figure 2.7 — Breadboard

User Interface (Smartphone which is a MQTT Client). The user interface enables
users to interact with the system, configure access settings, and receive feedback. Options
include physical interfaces like push buttons or touchpads, complemented by status
indicators such as LEDs or LCD displays to provide visual feedback. Integration with
digital interfaces like mobile apps or web-based dashboards may enhance usability and
enable remote management of the door lock system. The mobile phone will act as a
MQTT Client by monitoring the door lock status and sending remote control commands
to the ESP8266. The smartphone subscribes to the status topic and publishes control

commands to the appropriate topic. The mobile app will act as the user interface.

&

(Tl

x

) &

Unlock your
Garage Entryway
Door with
Bluetooth

\

Garage Entryway Door

Unlocked

(4.
Figure 2.7 — Door loocking system
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Security measures are paramount to protect against unauthorized access and ensure
the integrity of the system. Implementations may include encryption of communication
between components, authentication mechanisms for user access, and physical security
enhancements like tamper detection or intrusion alarms. Integration of secure protocols
and best practices, along with regular firmware updates, helps mitigate potential security
risks.

Components should be selected to ensure compatibility and seamless integration
with other smart home devices and platforms. The ESP8266 microcontroller's Wi-Fi
connectivity allows integration with popular 10T platforms like MQTT or Home
Assistant, enabling interoperability and expanding the system's capabilities.
Considerations for communication protocols, such as MQTT for messaging or HTTP for
web-based interfaces, facilitate integration with existing smart home ecosystems.

Cost-effectiveness is an important consideration in component selection, balancing
performance and features within budget constraints. Evaluating the total cost of
ownership, including initial setup costs, ongoing maintenance, and potential scalability,
ensures the project remains financially viable.

By carefully selecting and integrating these elementary components, a solid
foundation for the smart RFID door lock system based on the ESP8266 microcontroller
is established. This provides the groundwork for further development, customization, and

refinement to meet specific project requirements and objectives.

2.2 Basic operation of a Smart RFID Door Lock System using ESP8266

Microcontroller in a Smart Home Environment

Let’s describe the system. The Smart RFID Door Lock System integrates an RFID
reader with an ESP8266 microcontroller to control access to a door in a smart home
environment. It enables users to unlock the door using RFID cards or tags.

The proposed software-technical device consists of the following hardware

components:
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— ESP8266 Microcontroller(NodeMCU): this is the brain of the system,
responsible for processing data, controlling the RFID reader, and managing the locking
mechanism;

— RFID Reader: it reads RFID tags or cards to identify authorized users;

— door Lock Mechanism: the physical lock on the door that is controlled by the
microcontroller;

— power Supply: provides electrical power to the system, usually through a
standard AC outlet or battery.

Software Components Of The Proposed Device:

— firmware: programmed onto the ESP8266 microcontroller, the firmware
manages the communication between the RFID reader and the door lock mechanism. It
also handles user authentication and access control logic;

— user Interface : a smartphone app or web interface that allows users to manage
access permissions, view access logs, and remotely control the door lock.

Basic Operation Of The Proposed Device:

— initialization: the system boots up, and the ESP8266 microcontroller initializes
the RFID reader, connects to the local Wi-Fi network (if applicable), and prepares to
receive commands;

— user Authentication: when a user approaches the door, they present their RFID
card or tag to the RFID reader. The RFID reader reads the unique identifier from the
card/tag and sends it to the microcontroller. The microcontroller compares the received
identifier with the list of authorized users stored in its memory;

— access Control: if the identifier matches an authorized user, the microcontroller
sends a signal to the door lock mechanism to unlock the door. If the identifier does not
match or is not recognized, the microcontroller denies access and may trigger an alert
(e.g., sound an alarm or send a notification);

— locking/Unlocking: upon receiving the wunlock command from the
microcontroller, the door lock mechanism disengages, allowing the user to open the door.
After a specified period or when the door is closed, the microcontroller sends a signal to

re-engage the lock, securing the door.
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2.3 Overview of single-board computer systems and MQTT

Single-board computer (SBC) systems are complete computer systems built on a

single circuit board (figure 2.8). They typically include a microprocessor, memory,

input/output (1/0) ports, and other essential components required for computing tasks.

SBCs are compact, affordable, and versatile, making them popular for various

applications, from hobbyist projects to industrial automation.

Figure 2.8 — Raspberry Pi

Here's an overview of single-board computer systems:

Components of a single-board computer:

— SBCs often feature a microprocessor or system-on-chip (SoC) that serves as the

central processing unit (CPU). Common processor architectures include ARM, x86, and

RISC-V;
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— SBCs come with onboard memory, including RAM for running programs and
storage for storing data and operating system files. Some SBCs also support expansion
via external memory cards or modules;

— SBCs include various I/O ports for connecting peripherals and external devices,
such as USB ports, HDMI or DisplayPort for video output, Ethernet ports for networking,
GPIO pins for general-purpose input/output, and audio jacks;

— SBCs may feature onboard storage options, such as eMMC flash memory or
onboard SD card slots. They also support external storage devices like USB drives or
network-attached storage (NAS) for additional storage capacity;

— Many SBCs include built-in Wi-Fi and Bluetooth capabilities for wireless
connectivity. They may also feature Ethernet ports for wired networking;

— Some SBCs offer expansion slots like PCle or mini PCle for adding additional
functionality, such as GPUs, SSDs, or other expansion cards.

Operating Systems of Single board Computer:

— SBCs support a variety of operating systems, including Linux distributions (e.g.,
Debian, Ubuntu, Raspbian for Raspberry Pi), Android, Windows 10 IoT Core, and
custom operating systems tailored for specific applications;

— the choice of operating system depends on factors such as compatibility with the
hardware, software requirements, and user preference.

Applications of a sinhle board computer:

— SBCs have a wide range of applications across various industries and domains,
including;

— SBCs like the Raspberry Pi are popular in educational settings for teaching
programming, electronics, and computer science concepts;

— SBCsare used in 10T projects for collecting sensor data, controlling devices, and
building smart home automation systems;

— SBCs are used in embedded systems for industrial automation, robotics,
automotive applications, and more;

— hobbyists and makers use SBCs for DIY projects such as media centers, retro

gaming consoles, home servers, and home automation systems;
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— engineers and developers use SBCs for rapid prototyping of hardware and
software solutions before moving to production.

Development Tools of a single board computer:

— SBCs typically come with software development tools and resources to facilitate
application development. These may include SDKs (Software Development Kits),
programming libraries, community forums, and documentation;

— common programming languages for SBC development include Python, C/C++,
Java, and JavaScript.

Advantages of single board computer systems:

— SBCs are compact and lightweight, making them suitable for space-constrained
environments and portable applications;

— SBCs are cost-effective compared to traditional desktop or server systems,
making them accessible to hobbyists, students, and small businesses;

— SBCs are versatile platforms that can be customized and adapted for a wide range
of applications and projects;

— SBCs often come with user-friendly interfaces and software tools, making them
accessible to users with varying levels of technical expertise.

Limitations of a single board computer:

— SBCs typically have lower processing power and memory compared to
traditional desktop or server systems, limiting their suitability for resource-intensive
tasks;

— SBCs may have limited 1/O capabilities compared to larger systems, which can
restrict their connectivity options and peripheral support;

— while some SBCs support expansion via external interfaces, they may not offer
the same level of scalability and flexibility as larger systems.

MQTT Protocol. MQTT stands for Message Queuing Telemetry Transport. It is a
lightweight messaging protocol for use in cases where clients need a small code footprint
and are connected to unreliable networks or networks with limited bandwidth resources.
It is primarily used for machine-to-machine (M2M) communication or Internet of Things

types of connections.
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In this thesis, MQTT or Message Queuing Telemetry Transport, is a protocol that
allows smart home devices to communicate with each other. It's a messaging protocol
that uses a publish-subscribe model, which means that devices can publish messages to
topics, and other devices can subscribe to those topics to receive the messages.

The MQTT as several components which include the Broker and the Client. MQTT

protocol simple block diagram is presented on firuge 2.8.

Smart Phone

{MQTT CLIENT)

____________________________________

____________

WiFi Router

ESPE266 MCU

AQTT CLIEMT)
F==-======== I F====r===== i
] 1 1 |
i Publizh to | i Subscribeto !
! f | 1 i , |
j doarflock/control i doorlockicontoral
| i i

RC522 RAD READER

Door Lock (ServadRelay)

LCD DISPLAY

Figure 2.8 — MQTT protocol simple block diagram

ADK.

QWCE. 20005.20.01.04 EN 32

BM.JApk. | Nemokym. |ITinnuc JlaTa




The Broker is the backend system which coordinates messages between the
different clients. Responsibilities of the broker include receiving and filtering messages,
identifying clients subscribed to each message, and sending them the messages. A
widespread broker is Mosquitto.

The Client is any device from a server to a microcontroller that runs an MQTT
library. If the client is sending messages, it acts as a publisher, and if it is receiving
messages, it acts as a receiver. Basically, any device that communicates using MQTT
over a network can be called an MQTT client device.

The ESP8266 (MQTT Client) Publishes the UID to the MQTT broker on the topic
"door/lock/status" when an RFID card is scanned.lt also Subscribes to the topic
"door/lock/status" to receive commands from remote devices for examples to unlock the
door.

The ESP8266 connects to the WIiFi router to gain access to internet and
communicate with the broker.

The broker server routes messages between the ESP8266 and other MQTT clients
like smart phones .1t receives UID from the ESP8266 and sends control commands from
the smartphone back ot the ESP8266.

Smartphones subscribe to "door/lock/status" to receive notifications when an RFID
card is used,it can also publish messages to "door/lock/status” to remotely unlock the
door.

As for the RC522 RFID Reader,it reads RFID cards and sends UID to the ESP8266
for processing.

The door lock is controlled by the ESP8366 to physically lock and unlock the door
based on the RFID card UID or remote commands received via MQTT.

Lastly the LCD will display the status of the door lock system.Like access granted
or access denied .

MQTT offers a simple and stable option for integrating Smart Lock into your home
automation.It allows you to send and receive messages from your door lock system over

the internet.
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You can receive notifications on your phone or computer when someone uses the
RFID reader and even unlock the door remotely.

It can also be used to send RFID access logs to a central server or cloud service.
This data can be analyzed later to study usage patterns, security breaches, or for general
record-keeping.

Using MQTT allows the door lock to integrate seamlessly with other smart devices,
like lights, cameras, or alarms, enhancing the overall functionality of the smart home.

MQTT is scalable, meaning you can add more devices or extend functionality
without significant changes to your existing setup. This makes it easier to add more smart
locks or additional sensors.Working with MQTT has given me hands-on experience with
an industry-standard protocol used widely in I0T projects. This knowledge is beneficial

for my future projects or career.

2.4 Summary of Connections and Voltages of the Proposed Devise (Smart RFID
Door Lock)

Power Supply: Since | am using a 9V battery ,I connected it to the input of the
LM7805 voltage regulator. The LM7805 outputs 5V, which is used to power the relay
module, and LCD display. The AMS1117 voltage regulator takes the 5V from the
LM7805 and outputs 3.3V, which is used to power the ESP8266 and RC522 RFID reader.

ESP8266 Connection with other components : VCC pin of the ESP8266 is
connected to the 3.3V rail on the breadboard. GND pin of the ESP8266 is connected to
the ground rail. GPIO pins of the ESP8266 are connected to the control pins of the relay
module, and LCD display.

RC522 RFID Reader: VCC pin is connected to the 3.3V rail. GND pin is connected
to the ground rail. SPI pins (SDA, SCK, MOSI, MISO, RST, IRQ) are connected to
corresponding GPIO pins on the ESP8266.

Relay Module: VCC pin is connected to the 5V rail. GND pin is connected to the
ground rail. IN pin is connected to a GPIO pin on the ESP8266.
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LCD Display (12C): VCC pin is connected to the 5V rail. GND pin is connected to
the ground rail. SDA and SCL pins are connected to corresponding GPIO pins on the
ESP8266 for 12C communication

Table 2.1 — Summary of the connection amongst the components of the Door Lock

Component | Connection Points Voltage Comments on
Requirement | the components
9V Battery | V+and GND 9V Provides the
main power
supply for the
system
Voltage Input:9V battery V+ and GND Input:9V Regulates 9V
Regulator Output:5V rail on Breadboard,GND | Output:5V down to 5V for
(LM7805) components
requiring 5V
Voltage Input 5V rail Input :5V Regulates 5V
Regulator Output 3.3V rail on breadboard,GND | Output:3.3V |down to 3.3V
(AMS1117) for components
requiring 3.3V
ESP8266 VCC:3.3V rail 3.3V Main controller
GND:GND of the
GPIO pins:Connected to system.Powered
RFID.Relay,LCD by the 3.3V rail
RC522 RFID | VCC:3.3V rail 3.3V Communicates
Reader GND:GND with ESP8266
SDA,SCK,MOSL,MIDO,RST,IRQ: over SPL
Connected to ESP8266
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Continue of Table 2.1 — Summary of the connection amongst the components of
the Door Lock

Relay VCC:5V rail, GND:GND,IN:GPIO | 5V Controlled by
Module pin of ES8266,NO/NC  and the ESP8266 to
COM:connected devices switch the lock

.the relay coil is

powered by 5V

LCD VCC:5V 5V Displays status
Display(12C) | rail, GND:GND,SDA,SCL:connected messages
to GPIO Pins of ESP8266 .Communicates
with the
ESP8266 over
12C.

2.5 Conclusion

The considered issues regarding the basic operation of the smart RFID door lock
system using the ESP8266 microcontroller in the smart home environment allow the
following conclusions to be drawn. The ESP8266 microcontroller-based smart RFID door
lock system is an effective solution for providing security and comfort in smart homes. It
provides contactless access to premises using radio frequency identification (RFID),
allowing users to open doors using RFID cards or key fobs. The main elements of the
system include an RFID reader, an ESP8266 microcontroller, an electromagnetic lock
and a power source. The ESP8266 microcontroller acts as the central element of the
system, managing the process of identification and granting of access. It receives data
from the RFID reader, checks it against the database of authorized users and, in case of a
positive match, activates the electromagnetic lock to open the door. In addition, the
ESP8266 can connect to a Wi-Fi network, which allows you to integrate the system with

other smart home components and remotely control access.
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3 A SMART RFID DOOR LOCK SYSTEM IN A SMART HOME BASED
ON THE ESP8266 MICROCONTROLLER

3.1 Environment preparation

Arduino IDE and ESP8266. The Arduino Integrated Development Environment
contains a text editor for writing code, a message area, a text console, a toolbar with
buttons for common functions and a series of menus. It connects to the Arduino hardware
to upload programs and communicate with them whereas the ESP8266 is a small, low-
cost Wi-Fi microchip with full TCP/IP stack and microcontroller capability. This means
it can connect to Wi-Fi networks and communicate with other devices or the internet. It's
commonly used in 10T (Internet of Things) projects because of its affordability and
versatility.

The Arduino IDE provides a user friendly interface for writing ,compiling ,and
uploading code to the microcontroller.In this thesis the Arduino IDE will allow me to
write a code for controlling the ESP8266,handling the RFID authentication ,managing
door locking mechanisms ,and interfacing with other components of the system.As for
the ESP8266,it is the heart of this thesis or project in the sense that it serves as the
microcontroller and is responsible for controlling the RFID door lock system and
connecting it to the internet in a Smart Home Environment.Its built-in Wi-Fi capability
enables communication with other devices and remote access to the door lock
system.Because of its low cost,small size and versatility,the ESP8266 is an ideal choice
for my thesis.

Let's consider in more detail the process of installing the development environment
Arduino IDE.

To start working with Arduino IDE, you need to download the program from the
official website: https://www.arduino.cc/en/software.

The installation steps include:

Stepl1:Open file and go to preferences and open it (figure 3.1).
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@ sketch_apr21a | Arduino IDE 2.3.3-nightly-20240402
File Edit Sketch Tools Help

New Sketch Ctrl+N

Open... Ctrl+O

Examples
Close
Save

Save As...
Preferences...
Advanced

Quit

Ln1,Col1 X No board selected Q

Figure 3.1 — Stepl

Step 2: In the "Additional Board Manager URLs" field, add the following URL.:

http://arduino.esp8266.com/stable/package esp8266com index.json

88 sketch_apr21a | Arduino IDE 2.3.3-nightly-20240402
ile Edit Sketch Tools Help

sketch_apr21a.ino
Preferences

M Show files inside Sketches
Editor font size: 14

Interface scale: ¥ Automatic 100 %
Theme: [ Dark v |

Language: | English v | (Reload required)
Show verbose output during I compile [l upload
Compiler wamings [None +|
W Verify code after upload
¥ Auto save
M Editor Quick Suggestions
Additional boards manager URLs: | hitp://arduino_esp8266_com/stable/package_esp8266com_index json|

CANCEL

Figure 3.2 — Step2
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http://arduino.esp8266.com/stable/package_esp8266com_index.json

Step 3: After adding the URL,go to Tools >Board>Boards Manager (figure 3.3).

™ sketch_apr21a | Arduino IDE 2.3.3-nightly-20240402
ile Edit Sketch Tools Help
Auto Format
Archive Sketch
sketch_aj
Manage Libraries...
1
Serial Monitor

Serial Plotter

Firmware Updater

Upload SSL Root Certificates
Board 4 Boards Manager...  Ctrl+Shift+B

Arduino AVR Boards
Get Board Info

Burn Bootloader

Figure 3.3 — Step3

Step 4: In the Boards Manager, type "ESP8266" into the search bar. Select the
"esp8266 by ESP8266 Community" package and click the "Install" button (figure 3.4).

@ sketch_apr21a | Arduino IDE 2.3.3-nightly-20240402
File Edit Sketch Tools Help

[ Select Board v

BOARDS MANAGER sketch_apr21a.ino

ESP8266 1 setup() {

Type: [Al

esp8266 by ESP8266
loop() {

Boards included in this package:
ITEAD Sonoff, LOLIN(WEMOS) D1
R2 & mini, LOLIN(WEMOS) D1...

‘3,1,2 v‘ REMOVE

Output
esp8266:mklittlefs@3.1.08-gccl10.3-e5f9fec installed
Installing esp8266:python3@3.7.2-post1l
Configuring tool.
esp8266:python3@3.7.2-post1l installed
Installing platform esp8266:esp8266@3.1.2
Configuring platform.
Platform esp8266:esp8266@3.1.2 installed

Figure 3.4 — Step4




Step 5:Confirmation of the Installation of the ESP8266 (figure 3.5).

e Edit Sketch Tools Help
Auto Format

Archive Sketch
BOARDS
Manage Libraries...

ESP82(

Serial Monitor

Type: Serial Plotter

Firmware Updater

esp826

Upload SSL Root Certificates

Board Boards Manager...

Boardsit A
ITEADSc @ o Arduino AVR Boards

RZ&mir Get Board Info esp8266

Burn Bootloader

Figure 3.5 — Step5

3.2 Breadboard connection and schematic diagram

Fritzing is a software tool designed to help electronics enthusiasts and beginners
create and document electronic circuits in an intuitive and visual way. It provides a
platform for designing circuit diagrams, PCB layouts (printed circuit boards), and
schematics without requiring advanced technical knowledge or specialized software
skills.

Fritzing is a versatile tool used for designing, prototyping, and documenting
electronic circuits. It provides a user-friendly interface where users can visually design
circuits by selecting and placing components on a virtual canvas. This drag-and-drop
functionality makes it accessible to beginners and experts alike, allowing for easy
experimentation and iteration.

One of Fritzing's key functions is its ability to facilitate prototyping. Users can
simulate their circuit designs virtually before physically assembling them on a breadboard
or PCB. This saves time and resources by enabling users to refine their designs and

troubleshoot potential issues before proceeding with physical construction.
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Additionally, Fritzing generates clear and concise schematic diagrams, breadboard
views, and PCB layouts, which serve as documentation for electronic projects. These
visual representations help users understand how components are connected and how the
circuit should be constructed. This documentation aspect is particularly valuable in
educational settings, where Fritzing is commonly used to teach electronics and circuit
design concepts.

Furthermore, Fritzing fosters collaboration and sharing within the electronics
community. Users can share their projects with others, either as files or by exporting them
as images or PDFs. This enables collaboration on projects, feedback gathering, and
showcasing completed designs to the wider community.

Fritzing serves as a crucial asset in my thesis project, which focuses on creating a
Software and Technical Tool for Controlling a Smart RFID Door Lock System using an
ESP8266 Microcontroller in a Smart Home Environment.

By incorporating Fritzing diagrams into my thesis, | can visually illustrate the
intricate hardware setup of the Smart RFID Door Lock System. These diagrams provide
a clear and intuitive representation of how the ESP8266 microcontroller, RFID reader,
door lock mechanism, and other components are interconnected. This visual aid not only
enhances the comprehensibility of my thesis but also ensures that the hardware
configuration is well-documented for future reference.

Moreover, Fritzing enables me to document the integration of various hardware
components within the Smart Home Environment. Through detailed schematics and
breadboard layouts generated by Fritzing, | can demonstrate how the ESP8266
microcontroller interacts with the RFID reader to authenticate users and control access to
the door lock system. This visual representation helps convey the seamless integration of
different system elements to achieve the desired functionality.

In addition to enhancing the presentation quality of my thesis, Fritzing diagrams
serve an educational purpose by aiding readers in understanding the underlying principles
of the Smart RFID Door Lock System. They provide insights into the roles and
interactions of each hardware component, making the technical concepts more accessible

to my audience, including thesis committee members and future researchers.
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3.3 Physical scheme of Software and Technical Tool for Controlling Smart RFID

Door Lock System using ESP8266 Microcontroller

Let's consider the Physical scheme of the software and technical means of
controlling the intelligent RFID system of door locks using the ESP8266
microcontroller. The breadboard connection of the system components of the door lock
system and schematic diagram of the Door lock System are presented on figures 3.6 and
3.7 respectively.

ESP8266 special because it's really good at connecting to Wi-Fi networks. It's like
having a built-in Wi-Fi chip in your brain.

An RFID (Radio Frequency ldentification) reader module is used to read the unique
IDs of RFID tags. These modules typically communicate using SPI (Serial Peripheral

Interface) or UART (Universal Asynchronous Receiver-Transmitter) protocols.

SHE-ENBL-51-E

Fugure 3.6 — Breadboard connection of the system components of the door lock system
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RFID tags are small devices that contain electronically stored information. Each
tag has a unique identifier that is read by the RFID reader. In this project, RFID tags are
used for access control, where each authorized user possesses a unique RFID tag.

An electric door lock mechanism is a device that can be electronically controlled
to lock or unlock a door.

The components in the system require a stable power supply. A 5V power supply
can be used to power the ESP8266 microcontroller, RFID reader module, and electric

door lock mechanism.
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Fugure 3.7 — The schematic diagram of the Door lock System
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Jumper wires are used to make electrical connections between components on a

breadboard or between components and the microcontroller. They come in different

lengths and can have male or female connectors.

A breadboard is a prototyping tool used to build and test electronic circuits without

soldering. It allows for easy connection and reconfiguration of components during the

prototyping phase.

A USB cable is used to connect the ESP8266 microcontroller to a computer for

programming and power. It provides the interface for uploading firmware and

communicating with the microcontroller.

000000000000000

000000000000000

QOOOODOC!

Fugure 3.8 — PCB Diagram of the door lock System
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Simple Block Diagram of the Door Lock System is presented on figure 3.9.

RFID READER

Door Lock
Mechanism

—MQTT FROTOCOL

LD
display

ESP3266

microcontroller
CcroControlie

WIF Network

Power

Supply

Fugure 3.9 — Simple Block Diagram of the Door Lock System

Here is a brief description of the diagram above , The RFID reader scans the RFID

tags/cards and sends the data to the ESP8266 microcontroller.The microcontroller is the
central unit which receives data from the RFID reader and processes it ,it also
communiacates with the WiFi network and the MQTT broker .The ESP8266 uses the
MQTT protocol to communicate with the server or cloud service for authentication and
control messages .This interaction is bidirectional,meaning the ESP8266 can send and
receive messages .The door lock mechanism is controlled by the ESP8266 based on the
authentication result.If the RFID tag is valid,the ESP8266 sends signal to unlock the

NosloKyM.

ITignuc Jlata

QWCE. 20005.20.01.04 EN

ADK.

45




door.The WiFi provides connection for the ESP8266 to communicate over the MQTT

protocol with the remote server .The LCD displays status messages such as "Access

Granted/denied".Lastly the power supply empowers the whole system with necessary

volatage and current to operate .

Arduino Uno Code for the System with Explanation
#include <SPI.h>

#include <MFRC522.h>

#include <Servo.h>

#include <Wire.h>

#include <LiquidCrystal _12C.h>

#include <ESP8266WiFi.h>

#include <PubSubClient.h>

/I RFID setup

#define RST_PIN D3 // RST pin for RC522
#define SS_PIN D8 // SDA pin for RC522
MFRC522 mfrc522(SS_PIN, RST_PIN);

Il Servo setup

Servo myServo;

#define SERVO_PIN D4

I/ Relay setup

#define RELAY _PIN D1

/I LCD setup

LiquidCrystal_12C lcd(0x27, 16, 2); // LCD 12C address 0x27
I/ WiFi credentials

const char* ssid = "your_SSID";

const char* password = "your PASSWORD";

Il MQTT Broker

const char* mqtt_server = "your MQTT_BROKER_IP";
[ MQTT client

WiFiClient espClient;
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PubSubClient client(espClient);

/[ Function prototypes

void setupWiFi();

void reconnect();

void callback(char* topic, byte* payload, unsigned int length);

void setup() {
/I Serial setup
Serial.begin(115200);
I/l RFID setup
SPI1.begin(); // Init SPI bus
mfrc522.PCD_Init(); // Init MFRC522
Il Servo setup
myServo.attach(SERVO_PIN);
myServo.write(0); // Initial position
Il Relay setup
pinMode(RELAY _PIN, OUTPUT);
digitalWrite(RELAY_PIN, LOW); // Relay off
I/ LCD setup
Icd.init();
Icd.backlight();
Icd.setCursor(0, 0);
Icd.print("Initializing...");
Il WiFi setup
setupWiFi();
Il MQTT setup
client.setServer(mqtt_server, 1883);
client.setCallback(callback);
Icd.setCursor(0, 1);
Icd.print("Ready™);

ADK.

QWCE. 20005.20.01.04 EN 0

Neyjoxym. | ITinnuc JlaTa




void loop() {
if (Iclient.connected()) {
reconnect();
¥
client.loop();

/I Look for new cards

iIf ('mfrc522.PICC_IsNewCardPresent() || 'mfrc522.PICC_ReadCardSerial()) {

return;

¥

String uid =",

for (byte i = 0; i < mfrc522.uid.size; i++) {
uid += String(mfrc522.uid.uidByte[i] < 0x10 ? "0" : ™),
uid += String(mfrc522.uid.uidByte[i], HEX);

¥

uid.toUpperCase();

Serial.printin("UID: " + uid);

Icd.setCursor(0, 1);

lcd.print("UID: " + uid);

// Here, add your logic to validate the UID

// For now, we assume any card is valid

if (true) { // Replace with actual UID validation
digitalWrite(RELAY_PIN, HIGH); // Activate relay (unlock)
myServo.write(90); // Move servo to unlock position
Icd.setCursor(0, 0);
Icd.print("Access Granted );
delay(5000); // Keep door unlocked for 5 seconds
digitalWrite(RELAY_PIN, LOW); /I Deactivate relay (lock)
myServo.write(0); // Move servo back to lock position

}else {
Icd.setCursor(0, 0);
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Icd.print("Access Denied ");
b
/I Halt PICC
mfrc522.PICC_HaltA();
mfrc522.PCD_StopCryptol();
¥
void setupWiFi() {
delay(10);
Serial.printin();
Serial.print("Connecting to ");
Serial.printin(ssid);
WiFi.begin(ssid, password);
while (WiFi.status() '= WL_CONNECTED) {
delay(500);
Serial.print(*".");
b
Serial.printin("");
Serial.printin("WiFi connected");
Serial.printin("IP address: ");
Serial.printiIn(WiFi.locallP());
b
void reconnect() {
// Loop until we're reconnected
while (Iclient.connected()) {
Serial.print("Attempting MQTT connection...");
/[ Attempt to connect
if (client.connect("ESP8266Client™)) {
Serial.printIn("connected™);

/[ Subscribe to topics here if needed

}else {
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Serial.print(“failed, rc=");

Serial.print(client.state());

Serial.printin(" try again in 5 seconds");

// Wait 5 seconds before retrying
delay(5000);

k
}
ks

void callback(char* topic, byte* payload, unsigned int length) {

// Handle messages received from MQTT broker

String message;

for (unsigned int i = 0; i < length; i++) {

message += (char)payload[i];

}

Serial.print("Message received [");

Serial.print(topic);
Serial.print("]: ");

Serial.println(message);

3.4 Algorithms of system functioning

Algorithms involved in the functioning of the smart RFID door lock system using

— RFID Tag Detection Algorithm;
— Authentication Algorithm;

an ESP8266 microcontroller:

— Door Locking/Unlocking Algorithm;

— Network Connectivity Algorithm;

— User Interface Algorithm.
RFID Tag Detection Algorithm:
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— initialization: the algorithm begins by initializing the RFID reader module
connected to the ESP8266 microcontroller. This involves configuring the necessary pins
and settings for communication with the RFID reader;

— polling: once initialized, the algorithm enters a loop where it continuously polls
the RFID reader for any detected RFID tags. The polling frequency can be adjusted based
on system requirements and power consumption considerations;

— detection: when the RFID reader detects an RFID tag within its vicinity, it
generates an electromagnetic field, which powers the RFID tag. The tag then responds by
transmitting its unique identifier (UID) back to the RFID reader;

— reading UID: the RFID reader captures the UID transmitted by the RFID tag and
sends it to the ESP8266 microcontroller for processing. This UID typically consists of a
series of alphanumeric characters that uniquely identify the RFID tag;

— data parsing: upon receiving the UID from the RFID reader, the algorithm parses
the data to extract the unique identifier. This involves extracting the relevant portion of
the data and converting it into a format that can be compared against the database of
authorized RFID tags;

— validation: once the UID is parsed, the algorithm proceeds to validate the RFID
tag against the database of authorized tags. It compares the extracted UID against a list
of pre-registered or authorized RFID tag UIDs stored in the system;

— decision making: based on the validation result, the algorithm makes a decision
regarding access control. If the RFID tag is found in the database of authorized tags, the
algorithm proceeds to unlock the door. Otherwise, access is denied, and the door remains
locked;

— feedback and logging: finally, the algorithm provides feedback to the user
regarding the authentication result. This may involve triggering visual or audible
indicators to indicate successful or unsuccessful authentication. Additionally, the system
may log authentication attempts for auditing and security purposes;

— loop continuation: after processing the RFID tag detection and authentication for

one tag, the algorithm returns to the polling stage to continue monitoring for additional
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RFID tags. This ensures that the system remains responsive to multiple tag detections
within a short timeframe.

Authentication Algorithm:

— database lookup: upon detecting an RFID tag and extracting its unique identifier
(UID), the authentication algorithm begins by querying a database of authorized RFID
tags stored within the ESP8266 microcontroller or an external storage device (e.g.,
EEPROM, SPI flash). The database contains entries pairing each authorized UID with
corresponding access permissions or user information;

— authorization check: the algorithm compares the UID extracted from the RFID
tag against the entries in the database to determine if the tag is authorized. If the UID
matches an entry in the database, the algorithm proceeds to consider the tag as authorized
for access. Conversely, if there is no match found in the database, the algorithm concludes
that the tag is unauthorized.

— decision making: based on the result of the authorization check, the
authentication algorithm makes a decision regarding access control. If the RFID tag is
authorized (i.e., its UID is found in the database), the algorithm grants access by initiating
the door unlocking process. If the RFID tag is unauthorized (i.e., its UID is not found in
the database), the algorithm denies access, and the door remains locked,;

— feedback and Logging: the authentication algorithm provides feedback to the
user indicating the outcome of the authentication process. In the case of successful
authentication, the system may trigger visual or audible indicators (e.g., LEDs, buzzer) to
signal that access has been granted. Conversely, in the case of unsuccessful
authentication, the system may provide feedback indicating access denial, potentially
triggering different visual or audible cues. Additionally, the system logs authentication
attempts, recording details such as the UID of the detected RFID tag, timestamp, and
authentication outcome. This logging serves auditing and security purposes, allowing
administrators to review access attempts and identify any unauthorized access attempts
or security breaches;

— timeout handling: to enhance security, the authentication algorithm may

incorporate timeout mechanisms to limit the duration for which the door remains
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unlocked after successful authentication. After granting access, the algorithm may initiate
a timer, automatically re-locking the door after a predefined duration (e.g., a few seconds
or minutes). This timeout mechanism helps prevent unauthorized access in case the door
is inadvertently left unlocked or if an unauthorized individual gains access to the premises
during the unlocked period.

Door Locking / Unlocking Algorithm:

— servo motor control: alright, so imagine we've got this cool servo motor attached
to our door lock. It's like a little robot arm that can turn and lock or unlock the door. Our
job is to tell this motor when to move and how much to move;

— locking: when someone presents an RFID tag and it's recognized as authorized,
we want to lock the door securely. So, we send a signal to the servo motor, telling it to
rotate in a way that locks the door. It's like pressing the lock button on your car key;

— unlocking: now, let's say someone needs to get into the house. We check if their
RFID tag is authorized. If it is, we want to unlock the door. So, we send another signal to
the servo motor, but this time telling it to rotate in a way that unlocks the door, allowing
the person to enter;

— timeout handling: after we unlock the door, we don't want it to stay unlocked
forever, right? That would be like leaving the front door wide open! So, we set a timer.
After a certain amount of time, if nobody opens the door, we automatically lock it again.
It's like a little reminder to make sure the door stays secure;

— feedback: lastly, we want to let people know what's going on with the door. So,
when we lock or unlock it, we might have some lights or sounds to indicate what's
happening. It's like the door saying, "Hey, I'm locked now!" or "Come on in, I'm
unlocked!".

Network Connectivty Algorithm:

— Wi-Fi Connection: first things first, our smart door lock needs to connect to the
local Wi-Fi network so it can talk to other devices in our smart home. It's like joining the

Wi-Fi at a coffee shop so you can browse the internet on your laptop;
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— network Protocol Setup: once we're connected to Wi-Fi, we need to decide how
we're going to communicate with other devices. We might use protocols like TCP/IP or
UDP. These are like languages that devices use to talk to each other over the network.

— message Exchange: now that we're all set up, it's time to start sending and
receiving messages. When someone tries to unlock the door using their RFID tag, we
send a message over the network to let other devices know what's happening. It's like
sending a text message to your friend to let them know you're on your way.

— error Handling: sometimes things don't go as planned. Maybe the Wi-Fi
connection drops, or there's a problem with the network. In those cases, we need to have
some error handling in place. It's like having a backup plan in case your phone dies while
you're out and you need to find your way home without GPS.

— security Measures: we need to make sure our messages are secure so nobody can
intercept them and unlock our door without permission. That means encrypting our messages
and using authentication to make sure only authorized devices can control the door.

— continuous Monitoring: finally, we need to keep an eye on the network
connection. We don't want our door lock to suddenly stop working because it lost
connection to Wi-Fi. So, we'll set up some monitoring to check if everything's still
running smoothly. It's like periodically checking your phone to make sure you still have
a signal.

User Interface Algorithm:

— initialization: when the system starts up, we initialize the user interface
components, whether it's physical buttons, a touchscreen display, or a combination of
both. It's like turning on your smartphone and seeing the home screen ready for action;

— menu Navigation: we provide users with a menu interface to navigate through
different options and functionalities. Think of it like browsing through apps on your
phone or navigating through settings on a digital device.

— input Handling: we need to handle user inputs, whether they're pressing buttons,
tapping on a touchscreen, or using any other input method. When a user interacts with the
interface, we detect their input and respond accordingly. It's like tapping on an app icon

to open it on your phone.
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— status Display: we display the current status of the door lock system to users,
showing whether the door is locked or unlocked, and any relevant information such as
recent access attempts. It's like glancing at your phone to see if you have any new
notifications.

— configuration: users can configure settings and preferences through the user
interface, such as adding or removing authorized RFID tags, adjusting timeout settings,
or configuring network parameters. It's like changing settings in an app to personalize
your experience.

— feedback: we provide feedback to users to confirm their actions and keep them
informed. For example, when they press a button to unlock the door, we might display a
message confirming that the door is now unlocked. It's like getting a confirmation
message after sending a text.

— error handling: if something goes wrong or an invalid input is detected, we
handle errors gracefully by providing feedback to the user and guiding them on how to
correct the issue. It's like getting an error message when you try to do something on your
computer that isn't allowed;

— accessibility considerations: we design the user interface with accessibility in
mind, ensuring that it's easy to use for all users, including those with disabilities or special
needs. It's like designing a website or app to be accessible to everyone, regardless of their
abilities;

— continuous improvement: we continuously gather feedback from users and
iterate on the user interface to improve usability and user experience over time. It's like

updating an app on your phone to add new features or fix bugs based on user feedback.

3.5 Interface of a a Software and Technical Tool for Controlling Smart RFID Door

Lock System using ESP8266 Microcontroller in a Smart Home Environment

— main Menu: When you first open the software tool, you'll see a main menu

screen. It's like the home screen of your phone where you can access different apps;
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— options for Locking/Unlocking: From the main menu, you can choose options
to lock or unlock the door. It's like pressing buttons on a remote control to lock or
unlock your car;

— RFID Tag Management: There's also a section where you can manage RFID
tags. You can add new tags that are allowed to unlock the door or remove tags that you
no longer want to have access. It's like managing contacts in your phonebook;

— settings Configuration: In the settings menu, you can configure different
options like the timeout duration for automatically re-locking the door after it's been
unlocked. It's like adjusting settings on your computer to customize how it behaves;

— status Display: On the main screen, you'll see the current status of the door
lock system. It'll show whether the door is locked or unlocked, so you know what's
going on at a glance. It's like checking the weather widget on your phone to see if it's
going to rain;

— visual Feedback: When you press a button to lock or unlock the door, you'll
get visual feedback on the screen to confirm that your action was successful. It might
show a checkmark or a lock icon to let you know that the door is now locked or
unlocked. It's like getting a thumbs-up emoji when you send a message on your phone;

— simple Navigation: The interface is designed to be easy to navigate with
simple buttons and menus. It's like using an app on your phone that's straightforward
and intuitive to use, even if you're not a tech expert;

— help Section: If you ever get stuck or need more information, there's a help
section where you can find answers to common questions or troubleshooting tips.
It's like reading the user manual that comes with a new gadget to figure out how to

use it.

3.6 Material cost

The cost of the materials of the proposed for the Smart RFID door locking system.

The estimate of the cost of materials is given in table 3.1
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Table 3.1 — Material cost

Name Cost
ESP8266 Microcontroller | $30
RFID Reader Module $25
Servo Motor $15
RFID Tags $20
Wifi Module $3
Power Supply $20
Enclosure $15

3.7 Conclusion

The smart RFID door lock system is like a high-tech guardian for our home. At its
core is the ESP8266 microcontroller, kind of like the brain that controls everything. It
connects to other important parts like the RFID reader, which reads special cards or tags,
and the servo motor, which physically locks and unlocks the door.

All these parts come together in a neat little package inside an enclosure, kind of
like a protective shell. It keeps everything safe and organized, just like putting your toys
in a box when you're done playing with them.

We set up all these parts on a breadboard, which is like a playground for electronic
components. With jJumper wires, we connect everything to the ESP8266 microcontroller,
making sure each part knows what to do and where to send its signals. It's kind of like
connecting the dots to complete a picture.

Now, let's talk about how this system actually works. We've got algorithms, which
are like sets of instructions that tell the system what to do. These algorithms make sure
the system can detect when someone's RFID tag is nearby, check if it's allowed to unlock
the door, and then actually unlock it if everything checks out. It's like following a recipe

to bake a cake — you have to do things in the right order to get the result you want.
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CONCLUSION

The development of a software and technical tool for controlling a smart RFID door
lock system using an ESP8266 microcontroller in a smart home environment has been an
exciting and rewarding journey. This project aimed to address the growing demand for
secure and convenient access control solutions in modern smart homes, leveraging the
capabilities of 10T technology.

Through extensive research, prototyping, and testing, we successfully designed and
implemented a robust door lock system capable of securely authenticating users based on
RFID tags. The integration of the ESP8266 microcontroller provided a reliable platform
for processing data, controlling the door lock mechanism, and communicating with the
smart home network.

The physical setup of the system involved carefully assembling and connecting
various components, including the ESP8266 microcontroller, RFID reader module, servo
motor, and power supply unit. The use of a breadboard facilitated rapid prototyping and
testing, ensuring that the system's hardware components were properly configured and
functional.

Furthermore, the development of algorithms played a crucial role in the system's
functioning, enabling key processes such as RFID tag detection, authentication, and door
locking/unlocking. These algorithms were meticulously designed and implemented to
ensure efficient and secure access control operations, enhancing the overall reliability and
usability of the system.

Throughout the development process, several challenges were encountered,
including hardware compatibility issues, algorithm optimization, and integration with
existing smart home infrastructure. However, through perseverance and collaboration,
these challenges were effectively addressed, leading to the successful completion of the
project.

Looking ahead, there is significant potential for further enhancements and

refinements to the smart RFID door lock system. Future research could focus on
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improving the system's scalability, interoperability with other smart home devices, and
integration of advanced security features such as biometric authentication.

In conclusion, the development of a software and technical tool for controlling a
smart RFID door lock system represents a significant contribution to the field of smart
home automation. This project has demonstrated the feasibility and practicality of
leveraging loT technology to enhance security and convenience in residential

environments, paving the way for future advancements in this exciting field.
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Appendix A

Breadboard Layout of Components
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Appendix B
Schematic Diagram of the Smart RFID Door Lock System

930400750008 MO

3

|1
£t

[ERRRRERRN
IBRERRRREEE G

et
] 2091937

QWCE. 20005.20.01.04 E8

Schamatc g ot o S H
| eneam—. |




Appendix C
Simple Block Diagram of the Door Lock System
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AHOTANIA

Tema 6GakanaBpChbKOI pOOOTH: « I[TporpaMHO-TeXHiuHUH 3aci0 KepyBaHHs NBEPHHUM
3aMKOM Ha ocHOBI MikpokoHTpoiepa ESP8266».

Asrop: YamyHnopea Tinawe

Hayxosuii kepiuuk: Hiuenopyx A.O.

MosicHIOBAIbHA 3amucka: 66 c., 26 pucynkie, 2 mabauyi, 4  o0ooamxu.
32 Oorcepena.

I'padiuHa yacTUHA: 3 KPECIICHHA

Kmouosi ciioBa RFID Door lock SYSTEM, ESP8266

Meta kBamidikauiiiHoi poboTH: € NPOCKTYyBaHHA Ta peaytizalis IPOTOTHITY
[IPOrPaMHOTO Ta TEXHIYHOrO PIleHHs Uil KEPyBaHHS ABEPHMM 3aMKOM Ha OCHOBI
MikpokouTpoiepa ESP3266.

OCKiNIbKM TeXHOJIOTii po3yMHOro OyIHHKY CTalOTh BCC OUIBII TOLUMPEHUMH,
nonuT Ha eeKTHBHI Ta Oe3MevHi CUCTEMM KOHTPOJIIO ZOCTYILY 10 JBepei 3HauHO 3piC.
[ls GakamaBpcbka pofoTa 30Cepe/UKeHa Ha po3poOIli MPOrpamMHOro Ta TEXHIYHOIO
IHCTpYMEHTY IJIs YTIPaBJIiHHS CUCTEMOIO PO3YMHOI'0 RFID 3amka Juisi ABepeii Ha OCHOBI
mikpokonTtposiepa ESP8266 B KOHTEKCTi po3yMHOro OyauHKY. [IpoeKT BKJIO4a€ B cebe
{HTerpailifo arnapaTHUX Ta MPOrpaMHHX KOMITOHEHTIB Ul CTBOpEHHs Ge3nepebiiHoro

Ta 3pY4YHOTrO PillleHHs JUIs KOHTPOJIIO JOCTYITy 10 XKUTIOBUX MPUMIIIEHb.

[Tignuc @ﬂ@ JIlata 12.06.2024
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BCTYII

B enoxy, KoM TEXHOJIOTIT MPOJOBXKYIOTh (POPMYBATH HALl CHOCIO KUTTS, PO3yMHI
OyIMHKU CTaJd MasKOM CYy4YaCHOTO S>KHUTTA. 3aBISKU IHTErpaiii I1HTEeNEKTyabHUX
NPUCTPOIB Ta aBTOMATH30BAHWUX CHCTEM, JOMOBIACHHUKH TEMEpP MOXYTh BiT4yBaTH
Oe3mpele/IcHTHUI PiBEHb 3pY4YHOCTI, KOMGOpPTYy Ta O€3MEKH Yy CBOIX IKUTIOBUX
NpUMIILIEHHAX. B 1IeHTp1 11€1 mapagurMu 3MiH 3HaXOUTHCS €BOJIIOLIISI CHCTEM KOHTPOJIIO
JOCTYITy 710 JABEPEH, sIKI MEepeUIUIN BiJl TPAAUIIHHUX MEXaHIYHUX 3aMKIB JI0 CKJIQHUX
PO3YMHHUX PIIIICHb.

Ak cTyAeHT, 1m0 pO3MOYMHAE IF0 TOJOPOXK OakalaBpChKOi aucepTallii, MeHe
3aXOIUTIOE TIOTEHITla]l PO3YMHUX TEXHOJIOTIH TMEepEeTBOPIOBATH MOBCSKICHHUN TOCBIJ.
Busnatoun 3Hau€HHSI KOHTPOJIIO AOCTYITY JI0 ABEpEH y cepi JoOMaIIHBOT aBTOMAaTH3AaIll1,
BUPIIIMB MOTJIUOUTHCA B PO3pPOOKY MPOrpaMHOro 3a0E3MEYEHHS Ta TEXHIYHOTO
THCTPYMEHTY [UJIsl yHOpaBIiHHSA cuUcTeMOor po3yMHoro 3amka RFID B koHTEekcTi
CepefoBUIIa pO3yMHOTO OyauHKY. lle moumHaHHS HE TITBKU Y3TODKYETHCS 3 MOIMH
aKaJeMIYHUMU IPArHEHHSIMHU, aJie i MePEeryKyeThCs 3 MOEK MPUCTPACTIO 10 IHHOBaLlIN Ta
TEXHOJOT1H.

OcHOBOIO 111€1 poOOTH € CUMO103 arapaTHUX Ta MPOrPAMHUX KOMIIOHEHTIB 3 METOIO
CTBOPEHHS Y3TO/PKEHOTO Ta OPIEHTOBAHOTO HA KOPUCTyBaya pimeHHs. B il 0CHOBI JIEKUTH
mikpokoHtposep ESP8266, yniBepcanbpHa miardopma, BijoMa CBOIMU MOMJIMBOCTSIMU B
rany3i [oT. BukopucroBytoun moxiauBocti ESP8266 B moennansi 3 TexHosoriero RFID, s
NparHy CTBOPUTH CHCTEMY KOHTPOJIIO JOCTyNy JO JBepeH, ska Oe3nepediitHo
IHTETPYEThCS B CTPYKTYpYy PO3YMHOro OyAMHKY, MiJIBUIYIOYH SIK Oe€3leKy, TaK 1
3pYYHICTb.

3HauyeHHS 1[bOTO MPOEKTY BUXOJUTH 332 PAMKH MPOCTO TEXHOJIOTTYHUX 1HHOBAIIIH;
BIH BTUIIOE B €OOl MparHeHHs BUPIMIUTU peabHI MpPOOJEMH, 3 SIKUMU CTUKAIOTHCS
JOMOBIacHUKU. B emoxy, komu mpoOiemu Oe3nekd HaOyBalOTh BEIMKOIO 3HAYEHHS,
noTpeda B HAIIMHUX Ta HAIIMHUX PIIIEHHSX ISl KOHTPOJIIO JOCTYITY JI0 ABEPEH € OiIbII
aKTyaJIbHO, HIXK Oy/1b-K0IH. PO3po0iisioun nporpaMHe Ta TeXHIYHE 3a0€3MeUeHHS, SIKe

Jla€ KOPUCTyBadyaM MOXJIMBICTh JMCTAHIIAHO KEepyBaTH 3aMKaMH JIBEpEH, s TMparHy
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3aMporoOHyBaTH CIIOKIN Ta 3pYYHICTh, B KIHIIEBOMY M1JICYMKY MOKPAIYIOYH SIKICTh YKUTTS
B PO3YMHHX OyJIuHKaX. bibiie Toro, 1si aucepTariisi € MOXKJIMBICTIO JIJI1 OCOOMCTOrO Ta
npodeciiHoro 3pocTanHs. SIK CTyAEHT, s TparHy 3acTOCYBaTH TEOPETHYHI 3HAHHS,
OTpUMaHi B TMpPOIECI HABYAHHA, 1O MPAKTUYHOTO, MPAKTUYHOTO MPOEKTY. 3aBISKU
peTeNbHOMY IJIaHYBaHHIO, EKCIIEPUMEHTaM Ta ITEpallisiM s IparHy po3BUHYTH HEOOX1/IHI
HABUYKHU BUPIIIICHHS TIPOOJIeM, yIPaBIiHHS MPOEKTAMH Ta MIKTUCITUTUTIHAPHOT CITIBIIPALII.
[{s momopoK MOCHTIKEHHS Ta BIIKPHUTTIB HE TUIBKH INTOBXAE MEHE JIO aKaJeMIdHHUX
JOCATHEHb, ajie W HajJae MEHl IIHHI 3HaHHS Ta JOCBLI, AKl OyayTh (opMyBaTH MOI
MaiOyTHI TOYMHAHHSL.

3 HEMOXWUTHUM IPArHeHHSM J0 JIOCKOHAJIOCTI Ta MPUCTPACTIO 1O BUKOPHCTAHHS
TEXHOJIOT1M JIsl TIOKPAIEHHS KUTTS, 1 Oepycs 3a 3aBAaHHS pO3POOUTH MpOrpamMHe Ta
TEXHIYHE PIIICHHS JI1 KEPYBaHHS pO3yMHOI0 cucTeMoro aBepHoro 3amka RFID Ha ocHOBI
MikpokoHTpoJiepa ESP8266 B koHTekcTi po3syMHoro Oyaunky. [Ipoxoasuu depes eramnu
MPOEKTYBaHHS armapaTHOrO 3a0e3MeYeHHs, PO3POOKH MPOTrpPaMHOTO 3a0E3MEUYCHHS Ta
IHTErparii cuCTeMH, sl 3aJIMIIAI0CSd MOTUBOBAHHUM BIPOIO B T€, 110 HEBEIMKI KPOKHU JI0
NPOrpecy MOXKYTh TMPHU3BECTH A0 TIMOOKHX IEPETBOPEHb Y TOMY, SK MU YKHBEMO,
MIPAIFOEMO Ta B3aEMOJIIEMO 3 HABKOJIUIITHIM CEPEIOBHUIIIEM.

MeToro poOOTH € TPOEKTYBaHHS Ta peallizailis MPOTOTUIY MPOTPaMHOrO Ta
TEXHIYHOTO PIIIEHHS AJI1 KepyBaHHS JABEPHUM 3aMKOM Ha OCHOBI MIKPOKOHTpOJeEpa
ESP8266.

O0’€eKTOM JOCTIKEHHS € TPOIeCH KepyBaHHS IBEPHUM 3aMKOM 3a JIOMTOMOTOFO
MmikpokoHTposiepa ESP8266.

[IpenmeromM IOCHIIKEHHS € TMPOrpPaMHO-TEXHIYHHMNA 3aci0 KepyBaHHS JIBECPHHUM

3aMKOM Ha OCHOBI MikpokoHTposiepa ESP8266.
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1 AHAJII3 BITOMUX IHCTPYMEHTIB TA PIIIEHD

1.1 Ipunuunu poOoTH po3yMHOI cucTeMu aABepHoro 3amka RFID

Ha nmouaTkoBoMy eTarii, JOCUTh BaKJIMBO 3pO3YMITH CKJIaH1 IPUHIIMIIN, IO JIEKATh
B OCHOB1 po0OOTH po3ymHOi cucteMu aBepHoro 3amka RFID. Ilg cucrema mpencrapisie
cobor0 cuM0103 amapaTHOro 3a0e3NeueHHs, MPOTPaMHOI0 3a0e3MeUYeHHsl Ta MepeoBOi
texnonorii RFID, crpsiMmoBaHOi Ha PEBONIOMIIO TPATUIIAHUX MEXaHI3MIB KOHTPOJIIO
noctymy 10 nBepeil. Ocb OCHOBHI MPUHIIUMITU POOOTH PO3YMHOI CHCTEMHU JIBEPHOIO 3aMKa
RFID:

— texnoorig RFID;

— amapaTHi KOMIIOHEHTH;

— 1HTerparis MiKpOKOHTpOJIEpa;

— JIOTiKa KepyBaHHS JIOCTYIIOM;

— MEXaHi3M OJIOKYBaHHS;

— KOpHUCTYBallbKuil iHTEpQEiicC;

— 3aX0AM O€3IEKH.

Texnonoria paniogactotHoi ineHtudikaiii (RFID) € ocHOBorO cyyacHuX cucreM
KOHTPOJIIO  JIOCTYyMy, BKJIIOYalOUd po3yMHI cuctemMu 3aMmkiB  jaBepet  RFID.
3arnuOIO0YMCh Y TOHKOI 11€1 TEXHOJIOTIT I CBOET AUCepTallii, BAXKIUBO 3PO3YMITH
po6oty RFID neranbHo.

RFID mpamtoe 3a mpuHIUIOM  OE3pOTOBOTO  3B'SI3KY 32  JIOMOMOTOIO
pamiodacroTHux curHamiB. Cucrema RFID ckimamaerses 3 1BOX OCHOBHUX KOMIIOHEHTIB:
MmiTok RFID (abo kaptok) Ta 3untyBauiB RFID. Koxna mitka RFID micTuth yHiKanbHUR
inmerTudikaTop, kUit Moxke OyTr nmpountanuii 3untyBadeM RFID, konu BiH 3HaXOIUTHCS
no0u3y.

Mitku RFID — 11e HeBenuKi eIeKTpPOHHI IPUCTPOi, BOYA0BaHI B MIKPOUYIIT TA aHTEHY .
Mixkpouin 30epirae yHikalbHI JaHi ieHTHdIKaIlii, Taki sK cepiiiHuii HOMep abo iHIa
BiMOBiHA 1H(OpMallia. AHTEHa [J03BOJISIE MITIIl TEpelaBaTh Ta OTPUMYBATH

pazii04acToOTHI CUTHAJIX 10 Ta BiA 3unTyBauiB RFID.
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3uutyBaui RFID - 1ie npuctpoi, 061aaHani aHTeHaMU Ta CXeMaM#, pO3pOOJICHUMU
st criikyBaHHs 3 MiTkamu RFID. BoHu BUNpOMIHIOIOTH pajiio4acTOTHI CHUTHAIH, SIKI
#uBJIATh MITKH RFID y ixHpomy oroueHHl. Konu mitka RFID oTrpumye KuBiIeHHsS BiJ
34MTyBayda, BOHA BIJIMOBIAA€, TIEpEat0Yr CBOi 30€peKeH1 1aHl Ha3aj 10 3YUTyBayva.

Cuctremu RFID mpaiftoroTh Ha pi3HMX YaCTOTHHUX J1alma3oHax, BKIOYAOUU HU3bKY
yactoty (LF), Bucoky uactory (HF) ta nanBucoky uacroty (UHF). LF RFID npaitoe na
gactorax 6mau3bpko 125 kI'm, Toai sk HF RFID npamroe 6mu3eko 13,56 MI', a UHF RFID
npairioe B aiana3zoni 860-960 MI'1. Kosken yacToTHuM llania30H MPOTIOHYE Pi3HI epeBaru
Ta OOMEXEHHS 3 TOYKH 30py JAIbHOCTI, IMBHIKOCTI TEpeaadi JaHuX Ta CTIHKOCTI J0
NEPEIKO/.

JanbHicTh 3unTyBaHHs cucteMu RFID BimHOCUTBCS 10 MaKCUMAaIbHOI BIJICTaH1 Mk
3untyBayeM RFID Tta mitkoro RFID mys yeminmaoro 38's3ky. LF RFID 3a3Buyait npomnonye
KOpPOTII JaTbHOCTI 3YMTYBaHHA (BiJ KUIBKOX CAaHTHUMETPIB JJO KUIBKOX METPIB), TOA1 SIK
HF ta UHF RFID MoxyTh nocsraTi OUTBIINX JaIbHOCTEH (110 KiTbKOX MeTpiB). [lepemaua
nanux Mbk MiTkamu RFID Ta 3unTyBadamu BigOyBaeThcsl 3a JOIMOMOIOK) METO/IIB
MOJyJIALIT, TAKUX K amIuniTy1Ha Manimyssnist (ASK), yacrotHa maninyssiuis (FSK) abo
dazosa maninymsis (PSK).

Texnonoris RFID 3HaxoauTh 3acTOCYBaHHS B PI3HUX Tajiy3sX, BKJIIOUYAIOUU
KOHTPOJIb JIOCTYITy, YIPABJIIHHS 3aracamu, BIJICTEKEHHS aKTUBIB Ta JIOTICTUKY JIAHIIIOT1B
MOCTABOK. ¥ KOHTEKCTI CHUCTEM KOHTpPOJIt0 goctymy MiTku RFID BukopucToByroThes st
HaJaHHd a0o0 BIIMOBM B JOCTyNmi JO 3aXWUIIEHUX 30H HA OCHOBI YHIKAJIbHUX
imerTudikaTopis, MO 30epiraloThCs Ha aBTOPU30BAHUX MiTKaX. be3KOHTaKTHHIA XapaKTep
texHosorii RFID 3abe3neuye 3py4HicTh Ta €PEKTUBHICTh, L0 POOUTH i 171€IBHOIO IS
3aCTOCYBaHb, 1110 BUMAraroTh IIBUIKOI Ta Oe3mepeOiiHo1 11eHTr(IKAaLlii.

Xoua Texnosoriss RFID 3abe3nedye yucieHHi nepeBard, HEOOXiTHO BHPIIIUTH
npoOsiemMu Oe3MneKkd, Takl sIK KOH(IIEHIIHHICTh JaHUX Ta HECAHKIIOHOBAHWUW JOCTYII.
Texniku mmdpyBaHHs Ta O€3MEUHI MPOTOKOIN MOXKYTh 3MEHIIIMUTHA PU3HUK TIEPEXOTICHHS
naHux abo kioHyBaHHS RFID-teriB. CucteMu KOHTPOJIO JOCTYITy, IO 1HTEIPYIOThH

texHonorito RFID, yacto BkiItoUaroTh 10AaTKOBl (DyHKIIT O€3MeKH, Taki K MEXaHi3MU
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aBTeHTH(diKamii Ta KypHaIW ayauTy, Im00 3a0e3neunTH BIAMOBIIAIBHICT Ta
BIJICTEKYBaHICTb.

RFID-3uutyBau ciyrye iarepdeiicom Mix Qiznaaumu RFID-teramu/kapramu ta
udpoBoro cuctemoro (pucyHok 1.1). 3a3Buuaii BiH CKIAJAEThCS 3 aHTEHU Ta CXEMH,
31aTHOI BUIPOMIHIOBATH PaJl04acTOTHI CUTHAIM Ta OTpuMyBatH Biamosiail Biag RFID-
teriB. 3untyBay >kxuBuTh RFID-Teru B fioro 6e3nocepeiHbOMYy OTOUYEHHI Ta 3aXOIUTIOE

yHIKaJIbHI 1JIeHTU(dIKaTOpH, 110 30epiraloThCs Ha WX Terax.

Pucynok 1.1 — RFID-3untyBau

EnexTpoHHMII MEXaHI3M 3aMKa BIAMOBIIAE 32 (DI3UUHUI KOHTPOJIb OJIOKYBaHHA Ta
po30iokyBaHHS jaBeped. llelt MexaHi3M Moke MaTu pi3HI  GopMH, Taki K
CJICKTPOMArHiTHI 3aMKH, MAarHiTHI 3aMKH a00 MOTOPHU30BaHI 3aCyBKH, 3aJIKHO BIJ
KOHKPETHUX BUMOT CHCTEMH Ta THITY JBEPEH, 10 BUKOPUCTOBYIOThCS. EleKTpoMardiTHi
3aMKHA YacTO BHUKOPUCTOBYIOTHCS B KOMEPILIMHHX MPUMIIIEHHSAX, 3a0e3Meuyoyuu
HAJIAHUN CcHOCIO KOHTPOJIO JIOCTYyNY IUISXOM €JIEKTPOHHOTO 3BIILHEHHSI 3aCyBKHU
nBepeil. MaruiTHi 3aMKH, 3 1HIIOTO OO0KY, BUKOPUCTOBYIOTh MOTYXHHUI €IE€KTPOMAarHiT

s ikcarli ABeper 1 BiJOMi CBOEK BHCOKOKO CHJIOK YTPUMaHHS Ta JOBTOBIYHICTIO.
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MoTtopu3oBani 3aCyBKH MPOIMOHYIOTH OUIBII CKJIAQgHE PIIICHHS, BUKOPHUCTOBYIOUHU
JIBUTYH JIJI1 BUCYBaHHS 200 BTATYBaHHS 3aCyBKH i (ikcainii nBepeit. [licis oTpumaHHs
CUTHAJIB BiJ MIKpOKOHTpoJIepa, skuil 00po0:sie Bxiani nani Bigx RFID-3unTyBauiB abo
IHIIUX JAaTYWKIB, €JIEKTPOHHHUN MEXaHI3M 3aMKa MPUBOAMUTHCS B IO BIAMOBIAHO [0
1O o, 1100 a60 3adikcyBatu, a00 po30JI0KyBaTH ABEP1, 3a0€3MMeUy0UN KOHTPOJIHOBAHUN
JOCTYN Ta IIJBUIIYIOYH OC3MeKy IpuMimeHb. l[el 1HTerpoBaHUN MAXiT JTO3BOJISE
0e3nepebiifHO Ta aBTOMAaTUYHO KEePyBaTH JOCTYIIOM 0 JIBEpei, 110 CHpHUsE 3aralibHii
e(peKTHUBHOCTI Ta Oe3Mell CHCTEMH PO3yMHOr0 OyJIUHKY.

[HIIOI0O BaXJIMBOIO YACTHHOI € MIKpOKoHTponep (Hampukiaa, ESP8266).
MIiKpOKOHTPOJIEP CIYTy€e MEHTPAIBHAM MPOLIECOPHUM OJIOKOM CHCTEMH, KOOPAUHYIOUH
3B'SI30K MK arapaTHUMU KOMIIOHEHTAMH Ta BUKOHYIOUH JIOTIKY KepyBaHHS. Y Il
mucepraiii  MikpokoHTpoiep ESP8266 o0pano 3aBaskd HOTro yHIBEpPCAJIbHOCTI,
BOynoBaHUM MoxuMBOCTSIM Wi-Fi Ta cymicHOCTI 3 mporpamamu IHTepHeTy pedeil. Bin
orpumye nani Binm RFID-3untyBauda, oOpoOnsie 3amuTu aBTeHTU(IKAIi Ta HAJCHUIAE
KOMaH/I1 JI0 €JIeKTPOHHOT'0 MEXaHI3My 3aMKa.

3oBHIIIHIN BUTISA MikpokoHTposiepa ESP8266 npencrasneno va mamtonky 1.2.

Pucynok 1.2 — Mikpokontposiep Esp8266
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JI>xepeno ®KuBIEHHS 3a0e31euye eIeKTPUIHY SHEPTIIO JIJIs1 KOMIIOHEHTIB CHCTEMH,
rapaHTyio4n OesnepepBHy po6oTy. Moro MoxHa OTPUMATH Bijl MEPEKEBOTO HKHBICHHS
abo Oatapei, 3aJ€)KHO BiJl KOHCTPYKIli Ta BuUMOr cucremu. CtabibHE Ta HaJIIWHE
KUBJICHHS € KIIOYOBUM Uil MATpUMKK  (yHkiioHanbHOcTi  RFID-3unTyBaua,
MIKpOKOHTpPOJIEpA Ta €IEKTPOHHOTO MEXaHI3My 3aMKa.

i amapaTHi KOMIIOHEHTH MPAIIOIOTH PA30M FAPMOHIMHO, CTBOPIOIOYHN HAAIHY Ta
epextuBHy cucteMmy posymHoro RFID-3amky. RFID-3untyBau 3umtye nani 3 RFID-
MITOK, MIKPOKOHTpoJiep o0poOise mi AaHi s aBTEeHTU(iKalii KOpUCTyBadyiB, a
CJICKTPOHHUN MEXaH13M 3aMKa (PI3UYHO Kepye JOCTYIIOM 10 IBEpe. 3aBIsKU PETEIbHIM
1HTerpauii Ta KajgiOpyBaHHIO 1[I KOMIIOHEHTH 3a0e3MeuytoTh 0e3nepeOiiHni KOHTPOJIb
JOCTYIly, TapaHTyloud O€3MeKy Ta 3pYUHICTh PO3YMHHUX JOMAUIHIX CEpPEAOBHILL.
Po3yminHs poii Ta hyHKITIOHATBLHOCTI KOXKHOT'O allapaTHOI'0 KOMIIOHEHTA € KITFOYOBUM
JUIsl TIPOEKTYBaHHS Ta peanmizauli epektuBHOi cuctemMu po3ymHoro RFID-3zamky sk
YaCTUHU I[HOTO TUCEPTALIHHOTO MPOCKTY.

SIK cTyneHT, SIKUii TIPAIioe HaJ UM JTUTUIOMHHUM IIPOEKTOM, PO3yMIHHS 1HTerpaiii
MIKPOKOHTpoJiepa, 30kpeMa ESP8266, € BupilanbHUM J1s1 YCIIXY CUCTEMHU PO3YMHOTO
RFID 3amka nBepeii. MIiKpoKOHTpoJiep Mdi€ SK MO30K CHCTEMH, OPTaHI30BYIOYH
KOMYHIKAIIF0 MK anapaTHUMH KOMIIOHEHTaMH Ta BUKOHYIOYM JIOTIKY YTMPaBIIiHHS.
JlaBaiiTe 3armuOMMOCs B IHTETpaLil0 MIKPOKOHTPOJIEpa B KOHTEKCTI LIbOTO AUILIIOMHOTO
MIPOCKTY.

MikpokoHnTposiep ESP8266 (pyHKIIOHYE€ SIK LEHTpaIbHUI MPOLECOPHUN TPUCTPIi
(LIITY) cucremu posymuoro RFID 3amka nBepeii. Bin BianmoBizae 3a OTpuMaHHS BXITHAX
nanux Big RFID-3unTyBaya, oOpoOKy 3anmuTiB aBTeHTU]IKAIlT Ta HaJICUJIaHHSI KOMaH]I
710 €IEKTPOHHOTO MEXaHi3My 3aMKa.

Mikpokontposiep ESP8266 Bzaemomie 3 RFID-3uutyBauem, 3abe3nedyroun
JIBOCTOPOHHIO KOMYHIKAIIO /U1si OOMiHY TaHUMH. BiH BUKOPUCTOBYE MPOTOKOJIH, TaK1 SIK
UART (yHiBepcaJIbHMI aCHHXpOHHUHW mpuiiMad-niepenaBad) abo SPI (cepiiinuii
nepudepiitnuit inTepdeiic), s BctaHoBieHHS 3B'13Ky 3 RFID-3unTtyBayem.

OpHiero 3 KIIOYOBHUX 0c00IMBOCTEN MiKpOKOHTposiepa ESP8266 € iioro BOy10BaH1

MoxBOCTI Wi-Fi. Bin Moske miikitouaTucs 10 JokalibHUX Mepexxk Wi-Fi, 1o no3Boiisie
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3MIMCHIOBATH BIJIAJICHUN JOCTYN Ta KepyBaHHS cuctemoro posymHoro RFID 3amka
JIBEpei 3a JOIMIOMOror0 BeO- a00 MOOUTHLHUX JI0/JIaTKIB.

Po3poOka mHpoLIMBKM € KIIOUOBUM ACIEKTOM 1HTErpauii MIKpOKOHTPOJIEpA.
[Iporpamumii ko, HanMcaHUK MoBaMHu, TakuMu sk C a6o Arduino, 3aBaHTaKy€eThCS Ha
MikpokoHTpoJiep ESP8266 nis Bu3HaueHHS MOBEIIHKU Ta PYHKIIOHAIBHOCTI CUCTEMHU.
[IpommBka peanidye JOTIKY KepyBaHHS JOCTYNOM, MEXaHI3MU aBTEeHTU(IKaIlli Ta
KOMYHIKaIIiHI TTPOTOKOJIM JJis 3a0e3nedeHHss Oe3nepebiitHoi poOOTH CHCTEMH 3aMKa
JIBEpEH.

Ha nmomatox mo B3aemonii 3 RFID-3umTyBaueM, MIKpOKOHTpOJIEp MOXKE
IHTErpyBaTH 1HILI AATYUKH a00 nepudepiitHi npuctpoi. Ll qaTurku MOKyTh BKIIOYATH
JaTYNKU HAOMDKEHHS JUIS BUSIBICHHA CTaHy JABEpeHd, JAaTYMKW TEeMIEpaTypu IS
MOHITOPUHTY HaBKOJIMIIIHBOTO CEpeloBUINA a00 JaTUMKU PyXy JUIs IUJIed Oe3meKwu.
MikpokoHTposep 00po0OIisie TaHi Bi IUX AATUYUKIB JUIsl MIABUIIECHHS (DYHKIIIOHABHOCTI
Ta yHIBEepCcaJIbHOCTI 1HTeNekTyanbHoi RFID-cuctemu 3amka asepeil.

MikpokonTtposiep ESP8266 xkepye crnoxuBaHHAM €Heprii Juisi ONTUMI3alli
eHeproeeKkTUBHOCTI cucTeMu. BiH peryitoe po3noAin eHeprii 10 pi3HUX KOMIIOHEHTIB,
3a0e3meuyoun  JOCTaTHE TIOCTAa4aHHS, OJHOYACHO MIHIMI3yIOYM  HENOTpiOHE
CHoKuBaHHs eHeprii. yHKIII{ KepyBaHHs €HEPTIEI0 CIPHUSIOTH MPOJIOBKEHHIO TEPMiHY
ciry»0u Oartapei (3a HassBHOCTI) Ta 3MEHILIEHHIO 3araJIbHUX €KCIUTyaTallliHuX BUTPAT.

Jlorika kepyBaHHS JIOCTYIIOM PETYJIIOE€ TIOBEAIHKY CHCTEMHU, BU3HAYAIOUU, KOMY
HaJaeThesl a00 BIAMOBIISIETHCS B IOCTYI1 Ha OCHOBI MONEPEAHHO BU3HAYEHUX MPABUI 1
kpuTepiiB. [laBaiiTe riubime po3riITHEMO MOSCHEHHS JIOTIKM KEpPYBaHHS JOCTYIIOM Yy
KOHTEKCTI 1I1€1 Tuceprartii.

Jlorika KOHTPOJIIO JOCTYITy MMOYMHAETHCS 3 MPOILECY aBTeHTU(]IKaLlli, A€ cucTeMa
nepeBipsi€e 1MEHTUYHICTh OCi0, SKI MparHyTh oTpuMmaTu joctyim. [licns mpen'sBieHHs
RFID-tery no0 3unMTyBaya cHCTEMa 3aXOIUTIOE YHIKAIbHUM 1IEHTU(IKATOpP, IO
30epiraeTbcs Ha TEry.

3axormnennit inentudikatop RFID-tery mopiBHIOETRCS 3 0a3010 JaHHUX

aBTOPU30BAaHUX KOPHUCTYBAuiB Ta iX BIAMOBIAHMMH IpaBaMu jnoctymy. g 6a3a manux
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MOXKe 30epiratucs JIOKaJbHO B MIKPOKOHTpoJiepi abo Ha BIJJaJICHOMY CepBepi,
noctynHoMy depe3 Wi-Fi-3'eqHaHHs.

Buxoasuu 3 pe3ysbTariB 3anuTy 10 0a3u JAHMX, JIOTIKAa KOHTPOJIIO JOCTYILY
BU3HAYa€, Yu Mae ocoba MpaBo JOCTYIy 1O JABEpei. ABTOPHM30BAaHUM KOPUCTyBauam
HAJA€ThCS IOCTYM, TOAl SIK HEABTOPU30BaHUM 0CO0aM JTOCTYII 3a00POHSETHCS.

Jlorika KOHTpOJIIO JOCTyHmy Kepye IMpaBaMH JOCTyIy JUIi  KOXHOTO
aBTOPU30BAHOTO KOPHUCTyBaua, 0 30epiraerbcss B 0asl gaHuX. J{03BOIM MOXKYTb
BKJIFOYATH HAJAHHSA NOBHOIO JOCTYyMy, OOMEXKEHUH AOCTYyN [0 MNEBHUX dYaciB abo
obmnacTeit a0 THUMYACOBHI TOCTYT JIJIsi TOCTEH a00 0OCIYyTOBYIOUOTO TIEPCOHATTY.

Jlorika KOHTPOJIIO JOCTYNYy BKJIIOYAE MeEXaHI3MH OOpPOOKHM TOMUJIOK ISt
BUPILIEHHS BUHATKOBUX BHIIQJIKIB Ta MOTEHUIMHMX MopyweHb Oe3neku. Hampukian,
cHCTeMa MOXe CIIPAIFOBATH TPUBOT'Y 200 3apeecTpyBaTH MiA03piii CIPOOH JOCTYITY, TaKi
gk OaraTopa3oBi HeniiicHI crnpoOu aBTeHTHdIKalli abo BTpyYaHHS B amapaTHe
3a0e3MeyeHHs.

Ha pomatox A0 JOTIKM JIOKadbHOTO KEPYBAHHS JIOCTYNOM, CHUCTEMa MOXKE
HIATPUMYBATH MOKJIMBOCTI B1IJIaJIEHOTO KEpyBaHHA yepe3 BeO- a00 MOOLIbHI TOAATKU.
ABTOpPH30BaHI KOPUCTYBa4l MOXKYTb BiJAaICHO 3MIHIOBATH J103BOJH JOCTYIY, AOJaBaTH
abo ckacoByBaTH OOJIIKOBI JJaHI KOPUCTYBaudiB Ta MOHITOPUTHU AaKTUBHICTH JOCTYIY B
peaslbHOMY 4aci.

[Ilo6 migBUIIUTH HAMIMHICTL 1 OE3MeKy, JIOTiKa KepyBaHHS JOCTYIIOM MOXKE
peanizyBaTH HaJIMIPHICTh 1 3axoau Oe3meku. lle Moke BKIIIOUATH PE3EpPBHI JHKepelia
YKUBJICHHS, pE3€PBHI KaHAIIN 3B's13Ky 200 pe3epBHI METOIU IOCTYITY B pa3i 3001B CUCTEMU
a00 BIAKITIOUCHHS MEPEXKI.

HeoOxi1HUM acneKTOM JIOTIKM KepyBaHHS JIOCTYIIOM € BEJIEHHS KypHAIy MOJIN
noctymy. Cucrema peecTpye KOXHY ClpoOy IOCTYIy, 3alUCYHOYM JeTalll, Takl sK
1IGHTU(IKATOp KOPUCTyBaya, yacoBa MITKa Ta pe3yJbTaT (HajaHo abo BIAMOBJIEHO B
noctyti). XypHamu ayauTy 3a0e3MedyroTh BiAMOBINANBHICTh, TPACyBaHHS Ta IIIHHI

BIJIOMOCTI JIJIsl aHAJIi3y O€3MeKH Ta IIeH BIIMOBIIHOCTI.
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MexaHi3M 0710KyBaHHS BiAnoBigae 3a ¢pizuyHe OJIOKyBaHHS a00 p0o30JIOKYBaHHS
JBEpEel Ha OCHOB1 pilleHb IIOJ0 KEpyBaHHS JOCTYNOM, HPUHHSITUX CHUCTEMOIO.
JlaBaiiTe po3riiHEMO MMOSCHEHHS MEXaH13My OJIOKYBaHHS B KOHTEKCTI LI1€] qucepTallii.

[aTenekTyanpHa cuctema 3amka asepeit RFID BukopucToBye enekTpoHH1 3aMKU
JJIs1 KEPYBaHHS JIOCTYTIOM 0 JIBepeid. EIeKTpOHH1 3aMKH € Cy4aCHOIO aJbTEePHATHUBOIO
TPaIHUIIHHUM MEXaHIYHUM 3aMKaM, IIPOTIOHYIOYH ITABHUIICHY O€3IeKy Ta 3pYUYHICTb.

Tunu eneKTpOHHUX 3aMKiB BKJIIOUAIOTh:

— CJIEKTPUYHI 3aCYBKU: €JEKTPUYHI 3aCYBKHM - 11€ MEXaHI13MHU, BCTAHOBJICHI B
nBepHii kopoOui. [Ipy akTuBaLii BOHM 3BUIBHSIOTH 3aCyBKYy JBEpEHl, JO3BOJISIIOUU
BIJIKPUTH JBEPI;

— Mar”iTHI 3aMKHW: MAarHiTHI 3aMKH CKJIaJIaloTbCs 3  E€JEKTPOMATHITY,
BCTAHOBJICHOT'O Ha IBEPHiN KOPOOIIi, 1 METAJIEBOI IJIACTUHHU, MPUKPITIIIEHOL 10 ABEPEHl.
[Ipu nomayi »KUBJIEHHS €JIEKTPOMATHIT CTBOPIOE MAarHiTHY CUJTY, sIKa HAJ(ITHO yTPUMY€E
JBEp1 3aKPUTHUMU;

— MOTOPHU30BaHI 3aCyBKM: MOTOPHU30BaHI 3aCyBKM - Il€ MEXaHI3MH 3
CJICKTPOJBUTYHOM, $IKI BHUCYBalOTh a00 BTATYIOTH 3aCyBKH MJis OJIOKyBaHHS a0o
po30siokyBaHHs JBepeii. BoHnu 3a0e3nedytoTs HaAlHY O0€3MeKy 1 MiAXOASATh K JJIs
KUTIOBUX, TAK 1 1T KOMEPIIHHUX TPUMIIICHb.

[licns oTpuMaHHSA CUTHAy aBTOpHU3aIlii BiJ JIOTIKK KOHTPOIIO JOCTYIY
ME€XaHi3M OJIOKYBaHHSI aKTUBYEThCS sl OJOKyBaHHS abo0 poO30JOKYBaHHS JBEpEil.
JIns eNeKTpUYHHUX 3aCyBOK EJNEKTPUYHUN IMITYJIbC BTATYE 3aCyBHY IUIACTHHY,
JO3BOJISIIOYM  BIIKPUTH JBEpi. Y MAarHITHHX 3aMKaX >KUBJICHHS TIOJA€ThCA Ha
€JEKTPOMArHiT Jjsi 3BUIbHEHHS JBepei. MotopuzoBaHi (a00 aBTOMAaTHU30BaHI)
3aCyBKH KEpPYIOThCS JIBUTYHOM, SIKHHM TepeMillye 3acyBKM B 3a0iokoBaHe abo
p030JI0KOBaHE MOJTOKEHHS.

MexaHi3M OJIOKyBaHHS 1HTETPOBAaHUM 3 MIKPOKOHTPOJIEPOM, HAIMPHUKIA,
ESP8266, sxuii kepye #oro poOoToro. MIKpOKOHTpOJIEp HaJICHIAE KOMaHIU
MeXaH13My OJIOKYBaHHS Ha OCHOBI pillIeHb KOHTPOJIIO JJOCTYITY Ta BBOJY KOPUCTYyBaua,

orpumanoro Bix RFID-3untyBaya Ta inTepdeiicy kopuctyBaya.
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EnexTpoHHI 3aMKM MOXYTh BKJIIOYATH JOJATKOBI (YHKII O€3meKu s
MOCHUJICHHS 3aXHMCTY BiJl HECAHKIIIOHOBAHOTO aocTyny. L{i GyHKIT MOXYTh BKIOYaTH
JATYUKU MPOTH 3JI0MY, AK1 CIIPAllbOBYIOTh TPUBOTY, SKIIO BUSBIECHO CIIPOOy 370MYy, a
TaKOX PEXKHUMH BIAMOBH Oe3rneku abo BIIMOBH BiJ O€3MEKH, SKI BHU3HAYAIOThH
MOBEIIHKY 3aMKa B pa3l BIAKIIOYEHHS )KUBJICHHS.

Y KOHTEKCTi pO3yMHOT0 JOMAIIHHOTO CEpeOBUIIIAa MEXaH13M OJIOKYBaHHS MOXKe
MIATPUMYBATH MOKJIMBOCTI IMCTAHIIIMHOTO KepyBaHHA (pucyHok 1.3). ABTOpH30BaHI
KOPUCTYyBa4l MOXYTb JHUCTaHI[IKHO OJIOKyBaTu abo0 po30JO0KOBYBaTH JBEpi 3a
JIOTIOMOTO0 Be0- 200 MOOUIBHOTO JT0JaTKa, 3a0€3MeUy04H 3pyUHICTh 1 THYYKICTb.

OO6panuii MmexaH13M OJOKYBaHHS MOBUHEH OyTH CYMICHUM 3 KOHCTPYKLIEIO Ta
po3mipamu nBepeil. HeoOxi1HO BpaxoByBaTH Takl (paKTOPH, sIK MaTepiall ABEpel, TUII
paMu Ta BHMOTH 10 MOHTaxy, 1100 3a0e3MeunTH HaJeKHY (QYHKIIOHAJIBHICTH 1
Oe3meKy.

KopucryBanpkuii  iHTepdelic € OCHOBHOI TOYKOK  B3aeEMOIIl  Mixk
KOpUCTYBa4yaMHU Ta CHCTEMOIO, IO JIO3BOJSI€E IM KEpyBaTH HalallTyBaHHSIMHU
KOHTPOJIIO JOCTYITY, BIACTEXKYBAaTH aKTUBHICTH JBEPEH Ta B3a€MOJIATU 3 PYyHKIISIMU
cuctemu. J[aBaiiTe po3riIsTHEMO OSICHEHHSI KOPUCTYBAILKOTO iHTEep(DEiicy B KOHTEKCTI
i€l kBanidikamiiHoi poOoTH:

Be6-inTepdeiic mo3Boiisie KOpuUCTyBayaMm OTPUMATH JIOCTYH JO CHCTEMH
posymHoro RFID-3amky nBepeii depe3 BeO-Opayszep Ha cBOeMy KoMl toTepi abo
MOO1IbHOMY HpHUCTpoi. KopucTyBaui MOXyTh YBIATH B 1HTEpdelc 3a JONOMOIOI0
CBOiX OOJIIKOBUX JTaHMX, 100 OTpUMATH JOCTYI A0 (PYHKI[IH CHCTEMHU Ta KepyBaTu
HaJAIITYBaHHSMH KOHTPOJIO JOCTYITY TUCTaHIIIIHO.

CnenianbHuil MOOITBHUI JOJATOK HajJlae KOpPHUCTyBayaM 3pYyYHHMU AOCTYH 0
CUCTEMHU PO3YMHOTO [IBEPHOTO 3aMKa 31 CBOiX cMapToHIB abo0 TJIAHIIETIB.
MoOiapHUI [0IaTOK MPOMOHYE CXOX1 (YHKIIOHAJIbHI MOXJIMBOCTI, 10 W BeO-
iHTepderic, aie aganToBaHWUW I MOOITBHOTO JOCBILY KOpHCTyBada 3

ONTHUMI30BAHUM MAakKeTOM 1 HaBIraIl€ro.
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Pucynox 1.3 — BigkpuTu aBepi 3a 101oMOroo TeiaedoHy

OcobnuBocTi:

— peectpanisa RFID-teriB: kopucTyBaul MOXyTh peecTtpyBatu HOB1 RFID-Tern
a00 KapTKU B CHCTEMI depe3 KopucTyBallbkuil iHTepdeiic. Ileit mpouec nepeadayae
NPUCBOEHHS YHIKAJBHOIO 1€HTU(]IKaTOpa KOKHOMY TEry Ta HOTrO acOLIIOBAHHS 3
BIAMOBITHUM TIpodisieM KOPUCTyBaua;

— HaJAIITYBaHHS  JOCTYINy:  KOPUCTYyBallbkuii  iHTepdeiic  m03BOJIsIE
KOpPUCTyBauaM BH3HAYaTH JO3BOJHU JOCTYMY ISl KOKHOTO 3apeectpoBanoro RFID-
tery. lle Bkitouae B cebe BKa3iBKY MO3BOJICHHX YAaCOBUX MPOMIXKKIB, OOMEKECHHS
JOCTYITy JI0 TICBHUX 30H Ta KEPyBaHHS JOCTYIIOM I'OCTEH;

— MOHITOPUHT B pealbHOMY 4Yaci: KOpPUCTyBadli MOXKYThb BIJCTEXKYyBaTU
aKTUBHICTH JIBEpPEH B peaTbHOMY Yaci uepe3 KopucTyBarpkuii intepdeiic. Lle Bkirovae
neperisiy] )KypHalliB JOCTYMY, BIICTeKEHHSI CTaHy JBEpeu (3akpuTi ad0 BIAKPHUTI) Ta
OTPUMAaHHS CIOBIIIEHb PO MOAIT T0CTYIY;

— JHUCTAHLIMHE  KEpyBaHHS:  KOPHUCTYBALlbKUM  1HTEppelc  103BOJISIE
KOpUCTyBayaM JHMCTAHIIMHO OJOKyBaTH abo po30J0KyBaTH JBepi, 3abe3medyroyu
THYYKICTB 1 3pY4YHICTh, 0COOJIMBO KOJIM BOHU MepeOyBatOTh 1032 JIOMOM.

[aTepdeiic kopucTyBada Mae IHTYITUBHO 3pO3yMINWN Ta 3pYYHUN Iu3aiiH 3
YITKUMA MEHIO HaBiramii, OINHWCOBMMHM IMIKTOrpaMaMH Ta 1HTEPAKTUBHUMU

eneMmentamu. IlpuHnunu kopuctyBanbkoro gocBigy (UX) 3acToCOBYHOTbCS s
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3abe3nedyeHHs Oe3nepebiiiHoi B3aeMOAIi Ta MPOCTOTH BUKOPUCTAHHS, MIHIMI3YIOUU
IUIyTaHWHY Ta pO34apyBaHHS KOPUCTYBAUiB.

be3neka € TroJlOBHUM MpIOPUTETOM Yy PO3poOIl 1HTEpECYy KOopucTyBaua.
3axonu, Taki sk 3amudpoBaHE CIUIKYBaHHS, O€3MedYHi METOAM aBTEeHTHdIKaIil
(manmpukiaa, maposii abo OIOMETpPUYHI JaHl) Ta TOJITHUKA KOHTPOJI JOCTYILY,
peanizoBaHi JUIsSi 3aXUCTy JaHUX KOPUCTYBadiB Ta IIUJIICHOCTI CHCTEMH.
baratodaktopHna aBTeHTH(IKaAIiZ MOXKe OyTH I1HTerpoBaHa s 3a0e3MeueHHs
JOJaTKOBOTO piBHS O€3MEeKH, OCOOJIMBO Il UYTJIMBHUX MAil, TAKUX SIK BijjajicHe
pO30JIOKyBaHHS IBEpEH.

[aTepdeiic koprucTyBaua MOXe MPOMOHYBATH MOKIMBOCTI HANAIITYBAHHS IS
ajanTallii CHCTEMH J0 1HIUBIAyaJbHHUX YO100aHb KOpUCTYBayiB. L{e Moxke BKiItOUaTH
HacTPOIOBaHI TEMHM, HaJAIITyBaHHS MOBHM Ta IEpPCOHaNi30BaHI Mpodiiai KOHTPOIIO
JOCTYIIY.

besneka mae mepmioueproBe 3HAUCHHS I8 3a0€3MEUCHHS IUIICHOCTI Ta
HaJIIMHOCTI CUCTEMHU, 3aXUCTY BiJ HECAHKI[IOHOBAHOT'O JOCTYNYy Ta IMOTEHIIHHHUX
Bpa3nuBOCTeH. JlaBailTe AeTalbHIIIE PO3MJISHEMO MOSCHEHHS 3aX0JiB OE3MeKdu B
KOHTEKCTI ITi€l guceprartii.

Peanizaiis npoTokoiiiB mU(pPyBaHHS € BAXKIUBOIO JIJI 3aXUCTY 3B'SI3KY MIX
komnoHeHTamu cuctemu. [lludpysanus HTTPS (Hypertext Transfer Protocol Secure)
a6o TLS (Transport Layer Security) moxe OyTH BHKOPUCTAHO JJisi IUDpyBaHHSA
NaHuX, Wo nepenarTbes Mk RFID-3untyBauemM, MiKpOKOHTpPOJEpOM, 1HTEpPericoMm
KOpucTyBadya Ta BigmaieHumu cepBepamu. llludpyBanHs rapaHTye, MmO dYyTiIuBa
iH(popmMmarisa, Taka sk ineHTUdikaTopu RFID-TeriB Ta KoMaHIU KOHTPOJIIO JOCTYILY,
3aMIIAETHCSA KOH(1IEHIIHHOIO Ta 3aXUILEHOI0 Bi]I MEPEXOIUIEHHS
HECAHKI[IOHOBAHUMHU 0COOaMHU.

s nepeBipKu 1IEHTUYHOCTI KOpHUCTYBayiB Ta 3ano0iraHHs
HECAHKI[IOHOBAHOTO JIOCTYIy JO CHUCTeMH peali30BaHl HaJiifHI MEXaHI3MU
aBTeHTH}IKAIIT TO0CTymy.

AyteHTudikallis 3a mapojieM: KOpUCcTyBayl MOBUHHI aBTEHTU(]IKyBaTu cebe 3a

JOTIOMOTOI0 1MEH1 KOPHCTyBaua Ta NapoJisi Mepea JOCTyNoM A0 (PyHKIIOHAIbHUX
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MOXJIMBOCTEH cuctemu. biomeTpuuna nepesipka: [[ns migBuineHHs 6€3MeKu MOXKYTh
OyTu iHTerpoBaHi OlOMETpHYHI METOAW aBTeHTU(IKaIi, Takli SK CKaHyBaHHS
BIIOWTKIB MaJbIliB 200 po3mi3HABAHHS 00TMIYS.

baratodakropna aBrenTudikaiis: 6araropakTopHa aBTeHTU(]IKAIlIA TOETHYE B
co01 Kkinpka (akTopiB aBTeHTUdiKalli, TaKMX SK MNapoiai, OlOMETpHYHI JaHi Ta
OJTHOPA30B1 KOAM, /ISl TOCWJICHHS KOHTPOJIO JOCTYIy Ta 3MEHIICHHS PHU3UKY
HECAHKIIIOHOBAHOT'O JOCTYITY.

[TomiTHKM KOHTPOMIO [OCTYyNy BH3HAYAIOTh TMpaBHJIa Ta JIO3BOJIH, IO
peryaioTh JOCTYII JI0 IHTEJISKTyalbHOI cucTteMu 3amka pasepedr RFID. Jlna
BU3HAUCHHS PIBHIB JOCTYIly Ta NPHUBUICIB Uil PI3HUX poJiel KOPUCTYyBadiB
(HampuKkiaa, agMiHICTpATOPU, MEIIKaHIl, IOCT1) MOXKe OyTH peasii3oBaHO KOHTPOJIb
noctyny Ha ocHOBi poieir (RBAC). KonTpons gocTynmy Ha OCHOBI 4Hacy J103BOJISIE
KOpPUCTyBayaM BHU3HA4YaTH JO3BOJIM Ha JIOCTYI HA OCHOBI MOIMEpPEIHHO BHU3HAYCHUX
YaCOBHX MPOMIXKKIB, 0OMEKYIOUH TOCTYII Y MEBHI TOJUHU a00 JTHI THXKHSI.

PeecTpanis nmoniii AocTymy Ta BEICHHS KypHAIIB ayJIUTy € BXKJIMBUMH IS
3BITHOCTI, TPACyBaHHS Ta CyJOBO-KPUMiIHAILHOTrO aHami3y. Cuctema peectpye cupoou
JMOCTyNy, BKJIIOYAIOYM YCHImIHI Ta HeBmami moxdii  aBreHTudikamii, mii
0JIOKYBaHHs/p030JIOKYBaHHSI 3aMKa Ta 3MIHM KoH]irypauii cucremu. XKypHanu
aynIuTy HAJAlOTh JIeTalbHUA 3amuC aKTHBHOCTI CHUCTEMH, IO JIO3BOJISIE
aJMIHICTpaTOpaM BiJCTEKYBaTH Jii KOPUCTYBAUiB, BUSBIATH MOPYIICHHS O€3MEKU Ta
PO3CIiyBaTH 1HIIUICHTH.

Ha momatox mo mudpoBHX 3axoAiB O€3MEeKH, pealizoBaHO (i3WMYHI 3aX0JH
Oe3mneKu 15 3aXUCTY CUCTEMH BiJI HECAHKIIIOHOBAHOI'O IOCTYNy Ta MaHInmysamin. s
BUSBIICHHS Ta 3anmo0iraHHs (i3MYHUM aTakaM Ha CHCTEMY MOKHA BCTaHOBHUTHU
repMETUYHI KOPIYCH Ta JaTYMKWA BUSABJICHHA MaHimynsamid. Haxiline kpinieHHs
anapaTHUX KOMIOHEHTIB, TakuX sk RFID-3unTyBau Ta eneKTpoHHUN MEXaH13M 3aMKa,
rapaHTye, oo iX HEMOKJIMBO JIETKO MaHIMyIOBaTH abo MiIpoOUTH.

PerynsipHi OHOBIEHHS Ta BUIPABICHHS NPOTPAMHOTO 3a0€3MEUCHHS €
HEOOXITHUMHM ISl YCYHEHHSI BPa3JIMBOCTEH O€3MeKH Ta MOM'SIKIIEHHS MOTEHIIHHUX

3arpo3. [IporpaMue 3a0e3nedyeHHs Ta MpOrpaMHi KOMIIOHEHTH CUCTEMU MTOBUHHI OyTH
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aKTyaJlbHUMHU, 100 BKJIIOYATH OCTAHHI MOKpalleHHA OE3MeKH Ta BUIPABJICHHS,

BUITYIIIEH1 BUPOOHUKOM.

1.2 AHai3 BiJIOMHX aBTOMAaTHU30BaHUX CHCTEM OJIOKYBaHHS IBEpeit

AHaJi3 BIJIOMHX aBTOMAaTH30BaHMX CHCTEM OJOKYBaHHS JBEped 1ae IiHHI
3HaHHA NMPO KOHCTPYKUIIO, QYHKIIOHAIBHICTh Ta NPOAYKTUBHICTh TaKuX cucTeM. OCh
aHajl3 3aCHOBAaHMI Ha JESKUX BIIOMHX aBTOMAaTH30BAHUX CUCTEMax OJIOKYBaHHS
JIBEpEH.

Oco6auBocti cucremu August Smart Lock Bximrouarors:

— KoHCTpyKLisA: August Smart Lock - me mMojepHi30BaHUN PO3YMHHI 3aMOK,
PO3pO0OIEHUI 11 3aMiHU ICHYIOUHX 3aCYBOK, [0 MA€ CTHJILHUN Ta MIHIMalliCTUYHUN
JIU3alH;

— (YHKIIIOHAJBHICTh: BIH TMPONOHYE OE3KJIIOYOBUNA JOCTYMN, BijjaleHe
OJIOKyBaHHS Ta PO30JOKYyBaHHS 4epe3 MOOUIBHUN TOAATOK, a TaKOX IHTETpaIliio 3
NOMYJIIPHUMH TUTATGOPMaMU PO3yMHOTO OyIUHKY, TakuMHu ik Amazon Alexa, Google
Assistant Ta Apple HomeKit;

— Oesmeka: August Smart Lock BukopucToBye 3ammdpoBaHmii 3B'A30K Ta
nBoGaKTOPHY aBTeHTU(]iKaIlit0 1JIs1 0€3MEUYHOTr0 KOHTPOJIIO JTOCTYILY;

— KOpHUCTYBAIlbKMI JOCBiZ: cucTeMa 3a0e3medye 3pydHUd iHTEepdeiic
MOOUIBHOTO J0JaTKa JUisl KepyBaHHS J03BOJAaMHU Ha JIOCTYH, MEPErsany XypHaliB
aKTUBHOCTI Ta AUCTAHI[IHHOTO KEPYBAHHS 3aMKOM;

— iHTerpamis: BOHA IHTETPYETbCS 3 I1HIIMMH MPUCTPOSIMHU Ta CIy>KO0aMu
pPO3yMHOTO JIOMY, JO3BOJISIIOUM KOPUCTyBadaM CTBOPIOBATH aBTOMAaTH3AIlll0 Ta
ClieHapii;

— 3BOPOTHHM 3B'I30K: KOPUCTYBa4i OTPUMYIOTh CIIOBIIIEHHS B peaJbHOMY Yaci
Ta 3BOPOTHUH 3B'I30K NMPO 3MIHU CTATyCy 3aMKa Ta aKTUBHOCTI.

Ha pucynky 1.4 npencraBneno cucremy August Smart Lock.
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Pucynox 1.4 — August Smart Lock

Cucrema Schlage Connect Smart Deadbolt (pucynok 1.5) Bonojie HacTymHUMHE
XapaKTePUCTHKAMHU:

— mu3aiiH: Schlage Connect Smart Deadbolt — e mMotopuzoBanuii 3amMok 3
TPAJMIIITHIM THU3aiTHOM, JOCTYITHUN y PI3HUX O300JICHHIX, MO0 BiAMOBIAATH PI3HUM
€CTETUYHUM BUMOTaM JIBEpEH.

— (GYHKIIIOHAIBHICTD: MPONOHYE OE3KITFOYOBUN BX1/l, TUCTAHIIIMHUAM JOCTYI Yepe3
MOOUTBHMI JOJATOK Ta IHTErpalito 3 miaTGopMamMu pPO3yMHOTO JOMY, TaKUMHU SIK
Amazon Alexa ta Google Assistant.

— oesmneka: Schlage Connect ocHaieHuii BOy/I0BaHUMH JaTYMKaMH CUTHAJ13aIli
JUTSI BUSIBJICHHS TTOTEHIIIMHUAX 3arpo3 Ta CIpo0 BTPYYaHHS, a TAKOXK MHQPPYBAHHIM IS
0€3meYHoro 3B'A3KY.

— KOPHCTYBAaIlbKUH JIOCBIJI: 3aMOK 3a0e3redye KjaBiaTypy IS BBEICHHS KOIY,

KpIM KepyBaHHS uepe3 MOOUIbHUU JOJATOK, IO BIAMNOBIAAE PI3HUM YHOJO0OAHHIM

KOPHUCTYBaYiB.
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— 1HTerparis: BiH O0e3mepebiitHO IHTETPYEThCS 3 CUCTEMAMHU PO3YMHOTO oMYy Z-
Wave, 1110 103B0JIsI€ 3a0€3MEYUTH IIUPITY B3aEMOIIO 3 IHIIMMH PUCTPOSIMHU.
— 3BOPOTHHI 3B'SI30K: KOPUCTYBadi OTPUMYIOTh 3BYKOBHH BIATYK Ta Bi3yajbHi

IHIUKATOPH MPO CTAaH 3aMKa Ta PIBEHB 3apsly aKyMyJIATOpa.

Pucynok 1.5 — Pozymuunii 3acys Schlage Connect

Yale Assure Lock SL (pucynok 1.6) Mae HacTyIHI XapaKTepUCTUKU:

— nu3aitH: 3aMoK Yale Assure Lock SL Mae ToHKWH Ta cydacHWUUM am3aiiH 3
CEHCOPHOIO KJIaBlaTypoIo, 10 MiXOUTh JAJI1 CY4acHOTO TU3aiiHy OyIUHKY.

— (GYHKIIIOHAIBHICTD: BiH MPOMOHYE OE3KIIFOYOBUHN JTOCTYI, BIIAJICHUN JOCTYII
4yepe3 MOOUTRHUN JOaTOK Ta CYMICHICTh 3 TOJIOCOBHUMH TOMIYHUKAMHU, TAKUMH SIK

Amazon Alexa, Google Assistant Ta Apple HomeKit.

ADpK.
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— Oesmneka: 3aMOK BUKopucToBYe 128-6iToBe mmdpyBanus AES nns GeznedHoro
3B'I3Ky Ta IMPOINOHYE MOXJIMBICTh 1HTErpailii 3 xabom po3ymHoro jaomy Z-Wave nmus
po3ipeHux QyHKIIA Oe3MeKH.

— KOpPUCTYBallbKMW  JIOCBIJ: CEHCOpHA KiaBlarypa 3a0e3leuye 3py4yHYy
aNbTECPHATUBY TPATUIIIMHOMY BXOJTy 32 JOTIOMOTOIO KJIFOU1B, @ MOO1IBHUM JTI0JaTOK 3aMKa
MPOIOHYE IHTYITUBHO 3p03yMiil QYHKIIII KEpyBaHHS Ta YIPABIIHHS.

— IHTerpauisi: BIH IHTErPYETbCA 3 PI3SHUMHU EKOCUCTEMaMHU PO3YMHOTO JIOMY,
JI03BOJISIIOYM KOPUCTyBadaM BKJIIOYATH KEPYBaHHS 3aMKOM JIBeped B OLIBII IIHUPOKI
aBTOMAaTH3allliHI POLEAYPH.

— 3BOPOTHHMH 3B'I30K: KOPUCTYBaudi OTPUMYIOTh CIOBIIICHHS Ta IKypHAIH
aKTHUBHOCTI 4epe3 MOOUTBPHUHN OAATOK, IO Hajae iHGOpMaIlilo PO MOoail JOCTYITY JI0

JIBEpei Ta 3MIHM CTaHy 3aMKa.

Pucynok 1.6 — Yale Assure Lock SL

Kwikset Kevo Smart Lock (pucyHsok 1.7) Mae Taki BIacTHBOCTI:
— xoHcTpykmis: Kwikset Kevo Smart Lock Mae TpaauiiiiHy KOHCTPYKIIiIO
3aCyBKHU 3 (YHKIIEIO BITKPUTTS TOTHKOM, IO JI03BOJISIE KOPUCTYBayaM poO30JIOKyBaTu

I[Bepi IMPOCTHUM OOTUKOM;

ADpK.

KsPKI. 20005.20.01.04 13 )

3M..

K. | Nemoxym. JIlinnuc|/lara




— (pyHKIIOHANBHICTH: BiH MPOMOHYE 3PYYHICTh BIAKPUTTS JOTUKOM, BiAJaICHUNA
JOCTYM 3a JOIMOMOTr0K MOOUIBHOTO J0JaTKa Ta 1HTerpaii 31 cMapt-miatdopMamu,
TakuMH 9Kk Amazon Alexa ta Nest;

— Oesmeka: Kevo Smart Lock BukopucToBye Kinbka piBHIB mU(pyBaHHS IJis
0e3meyHoro 3B'13Ky Ta MponoHye eKeys /st KOHTPOJIHOBAHOTO CIUIBHOTO JOCTYITY;

— KOPUCTYBallbKUM  JOCBIA:  (QYHKIS  BIAKPUTTS  JOTUKOM  3a0e3Ieuye
OE3KOHTAaKTHHM JOCBI1J pPO30JIOKYBaHHS, TOJAl SK MOOUIBHMI [OJATOK IPOIOHYE
JI0JIATKOB1 MOKJIMBOCTI KEpYBaHHS Ta YIPaBIIHHS.

— 1HTerparlisi: BiH IHTETPYEThCS 3 MEBHUMH CMapT-TUIaTGopMamMu, IO JTO3BOJISE
KOPHUCTYBadaM BKIIFOYATH KOHTPOJIb HAJl 3aMKOM JIBepeil y OUTBIIT ITUPOKi HAJIAIIITYBaHHS
CMapT-II0MYy;

— 3BOPOTHUN 3B'SI30K: KOPHUCTYBa4l OTPUMYIOTH CIIOBIIICHHS Ta 1CTOPiIO
aKTUBHOCTI Yepe3 MOOUIbHUMN H0JIaTOK, IO JI03BOJISIE iM BIJACTEAKYBATH MOA1T JOCTYITY 10

JBEpell Ta 3MIHU CTaHy 3aMKa.

Pucynok 1.7 — Kwikset Kevo Smart Lock
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1.3 Bucnosxku. [TocranoBka 3amauil

[TounHaroum poOOTY HaA Ii€r0 KBaTi(iKaIiiHO POOOTOI0, SI 30CEPEIKYIOCS Ha
BUPIIIICHH] HarajabHO1 MOTPeOu B O6e3neyHoMYy, €()eKTUBHOMY Ta 3pYUYHOMY PillIEHH] JJIs
KOHTPOJTIO IOCTYIY B PO3YMHUX JJOMAIITHIX cepeoBUIlax. TpaauiiiitHi MeXaHi4H1 JBEpHi
3aMK{ BCE YacTillle 3aMiHIOIOTHCSI PO3YMHHMH CHUCTeMaMu JBepHux 3amkiB RFID, mio
3a0e3MeuytoTh MiABUIIEHY 3pY4YHICTh Ta Oe3rneky. OJHaK 1CHYIOUl PIIIEHHS 4acTo He
MaroTh KOMIUIEKCHOI IHTErpallii, HaJIMHUX 3aX0/A1B O€3MEeKHU Ta 3pYYHUX IHTEPPENCIB, 1110
pOOUTH BJIACHUKIB OyJAMHKIB BPa3JMBUMHU JO MOTEHIIMHUX IMOPYIICHh OE3MeKH Ta
npo0eM 13 3pyUHICTIO BUKOPUCTAHHS.

[IpoGnema, 110 pO3TAATAETHCS, OXOIUTIOE KUThKA KITFOUOBUX MUTAHb:

— BIJICYTHICTh KOMIUIEKCHOT 1HTErpaiii: iCHyrYl pPO3YMHI CHCTEMH JIBEPHHX
3amkiB RFID MoxyTh He Matu Oe3nepebiifHOi 1HTerpaimii MK anapaTHUMU
KOMIIOHEHTaMH, [porpaMHuUMU  (QYHKIIIMH Ta iHTepdelicaMu  KOpUCTyBaya.
Heysromxkenns abo mporaivHu B 1HTErpamii MOXXyTb MPHU3BECTH 0 HEONTUMAJIBLHOT
IPOJYKTUBHOCTI, TPOOJIEM 13 HAJINHICTIO Ta TPYAHOILIB 13 3pYYHICTIO BUKOPUCTAHHS JIJIS
KIHIIEBUX KOPUCTYBAauiB;

— npobinieMu Oe3mneku: Oe3MeKka € HaWBaKIMBIIIMM AacleKTOM y PO3YMHHX
JIOMAITHIX CEepPeJIOBHINAX, OCOOIUBO CTOCOBHO CHUCTEM KOHTPOJIO AocTymy. barato
TOTOBUX cUCTeM JBepHUX 3aMKiB RFID MoxyTh HE MaTH HaliifHUX 3aX0/1iB O€3MEKH, 1110
poOuTh iX BpazNTUBUMH JI0 HECAHKIIIOHOBAHOTO JOCTYINy, MOPYUIEHb JaHUX Ta
MaHIMyJISIIH;

— 3PYYHICTh BUKOPHUCTAHHS Ta JOCBIJ KOPUCTYBa4a: 3py4HICTh BUKOPUCTAHHS Ta
JIOCBIJ] KOPUCTYBa4a PO3YMHHX CHCTeM ABepHuX 3aMmkiB RFID BinmirpatoTs BupimaabHy
poJib Y IXHbOMY BIpPOBa/KEHHI Ta edexTtuBHOCTI. CkiagHl iHTepdeiicu KOpUCTyBaua,
TPOMI3JIKI IPOLECH HAJAIITyBaHHs Ta BIACYTHICTh IHTYITHBHO 3pO3YMIJIOT0 KEPYBaHHS
MOKYTh MEPEIIKOHKATA TPUHHATTIO Ta 33JJ0BOJICHHIO KOPUCTYBAUiB;

— OOMEXeHI MOMJIMBOCTI BIJIAJIGHOTO0 KEPYBaHHS: MOXJIMBOCTI BiJIJIaJIEHOTO
KEepyBaHHs, TaKl SIK BIJAJICHUI KOHTPOJIb JOCTYIYy T4 MOHITOPUHI B PEaJIbHOMY 4aci,

CTaIOTh BCE OLIBII BaXKJIIMBUMU OJIA Cy4aCHHUX iHTGJIGKTyaHLHI/IX ,IIOMaH_IHiX CCPpCaAOBMUIII.
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OpnHak iCHYIOUl pIIIEHHS MOXYTh MPOIMOHYBAaTH OOMExeHi abo HeHamiiHi (QyHKIil
B1JIJIaJIEHOT'O K€PYBaHHS, OOMEXYIOUH MOKJIMBOCTI BJIJACHUKIB OYJIMHKIB KOHTPOJIIOBATU
Ta BIJCTEXKYBATH JIOCTYI JI0 CBOEI BIIACHOCTI BIJIJAJIEHO;

— BIJCYTHICTh HAJAIITyBaHHS Ta FHYYKOCTI: BJACHUKH OYJIMHKIB MOXYTh MaTu
pI3HI BUMOTH Ta yMHOJO00AHHS MION0 HANAIITyBaHb KOHTPOJIIO JOCTYITYy, KEepyBaHHS
KOpPUCTYBa4yaMM Ta 1HTErpauii 3 IHIIUMHU 1HTEIEKTyaIbHUMH MPUCTPOSIMU TOMAIIHBOTO
rocrojapcTBa. [cHyIou1 iIHTeIeKTyanbHi cucTeMu 3aMKiB aBepeit RFID moxyTh HE MaTn
MOXKJIMBOCTEH  HaJAIITyBaHHSA Ta THYYKOCTI IS €QEKTHBHOTO  3aJI0BOJICHHS
PI3HOMaHITHUX OTPEO KOPUCTYBaYiB.

3 ornany Ha 1i mpobiieMu, poOOTa CHpSIMOBAHA HA PO3POOKY KOMILJIEKCHOTO
MPOTrPaMHO-TEXHIYHOTO 3aco0y Il KepyBaHHS IHTEJICKTYyaJlbHOIO CHCTEMOIO 3aMKIB
nsepeit RFID Ha ocHOBi MikpokoHTposepa ESP8266 B iHTenekTyaIbHOMY JOMAITHBOMY
cepenoBuIlll. MeTor € BUPIIICHHS BHUIE3a3HAUYCHUX HEAOJIKIB IUIIXOM I1HTerparii
amapaTHUX Ta NPOTpaMHUX KOMIIOHEHTIB, peaiizailii HaJliHUX 3aXOJlIB Oe3IeKH,
pO3pOOKM  IHTYITMBHO  3po3yMiIoro  iHTepdeiicy KopucTyBada, PO3LMIMPEHHS
MOKJIMBOCTEH BIJJAJICHOTO0 KEPYyBaHHS Ta HaJaHHS OIIIA HaJalITyBaHHS IS
3aJI0BOJICHHS PI3HOMaHITHUX MOTPeO BIACHWKIB OyauHKIB. Bupimryroun 11i mpobiemu,
JUCEpTAIlisl TIparHe BHECTH CBi1M BHECOK Y PO3BUTOK TEXHOJIOTIi KOHTPOJIIO JAOCTYIy B
IHTENEKTYaIbHUX JIOMAIIIHIX CEPEeJOBUINAaX, B KIHIEBOMY MIiJACYMKY MiABUILYIOUN

Oe3mneKy, 3py4YHICTh Ta JOCBi KOPUCTyBava Jijisl BIACHUKIB OYIUHKIB.
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2 EJIEMEHTA BA3A ITPOT'PAMHO-TEXHIYHOI'O 3ACOBY
2.1 Po3ymna cuctema 3amka asepeit RFID ta enementHa 6aza

[TpoaoB:xyrouu JOCHIIKEHHST PO3pOOKH PO3yMHOI cucTeMu 3amka ABepeit RFID
Ha OCHOBI MikpokoHTposiepa ESP8266, Bubip eneMeHTHOI 0a3u KOMIIOHEHTIB (opMye
OCHOBY TipoekTy. Ocb [OKJIaQAHUKA ONUC KOKHOTO KOMIIOHEHTa, SIKUHA f
BHUKOPUCTOBYBAaTUMY JUIsl CTBOPEHHS PO3YMHO1 cucTeMu 3aMka aBeper RFID.

[IpornoHoBaHuUii TPOrpaMHO-TEXHIYHUIN MPUCTPIN CKIAAAE€THCS 3 TAKUX arapaTHUX
KOMIIOHEHTIB:

— ESP8266 (NodeMCU);

— RFID-3uutyBau RC522;

— MeXaHi3M 3aMKa aBepeit (peneitauit Mmoayias KF-301);
— peneiianit moayns KF-301;

— 9B akymymsrop;

— crabumizaropu Hanpyru (LM7805 ta AMS1117);

— MaKeTHa TuIaTa Ta JHKEMIIEPHI IPOTH.

Mikpokontposiep ESP8266 — ue nemoporuit Wi-Fi-Mikpouin 3 TMOBHOIIIHHUM
TCP/IP-cTexoM Ta MOXKITUBOCTSMHU MIKPOKOHTpOJjIepa (pruCyHOK 2.1).

51 obpaB mikpokoHTposiep ESP8266 uepes ioro BOymoBani MoxxiauBocTi Wi-Fi,
HU3BKY BapTicTh Ta cyMmicHicTh 3 Arduino IDE s mpoctoro mporpamysanHs. Moro
00YHMCITIOBANIbHA MOTYXHICTh T4 MOMJIMBOCTI MIJKIIOUYCHHS POOJISTH HOTO MPUIATHUM
st kepyBaHHa ayteHtudikamiero RFID (pucynok 2.2), B3aemomiero 3 iHTepdeiicom
KOpHCTyBa4a Ta 3B'A3KOM 3 IHIIUMHU MPHUCTPOSIMH PO3yMHOTO OyAWHKY. BiH BHCTymae
IEHTPATbHUM OJIOKOM cuctemu. Bin 3untye nani 3 RFID-3untyBada, 06po0ise ix, kepye
MEXaHI3MOM 3aMKa jaBepel, B3aemojiie 3 PK-gucnineem ta migkmrougaerses 10 MQTT-
Opokepa uepe3 Wi-Fi s qucTaHUIMHOTO MOHITOPMHIY Ta KepyBaHHs. HeoOxigHa

Harnpyra s ESP8266 cranoButs 5B.
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Pucynox 2.2 — 3untyBau RFID RC522

Peneitauit Mmoyb - 11 pelie, sKe BCTAHOBJICHO Ha IUIaTi 3 THITUMUA KOMIIOHEHTaMU

JuIsl 3a0e3reyeHHs 130701l Ta 3axucty (pucyHok 2.3). Lle poOuth ix mpocTimiumu y

BUKOPUCTAaHHI B pI3HUX JOJaTKaX. BUKOpPUCTaHHS pENeHHUX MOMIYJIB MPOTOHYE

OPOCTUM 1 3pYYHHMM CMOCIO AUCTAHIIWHOTO KEpyBaHHS EJIEKTPUYHUMHU CHUCTEMaMu

obnmagHaHHA. Y 1l qucepTarii 1 BAKOPUCTOBYIO peneitanii moayns KF-301, skuit Oyne

CIIy)KUTH KPHUTHYHHM KOMIIOHCHTOM [JIA Oce3mekn Ta C(I)GKTI/IBHOFO KCPYBAaHHA

MexaHI3MOM OJIOKYBaHHs JIBepell. BukopucToByroun peneitHuii Moaysib, CUCTEMa MOXKE

3M..
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00pOoOJISATH BUIII BAMOTH JI0 TIOTYXKHOCTI Ta 3a0€31MeuyBaTH 13011110 MK KOHTPOIHHOIO
CXEMOIO Ta HaBaHTAXXEHHSM BHCOKO1 IMOTYHOCTI, IO MiJABUIIYE K (QYHKI[IOHAIBHICTD,

Tak 1 Oe3MmeKy.

— " &= s ane [ :|
@A R

~ ‘Hm SOVAC 10 125VAC __
10A 30VOC 10A 28VDC - -

L S SRD-05VDC-SL-CL 1

Pucynok 2.3 — Penetiauit moayns KF-301

CrabisnpHe JKepeso AKUBJICHHS € HEOOX1THUM JJist Oe31epepBHOT poOOTH CUCTEMH.
Jns miei cuctemu RFID 3amka naBepei si BukopucTtoByro 9B Oatapero sik Kepeso
KUBJICHHA, BOHa 3a0e3neuye >xuBieHHs ESP8266, 3uutyBaua RFID, pene ta iHmmx
KOMITOHEHTIB (pucyHok 2.4). 3a3Buuail perymtoerbes 10 5B ta 3.3B 3a gomomororo

cTab1113aTOPIB HAPYTH.

Qv

Pucynok 2.4 — 9B 6Garapest
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Pinkokpucramiunmii  gucriein (LCD) 3 12C inTepdeiicom (pucyHok 2.5).
Kommnonent [2C LCD BUKOPUCTOBY€ETHCA B ITporpamax, siki BAMararoTh Bi3yajJbHOTO ab0
TEKCTOBOTO BiJI0OpakeHHs1. [[elf KOMIIOHEHT Tak0X BUKOPUCTOBYETHCS, KOJIU MOTPiOCH
nucIuie cumBodiB, ane cim nociigoBaux GPIO na omnomy mopty GPIO nemoxiuBi.
Jlnst wi€i cuctemu s BUKOopucToByto 16x2 cumBosibhuii LCD 3 12C inTepdeiicom, sxkuit
CIIPOIIY€ MiIKIIOYECHHS 0 MIKPOKOHTpoJiepa. BiH BioOpakae MOBIIOMIIEHHS TIPO CTaH,
taki sk "Jloctyn Hamano", "Jloctyn 3aboponeno" abo UID ckanoBanoi RFID-kaptu.

3abesrneuye Bi3yallbHUN 3BOPOTHIN 3B'SI30K JJI1 KOPUCTYyBaya.

Pucynok 2.5 — LCD ngucnnei

Cra6imizaropu Hamnpyru (LM7805 ta AMS1117). CraGinizarop Hampyru - Iie
cucrtema, po3po0seHa Jijisi aBTOMaTHYHOTO MIATPUMKH MOCTIMHOT HAIPYTH (PUCYHKH 2.6,
2.7). Bona MoOXxe BUKOPUCTOBYBATH MPOCTHM MNPUHUMUII OpsIMOi Mojadi abo MOxke
BKJIIOYaTH HETaTUBHUN 3BOPOTHUM 3B'sI30K. BoHa MoOXe BUKOPUCTOBYBAaTH
CJICKTPOMEXaHIYHUN MEeXaHi3M a00 €JIeKTPOHHI KOMIIOHEHTH. 3aJIe’)KHO BiJl KOHCTPYKIIIi,
il MOXXHa BHKOPHUCTOBYBATHU [UIsl PEryJIOBaHHA OAHIET ab0 KUIbKOX 3MIHHUX a0o

nocTiitHuX Hanpyr. OCKIJIBKY 51 BUKOPUCTOBYIO JIXKEPEIIO KUBJICHHS, sIKe 3a0e3meuye 9B,
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icHye moTpeba B peryiIroBaHHI HAMpyru, mo0 BOHA BiJANOBijana MoTpedaM >KUBICHHS

BCiX KoMmoHeHTiB. Ctabumi3aTop Hampyrd JOMOMOXKE MEHI PEryJiloBaTh HaIpyry

CHeulagbHO JUIsl KOXHOIO KOMIIOHEHTAa. [[is wi€i cucTteMu s BHUKOPUCTOBYBAB JiBa

crabimizatopu Hampyru, siki € LM7805 ta AMSI1117. LM7805 neperBoproe OubIi

BHUCOKI Hampyru Ha ctabutbHuil 5B Buxin. Y il cuctemi i BAKOPUCTOBYIO MOTO ISt

perymoBadHs 9B o 5B Buxosy /uist KOMIOHEHTIB, TaKUX K peneiHuit moayns 1a LCD.

AMSI1117 neperBoproe 5B na 3,3 B, mo notpioHo mist ESP8266 ta RC522.

LM7805

oV 5V

330nF 100nF

Pucynok 2.6 — LM7805

GHD | Ifjput

Output

AMS1117 Pinout
Pucynok 2.7 - AMS1117
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MaxkeTHa miaTa Ta JpKMIIEpH1 IpoTu. MakeTHa 1iara — e KOHCTPYKTUBHA OCHOBA
IUIL TIPOTOTUIIYBAHHS EJEKTPOHIKHM, a JDKMIIEPHI JPOTH BUKOPUCTOBYIOTHCS JUIS
cTBOpeHHS 3'enHaHb (pucyHOK 2.7). 3abe3meuye muaTdopMy Ui MIAKIIOUYEHHS BCIiX
KOMIIOHEHTIB pa3oM 0e3 MailK, 110 JO3BOJIE€ JIETKO BHOCUTU KOPHUTYBaHHS Ta

Moau(iKallii.

Pucynok 2.7 — Makertna miara

KopucryBanpkuit  intepdeiic  (cmaptdon, skuit € wimeatom  MQTT).
KopucryBanpkuii iHTEpdEHC T03BOJIIE KOPUCTYBauaM B3aEMOJISTH 3 CHCTEMOIO,
HAJIAIITOBYBATH MapaMEeTPH JIOCTYMy Ta OTPUMYBATH 3BOPOTHIN 3B's30K. /[0 BapiaHTiB
Halexath (Pi3uyH1 1HTEpQencH, Takl K KHOMKM HATUCKaHHS ab0 CEHCOpHI MaHedl,
JIOTIOBHEHI 1HANKATOpaMU CTaHy, TAKUMU sK cBiTIOA10Au abo PK-nucmnei, njis HagaHHs
BI3yaJIbHOTO 3BOPOTHOTO 3B's3Ky. [HTErparis 3 uudpoBumMu iHTEpdeiicamu, TAaKUMU K
MOOUIBbHI J0AaTKU abo BeO-MaHeni, MOXE MOKPAIIUTH 3pPY4YHICTh BUKOPUCTAHHS Ta
3a0e3neunTH BiijajieHe KEPyBaHHS CHCTEMOIO 3aMKa JiBepeii. MoOinsHui Tenedon Oyae
niati ax kiieHT MQTT, BiacTeXXyrodW cTaH 3aMKa JBEpEd Ta HAJACHIAIOYH KOMaHIH
JUCTaHUiiHOTO KepyBaHHs Ha ESP8266. CmapTdoH mianucyeTbcsi HA TEMY CTaHy Ta
nmyOJIiKye KOMaHI KepyBaHHS HA BIAMOBIIHY TeMy. MoOiIbHUN H0aTOK Oy/1e JisATH K

KOPHUCTYBaIIbKUM 1HTEpdErcC.
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)

Unlock your
Garage Entryway
Door with
Bluetooth

Garage Entryway Door
Unlocked

7 ieetes

Pucynok 2.7 — Cuctema 6510KyBaHHS IBepei

3axoau Oe3MeKu € HaA3BUYaiiHO BaXJIMBUMU JJIs1 3aXUCTY B1Jl HECAHKIIIOHOBAHOTO
JOCTYNy Ta 3a0e3MeueHHs IUTICHOCTI cuctemMu. Peamizarii MOXyTh BKJIIOYATH
mupyBaHHs 3B'S3Ky MK KOMIOHEHTaMH, MEXaHI3MHU aBTEHTU(IKAIIi i1 JOCTYITY
KOPHUCTYBadiB Ta (i3U4HI 3aco0M Oe3meKkH, Taki SK BHSBJICHHS CIpoO BTpy4daHHS abo
CUTHaJII3aIli BTOPTHEHHs. [HTerparisi Oe3MeyHuX MPOTOKOJIB Ta KpalluX MPaKTHUK, a
TAKOX PpEryJiipHI OHOBJEHHS MIKPONPOrpaMHOro 3a0e3NedYeHHsl J10NOMararTh
3MEHIIUTH MMOTEHITIHHI PU3UKHU OC3MEKH.

Kommnonentu cmig obuparu, mo0 3a0e3neunTd CyMICHICTh Ta Oe3nepediiiHy
IHTETpaIliio 3 IHIIUMU TPHCTPOSIMH Ta IKIaTGopmMamMu po3ymHoro OymamHKy. Wi-Fi-
3'enHanHg MikpokoHTposiepa ESP8266 nosBonsie inTerpyBatd HOro 3 MOMYJISPHUMHU
mwiatrgpopmamu [HTEpHETY peuelt, Takumu ssk MQTT abo Home Assistant, njo 3a0e3neuye
B3aEMOJIII0 Ta PO3IIAPIOE MOXKIUBOCTI CHUCTEMHU. PO3risimyM MO0 KOMYHIKAI[iHHUX
nporokoniB, Takux sk MQTT mns oOminy nosigomieHHsimu abo HTTP ans BeO-
1HTEepQENCIB, CIPUAIOTH IHTErpaLli 3 ICHYIOUUMH €KOCHCTEMAMH PO3YMHOTO OYJIMHKY.

EXOHOMIYHICTH € BOKIMBUM (PAKTOPOM IMPU BUOOP1 KOMIIOHEHTIB, 30aJIaHCOBYIOUN
IMPOAYKTUBHICTh Ta (YHKIII B MeXax OOKETHHX OOMexeHb. OIliHKa 3arajbHOi

BapTOCTi BOJ'IOI[iHHH, BKJIIOYAIOYM ITOYATKOBI1 BUTpAT Ha HAJIAITYBAaHHA, ITOTOYHC
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oOCnyroByBaHHid Ta  TOTEHIIMHY  MacmTabOBaHICTh, TapaHTye  (piHAHCOBY
KUTTEZNATHICTH IPOCKTY.

PerenpHo mia0Mparoyu Ta IHTETPYIOYH 111 €IEMEHTAPHI KOMIIOHEHTH, CTBOPIOETHCS
MiIIHA OCHOBa s iHTeneKkTyanbHoi cuctemMu RFID-3amkiB jaBepeldi Ha OCHOBI
MikpokoHTpoJjiepa ESP8266. Ile 3abe3nedye OCHOBY Uil MOJQJIBIIOTO PO3BUTKY,
HAJAIITYBaHHA Ta BIOCKOHAJIICHHS JJISI 3aJIOBOJICHHS KOHKPETHHUX BHMOT Ta IIIJIEH

MIPOCKTY.

2.2 llpunnunu QyHKIIOHYBaHHS 1HTENEeKTyanbHO1 cuctemu RFID-3amkiB nBepeit

3 BUKOPUCTAHHSIM MikpokoHTposiepa ESP8266 B ymoBax po3yMHOro OyJIuHKY

[IpoBenemo ommc cucremu. InTenekryanpHa cucrtema RFID-3amkiB aBepeit
iHTerpye RFID-3untyBau 3 MikpokoHTposiepom ESP8266 miig kepyBaHHSA JOCTYIIOM JI0
JBEpell B yMOBaX po3yMHOro OyauHKY. BoHa 103BoJile KOpUCTyBauaM po30JIOKYBaTH
nBepi 3a gonomororo RFID-kapt abo Teris.

[IponoHOBaHU TPOrpaMHO-TEXHIYHUI MPUCTPIN CKIAAAE€THCS 3 TAKUX arapaTHUX
KOMITOHEHTIB:

— mikpokoHTposiep ESP8266 (NodeMCU): 11e MO30K cHCTEMH, BIIOBIJAIbHUI 32
00poOKy nanux, kepyBanHs RFID-3unTyBauem Ta ynpaBiiHHSI MEXaHI3MOM OJIOKYBaHHS;

— RFID-3untyBau: 3untye RFID-rerm abo kaptm nns  igeHTHIKaIi
aBTOPU30BAaHUX KOPUCTYBAYIiB;

— MeXaHi3M OJIOKyBaHHs JABepeil: (Pi3uyHulM 3aMOK Ha JBEPSX, SAKUH KEPyeThCs
MIKPOKOHTPOJIEPOM;

— JDKEpeIIo KUBJICHHS: 3a0e3Meuye eJIEKTPOKUBICHHS CUCTEMH, 3a3BUYail yepes
CTaHJApTHY PO3ETKY 3MIHHOTO CTpyMy abo Oarapero.

[IporpaMHi KOMIIOHEHTH 3aIIPOIIOHOBAHOTO MIPUCTPOIO:

— MpoIMBKA: 3amporpamoBaHa Ha MikpokoHTposiep ESP8266, mpommBka kepye
3B's13koM Mk 3untyBadeM RFID Ta mexanizmom 3amka asepeil. Bona Takox o0poobiise

aBTEHTHU(]IKAII}0 KOPUCTYBAUiB Ta JIOTIKY KEPYBaHHS JOCTYTIOM;

ADpK.
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— KOpHUCTYBalbkuii iHTep(deiic: MoOUTbHII qomaTok abo BeO-iHTepdeiic, skmit
JI03BOJISIE  KOPHUCTyBauyaM KEpyBaTH JI03BOJIAaMU Ha JOCTYII, MEPEryisaiaTd XypHalu
JOCTYITy Ta TUCTAHLIMHO KEpyBaTH 3aMKOM JIBEPEH.

OcHoBHa po0OTa 3aIIPOITOHOBAHOTO MPUCTPOIO BKIIIOYAE:!

— iHImiam3alis: cucTeMa 3aIycKaeThes, 1 MikpokoHTpoJiep ESP8266 inimiamizye
suntyBad RFID, migkmtodaeTbes 10 JokanbHoi Wi-Fi Mepexi (SKIIo 1€ MOXJIUBO) Ta
TOTYETHCS 0 OTPUMAHHS KOMaH]I;

— aBTeHTH}IKAIlIS KOPUCTYyBaya: KOJM KOPHUCTYBad MIAXOAUTH 1O JBEpeil, BiH
npen'ssisie cBoro RFID-kapty abo Openok 3untyBauy RFID. 3uutyBau RFID 3unrtye
YHIKQJIbHUW 17€HTU(IKAaTOp 3 KapTh/Openka Ta HaJCUJIae WOro Ha MIKPOKOHTPOJIEP.
MIiKpOKOHTpOJIEp TOPIBHIOE OTPUMAHUN 1ICHTU(DIKATOP 31 CHUCKOM aBTOPH30BAHMX
KOPHUCTYBaUIB, 1110 30€piraeTbcsi B HOTO Mam'siTi;

— KEpyBaHHS JOCTYNOM: SKIIO 1J€HTU(]IKATOp BIANOBIIAE ABTOPHU30BAHOMY
KOPHUCTYBau€Bl, MIKPOKOHTPOJIEp HAJCWJIA€ CHTHAJI MEXaHI3My 3aMKa JBeped s
po30J0KyBaHHS JBepel. Skiio ieHTudikaTop HE BIAMOBigaE ab0 HE PO3IMI3HAETHCS,
MIKPOKOHTPOJIEP BIIMOBJSi€E B JOCTYyNl Ta MOXE aKTHBYBaTH CHUTHAJI TPUBOTH
(HampuKIIal, BKIFOUUTH CUPEHY a00 HaiClIaTh CIIOBIIIECHHS);

— OJIOKyBaHHs/p0O30JOKYBaHHS: MICIs OTPUMAaHHS KOMaHIU pO30JIOKyBaHHS Bij
MIKpOKOHTpOJIEpa  MEXaHi3M 3aMKa JBEpPEe  pO30JOKOBYETHCSA,  JO3BOJISIIOUU
KOPHUCTYBaueBl BiIKpUTH ABepi. [1icis 3akiHueHHs 3a4aHOT0 TIepio Tty a0o MICHsl 3aKPUTTS
JBEpEil MIKPOKOHTPOJIEp HAJACHUIAE CHUTHAN JJIs TOBTOPHOTO OJIOKYBaHHS 3aMKa,

3a0e3neuyroun 0e3MeKy IBEepen.

2.3 Ornan cucteM ofHoIIaTHUX KoM 'totepiB Ta MQTT

Cucremu oanomnatHux komm'totepiB (SBC) - 11e MOBHI KOMIT'IOTEPHI CUCTEMH,
noOyi0BaH1 Ha OJIHIM APyKOBaHiM 1iaTi (pucyHok 2.8). BoHu 3a3BWYail BKIIFOYAOTh
MIKpOIIpoIiecop, naM'saTh, HOpTH BBeacHHs/BUBeAeHHs (I/O) Ta iHmI HEoOXiaHI

KOMIIOHEHTH 111 00uucIoBaIbHUX 3aBAaHb. SBC KoMmakTHi, JOCTYMHI 3a I[IHOKO Ta
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yHIBEpCaIbHI, 10 POOUTH IX MOMYJISIPHUMH JIJIs1 PI3HUX 3aCTOCYBaHb, BiJl XO01-ITPOEKTIB

JI0 TIPOMHMCJIOBOT aBTOMATH3AIl].

o
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Pucynok 2.8 — Raspberry Pi

Ochb orJIs]1 CUCTEM OJAHOIUIATHUX KOMIT'HOTEPIB:

KoMIoHeHTH 0HOIIIaATHOTO KOMIT'IOTEpa:

— SBC gacTo matoTh Mikpompoliecop abo cucremy Ha kpuctai (SoC), sika ciiyrye
neHTpaibHuM MpouecopHuM OmoxkoMm (CPU). ITlommupeni apXiTeKTypu MpoOLEcOpiB
BrirouaroTb ARM, x86 ta RISC-V;

— SBC nocravatoTbcs 3 BOyJ0BaHOIO TTaM'sITTIO, BKJIFOYAIOUX OTIEPATUBHY MaM'sITh
(RAM) nns1 3amycKky mporpam Ta CXOBHUIIE Ui 30epiraHHs JaHuX Ta ¢ailiiB onepaiiHoi
cuctemu. Jleski SBC Takoxx miaATPUMYIOTh PO3IIMPEHHS 3a JOTIOMOTOI0 30BHIIIHIX KapT

nam'ati abo MOJTYJIiB;
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— SBC BKk04arOTh pi3Hi MOpTH BBeAeHHs-BuBeAcHHS (I/O) mus migkiTtoueHHS
nepudepiftHUX TPHUCTPOIB Ta 30BHINIHIX MPHUCTPOiB, Takux sk nmoptu USB, HDMI a6o
DisplayPort anst BuBenenns Bineo, noptu Ethernet mns mepexi, BucHoBku GPIO st
yHIBEpPCAIBHOTO BBEJICHHS-BUBEICHHS Ta ay10p03'€EMU;

— SBC MoxyTh Matu BOymOBaHI BapiaHTH 30epiraHHs, Taki sK Quien-mam'saTh
eMMC ab6o BOynmoBaHi cioTu st SD-kapT. BoHHM TakoX NIATPUMYIOTH 30BHIIIHI
npucTpoi 30epiranns, Taki sk USB-nHakonudyBadi abo mepexeni cxoBuma (NAS) mis
JIOIATKOBOI EMHOCTI 30€piraHHs;

— O6aratro SBC BxmouaroTh BOynoBani MmoxiuBocti Wi-Fi ta Bluetooth mns
0e31pOoTOBOro MiAKIYeHH. BoHU Takox MOXyTh MaTh nopTH Ethernet nns apoToBoro
MIKJITFOYCHHS 0 MEPEXKi;

— nesaki SBC nponoHyoTh po3muproBaibHi ciioTH, Taki sk PCle abo mini PCle,
U1 TOJaBaHHS JoAaTKOBHX (YHKINN, Takux sk rpadiudi npouecopu (GPU),
TBEPAOTUIbHI HakonuuyBayi (SSD) abo iHI11 po3muproBaibHI KapTH.

OnepariiiiHi CUCTEMHU OJHOIJIATHUX KOMIT'IOTEPIB:

— SBC nmiaTpuMyoTh pi3HI OmNEpaliiiHl CUCTEMH, BKJIIOYAIOYU JUCTPUOYTHUBU
Linux (manpukiman, Debian, Ubuntu, Raspbian qist Raspberry Pi), Android, Windows 10
[oT Core Ta BiacHi onepaiiiHi CUCTEMH, PO3POOJICHI JIJIsl IEBHUX 3aCTOCYBaHb;

— BUOIp omepauiifHOi CUCTEMU 3aJ€XUTh B TakuX (PaKTOPIB, SIK CYMICHICTb 3
amapaTHUM 3a0e3MeYeHHsIM, BUMOTH 0 MPOTrpamMHOro 3abe3leueHHs Ta MepeBaru
KOpHCTYyBava.

3acTocyBaHHS OJHOIUIATHOTO KOMIT'HOTE€pa BKIIIOYAE:!

— OJHOIUIATHI KOMITIOTEPU MAalOTh IIUPOKHUNA CIEKTP 3aCTOCYBAHHS B PI3HUX
raimy3sx Ta chepax, BRI,

— OJIHOTUIaTHI KOMIT'IOTepH, Taki ik Raspberry Pi, monynspHi B OCBITHIX 3aKjagax
JUT HaBYaHHS MPOTPaMyBaHHIO, €JIEKTPOHII Ta KOHLEMIISM KOMI'IOTEPHHUX HayK;

— OJHOIUIATHI KOMIT'IOTEPH BUKOPHUCTOBYIOTHCSI B IpOEKTax [HTepHETy peueit
(10T) nns 300py nmaHWX 3 JATYUKIB, KEPYyBaHHS HPUCTPOSIMH Ta CTBOPCHHS CHCTEM

aBTOMAaTH3alli pO3yMHOr0 OYJUHKY;
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— OJHOIUIATHI KOMITHOTEPU BHKOPUCTOBYIOTHCA B BOYIOBAaHUX CHCTEMax MIJis
MIPOMUCIIOBOT aBTOMAaTH3aIlli, pOOOTOTEXHIKH, aBTOMOO1IbHUX 3aCTOCYBaHb TOIIIO;

— aMaTopu Ta TBOPIIl BUKOPUCTOBYIOTH OJHOIUIATHI KOMIT'IOTEPU JI MPOEKTIB
DIY, takux sK MeaialleHTpH, PETpO-IrpOBI KOHCOJII, JAOMAILHI CEPBEPU Ta CUCTEMU
aBTOMaTH3allii OyIMHKY;

— IH)KEHepU Ta PO3POOHHMKH BUKOPUCTOBYIOTH OJHOILIATHI KOMITHOTEPH s
MIBUJIKOTO TMPOTOTHUITYBAHHA amapaTHUX Ta MPOTPAMHUX PIIIEHb MEpe MepexoaoM 0
BUPOOHMUIITBA.

[HCTpyMEHTH pO3pOOKM OIHOMIIATHOIO KOMI'IOTEpa:

— OJIHOIUIATHI KOMIT'IOTEpHU 3a3BMYail MOCTAYAIOThCA 3 IHCTPYMEHTAMH PO3POOKH
IPOrpaMHOTO 3a0€3MEeUCHHS Ta PECYpCaMU JIJIsl OJIETTIIEHHS pO3pOOKHU 10oaaTKiB. [0 HUX
MOXyTb Bxoautu SDK (Habopu 1151 po3poOKH MporpaMHOro 3abe3neyeHHs), 010110TeKn
IporpaMmyBaHHs, OPyMHU CHUIBHOTH Ta JOKYMEHTAIIis;

— MOUIMpPEeHI MOBHM TporpamyBaHHs s po3poOku SBC BrmrovaroTs Python,
C/C++, Java Ta JavaScript.

[lepeBaru cucTeM OAHOTUIATHUX KOMITOTEPIB BKITIOYAIOTh:

— SBC xommakTHi Ta JIeTKi, MO POOUTh iX NPUIATHUMHU JJIsI TIPOCTOPIB 3
00MEXEHUM MPOCTOPOM Ta MOPTATUBHUX 3aCTOCYHKIB;

— SBC € ekoHOMIYHO €(DEKTUBHUMHM MOPIBHSAHO 3 TPATUUIAHUMU HACTIILHUMU
ab0 cepBepHUMU CHUCTEMaMHU, 1110 POOUTH iX JOCTYNHUMU ISl TIOOUTENIB, CTYICHTIB Ta
Majoro Oi3Hecy;

— SBC e yHiBepcanpHUMU TUTaT(HOpMaMH, SKi MO’KHA HAJIAIITYBaTH Ta a/IaliTyBaTH
JUTSI IIIAPOKOTO KOJIa 3aCTOCYHKIB Ta MPOEKTIB;

— SBC 9acto mocTaBisIOTHCSA 3 APYXKYMMHU 10 KOpPHCTyBada iHTepdeiicamu Ta
IPOrpaMHUMU IHCTPYMEHTAMH, 110 POOUTH IX TOCTYIMHUMHU I KOPUCTYBAUiB 3 Pi3HUM
pPIBHEM TEXHIYHUX 3HaHb.

OOMeXeHHS OJTHOTUTATHOT'O KOMITFOTEpa:

— SBC 3a3Buuaii MaroTh MEHIIY OOYHMCIIOBAIbHY TMOTYXHICTH 1 MaM'aTh
MNOPIBHSHO 3 TPAJAULIMHUMHU HACTUIbHUMU 200 CEpBEPHUMU CUCTEMAMU, IO OOMEXKYE iX

MPUAATHICTH JIJISl PECYPCOMICTKUX 3aBJIaHb;
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— SBC MOXyTh MaTu OOMEXEHI MOXJIHMBOCTI BBOJY-BHBOJY IOPIBHSHO 3
OUTBPIIMMHU CHCTEMaMH, 110 MOXKE€ OOMEXHUTH iX BapiaHTH MIAKIIOUYCHHS Ta MATPUMKY
nepudepiiiHuX NpucTpoiB;

— xoua geski SBC miaATpuMyIOTh pO3IIMPEHHS 3a JONOMOIOK 30BHIIIHIX
iHTepdeiciB, BOHM MOXYTh HE MPOTOHYBATU TOW CaMUM pPIBEHb MacHITAaOOBAHOCTI Ta
THYYKOCTI, 1110 ¥ OUJIbII CUCTEMHU.

ITpoToxon MQTT. MQTT o3nauae Message Queuing Telemetry Transport. Lle
JIETKUH MPOTOKOJI OOMIHY MOBIIOMJICHHSIMHU, SIKU BUKOPUCTOBYETHCS Y BUMAAKaX, KOJIU
KJIIEHTaM MOTPiOEH HEBEIUKUI PO3MIP KOAY, 1 BOHH MIAKIIOYEH] JO HEHAIIMHUX MEpEex
a00 Mepexk 3 OOMEKCHHMH pecypcaMHu MPOITYCKHOI 371aTHOCTI. BiH B OCHOBHOMY
BUKOPUCTOBYEThCS ISl 3B'sI3Ky Mk MammHamu (M2M) abo juisl MiJKIIOYEeHb THUITY
InTepneTy peuent.

VY miit po6oti MQTT abo Message Queuing Telemetry Transport - e mpoToKoI,
SKHA JTO3BOJISIE TPUCTPOSIM PO3YMHOTO OYAMHKY CIHUIKYBaTHUCS OIWH 3 ofgHuM. lle
MIPOTOKOJ OOMIHY TIOBIJJOMJICHHSMH, SIKUW BUKOPUCTOBYE MOJIEb Ty OIiKaIlii-TIiAMICKH,
TOOTO IPUCTPOT MOKYTh IyOJIIKyBaTH MOBITOMJICHHS HA TEMH, a 1HIII IPUCTPOT MOKYTh
MIMHUCYBATUCS HA 11 TEMHU, 11100 OTPUMYBATH MOBIIOMJICHHS.

MQTT wmae kinbKka KOMITIOHEHTIB, SIKI BKJIIOYAIOTh Opokep Ta kmieHT. [Ipocta
6s0koBa jaiarpama nporokoiay MQTT npeacTaBineHa Ha pUCyHKY 2.8.

Bbpokep - me OekeHa-cucrtema, siKa KOOPJAUHYE IOBIJIOMJIEHHS MIXK PI3HUMU
kiieHTaMu. J{o 0060B's13kiB Opokepa HaJIeKUTh OTPUMaHHS Ta (IIbTPAIlis MOB1IOMIICHB,
iaeHTU(diKallis KIEHTIB, SIKI MiAMMCAaHI HAa KOXXHE TMOBIJIOMJICHHS, Ta BiANpaBKa iM
noBiioMyieHb. [llupoko nommpennm 6pokepoM € Mosquitto.

Kinient - mne Oynb-skui TpUCTpIi, BiJl CEpBEpa J0 MIKPOKOHTpOJIEpA, SKUN
3anmyckae 0i10mioteky MQTT. ko KIIEHT HaJCUla€ TMOBIJOMIJICHHS, BIH i€ SIK
BHJIaBEIlb, a SKIIO BiH OTPUMYE TTOBIIOMJICHHSI, BiH i€ K ofepkyBad. [lo cyTi, Oyb-
SIKUU MPUCTPIH, AKUM criIKyeThes 3a fonomororo MQTT uepes mepeky, MOKHA Ha3BaTU
npuctpoem kiaienta MQTT.

ESP8266 (kmienr MQTT) mnybnmikye UID wa MQTT-Opokep Ha Temy

"door/lock/status" min yac ckanyBanHs RFID-kaptu. Bin Takox miANUCy€eTbCsl HA TEMY
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"door/lock/status", mo6 oTpuMyBaTH KOMaHAM Bij BiJJIAICHUX MPUCTPOIB, HATIPHUKIA,

JUTsl pO30JIOKYBaHHS ABEPEil.

Smart Phone
{MQTT CLIEMT)
e
i MOTT I
. . g |
: Subscribe to doorflock/status i
NIermet
Frassssms==-
I MOQTT BROKER
___________ ]
WiFi Router
ESPE2E6 MCU
(MOTT CLIEMT]
FofEooooooD i PooRCoDCon i
i 1 i I
i Publizh to ! i Subscribeto !
i ; : 1 i ; !
y doorflockfoontral 4 i doorlockicontral
1 1 | I
I R EEEEEEEEE! ST EEEEEEEEEE!

RC522 RFID READER

Door Lock (Servo/Relay)

LCD DISPLAY

Pucynok 2.8 — IIpocra 6510k0Ba aiarpama npotokoiry MQTT
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ESP8266 niakaogaerbes g0 mapuipytuzaropa Wi-Fi, 100 orpumaT 10CTyI 10
[HTEepHEeTY Ta cHijKyBaTUCS 3 OPOKEPOM.

CepBep Opokepa MapmpyTuszye mnoBigomseHHs Mix ESP8266 Ta iHmuMwm
kiieaTamMu MQTT, Takumu sik cmaptdonu. Bin orpumye UID Big ESP8266 1 Haacunae
KOMaHJu KepyBaHHs 31 cMapTdona Hazag Ha ESP8266.

Cmaprdponn mignmcyrotbess Ha  "door/lock/status", 1006 oTpuMyBaTH
CIOBIIIEHHS, KOJIU BUKOopucTOoBYeThCsI RFID-KkapTa, BOHU TaKOX MOXKYTh IyOJIiKyBaTH
noBigomienHs Ha "door/lock/status", o0 po3060KyBaTH IBEP1 BIAICHO.

Moo 3untyBaua RFID RC522, Bin 3uutye RFID-kaptku Ta Hancunae UID Ha
ESP8266 miist 06poOKu.

JIBepHuii 3aMok KOHTpoitoerbcss ESP8266 ans ¢isuyHoro ONOKyBaHHSA Ta
pososiokyBanHs aBepeit Ha ocHoBI UID RFID-kaptku abo BimmaJieHUX KOMaH/,
oTpumanux yepes MQTT.

Hapemri, PK-gucmneit BimoOpakaTume cTaH CHCTEMH JABEPHOTO 3aMKa.
Hanpuknan, noctyn Hamano abo 10CTym 3a00pOHEHO.

MQTT npononye npoctuii 1 cTadbinpHMM BapiaHT iHTerpanii Smart Lock y Bamry
JIOMAITHIO aBTOMAaTHU3aIlii0. BiH 103BOJIs€ HaICHIIaTH Ta OTPUMYBATH TOBITOMJICHHS 3
BaIllOi CHCTEMH JIBEPHOTO 3aMKa uepe3 [HTepHer.

Bu Moxere oTpumyBaTH CHOBIlIEHHS Ha CBii TenedoH ado KOMI'IOTEp, KOJIH
XTOCh BUKOpHUCTOBYE 3unTyBad RFID, 1 HaBiTh BigganeHo po30JI0KyBaTH ABEPI.

Moro Takok MO>KHA BHKOPUCTOBYBATH NSl HAJCHJIAHHS S>KYPHATIB JOCTYIIY
RFID na nenTtpanpHuii cepBep abo xmapHuii cepsic. L{i mani MokHa poaHali3yBaTH
mi3Hie, 1mo0 BUBYUTH IIA0JOHU BUKOPUCTAHHS, MOPYIIEHHS Oe3meku abo s
3arajibHOTO BEJICHHS 3aIKCIB.

Bukopucranus MQTT no3Bossie ABepHOMY 3aMKy Oe3repeOiitHO IHTerpyBaTUCS
3 IHIIKMHU PO3yMHHUMH MPUCTPOSIMU, TAKMMU SIK OCBITJICHHSI, KaMepu ad0 CUTHai3aIlii,
10 MiABUINYE 3aranbHy (QYHKIIOHAIBHICTh PO3YyMHOTO OYJIHUHKY.

MQTT macmraboBaHuii, TOOTO BH MOXKETE J0JaBaTH OiJbIIE MPUCTPOIB abo
po3mupoBaTd  (QYHKIIOHAJIBHICT, 0€3 3HAYHMX 3MiH JI0 Balloi 1CHYHYOl

koH(piryparii. [le cmpormye momaBanHs OuTbIe PO3yMHHUX 3aMKiB a00 JOAATKOBUX
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natuukiB. Po6ora 3 MQTT pana MeHI mpakTUYHHM AOCBiA PoOOTH 3 Taly3eBUM
CTaHJIapTOM IIPOTOKOJY, SKUH ITUPOKO BUKOPUCTOBYETHCS B ipoekTax [oT. I1i 3HanHs

KOPHUCHI JJIs1 MOiX MailOyTHIX IPOEKTIB a00 Kap'epH.

2.4 EnexTpuyHi XapaKTEPUCTUKU IPOMOHOBAHOTO MPOTPaMHOrO-TEXHIYHOIO

IPUCTPOFO

PosrnsiHeMO eneKTpuYHI XapaKTEPUCTUKH MPOMOHOBAHOTO MPOrPaMHOTO-
TEXHIYHOTO MIPUCTPOIO.

Jxepeno sxkuBiieHHS: OCKUIBKM S BUKOPHUCTOBYIO 9-BOJIBTOBY OaTapero, s
HiIKTI0YUB 11 10 BXoay crabimizaTtopa Hanpyru LM7805. LM7805 Bumae 5 B, mo
BUKOPHUCTOBYETHCS JJIsI )KUBJIEHHS peneiiHoro moayisa ta PK-aucnnes. CrabinizaTop
Hanpyru AMS1117 orpumye 5 B Big LM7805 1 Buaae 3,3 B, 1110 BUKOPUCTOBYETbCS
1 sxuBiaeHHa ESP8266 ta 3untyBaua RFID RC522.

3'ennannags ESP8266 3 1mmumum kommoneHtamMu: KoHTakT VCC ESP8266
makmrodennii go mwmHM 3,3 B wa wmakernid mmati. Konmtakr GND ESP8266
makiarodeHnid o muHu 3azeMiieHHd. Kontaktu GPIO ESP8266 migkiroueHi mo
KEepyIOUnX KOHTaKTiB peneiiHoro Mmoayns ta PK-nucmes.

3untyBau RFID RC522: xontakt VCC ninkmtouenuit o munu 3,3 B. Konrtakr
GND migknrouenunit 1o muHU 3a3emieHas. SPI konraktu (SDA, SCK, MOSI, MISO,
RST, IRQ) niakmaroueni 1o BianoBiaHux koHTakTiB GPIO na ESP8266.

Pene-monyne: Ilin VCC miakmrodennit 1o muau SB. Ilin GND migkinrodeHuit
o muay 3emul. ITin IN makarogennit 1o GPIO-mina na ESP8266.

LCD-gucmieir (I12C): Ilim VCC migkmrouenuit no muau S5B. Ilim GND
miakiaroueHni o muHy 3emirl. [Tinn SDA ta SCL nigkimroueni no Bianosigaux GPIO-

ni"iB Ha ESP8266 nns 12C-komyHikarii.
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Tabmums 2.1 — IigcyMok 3'eqHaHb Mi’K KOMIIOHEHTAMHM 3aMKa JBepei

Komnonenr | Toukwu 3'enHaHHs Bumoru 1o | Komenrapi
HATIIPYTH 1010
KOMITOHEHTIB
9B Gartapes | V+1a GND 9B 3abe3neuye
OCHOBHE
KUBJICHHS  JIJISt
CUCTeMHU
Cra6inmizarop | Bxia: 9B 6atapes V+ ta GND Bxin: 9B Crabinizye 9B
HaIpyTH Buxin: 5B mmua Ha MakeTHIH 11aTi, | Buxig: 5B no SB g
(LM7805) GND KOMITOHEHTIB,
K1 TOTPeOYyIOTh
5B
Cra6unizarop | Bxinna muna 5B Bxin: 5B Crabunizye 5B
HaIpyru Buxigga mmua 3.3B na maxketnii | Buxig: 3.3B |[go 3.3B  mua
(AMS1117) | mnati, GND KOMIIOHEHTIB,
AK1 TOTPeOYyIOTh
3.3B
ESP8266 VCC: 3.3B muna 3.3B ["onmoBHMIA
GND:GND KOHTPOJIEP
Busoagn GPIO: Iligkmaroueni 1o CUCTEMH.
RFID, pene, LCD JKuButbcs  Bix
3.3B mmHH
3unTyBay VCC: 3.3B mna 3.3B Coinkyetscs 3
RFID RC522 | GND:GND ESP8266 wuepes
SDA,SCK,MOSL,MIDO,RST,IRQ: SPI
[Tigxmrouennii 1o ESP8266
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[Mponosxkenus Tabmumi 2.1 — Ilizcymok 3'eqHaHHS MK KOMIIOHEHTAMHU 3aMKa

JBEpE
Pene mogyns | VCC:5V IIMHA, GND:GND, | 53V Kepyerbcs
IN:GPIO konTakt ES8266, NO/NC 1 ESP&266 VIS
COM:niakaro4YeHi NpucTpoi MIepEMUKaHHS
3aMKa,  KOTYIIKa
peJie KUBUTHCS BiJl
5V
LCD VCC:5V mmuua, GND:GND, SDA, | 5V BinoOpaxae
IUCILIEN SCL:miakiroueH1 bi (o) GPIO MOBIJIOMJICHHS TIPO
(12C) koHTakTiB ESP8266 ctad. CHIJIKyEThCS
3 ESP8266 uepes
12C.

2.5 BucHoBku

PosrnsiHyTi uTaHHs 110,10 0CHOBHOT poOoTH iHTeNnekTyansHoi RFID cucremu 3amka
JBEpe 3a JOMOMOror MikpokoHTposiepa ESP8266 B cepemoBuiii po3yMHOro OyAMHKY
JI03BOJISIFOTH 3poOUTH Taki BUCHOBKM. IHTenekryanbHa RFID cucrema 3amka aBepeil Ha
0ocHOBI MikpokoHTpoJiepa ESP8266 € ehekTHBHUM pillIeHHSM IJIs1 3a0€3MeUCHHS OS3IeKH
Ta KOoM(pOpTy B po3yMHUX OyauHkax. Bona 3a0esnedye OE3KOHTAaKTHUN JOCTYI [0
NpUMIIIEHh 3a JonmoMororo pamiodactotHoi imeHtudikamii (RFID), mo3Bomsroun
KOpUCTYBayaM BIIKpHuBaTu aBepi 3a gonomoror RFID-kapt a6o OpenokiB. OCHOBHUMU
enemeHTamMu cucremMu € RFID-3unTyBay, mikpokoHTposiep ESP8266, enekrpoMartiTHui
3aMOK Ta JpKepeso xuBieHHs. MikpokonTposiep ESP8266 mie sk meHTpanbHUIA €JIeMEHT
CUCTEMH, KEpye MpoIiecoM iieHTudIKaIli Ta HagaHHs Joctymny. Bin otpumye aani Bijg RFID-
3YMTyBaya, MepeBipsie iX y 0a3l JaHUX aBTOPU30BAHUX KOPUCTYBAUIB 1, Y Pa3i MO3UTUBHOIO
301ry, aKTHBY€E €JIEKTPOMArHiTHUH 3aMOK JiJ1s BIAKpUTTS ABepeit. Kpim toro, ESP8266 mosxe
migkmrodatucs A0 Wi-Fi mepexi, 1o A03BoJisie IHTErpyBaTH CHUCTEMY 3 1HIIMMH

KOMIIOHEHTAMH PO3YMHOI'0 Oy/IMHKY Ta JUCTAHLIIMHO KEPYBAaTU JOCTYIIOM.
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3 PEAJIIBALISA MPOTPAMHO-TEXHIYHOI'O 3ACOBY KEPYBAHHSA
ABEPHUM 3AMKOM HA OCHOBI MIKPOKOHTPOJIEPA ESP8266

3.1 IlinroToBKa cepeaoBuUIla

Arduino IDE ta ESP8266. InTerpoBane cepenoButie po3podku Arduino MicTUTh
TEKCTOBUI peJakTop Ui HalMCaHHS KOAY, 001acTh MOBIJOMIIEHb, TEKCTOBY KOHCOJb,
naHedb 1HCTPYMEHTIB 3 KHONKAMHU IS 3arajibHuX (QyHKIIN Ta psanx MeHoo. Bona
M1KITI0YAETHCS 0 arnapaTHOro 3a0e3neueHHs Arduino i 3aBaHTa)XXEHHs Mporpam Ta
CHUIKYBaHHA 3 HUMH, Toal Kk ESP8266 - ne neBenukuii, Hegoporuit Wi-Fi Mikpodin 3
noBHUM TCP/IP cTexom Ta MOKIMBOCTSIMU MiKpoKOHTposiepa. Lle o3nagae, 1o BiH MOXe
nigkmoyatucs a0 Wi-Fi Mepex Ta choiikyBatucd 3 I1HIIMMU HPUCTPOSIMU  abo
IutepHeroM. Moro yacTo BUKOpHCTOBYIOTh y TpoekTtax IoT (IHTepHeT peueit) uepes #oro
JOCTYTHICTh Ta YHIBEPCAIBHICTb.

Arduino IDE wHagae 3pyuyHuil iHTepQeilc nans HamMCaHHA, KOMIUIALII Ta
3aBaHTaXEHHS KOy Ha MIKpOKOHTpoJiep. Y 1 nucepTarlii Arduino IDE no3Bonuts MeHi1
HanucaTu Koj ansa kepyBaHHs ESP8266, o6po6ku aBrentudikamii RFID, kepyBanHs
MexaH13MaMH OJIOKYBaHHS ABEpEil Ta B3aeMO/IIi 3 IHIIUMHU KOMIOHEHTaMH cucteMu. 1o
crocyethest ESP8266, To BiH € cepriem i€l gucepraiiii abo IpOeKTy B TOMY CEHCI, 1110 BiH
CIIY>KUTh MIKPOKOHTPOJIEPOM 1 BIJIMIOBIIA€ 32 KEPYyBaHHS CUCTEMOIO 3aMKa jBepeid RFID
Ta MIIKIIOYEeHHS ii A0 [HTepHeTy B cepenoBulll po3yMHOro OyauHKy. BOynoBaHa
bynkuis Wi-Fi no3Bonse cminkyBaTucss 3 I1HIIMMH TPHUCTPOSIMH Ta BIIJIAJICHO
OTPUMYBATH JOCTYTI 10 CHCTEMH 3aMKa JBepeil. 3aBIsSKM HU3bKii BapTOCTi, HEBETUKOMY
po3mipy Ta yHiBepcanmbHOCTI ESP8266 € ineansanm BUOOPOM 1715t MO€ET TucepTartii.

PosrasiueMo neranpHille Mpoliec BCTAaHOBIICHHS cepeoBulla po3pooku Arduino
IDE.

1106 po3nouatu podoTy 3 Arduino IDE, BaM nmoTpiOHO 3aBaHTaXUTH IIporpamy 3
odimiitHoro BeO-caiity: https://www.arduino.cc/en/software.

KpOKI/I BCTAaHOBJICHHSA BKIIIOYAKOTh.
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Kpox 1: Binkpuiite daiin 1 nepeiiTe 10 HaJalTyBaHb, a MOTIM BIIKPUHATE HOTO

(pucynok 3.1).

® sketch_apr21a | Arduino IDE 2.3.3-nightly-20240402
File Edit Sketch Tools Help

New Sketch

Open...
Bxamples
Close
Save

Save As...
Preferences...
Advanced

Quit

Ln1,Col 1 X No board selected 0

Pucynok 3.1 — Kpoxk 1

Kpoxk 2: ¥V noni "Additional Board Manager URLs" nonaiire nacrynuuit URL:

http://arduino.esp8266.com/stable/package esp8266com_index.json (pucyHok 3.2)

#8 sketch_apr21a | Arduino IDE 2.3.3-nightly-20240402
ile Edit Sketch Tools Help

sketch_apr21a.ino
Preferences

B Show files inside Sketches
Editor font size: 14
Interface scale: ¥ Automatic 100 %
Theme: [Dark  v]
Language: IW\ (Reload required)
Show verbose output during I compile Il upload
Compiler wamings [None  +]
M Verify code after upload
¥ Auto save
M Editor Quick Suggestions
Additional boards manager URLs: | htip://arduino_esp8266.com/stable/package_esp8266com_index json|

CANCEL

Pucynok 3.2 — Kpoxk 2
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http://arduino.esp8266.com/stable/package_esp8266com_index.json

Kpok 3: [Ticna nonaBannst URL nepeiinites no lncrpymentn > [1nata > /lucnieryep

wiat (pucyHok 3.3).

8 sketch_apr21a | Arduino IDE 2.3.3-nightly-20240402

ile Edit Sketch Tools Help

Auto Format

Archive Sketch

sketch_aj

Manage Libraries...

1

Serial Monitor

Serial Plotter

Firmware Updater

Upload SSL Root Certificates

Board

4 Boards Manager...  Ctrl+Shift+B

Arduino AVR Boards

Get Board Info

Burn Bootloader

Pucynok 3.3 — Kpok 3

Kpoxk 4: YV ducnetuepi ruiat BBeaiTh "ESP8266" y psigok momryky. Bubepits naker

"esp8266 by ESP8266 Community" i HaTUCHITH KHOTIKY "BctanoButu" (pucyHok 3.4).

@ sketch_apr21a | Arduino IDE 2.3.3-nightly-20240402

File Edit Sketch Tools Help

BOARDS MANAGER

ESP8266

Type: | All

esp8266 |

sketch_apr21a.ino

loop() {

Boards included in this package:
ITEAD Sonoff, LOLIN(WEMOS) D1
R2 & mini, LOLIN(WEMOS) D1...

|3_1.2 v‘

REMOVE

Output
esp8266:mklittlefs@3.1.0-gccl10.3-e5f9fec installed
Installing esp8266:python3@3.7.2-postl
Configuring tool.
esp8266:python3@3.7.2-postl installed
Installing platform esp8266:esp8266@3.1.2
Configuring platform.
Platform esp8266:esp8266@3.1.2 installed

Pucynok 3.4 — Kpoxk 4
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Kpok 5: IlinTBepmxenns BctanoBiennst ESP8266 (pucynok 3.5).

e Edit Sketch Tools Help
Auto Format

Archive Sketch
BOARDS
Manage Libraries...

ESP82(

Serial Monitor

Type: Serial Plotter

Firmware Updater

esp826

Upload SSL Root Certificates p() {

Board Boards Manager...

Boardsit A
ITEADSc @ o Arduino AVR Boards

RZ&mir Get Board Info esp8266

Burn Bootloader

Pucynok 3.5 — Kpok 5

3.2 TTigkIrroueHHs 10 MAKETHOI TUIATH Ta MOHTAKHA CXEMa

Fritzing - me mporpamMHwmii iIHCTPYMEHT, PO3POOJICHUH I TOTIOMOTH €HTY3iacTam
CJICKTPOHIKM Ta HOBAuyKaM Yy CTBOPEHHI Ta JOKYMEHTYBAaHHI €JIEKTPOHHUX CXEM
IHTYiTUBHUM Ta Bi3yaJbHUM criocoOoM. Bin Haiae mnatgopMy [uist IpOEKTYBaHHS CXEM,
MakeTiB ApykoBanux miaT (PCB) ta cxem 6e3 HEOOX1AHOCTI BIOCKOHAJICHUX TEXHIYHUX
3HaHb a00 CrHeliaai30BaHuX MPOrPAMHUX HABUUOK.

Fritzing - 1e yHiBepcallbHUII IHCTPYMEHT, SIKUH BHUKOPHUCTOBYETBCS IS
MPOEKTYBaHHS, MPOTOTUITYBAHHS Ta JIOKYMEHTYBaHHS €JIEKTPOHHUX cxeM. BiH Hamae
3pyuHUil iHTEepdeic, Je KOpPHCTyBadi MOXYTh BI3yallbHO TMPOCKTYBAaTH CXEMH,
BUOHMPAIOYM Ta PO3MIIIYIOYM KOMIIOHEHTH Ha BipTyasJbHOMY MonOTHI. Ll dyHKkmis
NepeTATyBaHHS POOUTH MO0 JAOCTYIHHM SK JIJIS TIOYATKIBIIIB, TaK 1 JUIS JOCBIIYCHUX
KOPHCTYBayiB, TO3BOJIAIOUH JIETKO €KCIIEPUMEHTYBATH Ta iTEpyBaTH.

Opniero 3  wmouoBux GyHkmi  Fritzing € #oro 30aTHICTE  CHIPUATH
npoTroTunyBaHHi0. KopucTyBaui MOXyTh BIPTYaJlbHO IMITYBaTH CBOi IIPOEKTH CXEM,

nepm HiK (i3udHo 30Mpaty iX Ha MakeTHid 1uiati abo PCB. lle exonomuTh uyac Ta
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pecypcH, J103BOJISIIOYM KOPUCTyBayaM BJOCKOHAJIOBATH CBOI NPOEKTH Ta YCyBaTH
MOTEHIIIMHI TPOOIEeMH, TIEPIT HiXK MPUCTyHATH 10 (Pi3UIHOr0 Oy IIBHUIITBA.

HonatkoBo, Fritzing reHepye 4iTki Ta JaKOHIYHI CXEMaTH4HI JlarpamMH, CXEeMU
3'elHaHb HA MAKETHIN IJ1aTl Ta MAKETH JPYKOBAHUX IUIAT, SIK1 CIYTYIOTh JOKYMEHTAIIIEI0
JUISl €IIEKTPOHHUX MPOeKTiB. L1 Bi3yallbHI IpeICcTaBI€HHS 10MIOMAaratoTh KOpUCTyBadyam
3pO3yMITH, SIK KOMIIOHGHTH 3'€lHaHI Ta SK chig OyayBatm cxemy. lleit acmext
JOKYMEHTAIlli € O0cCOOJMBO IIIHHMM B OCBITHIX 3akjafax, jae Fritzing mmpoko
BUKOPHUCTOBYETHCS JUISI HABYAHHS €IEKTPOHIKHU Ta KOHIEMNI[IH MPOSKTYBAHHS CXEM.

Kpim Toro, Fritzing cnpusie ciiBmparii Ta 0OMiHy B M€KaX CIUTbHOTH €IEKTPOHIKH.
KopucTyBaui MOXYTh AUTMTUCA CBOIMH MPOEKTAMHU 3 1HIIMMH, SIK 'y BUTIIAI (paitiiB, Tak
1 eKCIOPTYIOUH iX sik 300paxkeHHst abo PDF-daiinu. I{e no3Bosise cmiBrpantoBaT Hal
IpOeKTaMH, 30MpaTH BIATYKH Ta JEMOHCTPYBAaTH 3aBEPICHI MPOEKTH HIUPOKIH
CILJIBHOTI.

Fritzing € BaxJIMBUM aKTUBOM Yy MOEMY JUIUIOMHOMY TMPOCKTI, SIKUU
30CepEeKEHU Ha CTBOPEHHI MPOTPAMHOIO Ta TEXHIYHOrO 3acoly s KepyBaHHS
po3yMHOI0 crcTemMoro 3aMka siBepeid RFID 3a qonomorotro mikpokontposiepa ESP8266 B
CEPEIOBHUIIl PO3YMHOTO OyIMHKY.

Bxatouenns giarpam Fritzing B MO0 TUIIIIOMHY poOOTY /103BOJISIE MEHI Bi3yalbHO
IPOUTIOCTPYBATH CKJIQJHY anaparHy KOHQITypalio CUCTEMH PO3YMHOT0 3aMKa JBepei
RFID. i niarpamu 3a06e3meuytoTh YiTKE Ta IHTYITUBHO 3pO3yMiJIe MPECTaBICHHS TOTO,
ak MikpokoHTposiep ESP8266, 3zuutyBau RFID, MmexaHi3m 3amka nBepeid Ta 1HII
KOMITOHEHTH B3a€MOINOB's3aHil. llelt BidyanbHWUN TOCIOHMK HE TIJIBKH ITiJIBUILYE
3pO3yMUTICTh MO€T AUIUIOMHOI pOoOOTH, ajie W rapaHTye, IO amapaTHa KoH)iryparis
n00pe 3aI0KyMEHTOBaHa /il MailOyTHbOTO BUKOPUCTAHHS.

bineme toro, Fritzing no3Bonsie MeHI JOKYMEHTYBATH I1HTETpallil0 Pi3HHUX
armapaTHUX KOMIIOHEHTIB y CEPEIOBUIII PO3YMHOTO OyAWHKY. 3a JOMOMOTOI0 JeTaTbHUX
CXEM Ta MaKeTiB IPyKOBAHUX IUIAT, 3reHepOBaHuX Fritzing, s1 MOXy MPOAEMOHCTPYBATH,
sk mikpokoHTposiep ESP8266 Bzaemomie 3 RFID-3untyBauem s aBTeHTHdIKAIT

KOPHUCTYBaulB Ta KEpyBaHHsS JOCTYIOM JO CHCTEMH 3aMmKiB ABepeil. lle BizyanbHe
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MPECTABIICHHS JIOTIOMarae rnepenaTd Oes3nepediiiHy I1HTerpalito pi3HUX EJIEMEHTIB
CHUCTEMH JIJIS IOCATHEHHs 6akaHOo1 (yHKIIIOHATBHOCTI.

KpiM miiBuIIEHHS SKOCTI Hpe3eHTaulli MOe€i auceprauii, giarpamu Fritzing
CIIYTYIOTh OCBITHIH METI, JIONIOMararo4 4ntadyaM 3p03yMiTH OCHOBHI MPUHIIUITA POOOTH
po3ymHoi RFID-cucremu 3amkiB nBepeil. BoHu HamaioTh ysBIEHHS NpO pojl Ta
B3a€EMOJIII0 KOXKHOTO aIlapaTHOr0 KOMIIOHEHTA, POOJISIYM TEXHIYHI KOHIETIi OLIbII
JOCTYITHUMHU JIJII MO€1 ayAuTOpii, BKIIOYAIOYM YJIEHIB KOMITETY 3 JucepTallii Ta

MaiOyTHIX JOCIIIHUKIB.

3.3 di3uyHa cxeMa MpOorpaMHO-TEXHIYHOrO 3aco0y KepyBaHHS JABEPHHUM 3aMKOM

Ha OCHOBI MiKpoKoHTposiepa ESP8266

PosrnssHemo (i3nyHy cxemy HpOorpaMHOIO Ta TEXHIYHOIO 3aco0y KepyBaHHS
iHTenekTyanbHoro RFID-cucTeMoro 3aMKiB JBepel 3a JOMOMOI0OI MiIKPOKOHTpoOJepa
ESP8266. 3'eqnanHs KOMIIOHEHTIB CUCTEMH 3aMKIB JIBEpPE Ha MaKETHIN IJIaTi Ta cXxema

CUCTEMHU 3aMKIB JIBEpel IpeICcTaBlIeHl Ha pUCyHKax 3.6 Ta 3.7 BiANOBIIHO.

Pucynok 3.6 — Ilinkiro4eHHs] KOMIIOHEHTIB CUCTEMH 3aMKa JABEPEil Ha MaKeTHIN IJ1aTl
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ESP8266 cremiaapbHuii, OCKIIBKM BiH Ay»Ke A00Ope miakimodaerbes 10 Wi-Fi
Mmepex. e sk matu BOynoBanuii Wi-Fi 4in y cBoeMmy MO3KYy.

Monynb 3untyBada RFID (pagiouactoTHoi imeHTH]IKALIT) BAKOPUCTOBYETHCS AJIS
3UWTYyBaHHA yHiIKanpHUX ineHTudikaropie wmitok RFID. Ili momyni 3a3Buyait
CIIUJTIKYIOThCS 32 AOMOMOroto npotokofiiB SPI (mocninoBHuit nepudepiiinuii inTepdeiic)
a6o UART (yniBepcanpHUll aCHHXpOHHUH NpUiiMad-TiepeaaBay).

Mirku RFID - me HeBenuki OpHUCTPOi, SKI MICTATH EJICKTPOHHO 30€epeKeHY
iHpopmaniro. KoxkHa MITKa Mae YHIKAIbHAWA 1ACHTH(PIKATOP, SKUM 3YUTYETHCS
suntyBadeM RFID. V mpomy mpoekrti mitku RFID BUKOpHCTOBYIOTHCS AJIT KOHTPOIIO

JOCTYITY, /1€ KOXKEH aBTOPU30BaHUI KOPHUCTYBau Mae yHikaiabHy MiTKy RFID.
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EnextpomexaHi3m 3amka JABEpei - 1€ MPUCTPIH, SKUH MOXKHA EIEKTPOHHO

KepyBaTH JJig 0JOKYyBaHHS a00 po30JOKYBaHHS JABEpEH.

KommoneHnTy B cuctemi motpeOyroTh CTaOUTLHOTO JKEpena KUBIEHHS (PUCYHOK

3.8). Jxkepeno KHUBICHHS

S5 B MOXHa BUKOPUCTOBYBaTHM JUISl IKUBJICHHS

MikpokoHTpoJsiepa ESP8266, monyns 3uutyBaua RFID Ta enexkrpomexaHi3mMy 3aMKka

JIBEPEU.

000000000000000

000000000000000

QOOOOVOK!

Pucynok 3.8 — Jliarpama 1pyKoBaHO1 IUIATH CUCTEMH

[lepeMuyKkd BUKOPUCTOBYIOTHCSI ISl CTBOPEHHS EJIEKTPUUYHHUX 3'€AHAHb MIXK

KOMITOHEHTAMU Ha MaKeTHIN miati abo MiK KOMIIOHCHTaMH Ta MIKPOKOHTPOJEPOM.

Bonu 6yBaroTh pi3HOT JOBXHHHU 1 MOXKYTh MaTH 40JIOBIY1 200 kKIHOY1 PO3'EMHU.
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MakeTHa 1aTa - 1€ iIHCTPyMEHT MPOTOTUITYBAHHS, SIKHUl BUKOPUCTOBYETHCS IS

H06y,ZIOBI/I Ta TCCTYBAHHA CIICKTPOHHUX CXCM 0c3 mnaiiku. Bona JO3BOJISAE JICTKO

HAKTI0YATH Ta MePEeKOH(ITypOBYBaTH KOMIIOHEHTH MiJl 4ac a3y MpOTOTUITYBAHHS.

USB-kabens BUKOPUCTOBYETHCS JIJIs MIIKIIFOUEHHS MiKpoKoHTpoJiepa ESP8266 mo

KOMIT'IOTepa Ui MporpaMyBaHHs Ta >KHUBJIEHHS. Bin 3a0e3neuye iHTepdeiic s

3aBaHTAKEHHS MIKPOIIPOTPAMH Ta CIUIKYBAHHS 3 MIKPOKOHTPOJIEPOM.

[Ipocrta G10KOBa iarpama CUCTEMH 3aMKa JIBepeid MpeACTaBiIeHa Ha pUCYHKY 3.9.

RFID READER

Door Lock

MQTT PROTOCO
Mechanism i

FSPE2

microcontroller
CcroControlie

(]

]

WIFI Metwork

Power

Supply

Pucynok 3.9 — CtpykTypHa cxema CUCTEMHU

Ocp kopoTkuii omnuc BulleBkazaHoi aiarpamu. RFID-3umryBau ckanye RFID-

TErw/KapTKU Ta HAaJCWJIA€ NaHi 10 MikpokoHTpojepa ESP8266. MikpokoHTponep €
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HEHTPAIbHUM OJIOKOM, sikuii oTpumye nani Big RFID-3untyBaua ta oOpoOmsie ix, BiH
TaKOX CIUIKYeThCsl 3 Mepexkero Wi-Fi ta MQTT-6pokepom. ESP8266 BukopucToBye
nporokon MQTT nang cnuikyBaHHS 3 cepBepoM abd0 XMapHUM CEpBICOM IS
aBTeHTHU(DIKAIlT Ta KepyBaHHs MOB1IOMIICHHSIMU. L[5 B3aemMo/1ig € ABOCTOPOHHBOIO, TOOTO
ESP8266 moke HajcuiaTd Ta OTPUMYBAaTH IMOBIIOMJICHHs. MexaHi3M 3aMKa ABepei
kepyerbesi ESP8266 Ha ocHOBI pesynbraty aBTeHTHdIKarii. ko RFID-Ter mnificHuii,
ESP8266 nancunae curnan ais po3oiokyBanHs aBeped. Wi-Fi 3a0esneuye 3'eqHaHHS
st ESP8266 nns cninkyBanss 3a npotokonioM MQTT 3 Bignanenum cepsepom. PK-
JUCIUIeH BimoOpakae cy>kO00BI MOBIAOMIIEHHS, TaKi K «JlocTyn Ha/laHO/BiIMOBICHOY.
Haperuri, 6510k )kMBJIEHHS 3a0€311€4y€ BCIO CUCTEMY HEOOX1IHOIO HAIIPYTOI0 Ta CTPYMOM
JU1s1 pOOOTH.

Kox Arduino Uno a1t po3po061eHOT CUCTEMH

#include <SP1.h>

#include <MFRC522.h>

#include <Servo.h>

#include <Wire.h>

#include <LiquidCrystal_12C.h>

#include <ESP8266WiFi.h>

#include <PubSubClient.h>

// HanamryBanns RFID

#define RST_PIN D3 // RST-min mias RC522

#define SS_PIN D8 // SDA-nin ans RC522

MFRC522 mfrc522(SS_PIN, RST_PIN);

// HanamTyBaHHSI CEpBONPUBOY

Servo myServo;

#define SERVO_PIN D4

// HanmamTyBaHHS pene

#define RELAY_PIN D1

// HanamrryBanust PK-qucnnes

LiquidCrystal 12C lcd(0x27, 16, 2); // Aapeca LCD 12C 0x27

ADpK.
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// Dani mius Wi-Fi
const char* ssid = "your_SSID";
const char* password = "your PASSWORD";
Il MQTT-0pokep
const char* matt_server = "your MQTT_BROKER_IP";
Il MQTT-kiieHT
WiFiClient espClient;
PubSubClient client(espClient);
// TIpotoTunu QyHKIIiI
void setupWiFi();
void reconnect();
void callback(char™* topic, byte* payload, unsigned int length);
void setup() {
// HanmamtyBaHHS TIOCIIITOBHOTO TIOPTY
Serial.begin(115200);
// HanamryBanus RFID
SPIL.begin(); // Taimiamizamis SPI muam
mfrc522.PCD_Init(); // Inimianizauiss MFRC522
// HanamTyBaHHSI CEpBONIPUBOY
myServo.attach(SERVO_PIN);
myServo.write(0); // [TogyaTkoBe MOIOKCHHS
// HanmamyBaHHS pene
pinMode(RELAY _PIN, OUTPUT);
digitalWrite(RELAY PIN, LOW); // Pene BuMkHeHe
// HanamryBanas LCD
Icd.init();
Icd.backlight();
Icd.setCursor(0, 0);
led.print("IHimianizanis...");

// HanamrryBanas Wi-Fi

KsPKI. 20005.20.01.04 113
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setupWiFi();

// HamamryBanuass MQTT

client.setServer(mqtt_server, 1883);

client.setCallback(callback);

Icd.setCursor(0, 1);

led.print("T'otoB0");

¥
void loop() {

if ('client.connected()) {
reconnect();

¥

client.loop();

// lllykaeMO HOB1 KapTKH

iIf ('mfrc522.PICC_IsNewCardPresent() || 'mfrc522.PICC_ReadCardSerial()) {
return;

b

String uid =",

for (byte i = 0; i < mfrc522.uid.size; i++) {
uid += String(mfrc522.uid.uidByte[i] < 0x10 ? "0" : ");
uid += String(mfrc522.uid.uidByte[i], HEX);

b

uid.toUpperCase();

Serial.printin("UID: " + uid);

Icd.setCursor(0, 1);

lcd.print("UID: " + uid);

// TyT nopaiite cBoto Joriky as nepeBipku UID

// Hapa3si Mmu mpuiryckaeMo, 1mo Oy/p-sKka KapTKa JiiicHa

if (true) { // 3aminiTh Ha peanbHy nepeBipky UID
digitalWrite(RELAY PIN, HIGH); // AktuByBaTu peie (po30710KyBaHHs)

myServo.write(90); // [lepemicTuTH CEPBOMOTOP Y MOJIOKEHHS PO30IOKYBAHHS
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Icd.setCursor(0, 0);
led.print(" JocTyn HagaHo ");
delay(5000); // TpumaTtu aBepi po30I0KOBAaHUMHU TIPOTATOM 5 CEKYH/T

digitalWrite(RELAY PIN, LOW); // JleaktuByBaTu pene (6J10KyBaHHS)

myServo.write(0);  // IlepeMicTUTH CepBOMOTOp Ha3aJa y IOJOKECHHS

OJIOKyBaHHS
}else {
Icd.setCursor(0, 0);
led.print(" doctym 3a6oponeHo ");
¥
// 3ynunutu PICC
mfrc522.PICC_HaltA();
mfrc522.PCD_StopCryptol();
¥
void setupWiFi() {
delay(10);
Serial.printin();
Serial.print("Ilinkntouenns 1o ");
Serial.printin(ssid);
WiFi.begin(ssid, password);
while (WiFi.status() '= WL_CONNECTED) {
delay(500);
Serial.print(".");
b
Serial.printIn("");
Serial.println("WiFi ninkmtoueno");
Serial.printin("IP agpeca: ");
Serial.printin(WiFi.locallP());
b

void reconnect() {
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// Tlykl, moku He Oy7ie BiIHOBIICHO 3'€THAHHS
while (!client.connected()) {
Serial.print("Cnpo6a BcranoButH 3'ennanns MQTT...");
// Cripo6a BCTAHOBUTH 3'€ THAHHS
if (client.connect("ESP8266Client")) {
Serial.println("minkmroueno");
// Tligmucka Ha TEMHU, SKIIO MOTPIOHO
}else {
Serial.print("ne Bmanocs, rc=");
Serial.print(client.state());
Serial.println(" cipoOyBaTu 11e pa3 uepe3 5 cekyHna'");
// 3auexkaTu 5 ceKyH] Mepes MOBTOPHOIO CPOOOI0

delay(5000);

void callback(char™* topic, byte* payload, unsigned int length) {
// O6poOka noBinoMieHs, orpumanux Big MQTT-0Opokepa
String message;
for (unsigned int i = 0; i < length; i++) {
message += (char)payload[i];
¥
Serial.print("TloBimomiienHst orpumano [");
Serial.print(topic);
Serial.print("]: ");

Serial.printin(message);
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3.4 Anroputmu QyHKITIOHYBaHHSI CUCTEMU

Anroputmu, mo OepyTh ydacTh Yy (PYHKIIIOHYBaHHI PO3yMHOI CHCTEMHU 3aMKa
nsepeit RFID 3 Bukopucranusm mikpokontposiepa ESP8266:

— anroput™ BusiBjaeHHs RFID-miTku;

— aJIropuTM aBTEHTHU(DIKaLIi,

— aIropuTM OJIOKYBAaHHSI/pO30JIOKYBaHHS JBEPEil;

— aJTrOpPUTM MEpPEKEBO1 3B'A3HOCTI;

— aJrOpUTM KOPHUCTYBALLKOTO iHTEp(deEiicy.

Anroputwm BusiienHa RFID-miTok:

— 1HIIlami3als: alropuT™M novyuHae 3 iHimiamizamii moayiyst RFID-3uutyBaua,
HiKII0YeHoro 10 MikpokoHTposiepa ESP8266. lle mnepenbOauvae HajamTyBaHHS
HEOOX1JHUX KOHTAKTIB Ta mapaMeTpiB i 3B'sa3Ky 3 RFID-3unTyBauewm;

— ONWTYBAHHS: MICHS IHINIAMI3alil aJrOPUTM BXOJAWUTHh B LIMKJ, B SIKOMY BIH
noctiiino onutye RFID-3umTyBau Ha HasBHIcTh BusBieHux RFID-mitok. Yacrtora
OMUTYBAaHHS MOXe OYyTH BIJIperyJiboBaHa 3aJie)kKHO BIJI BUMOT CHCTEMH Ta
€HEeProCIOKUBAHHS;

— BusBneHHs: Koau RFID-3untyBau Bussnsie RFID-MiTky B cBOiH 30H1 fii, BiH
reHepye eJeKTpoMarHiTHe nosne, sike xuBUTh RFID-miTky. ITotim MiTKa Bignosijgae,
nepenarydu cBiil yHikanbHui igeHTudikatop (UID) nazag no RFID-3unTyBaua;

— 3untyBaHHs UID: RFID-3untyBau 3axomtoe UID, nepenanuii RFID-miTKOIO,
1 Hagcwinae Moro g0 MikpokoHTposiepa ESP8266 nns o6pobku. Ileit UID 3a3Buyait
CKJIAIAEThCA 3 psiAy OyKBEHO-UM(PPOBUX CHUMBOJIB, SIKI YHIKAJbHO 1AE€HTU(PIKYIOTH
RFID-MmiTKYy;

— po36ip manmx: micas otpumanHs UID Bim RFID-3untyBawa, anroputm
po30upae naHi, 100 BUTATTH yHIKaJIbHUH 11eHTH(IKaTOop. L{e nependavae BumydeHHs
BI/IMOBI/THOT YaCTUHU JIAHUX Ta MEPETBOPEHHS ii y dopmart, sIKMil MOkKHA TMOPIBHATH 3
6a3oro0 nanux apropuzoBanux RFID-MiTok;

— Bamijgauis: micias toro, gk UID po3mapcoBanHo, alroputM NepexoauTh A0

nepeBipku RFID-tery mono 0a3u maHux aBTOpH30BaHUX TeriB. BiH mopiBHIOE
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sutsarHyTuit UID 31 cnuckom momepeanbo 3apeectpoBanux abo aBropuzoBanux UID
RFID-TeriB, 110 30epiratoTbCsi B CUCTEMI;

— NPUIHATTS PIIIEHHS: HA OCHOBI pe3yJIbTaTy MEPEBIPKU AJITOPUTM IpUHMAE
pimeHHs 1moa0 KoHTpomto noctymy. Skmo RFID-ter 3nalimeHo B 0a3i JgaHHX
aBTOPU30BAHUX TETIB, AITOPUTM MEPEXOJUTH A0 PO30JIOKYyBaHHS JBepeil. B iHmomy
BUNAJIKy JOCTYI 3a00POHEHO, 1 IBEP1 3aIUIIAI0THCS 3a0JI0KOBAHUMU;

— 3BOPOTHUM 3B'I30K 1 BEOEHHS IKypHaly: HapewTl, aJrOpuUTM HaJaae
KOPHUCTYyBa4eBl 3BOPOTHINM 3B'S30K IMOAO0 pe3ynbTary aBTeHTU(ikamii. Ile moxe
BKJIIOYATH AaKTHUBALIIO BI3yaJbHUX a00 3BYKOBUX IHAMKATOPIB ISl MO3HAYEHHS
ycmimHoi abo HeBmanoi aBTreHTHdiKamii. KpiM Toro, cucremMa Mo)e BECTH >KypHAI
cripo0 aBTeHTU]IKALIT 711 Ay AUTY Ta Iijel O0e3MeKu;

— MPOJOBXKEHHS LUKIY: micias oOpoOKku BUsBIEHHS Ta aBTeHTU(ikaiii RFID-
TEry s OJHOrO TEry ajiropuTM IIOBEpTAEThCS 1O €Taly ONUTYyBaHHs, II00
IPOJOBXKYBAaTU MOHITOPUHT HasiBHOCTI noxatkoBux RFID-teris. Lle rapantye, mio
CHUCTEMa 3aJIMIIAETHCS YYTIMWBOIO O KUTHKOX BHSBIEHb TETiB MPOTATOM KOPOTKOTO
MPOMIDXKKY 4Yacy.

Anroput™m aBTeHTU]IKAII] BKIIOYAE:

— nowmykK y 0a3l panux: micas BusaBieHHS RFID-tery Ta BuiydeHHs ioro
yHikanapHOTO ineHTudikaropa (UID) anroputm aBTeHTH]IKAIIT TOYUHAE 3 3aTTUTY 10
0azu panux aBTtopuzoBaHux RFID-teriB, mo 30epiratoTbcsi B MIKPOKOHTpOJEp1
ESP8266 a60 30BHImHBOMY pucTpoi 30epiranns (Hanpukiaa, EEPROM, SPI flash).
baza ngaHmx MICTUTH 3amucu, IO 3'€AHYIOTh KOXXKeH aBropuzoBanuii UID 3
BIIMOBIJHUMU JI03BOJIaMU JIOCTYITY a0 1HPOpMaIli€r0 PO KOPUCTYyBaya;

— nepeBipka aBropusauii: airoput™m nopiBHioe UID, Butsaraytuit 3 RFID-
MITKH, 3 3anicaMu B 0a3i JaHuX, 1100 BUSHAYUTH, YU € MITKa aBTOPU30BaHOO. SIKIIO
UID 36iraetbes i3 3anucoM y 0a3i JaHUX, aITOPUTM MPOJOBKYE PO3IIIAATH MITKY K
aBTOPU30BaHy s aoctymy. | HaBmakw, skmo B 0a3i MaHWUX HE 3HAWAEHO 30iry,
aJIrOPUTM pOOUTH BUCHOBOK, 1[0 MITKa HE aBTOPU30BaHA.

— TPUUAHSATTS PillIeHb: HA OCHOB1 PE3YJIbTATIB MEPEBIPKU aBTOPHU3AIIii aITOPUTM

aBTeHTU(IKalli MpuiiMae pilIeHHS MOJA0 KOHTpodwo aoctymy. Akmo RFID-miTka
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aBropusoBana (to6to ii UID 3Haiineno B 0a3i gaHWX), ajJrOpuTM HaJa€e AOCTYTI,
1HIIIFOIYHU TIpoliec po30siokyBaHHsa aBepeil. Skmo RFID-mitka He aBTOpH30BaHa
(toOto ii UID He 3HaliieHO B 0a3l JaHMX), AJITOPUTM BIJMOBIISIE B JOCTYII, 1 IBEP1
3aJIMIIAaI0THCS 3a0JJOKOBAHUMU;

— 3BOPOTHHUM 3B'SI30K Ta BEJCHHS >KypHAIIy: allfOPUTM aBTeHTU(ikaIlli Hamae
KOpPUCTYBa4yeB1 3BOPOTHUM 3B'30K, 10 BKA3y€ HA pe3yJIbTaT NPOILECy aBTEHTHU(IKaLI].
VY pasi ycmimHoi aBTeHTU(dIKaIli cucTeMa MOXKe aKTUBYBAaTH Bi3yalibHI a00 3BYKOBI
1HAMKATOPHU (HAPUKIAA, CBITIOAIOAU, A3BIHOK), 100 CUTHAJI3yBaTU MPO HAJAaHHS
noctymy. | HaBmaku, y pa3l HeBJaloi aBTeHTHU(iKalili cucTeMa MOXE HaJaTH
3BOPOTHUM 3B'A30K, II0 BKa3y€ HA BIAMOBY B JIOCTYIIl, MOXJIMBO, aKTUBYIOUH PIi3HI
Bi3yajbHi a00 3BykoBlI curHanu. KpiM TOro, cucrema BeAe >KypHald crnpoOd
aBTeHTU(DIKaMi, 3anucyroun Taki getani, sk UID Busasnenoi RFID-miTku, mo3nauky
yacy Ta pesyibrar aBTeHTHdikamii. Lle BeeHHs XypHalny Ciyrye mis ayauTy Ta
Oe3MeKH, T03BOJISIIOYN aJMIHICTpaTOpaM MeperisgaTu cupoOu AOCTYIYy Ta BUSBIATH
OyIb-sKi CIpOOM HECAHKIIIOHOBAHOTO JIOCTYNy a00 MOPYIIeHHS 0e3IeKH;

— 0o0poOka TalM-ayTy: NJid TiABUIIECHHS O€3MEKH alrOpUTM aBTEHTHUQIKAIlil
MOX€ BKJIIOYAaTH MEXaHI3MU TailM-ayTy, 100 OOMEXUTH TPUBAJIICTh, IPOTITOM SIKOi
JBEp1 3alUINAOTHCS PO30JIOKOBAaHMMHU Ticias ycmimHoi aBTeHTUdikaii. I[licms
HaJIaHHS JOCTYITY aJIrOPUTM MOYXE 1HII[IFOBAaTU TaikMep, aBTOMAaTUYHO OJIOKYHOYH JABEPi
MicJIs 3a3/1aJieTiAb BU3HAYEHOTr0 Yacy (HaMpUKJal, KiJbka CeKyHJ a00 xBuiuH). Llei
MEXaHi3M TaWM-ayTy JOoloMara€e 3amoO0irTH HECAaHKI[IOHOBAHOMY JOCTyNy B pasi,
SKIIO JIBEpl BUIMAAKOBO 3AJIUIIUIUCSA pPO30JOKOBAHMMH a00 SKIIO HECAHKIIOHOBaHA
oco0a oTpuMaa I0CTyN A0 MPUMIIIEHHS IPOTATOM pO30JIOKOBAaHOTO MEPIOaY.

AnropuTMm 0J10KYBaHHS/pO307I0KYBaHHS JIBEpEi:

— KEepyBaHHS CEpBOMOTOpPOM: 100pe, yABITh, IO y Hac € Lel KpyTHi
CEpBOMOTOp, NMPUEIHAHUM 10 HAIIOTO 3aMKa JBepeid. Lle sk ManeHbka poboya pyka,
gKa MOXKe MmoBepTaTucs 1 OJokyBaTu abo po30iokoByBaTu ABepi. Hama 3amava -
CKa3aTH bOMY MOTOPY, KOJIM PyXaTUCs 1 CKIJIbKU PyXaTHUCH;

— OnokyBaHHs: Koau XxTock npen'ssiasie RFID-MiTKy, 1 BOHa po3ni3HA€eThCs K

aBTOPM30BaHA, MM XO04YeMO HaAiWHO 3a0imokyBaTu ABepi. OTKe, MH HAJCHUIAEMO
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CUTHaJ JI0 CEpBOMOTOpA, HaKa3yloouu HoMy oOepTaTucs TakKuM YUHOM, 11100
3absokyBatu nBepi. lle sk HaTUCKaHHS KHOMKHU OJIOKYBaHHS Ha KIIOYl Balloro
aBTOMOO1JIS1;

— po30JI0KyBaHHA: 3apa3, CKaXIMO, XTOCh XOu€ MOTPANHUTH 10 OyAMHKY. Mu
nepeBipsemMo, um ixHiH RFID-Ter aBropuzoBanuii. Skmo Tak, MH X04YeMO
po30siokyBaTu ABepi. ToMy MM HaJACHJIAEMO I1HIIUM CUTHAI JO CEPBOMOTOpA, alie
I[OTO Pa3y HaKa3yloo4W HOMy oOepTaTHCs TaKUM YMHOM, 00 po30JIOKyBaTH ABEpI,
JO3BOJISIIOYM JIIOANHI YBIUTH;

— 00poOKa TaiiM-ayTy: HICIsA TOTO, IK MU PO30JOKY€EMO ABEPl, MU HE XOUEMO,
mo0 BOHU 3aJUIIATIUCS PO30JIOKOBAHMMHU Ha3zaBkau, uyu He Tak? lle Oymo 6 sk
3QJIMIIUTH BX1AH1 IBEp1 IUPOKO Biakputumu! Tomy mu BcTanoBntoeMo taiimep. Ilicns
NEBHOT'O Yacy, SKIIO HIXTO HE BIAKPUE ABEPl, MU aBTOMATUYHO 3HOBY iX 3aMHUKAEMO.
[le sx HeBenWKe HaraayBaHHSA, MO0 NEPEKOHATUCS, LIO0 JBEPl 3AIMIIAIOTHCS
Oe3ICUYHUMU,

— 3BOPOTHUM 3B'A30K: HAPEIITI, MU XOUE€MO, 1100 JIFOJM 3HAJIU, 110 BIIOYyBa€THCS
3 nBepuMa. ToMy, KOJIM MU 1X 3aMUKAEMO 200 PO3MHUKAEMO, Y HAC MOXKYTh OyTH JEsK1
BOTHI a00 3BYKH, 11100 BKa3aTH, 110 BiOyBaeThes. e sk aBepi kaxyTh: "['eit, a1 3apa3
3aunHeHi!" abo "3axonpTe, s po30I0KoBaHMit!".

ANTOPUTM MEPEKEBOT 3B'I3HOCTI:

— migkaodeHHs a0 Wi-Fi: mepm 3a Bce, Hall pO3YMHUM JBEPHHH 3aMOK
MOBUHEH IMIAKIIOYUTUCA A0 JIOKaabHOI Mepexi Wi-Fi, mo06 BiH MIT cmiiKyBaTucs 3
IHIIUMH TPUCTPOSIMH B HAIIOMY po3yMHOMY OyauHKy. Lle sik npueananus no Wi-Fi B
KaB'spHi, 1100 BU MOIJIM NeperisgaTu [HTepHET Ha CBOEMY HOYTOYIIL;

— HaJalITYBaHHS MEPEXXEBOI0 MPOTOKOJY: SIK TIILKU MU MiAKIIOUMMOcs 10 Wi-
Fi, Ham moTpi6HO BUPIIUTH, IK MU OyI€MO CIIUJIKYBAaTHCS 3 IHIIUMU IPUCTPOsiMU. Mu
MOXX€MO BUKOpHUCTOBYBaTH mpotokonu, Taki sk TCP/IP a6o UDP. Ile moBu, sxi
MPUCTPOT BUKOPUCTOBYIOTH JIJIsSI CIIJIKYBAaHHS OJHMH 3 OJTHAM IO MEPEXKi,;

— 0OMIH NOBIJOMJICHHSIMH: TeIlep, KOJHM BCE HAIAIITOBAHO, HACTAB Yac MOYaTH
HAJICUJIaTH Ta OTPUMYBATH moBigoMieHHs. Ko XToch Hamaraetbcsi po30J0KyBaTH

nBepi 3a gonomororw ceoro RFID-tery, Mmu HaacuiaaeMo MOBIJOMJIEHHS IO MEPEKI,
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mo0 MOBIAOMHUTH 1HIINI TPUCTPOi Tpo Te, 10 BigOyBaeThbcs. lle sk BiampaBUTH
TEKCTOBE MOBIIOMJICHHSI CBOEMY JPYTOBI, 100 MOBIJIOMUTH HOTO, 1110 BH B JOPO3i;

— 00poOKa MOMMJIOK: 1HOI BCe ijie He 3a m1aHoM. MoxIIHBoO, 3'eqHanus Wi-Fi
nepepBasiocss abo BUHUKIIA MTpoOiieMa 3 Mepexero. Y TaKuX BHUMAJKaX HaM MOTPiOHO
MaTH MeBHY 00poOKy momuiok. Lle sik MaTu pe3epBHUU MaH, SKIIO Baml TenedoH
PO3PSIAUTHCS, KOJIU BU OyJieTe Ha BYJIMIIlL, 1 BaM MOTPIOHO 3HAUTH JOpOTyY A0A0MY O€3
GPS;

— 3axoaM Oe3IeKu: HaM MOTPIOHO MEepeKOHATHCS, IO HaIllll IMOBIJIOMJICHHS
Oe3neuHi, 00 HIXTO HE MIT MEePEXONUTH iX 1 po30JIOKyBaTH JaBepi 0e3 no3Boiay. Lle
o3Hadae mMUGpyBaHHS HAIIUX TMOBIAOMJIEHb 1 BUKOPUCTaHHS aBTeHTU(iKaIii, 1m00
NepEeKOHATHCSI, 1110 JIUIIEe aBTOPU30BaHI MPUCTPOi MOKYTh KEpyBaTH JBEpHUMa;

— Oe3nepepBHUN MOHITOPHUHT: HAPELITI, HAM MOTPIOHO CTEXXKUTHU 32 MEPEKEBUM
3'eqHaHHSIM. MU He Xouemo, o0 Halll 3aMOK JIBEpeil panToBO MepecTaB MpaIoBaTu,
TOMY 11O BiH BTpaTtuB 3'eqHanHs 3 Wi-Fi. ToMmy Mu HanamryemMo MOHITOPHUHT, 1100
MepeBIpUTH, YU Bce mpairoe OesnepelbiitHo. Ile sk mepioguyHO mepeBipsATH CBId
tenedoH, mo0 MepeKOHATHCH, 110 Y BacC BCE II€ € CUTHAJL.

ANTOpPUTM KOPUCTYBAIbKOTO 1HTEpdecy:

— 1HII[lami3aIis: KOJu CUCTeMa 3alyCKa€eThCs, MU 1HIIaII3yEMO KOMIIOHEHTH
KOPHUCTYBAIbKOTO iHTEpdeicy, Oyap To (Pi3MUHI KHOMKH, CEHCOPHHUHN eKkpaH abo ix
noeaHaHHs. e sk yBIMKHYTH cMapT(}OH 1 mOOAYUTH JIOMAIlIHIN €KpaH, TOTOBUN 110
A,

— HaBiramis mMO MEHIO: MU HAJaEMO KOPHUCTyBadyaM MEHIO 1HTepdency s
Mepexo/ly 10 pi3HUX OMNIiK 1 PyHKIA. YSBITh 1€ K Ieperisa A0AaTKiB Ha TeaedoHi
a00 HaBIraiioo Mo HaJalTYBaHHIX HA HUPPOBUX MPUCTPOSIX;

— 00poOKa BBOAY: HaM MOTPiIOHO 0OPOOIATH BBIT KOPUCTyBada, HE3aJIEKHO Bij
TOr0, YW HATHUCKAIOTh BOHHU KHONKH, TOPKAIOTHCS CEHCOPHOTO EKpaHy 4YH
BUKOPUCTOBYIOTh OyIb-SKHi iHIIMK MeToa BBOAY. Koimm KopucTyBad B3aeMOJIi€ 3
1HTepdericoM, MU BUSBJISIEMO HOTO BBiJ 1 pearyemMo BinoBigHo. Lle ik HaTuCkaHHS Ha

MIKTOrpaMmy Iporpamu, mo0 BIAKPUTH ii Ha TenedoHi;
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— BiAOOpaXeHHsI CTaHy: MU BigoOpa)Xxa€eMoO MOTOYHUN CTaH CHUCTEMH 3aMKa
JIBEpel KOpUCTyBadaM, MOKAa3yHYH, UM JBEP1 3aUMHEH] YW BIIUMHEHI, a TaKOXK Oy/Ib-
Ky BIAMNOBIIHY 1H(OpMaIlil0, HANpUKIaZ, MPO OCTaHHI crnpodbu noctyny. Lle sk
norJisig Ha TenedoH, Mmoo mepeBipuTy, UM € y BaC HOBI CIIOBIIICHH 51;

— HAJANITYBaHHS: KOPUCTYyBadl MOXYTh HaJalITOBYBaTH TMapamMeTpu Ta
HaJalITyBaHHS dYepe3 KOPUCTyBallbKui iHTepdeiic, Hampukiad, xodaBaTu abo
BunansaTu aBtopu3oBaHi RFID-teru, perymioBaTh HanmamTyBaHHSA TalM-ayTy a0o
HaJAIITOBYBaTU MepekeBl mapameTpu. Lle sk 3MiHa HajamTyBaHb y Mporpami, moo
MepCcoOHaNi3yBaTH CBil IOCBI;

— 3BOPOTHUM 3B'SI30K: MM HaJaeEMO KOpPUCTyBauaM 3BOPOTHHH 3B'A30K, 100
MIITBEPAUTH 1XHI J1i Ta TpUMaTH ix B Kypci. Hampukiana, ko BOHU HAaTHUCKAIOTh
KHOMKY, 100 po30JIOKyBaTH JBEpi, MU MOXKEMO Bi0Opa3suUTHU MOBIJOMJIEHHS, IO
MiITBEPKYE, MO ABEpi Tenep po30sokoBani. Ile gk oTpuMaHHS MOBIAOMIICHHS TPO
MIATBEPKCHHS MICIIs BIATIPABKHU TEKCTY,

— 00poOKa MOMUJIOK: SKIIO HIOCH MINLJIO HE TaKk a00 BUSBJIECHO HEA1MCHUN BB,
MU 00pOOITEMO TOMUIIKH TPAIIO3HO, HAJAIOUH 3BOPOTHIN 3B'SI30K KOPUCTYBAadEBl Ta
KepyIo4H HOTO MO0 BUMpaBJIeHHS mpobiemu. Lle sk oTpuMaTu moBiIOMIICHHS MPO
NOMUJIKY, KOJIU BHU Hamaraerecs 3pOoOUTH IIOCh HA CBOEMY KOMIT'IOTEpl, IO HE
JI03BOJIEHO;

— pO3TIAAM JOCTYMHOCTI: MH po3poOisieMo iHTepdeiic KopucTtyBaya 3
ypaxyBaHHSIM JOCTYMHOCTI, TApaHTYIO4YH, 10 BiH NIPOCTUH Y BUKOPUCTAHHI JJIsl BCIX
KOPHUCTYBayiB, BKJIIOYAIOUHN JIOACH 3 1HBaNIIHICTIO a00 ocoO0auBuMH noTpedamu. Lle
AK po3poOka BeO-caiiTy abo mporpamu, o0 3poOUTH i1i JOCTYHMHOK IS BCIX,
HE3aJIC)KHO B1J TXHIX MOKJIMBOCTEH;

— Oe3mepepBHE BJOCKOHAJICHHS: MM IIOCTIHHO 30MpaemMo BIATYKH Bij
KOPHUCTYBaYiB Ta ITEpPyeEMO 1HTEepdeic KopucTyBaua, 100 MOKPAIMUTH 3PYUYHICTH
BUKOPUCTAHHS Ta JIOCBiJ KOPHUCTYBadiB 3 yacoM. Lle sik OHOBJEHHS MpOrpamMu Ha
BamoMy TenedoHi, mood go0aaTH HOBI QYHKII a00 BUMPABISATH MOMUIKH HAa OCHOBI

BIITYKIB KOPUCTYBaYiB.
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3.5 Iurepderic mporpaMHO-TEXHIYHOTO 3acO00y KEpyBaHHS JBEPHUM 3aMKOM Ha

0oCHOBI MiKpoKoHTpoJiepa ESP8266

[aTepdeiic mporpaMHO-TEXHIYHOTO 3aC00y KepyBaHHs IBEPHUM 3aMKOM Ha OCHOBI
MikpokoHTpoJiepa ESP8266 Bkitouae:

— TOJIOBHE MEHIO: KOJHM BU BIIEPIIC BIIKPUETE MPOTPAMHUN IHCTPYMEHT, BU
nobauuTe eKkpaH rojoBHOTO MeHro. Lle sik romoBHUM ekpaH Bamoro tenedoHy, e BH
MO’KETE OTPHMATH JIOCTYII JIO Pi3HUX MPOTPaM;

— omuii 6JIOKyBaHHsI/p030JIOKyBaHHSI: 3 TOJJOBHOTO MEHIO BU MOETE BUOpaATH
oniii s 60KyBaHHS ab0 po30siokyBaHHs nBepei. lle sk HaTUCKaHHS KHOIOK Ha
NyJbTI JUCTAaHIIMHOTO KEPYBAHH AJisl OJIOKYBaHHS a00 PO30JI0OKYBaHHS aBTOMOO1IS;

— kepyBaHHs RFID-teramu: Takox € po3ain, ae Bu moxere kepyBatu RFID-
teramu. Bu MoxeTre no1aBaTH HOBI TErd, SIKUM JIO3BOJICHO PO30JIOKyBaTH ABEpi, a00
BHUJIAJISITH TETH, K1 BU O1IbIIIE HE X0UeTe MaTH AOCTYM. Lle Sk kepyBaHHS KOHTaKTaMHU
B Tele(pOHHIN KHU3I,

— HajamTyBaHHA KoH(pirypamii: VY MeHIO HajaliTyBaHb BH  MOXETE
HaJalTyBaTH Pi3HI TapaMeTpW, HANpUKIaaA, TPHUBAJICTh TaWM-ayTy IS
aBTOMATUYHOTO TMepeOJIOKyBaHHS JBepel micias iX posOsokyBanHs. lle sk
HaJAlITyBaHHS MMapaMeTPiB HA KOMM'IOTEP1 JAJIsl HAJaITyBaHHS HOT0 TOBEIHKY;

— BigoOpakeHHd cTarycy: Ha roloBHOMY ekpaHi BH MOOa4yuTe MOTOYHHUHN CTaH
cuctemMu OJIOKyBaHHS Bepel. BiH nmokaxe, yu 3a010KOBaH1 ABEpl YK PO30IOKOBaAHI,
mo0 BW 3HaNW, 110 BiOyBaeThes 3 mepmioro nornusay. Lle sik mepeBipka BUIKETY
noroau Ha TejaedoHi, moo ai3HaTUCs, YU Oyje O,

— BI3yaJIbHUWA 3BOPOTHUM 3B'A30Kk: Konum BM HaTHUCKaeTe KHONKY JUIst
OJIokyBaHHS a00 pO30JIOKYBaHHS JABEpEd, BU OTPUMAETE BI3yallbHUN 3BOPOTHHUI
3B'SI30K Ha €KpaHi, 00 MIATBEpAUTH, IO Bamia aig Oyna ycmimHow. BiH Moxe
MOKa3aTH TaloyKy abo 3HA4OK 3aMKa, 100 TOBIIOMHTH BaM, IO JBEpi Temep
3a00k0BaHl abo po3biokoBaHi. Ile sSK oTpuMaHHS CMalIWKa «BEJIMKHH Majielhb

Bropy», KOJIM BU HAJICUJIAETE MOBIAOMIIEHHS Ha TenaedoHi;
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— mpocta Hapiramis: IHtepdeiic po3pobneHuil ais MPOCTOTH HaBiramii 3a

JOIIOMOT'OK0 ITPOCTHUX KHOIIOK 1 MCHIO. L[e AK BUKOPUCTAHHA IIPOrpaMHU Ha BalIOMY

TenedoHi, sika MpocTa Ta IHTYITUBHO 3pO3yMiJla Y BUKOPUCTAHHI, HABITh SIKILIO BU HE

daxiBelp 3 TEXHOJIOTIH;

— po3ain gomomoru: SKmo BU KOMH-HEOyAb 3acTpsariu abo BaM moTpiOHa

nojaTkoBa iH(oOpMallisi, € po3Aia JAOMOMOTH, A€ BU MOXKETE 3HAWTH BIJMOBIII Ha

MOIIMPEH] 3aMUTaHHS a00 TOpaau MO0 YCYHEHHs HecnpaBHocTel. lle sk yuTaHHs

IHCTPYKIIii 3 eKCIuTyaTallii, sKa MOoCTaBISE€ThCSA 3 HOBUM T'a)KeTOM, 11100 po3idparucs,

sIK 1oT0 BHUKOPHCTOBYBATH.

3.6 BapTicTh MaTepiaiiB

BapricTe MarepianiB, 3apornoHOBaHUX s cucteMu po3yMHux RFID 3amkiB

nsepeit. O11iHka BapTOCTI MaTepiaiiB HaBeAeHa B Tabmuili 3.1

Tabnuusg 3.1 — BapTicTs MaTepialiB

Hasga Baprictb
Mikpoxontponep ESP8266 | $30
Monyis 3untyBada RFID | $25
CepBoMoOTOp $15
RFID-miTku $20
Monyas Wi-Fi $3
biok sxuBrIeHHS $20
Kopnyc $15
3.7 BuCHOBKM
Cuctema posymHux RFID 3amkiB paBepeld — 1€ SK BHUCOKOTEXHOJOTTUHHI

OXOpOHEIb HAIIOTo OyaUHKY. Y i OCHOBI JIeXKUTH MiKpokoHTposiep ESP8266, mock Ha
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3pa30K MO3KY, IKHUI Kepye BCIM. BiH miaKIr04aeThCs 10 1HITUX BOXKJIMBUX YaCTHH, TAKUX
sk 3uutyBad RFID, sikuii 3unTye criemianbHl KapTKu ab0 MITKH, 1 CEpBOMOTOP, KM
¢bi3ugHO OJI0KYE Ta pO30IOKOBYE JABEPI.

Bcei mi gerani 30uMparoThCs B OJIMH KOMIIAKTHHM IMaKeT BCEPEIWHI KOPITyCy, IO
Harajye 3axvucHy 000JIOHKY. BoHa 30epirae Bce B Oe3melll Ta OpraHi30BaHo, K KOJIU BU
CKJIQJIA€TE Irpaliku B KOPOOKY IICTIS TPH.

Mu posminryemMo Bci Il JeTajali Ha MakKeTHIM TIuiaTi, SKa € CBOEPIIHUM
MalJaHIMKOM JUTsI €JICKTPOHHUX KOMIIOHEHTIB. 3a JOITOMOT OO0 JDKMITEPHUX ITPOBO/IIB MU
3'€IHYEMO Bce 3 MIKpOKOHTpoJiepoM ESP8266, nepekonyrounch, 1o Ko>KHa JIeTallb 3HAE,
o poOUTH 1 KyaM HaJcuiaTh cBoi curHaiu. lle cxoxke Ha 3'€THAHHS TOYOK, II00
3aBEPITUTH MATIOHOK.

Cucrema mparolle Ha OCHOBI HaOOpy IHCTPYKIIINA, MO0 BKAa3ylOTh CHCTEMI, IO
pobutu. Ili anropuT™Mu rapaHTyoOTh, 110 CHCTEMa MOXE BHUSBHUTH, KOJIU MOOJIHU3Y
3HaxoauThcsi RFID-Ter, mepeBipuTH, 4u HOMyY T03BOJIEHO PO3OJIOKYBATH JBEPI, a MOTIM
bakTUUHO pO30JIOKYBaTH iX, SIKIIO BCE B MOPsAKY. Lle cxoxe Ha JOTpUMaHHS pelenTy
JUISl BUIIIYKH TOPTa — BU TIOBUHHI POOUTH BCE B MPABWILHOMY MOPAJIKY, 100 OTpUMATH

Oa)kaHU pe3ysbTar.
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BUCHOBOK

Po3pobOka nporpaMHOro Ta TEXHIYHOIO 1HCTPYMEHTY U1l KEPYBaHHS PO3YMHOIO
cUCTeMOI0 3aMKa JiBepeit Ha ocHoBl RFID, BukopuctoByrouu mikpokoHTposep ESP8266
B CEpPEJOBUIIl PO3yMHOTO OYyAMHKY, Oyja 3axOIUIIOIYOI Ta BHUHArOPOKYHOUOIO
noJ0poxokio. el mpoekT OyB CIpsAMOBaHUIN Ha 3aJI0BOJICHHS 3pOCTAIOUYOI0 IMOIMUTY Ha
Oe3neyHi Ta 3py4Hi PIlIeHHS AJI1 KOHTPOIIO JOCTYIY B CYYaCHUX PO3YMHHX OyJMHKAX,
BUKOPHUCTOBYIOYH MOKIUBOCTI TexHouorii [oT.

3aBASKA MIUPOKUM JOCTIDKCHHSIM, MPOTOTHUIIYBAaHHIO Ta TECTYBaHHIO, MU
YCHIIIHO pO3poOMIIM Ta peajizyBajid HaJlIiHY CHCTEMY 3aMKa JABEpeil, sika 37aTHa
O0e3neyHo aBTeHTH(IKYBaTH KopucTyBauiB Ha ocHOBi RFID-teriB. InTterparis
MikpokoHTpoJsiepa ESP8266 3abe3neunna HamiHy tuiatgopmy st oOpoOKH JaHUX,
KEepYBaHHS MEXaHI3MOM 3aMKa JIBEPEl Ta CIIIKYBaHHS 3 MEPEKEIO PO3YyMHOTO Oy IUHKY .

®diznyHa KOHGIrypallis CUCTEMH BKIIOUaja PETeNbHY 30IpKy Ta MiIKIIOUYEHHS
PI3HMX KOMIIOHEHTIB, BKIO4arouu MikpokoHTposnep ESP8266, monyns RFID-uutaua,
CEpBOMOTOp Ta OJIOK XUBJCHHS. BUKOpHUCTaHHS MaKEeTHOI IJIaTH CIPHUSIO IIBUIKOMY
NPOTOTUIYBAaHHIO Ta TECTYBaHHIO, 3a0e3Meuyrodr NpaBWIbHY KOH(QIrypaiiio Ta
(GYHKIIOHATBHICTh alapaTHUX KOMIIOHEHTIB CHUCTEMHU.

Kpim Toro, po3poOka anropuTMiB Bifirpaia BUpIIAIbHY poiib y GyHKIIOHYBaHHI
CHUCTEeMHM, 3a0e3Meuyrou KJIIOUoBlI mpoliecH, Taki sk BusaBieHHs RFID-reris,
aBTeHTHU(IKaLlsA Ta OJIOKYBaHH/p0o30J0KyBaHHA ABepel. L1 anroputmu Oynu perenbHO
po3po0seHi Ta peainizoBaHi I 3a0e3neyeHHs] epeKTUBHUX Ta OE3MEeYHMX Oreparin
KOHTPOJIIO JIOCTYITy, ITiJIBHIYIOYM 3arajbHy HAIidHICTh Ta 3pYYHICTh BUKOPHCTaHHS
CUCTEMH.

[Ipotsirom mporiecy po3poOKKM BHUHMKIO JEKUIbKAa BUKIHWKIB, BKIIOYAIOYH
npoOJeMu CyMICHOCTI OOJaJHAHHS, ONTHUMI3alll0 AJITOPUTMIB Ta IHTErpalilo 3
ICHYIOUOI0 1H(PACTPYKTYpOIO po3yMHOro aomy. OfHak 3aBASKH HAIMOJETJIMBOCTI Ta
CIIBOpAIll IIi BUKIWKK Oynu e(QEeKTHUBHO BHPIIICHI, IO MPHU3BEIO 10 YCHIIIHOTO

3aBEPIICHHS ITPOEKTY.
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JuBisyuchs y MalOyTHE, ICHY€ 3HAYHHUI TTOTSHITIAN IJIs1 TOJATBIINX YAOCKOHAICHD

Ta BIOCKOHAJeHb cuctemMu po3ymHoro RFID 3amka. MailOyTHI JOCHIIPKEHHS MOXYTh

30CEepEIUTUCS Ha TNOKpaAlIEHHI MacIITa0OBAaHOCTI CHUCTEMHM, B3a€MOIi 3 I1HIIUMU

OPUCTPOSIMUA PO3YMHOTO JIOMY Ta IHTErparii po3MUPEeHUX (PYHKIINA OE3MeKH, TaKUX K

OlomMeTpuYHa aBTEHTU(IKAITIS.

Ha 3aBepmienns, po3poOka MpOrpaMHOTO Ta TEXHIYHOTO I1HCTPYMEHTY IS

KepyBaHHs cuctemoro pozymHoro RFID 3amka € 3HauHUM BHeckoM Yy cdepy

aBToMaru3alii po3ymMHoro jgomy. lleli TpoeKkT NpoAeMOHCTPYBaB MOLUIBHICTH Ta

MPAKTUYHICTh BUKOPUCTaHHS TexHooril [oT st migBuienHs 6e3meku Ta 3pyYHOCT] B

KUTJIOBUX NPUMIMICHHIX, NPOKIAJAIOuM MUIAX JJI MalOyTHIX JOCSTHEHb y I

3aXOILTIOKOYIH TaTy3l.
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HDOI"DaMHO-TGXHi‘IHHﬁ 3aci0 KepyBaHHs JABEPHUM 3aMKOM Ha OCHOBI MiKDOKOHTDOHe@

ESP8266

2. BHCHOBOK MpoO BiMOBIIHICTE POOOTH AUIUVIOMHOMY 3aBIAHHIO

II,I/II'UIOMHI/Ii;I IPOCKT BiIIl'IOBi,D;aG BHJIAHOMY 3aBJaHHIO

3. XapakKTepuCTHKa BUKOHAHHS KOXHOIO PO3JLTY, CTyMiHb BUKOPUCTAHHS OCTaHHIX

JOCATHEHb HAyKM i TEXHIKM | TepeloBHX METOAIB poGotu: Y mepuioMy po3aiii

pOBEIEHO BiIOMHX 3ac0O0iB Ta CHCTEM. Y IPYIOMYy pO3iji BUKOHAHO aHalli3 Ta BUOIp

eJleMeHTHOI 0a3u JJIsi IIPOEKTOBAHOI'O HDOT’DaMHO-TeXHi‘{HOFO 3aco6y. Y TpeTboMy

pPO3MiJi  BHKOHAHO peali3allilo IPOrpaMHO-TEXHIYHOro 3aco0y KepyBaHHS JBEPHUM

3aMKOM Ha OCHOBI MikpokoHTpoaepa ESP8266.

4. TIo3UTUBHI CTOPOHH POOOTH: CIpOEKTOBAHO ITPOrPaMHO-TEXHIYHUU 3acil

KepyBaHHS JIBEPHUM 3aMKOM Ha OCHOBI MIKPOKOHTpPOJIEPA ESP8266

5. HeraTuBHi CTOpPOHM pOOOTH: VY OpONOHOBAHIN CHUCTEMi HE DO3LJSHYTO

muTaHHs KepyBanHs Ta 30epexenns RFID MiTOK.




6. Omiaka rpadiuHoro OGOPMIEHHS Ta MOSICHIOBAJIBHOI ~ 3aIIUCKH poboTu:

JIUCTU KpECJICHHA BI/IKOHaHi 3T1IHO lIiIOqI/IX BUMOT

HOS{CHIOBaJTBHa 3amucKa Ta

B zaransHOMY po0oTa BUKOHAHA Ha 3a/10B1JIbHOMY

7. Bigryk mpo pofoTy B izomy:

piBHI.

8. Tumi 3ayBa)KeHHs: =

9. OuiHKa JUIIOMHOI poboTH:
POHU IpeIcTaBaeHOl JUTLIIOMHO] po0OOTH

Po3rjigHyBIINA 1'IO3I/ITPIBHi Ta Hel"aTI/IBHi CTO

BBAYKAIO, 110 poOOTa 3aCIyroBy€ owiHKH «3a0BinbHOY 3,50 (D)

iM’s, 1O 6aThbKOBI, IOCana, Micle

Penensent  (Tpi3BHILE, po0OTH)_

Sy Pyeeari  Odeweengpo %2 gog Ve

« o » O 2024p /




PILIEHHS EKCIIEPTHOI KOMICIT

KA®EJIPM KOMIT FOTEPHOI [H)KEHEPII TA IHOOPMALIIMHUX CUCTEM
ITPO JOITYCK KBAJII®IKALIIMHOI POBOTHU 10 BAXUCTY

[TligTBEpKYEMO O3HAHOMIJICHHS 3 PE3YyJbTaTOM 3BiTy MOMIOHOCTI WOAO0 POOOTH,

TeHEepPOBAHOTO CHCTEMOIO BHSBICHHS TEKCTOBHUX 36iriB/iIeHTHYHOCTI/CX0XKOCTI:

HazBa: MporpamMHo-TexHiYHWUM 3acib kepyBaHHA ABEPHUM 3aMKOM Ha OCHOBI MiIKPOKOHTpoO/iepa

ESP8266
ABTOD: YamyHopsa TiHale
CrieniaapHICTh: 123 — KoMnioTepHa iHXeHepin

OcBiTHS Iporpama: 0CBiTHbO-NpodeciitHa

HaykoBHii K€piBHHK: Hiuenopyky AHApi OnekcaHApPOBUY, K.T.H, AOUEHT

[Ticns aHami3zy 3BiTy moiGHOCTI 3p00JIEHO TAKMH BUCHOBOK:

BucHOBOK

[To3Hauka rnpo
BIJITOBIIHICTD

3ano3nueHHs, BUSBJIEHI B poOOTi, € 3aKOHHHUMH i He e nnariatom. PobGora
NpUHMAEThCS 10 3aXUCTY.

BiAIIOBIAAE

BUsBieH] 3al03MUEHHS He € IUIariaToM, po3MilleHi B po3aiinax, ki He OMUCYHOTh
Ge3nocepeiHbO aBTOPChKE JO0CHIIKEHHS, ale KiJIbKiCTb LMTAT repeBHiLye obcsr,
BHIPABJaHHUi MOCTABICHOIO METOI0 POGOTH PoGota npuilMaeTbCs 10 3aXHUCTy, aje
Mae GyTH BiZKopuropana. BimkopurosaHuil BapiaHT Mae OyTH TMOJaHWH Ha
kadenpy 3a 2 AHi 40 3aXMCTY, Pa3oM i3 3asBOKO W00 CaMOCTIHHOCTI BUKOHAHHS
ncEMOBOT pOGOTH Ta iIEHTHYHOCTI APYKOBAHOT Ta eIeKTPOHHOT Bepcii po6oTH

BusBJIeH] 3aM03MUEHHS HE € IUIariaToM, ajle YacTKOBO PO3MilleHi B posmainax, ski
OIHCYIOTh 6e3MocepeIHbO aBTOPChKE IOCITIIKEHHS, 2 KiTbKiCTh LUTAT NEPEBUILYE
o6cAT, BUNPABIAHMI1 TIOCTABICHOIO MeTOlO poGoTH. B 38’43Ky 3 UMM MeTa po6oTu
Ta MOCTaBIeHi 3aBHaHHs He Oynu jgocsrHeHi. PoBota Moxe Oytu jomylueHa 10
3axuCTy (HACTYMHOTO POKY) Tics Toro sk Oyne BiJKOpUroBaHa Ta I0MpallboBaHa i
ycnimHo npojiiie MOBTOPHY MePeBipKy Ha aKaieMi4HuH 1UIariar.

Po6oTa MICTHTb HaBMHCHI TEKCTOBI CIIOTBOPEHHS, epenbauyBaHi Cripodu yKpUTTs
sano3MueHh ab0 iHWI TNpOSBM akajemigHoro mnariaty. PoGota MICTUTB
abpukauito a6o parbcudikauiio 1aHuX. Po6oTa He I0MyCKAETbCs [0 3aXUCTy.

[TinTBepIKEHHS:

CymapHuii obcar Beix 3ano
Unicheck mns kBamigikauiiHoi poGoTH Ha yKpaiHChKiH MOBI CKIanae e
nepuioKepena, a Ha aHruikcbKil MoBi 7,7 1 aapecyeTbes 10 460 nepiioakepes; Ta cucTemMoro Anti-
Plagiarism nnst kBanidikauiiinoi poboTn Ha yKpaiHCbKil MOBi cknanae 4%, a Ha aHruiicbkid MoBi 2%,
0, 3 YpaxXyBaHHSIM HaBENEHUX OOIPYHTYBaHb, BiMOBifae XapakTepy HayKOBOrO JOC/IDKEHHS |

3aro3HueHHs, BUSBJIEH] B poOOTi, € 3aKOHHUMH i He € maariaTom, OCKIJIbKH:
1) 3amo3udeHHsl po3MilleHi B PO3AIT aHajizy iCHYIOUMX aHAJIOriB Ta BIOMHMX PpillieHb, AKI HE

OMHMCYIOTb GE3MOCEPEIHBO ABTOPChKE NOCHILKEHHS | HE CTOCYIOThCA pe3yJbTaTiB poOOTH;

CBiIYMTb Ha KOPUCTH KBasTidikaLiiHOT poGOTH.

KepiBHUK poOOTH

I"apant OI1

3asigysau kapenpu KIIC

2) yci 3ano3uueHHs $parMeHTapHi, a0 MatoTh HAIEKHUM YHHOM 0(hopMJIIEHHI MOCHJIAHHS;

3M4YeHb, BU3HAYEHUI CUCTEMOKO BHUSBJICHHSA 36iriB/ i1€HTHYHOCTI/CXOKOCTI
1% i ampecyerbes a0 465

A.O. Hiuenopyk
A.O. Hiuenopyk

T. O. T'oBOpyI1IEHKO




3apinyBauy kadenpu KIIC
A-p.TeXH.HayK, mpod. ['0BOpYIIEHKO T. O.

Yamynopsa Tiname
TTIb 3000yBaya BUILLO! OCBITH

®IT, 4 xypey, rpymu Klin-20-1

3ASBA

3 mpapmiamu yuHHOTO ITosoxenHst «IIpo NOTpUMaHHS akajeMiuHoi 10OpOYECHOCTI B
XMeTbHAIBKOMY HAIliOHATEHOMY YHIBEPCHTETI» Bil 26.09.2020 (3i 3minamu Bix 26.11.2020),
3TiHO 3 SKMM BHSBJIEHHS IUIAriaTy € MiJCTaBOO JUIA BiIMOBH B JOMYCKy KBaTiikamiiHOI
poboTH 10 3aXHCTy Ta 3aCTOCYBaHHS 3aXOJiB  JMCHUIUTIHADHOI Ta  aKaJeMiuHOi
BimmoBimampHOCTI, o3HaifoMieHui (a). IIpo BHKOPHCTAHHS IPOrPaMHO-TEXHIYHHUX 3ac00iB Ul
nepesipku kpatidixamifaux pooiT 3100yBaviB BHINOI OCBITH Ha TUIariaTonoBileHui (a) Ta
HAJAI0 CBOIO 3rOLY Ha 0OpoOKY Ta 30epeKeHHs YHIBEPCHTETOM Mo€l poBOTH B IHCTUTYLIHHOMY
perno3uTapii yHiBEpCHUTETY.

TakoX Hamar YHIBEpCHUTETY MpaBO Ha Iepenady Moei poGotu st oOpoOku Ta
30epeskeHHsl B 0a3ax HaHuX IPOTPaMHO-TEXHIYHIX 3ac00iB (Unicheck ta Anti-Plagiarism) Tta
BHKODHUCTAHHS POOOTH JUIs BHSBIICHHS miariary B iHmMX poGOTax, sfKi MEpeBIPAIOTHCS
[IPOrpaMHO-TEXHIYHUMH 3aC06aMH Ta KOPHCTYBayaMH, IO MAIOTE JOCTYIl A0 LHX IPOrpaMHO-
TeXHIYHHUX 3aC00iB, BUKIIOYHO B OOMEXCHHX IIJIAX JUIS BUSBJICHHS Iariaty B TeKctax poOirT.

Po6oTa Ui [epeBipKH YHIBEPCHTETOM HANAETBCS B APYKOBAHOMY Ta CJICKTPOHHOMY
BapianTi. EnekTpoHHa Bepcis MO€l poGoTH 36iracThed (iI€HTHYHA) 3 IPYKOBAHOKO.

10.06.2024 @ﬂm

nara MiAmuc






