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mo crpuse iaeHTU(IKaIIl KIIOYOBUX BY3JIIB Ta MOTCHIIMHUX JKEpen 3arpos.
ABToMaTu3arllis 300py JaHUX Ta aHami3y 1HGOPMAIIMHUX IMOTOKIB CTA€ KPUTHUHO
BXJIMBUM JIJIs1 TIOTIEPEXKEHHS JIe3iHopMariii Ta KOOpAUHALIMHUX aTak. Pesynbpratu
TOCTIKEHHSI  TO3BOJISIOTh  COpPMYBAaTH PEKOMEHIaIlii MO0 TOKpPAIICHHS
MOHITOPUHTY ¥ 3aXUCTy 1H(POPMAIIMHOTO CEPEIOBHINA, CTIPSIMOBAHI HA TTiIBUIIECHHS
piBHs KiOepOe3mneKH.
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In today's world, changing your appearance based on a photo is not a difficult
task. One of the most influential factors is the emergence of generative models that
are able to create fairly realistic images of people's faces, or change them. Generative
models are types of machine learning that can generate new data similar to those on
which the model was trained [1]. It can be not only images, but also photos, texts,
videos, etc.
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Among the large number of types of modifications, we can single out a few that
are most popular [2]:

— digital filters and cosmetic changes;

— deep fakes;

— morphing;

— Image processing algorithm.

Digital filters are one of the most common types of photo modifications in
modern society. This type of photo modification gained its popularity due to the
increase in the number of users of social networks. With the help of filters, users
could change their appearance in just a few clicks on the screen.

Deep fakes are a technology that allows you to change the face in a photo or
video using a neural network. Algorithms used in this technology allow not only to
create new images, but also can superimpose images on images, which allows
replacing only the face of a person in the entire photo.

Morphing is a technology that allows you to create fake images using a smooth
transition from one photo to another. Morphing can be used by attackers to forge
identity documents.

Image processing algorithms are algorithms that include simpler methods of
changing images using software [3]. One of the most famous examples of software is
the well-known Adobe Photoshop. Adobe Photoshop is a powerful graphic editor that
is usually used to work with bitmap images.

Image processing algorithms are also often used in cinematography. With the
help of various software, you can change facial features, skin texture, skin color, hair
color and much more [4, 5].

In the modern world, there are quite a lot of opportunities for adjusting, editing
and processing images [6, 7], so it is important to be able to distinguish fake images
from real ones, because modified photos can be used not only for fun, but also for
forging documents, harassment, which can have quite negative consequences.
consequences

The purpose of the work is to develop a method for detecting modified images
of people's faces using neural network technologies, which is designed to transform
input data in the form of a dataset of modified images of people's faces and working
images for classification into output data with a conclusion or modified photo, as well
as the types of modifications used.

A method for detecting altered human face images using neural network
technologies is designed to process the input data, which is represented by a training
set of face images for the training stage, a test set of images for verification, and a
working face image for classification. The method includes the steps of training and
evaluating the neural network using the training set of face images, as well as the
process of detecting changes in the working face image.

The input data of the modified human face image detection method is a training
sample of face images and a working image for classification (Figure 1).
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Neural network training takes place with the help of a prepared dataset, which
includes different types of modifications and different levels of complexity of
modifications.

Neural network testing takes place by sampling images of various types and
complexity of modifications.

Detecting the type of modifications is that the method returns not only the result
or a modified photo or not, but that it returns a specific type of modifications.

The process of classifying a working image of faces consists in the fact that the
user loads an image of a face into a previously trained model, after which he receives
a certain result.

The output data of the method of detecting modified images of human faces is
whether the result is a modified photo or not, and also, if the photo is modified, the
type of modification.

Input data:
— educational set of images of faces for learning;
— a test set of images of documents for control;
— working images of faces for classification.
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Quftput data:
— determining whether the photo is modified or not;
— determination of the type of photo modification.

Figure 1. Scheme of the method of detection of modified images of human faces

So, it was described how the method should work for detecting modifications of
images of people's faces by means of neural networks. The method is designed to
transform the input data in the form of a dataset of modified human face images and
work images for classification into output data with the conclusion whether the photo
Is modified, as well as the types of modifications used.

Convolutional neural networks are the basis for image processing and analysis
in current computer vision tasks. Their popularity is explained by the ability of ANNs
to extract significant features from images without the need to do it manually. The
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tensorflow.js library already has several ready-made basic functions that only need to
be modified for a specific task (Figure 2).

The first, the input layer (input) is the layer responsible for the size of the input
Image, where 128x128 is the size of the image, and 3 is the number of channels
(RGB).

The input layer is followed by several convolutional and several pooling layers.
Convolutional layers apply 32x32 filters to the input image to extract local features.
Each filter generates a feature map that stores spatial information.

After each convolutional layer, it is desirable to apply an activation function in
order to add nonlinearity to the model [8].

Input(128x128x3)

T

Conv2D(32) MaxPooling2D(2x2)

h Y

Conv2D(32) o MaxPooling2D{2x2)

/

Flatten

Dense

v
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Figure 2. Basic convolutional neural network architecture using tensorflow.js

Pooling layers (maxPooling(2x2)) are applied after the convolutional layers.
These layers reduce the feature map by half, which allows for dimensionality
reduction and removal of insignificant features, increasing computational efficiency.

The flatten function is a function that converts a multidimensional output into a
vector for further use.

After converting the multidimensional array into a vector, the dense function is
applied, which processes and extracts features from the image. And pass the result to
the output function that outputs the result.
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Therefore, a method for detecting altered human face images using neural
network technologies was proposed to process the input data, which is represented by
a training set of face images for the training stage, a test set of images for
verification, and a working face image for classification. The method includes the
steps of training and evaluating the neural network using the training set of face
Images, as well as the process of detecting changes in the working face image. The
created method for detecting modified images of human faces is designed to
transform the input data in the form of a dataset of modified images of human faces
and working images for classification into output data with the conclusion whether
the photo is modified, as well as the types of modifications used.
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3100yBay BUIIOI OCBITH MariCTe€pChKOro piBHS

dypman Januno

3100yBay BUIIOI OCBITH MariCTe€pChKOro piBHS

Kadenpa indopmartiitnux cucrem

Harionansauit yaiBepcutet «Oechbka MomTexHikay, YKpaina

B ocrtanHi pokum cTamo akTyaJbHUM CTBOPEHHS Ta BUKOPUCTAHHS
iH(pOopMaIIITHUX CUCTEM Ha OCHOBI (QuUIBTpyBaHHS. Take (iABTPYBaHHS CIIPSIMOBAHE
Ha BHUSABIICHHS Ccepell BEIMKUX OOCATIB JaHWX — JaHUX caMe JUIsl TIEBHOTO
KOPHUCTYyBaya, TOMY 10 HaWKpalluM YUHOM BIJIOBIIAIOTh HOro morpedam. 3 Takux
CUCTEM TOMYJSPHICTIO KOPUCTYIOThCSI PEKOMEHAIllHI cucTeMu. ToMy 1 PUKJIIA/IIB
TaKUX CHUCTeM MOkHa HaBecTu Oarato [1]. Cepen HMX MOXKHA Ha3BaTH 1 CUCTEMU
KHUTapeHb Ta OHJIAiiH-010110TeK, #AKI CHpPSIMOBAHI HAa HAJaHHSA KOPUCTYBady
PEKOMEHIallli 1010 BUOOPY KHUT, METOAMYHUX MaTepialliB, MiIPyYHUKIB.

B cucremi kopuctyBad Mae 3aJMIIUTH 1HGOpPMAIIIIO TIPO BIOAOOAHHS TUM YH
IHITIM YWHOM, cucTeMa (QuUIbTpye Ta 30epirae ii. Taki cuctremu OCHOBaHI Ha
MPUMYIIEHHI, 10 JIIOAN 31 CXOKUMH 1HTepecaMu MOXKYTh MaTH CXOX1 BIOJ00aHHS.
AHaI3YIOUM JIaHl PO YUTAYiB Ta iX BMOM00AaHHS (ICTOPIIO MEPErJIsliB, PEHTHHTH
KHWT), Il CHCTEMH MalOTh BU3HAYUTH KUIBKICHI XapaKTEPUCTUKH CXOXKOCTI MIiX
KOpUCTyBadaM# Ta/ab0 oOpanoto mitepatyporo. Ili maHi BHUKOPHUCTOBYIOTHCS
aNrOpUTMAaMH MAITMHHOTO HAaBYaHHS JUIA TEpeI0avYeHHs YCHIITHUX PEKOMEH Al
yyuTayam [2].

ToOTO BaXXJIUBUM €TaroM 0OpOOKH JaHUX B TAKUX CUCTEMaX € came BU3HAYCHHS
CKJIaJly TPYIl YUTAYiB, CXOXKHUX IO MEBHUM IapaMmeTpam Ta/abo BmogodaHHsM. Came
JUTSI ITbOTO BUKOPHUCTOBYIOTHCS aJITOPUTMH KJIaCTepH3allii Ui HaBYaHHS O€3 BUHTEIS
(Unsupervised learning). Takux anropuTmiB iICHY€ 3Ha4YHa KUIbKICTh. BOHU JiIsThCS
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