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AHAJII3 METOJIB TA 3ACOBIB ITIPUXOBAHOI IEPEJAYI IHOOPMAIIIL

B cmammi nposedeHo aHani3 IcHyr4ux npozpam enpoeadiceHHs iHgopmayii e 38ykosi pailau, susieneHo ix
nepesazu ma Hedosiku. PoszasiHymi moxcaugi o6aacmi 3acmocyeanHsi cmezaHoepadii. Busieseni Hedosiku memodis
enpogadceHHst iHpopmayii 8 38ykosi gatiau.

PoszzasiHymi memodu enposadxceHHs iHpopmayii e datinu gpopmamy MIDI He moxcymb 3acmocogysamucst 0451
3axucmy asmopcbKux npas, 38axcaro4u Ha 8i0CymHicmb ceKpemHo20 KAw4d, momy HeobxioHo eupiwumu 3adavy 3axucmy
asmopcbKux npas i 3abeanevyumu cekpemHicms 8nposadiceHHs 3a 00NOMO20H0 KA04a po3nodiny.
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ANALYSIS METHOD AND MEANS FOR SECURE DATA TRANSMISSION

The paper analyzes existing programs apply the information to your audio files revealed their advantages and disadvantages. The
possible fields of application of steganography. Identified deficiencies methods apply the information in audio files.

The methods of implementation of the information in MIDI file format can not be used for copyright protection in the absence of a
secret key, so you need to solve the problem of copyright protection and to ensure secrecy implementation by key
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Beryn. MepexeBa Oe3neka cTae BCe OUTBII aKTYaIbHOIO 3 OIBIAY 3POCTAI0UMX OOCATIB JaHUX, IO
TIepECUITAIOTHCS 110 JIOKAJBHUX 1 TI00aNbHUX Mepekax. s 3axucTy iHpopMmalii Bil HECAHKIIIOHOBAHOTO JOCTYITy
Ta BUKOPUCTAHHS HEOOXITHO 3a0e3MeunTH KOH(QIACHIIIHICT 1 MUTICHICTh JaHUX. 3aXucT iHpopMamii Moxxe OyTH
3a0e3mneueHo KpunTorpadiero, creraHorpadiero, abo oaHouacHo Kpunrtorpadiero i creranorpacdiero. Ilpu
BUKOPHCTaHHI KpHHTorpaq)i'l' iHpopMaIliss MOAMQIKYETbCS, TEPETBOPIOEThCA. B pe3ynLTaTi EPETBOPEHD
IPUXOBYETHCA 3MICT MOBiJoMIeHHs. CTeraHorpadis, B CBOIO 4epry, IPUXOBYE caM takr mepenadi a6o 36ep1raHHﬂ
iHdopmaii. Ile qocAraeThes MIIAXOM BIPOBaIKEeHHS iH(OpMAIIii, 10 3aXUIIAETHCS, B Pi3HI MyJIbTHMEiiHI 00'€KTH
(koHTelHepH), SKI He BTPAavyaroTh BiJl IIbOTO CBOIX CIIOXHBYMX BJIACTHBOCTEH. BiqHOCHO 06YMCIIIOBaNBHOT TEXHIKH
BUIUTUBCS OKpPEMHH HampsMOK creraHorpadii - Komm'toTepHa cTeraHorpadis. Sk KOHTEHHEpH TYT
BUKOPHCTOBYIOThCS (paiiin pisHUX (GopMaTiB, MepexeBi makeTd 1 T.4. 3 iHIIOro OOKy, cTeraHorpadis crana
JOCTYIHA JUIsl OUTBINOCTI KOPHCTYBa4iB i MOXE 3aCTOCOBYBATHCS B TPOTH3AKOHHUX WINSIX, HATPHKIAN, IS
HECaHKI[IOHOBAaHOI Iepenadi KOMEpLiHHHX a00 Aep)KaBHUX CEKPETiB; IEPENUCKH TEPOPHCTHYHHUX YIPYHOBAHb.
Tomy 3'saBnsieTbcss HEOOXIAHICTH Yy pO3poOli e(pEeKTHBHHX METONIB BHSBIEHHS IPUXOBAaHMX BKIAJEHb, B
MYJIBTUMEIIMHNX 00'€KTaX, MepeIaHuX B KOMII'TOTEPHIX MepeKax.

Creranorpagiyna cucreMa - I€ CYKYIHICTb 3aco0iB 1 METOMIB, 3a JOIOMOTOI0 SIKHX CTBOPIOETHCS
NPUXOBaHUIA KaHas nepeaayi iHpopmarii. [ToBimoMieHHIM MOke OyTH CEKPETHHH TEKCT, 300paxkeHHs, GpoTorpadis,
MiTKa, BOJASHHI 3HAK. CTeraHorpa(bqunﬁ KaHall - KaHaJ Ilepeladi 3aloBHEHOro KoHTelHepa. CTeroxiod -
CEKpETHI JaHi, BUKOPHCTOBYBaHI B Ipoleci BIPOBA/DKCHHS PUXOBYBAHOTO HoBiOMIICHHS B KoHTeltHepi. Ha puc. 1
NpeICTaBlICHA y3aralbHeHa MOJIeNTb CTETOCUCTEMH 1 IIPOLTIOCTPOBaHI HaBelICHI BU3HAYCHHSI.

| | | |
| Kirou | | Kirou |
| | |
| N l | |
Konreiinep |
| ——— | . |
| | Crerokanan | HoBiToMICHHS |
| anXOByBaHG Bnponaz]memm » Crero | _— | Crero > Bn.nyqemm |
| [TOB1IOMJIEHHS | | |
| : | I |
| Bianpasauk [ | OpnepxxyBau |

Puc. 1. Y3arajabHeHa MojeJIb CTETOCHCTEMHU

BignosigHo o naHO1 MoOjeni, HA CTOPOHI BIANIPaBHHKA MPHXOBYBaHE MOBIIOMIICHHS BIPOBA/IKYETHCS B
KOHTEHHEep 3a CIeLialbHUM aJrOPHTMOM BIPOBADKCHHS Ta KIHOYEM. 3allOBHEHHH KOHTEHHEpP IMepenaeThes 1o
BIIKpDUTHM KaHalaMm Tepeladl JaHux ojepxyBauy. Ha croponi ozepyBaua i3 3allOBHEHOI'O KOHTeWHepa
BUTATYETHCS BXiJIHE MOBITOMIICHHS 33 aJITOPUTMOM BUTATYBAHHS 1 KIFOUEM.

Komn'iorepua Ta unpposa creranorpadis. Ilnpoke mommpenms MYJIBTUMEIIHHUX TEXHOJIOTIiH mano
IMITyJIbC PO3BHTKY HOBHX 1 BIOCKOHAJICHHIO 1CHy10‘II/IX METO/IiB NpHXOBYBAHHA indopmarii, a Takox CIIPHSLIO
BHHUKHEHHIO OUIBII CKJIQJHUX METOAIB OpraHiallii MPUXOBaHUX KaHANIB 3B'A3KYy, B OCHOBY AKUX Oynu MOKIaaeHi
ocoOymBOCTI TojaHHs iH(OpMalii B KOMITIOTEpHHX (QaiiaX, MPHCTPOSX, OOYMCIIOBAIBHUX Mepekax 1 T.II.
Komm'totepHa creranorpadist 3acTOCOBYETBCS ISl 3aXHUCTY JILEH31HHOTO MPOrPaMHOTO 3a0e3Me4eHHs, MAaCKyBaHHS
MepemeBoro Tpadiky, IPUXOBAHOTO 36epiraHH;1 iHpopMmaii. OCHOBHMMH MOJOKEHHSIMH OpraHi3alii MpUXoBaHOTO
KaHaJly 3B'43Ky 3 BUKOPHCTAHHAM KOMIIIOTEpHOI cTeraHorpagii € HaCTyIHi: METOXH BIPOBAKEHHs iH(pOpMarii
MOBHHHI 3a0€3MeYnTH aBTCHTHYHICTh Ta HITICHICTH (aily; mependadaeTses, MO0 MPOTUBHUKY MOBHICTIO BimoMmi
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MOXJIMBI METOIY BIPOBA/PKEHHs 1H(OpMALlii; METOAN BIPOBADKEHHS iH(opMmanii MOBMHHI 30epiraTd OCHOBHI
BIIACTHBOCTI BiJKPHUTOTO IIepeNaHOTO KOHTEHHepa; Oe3leka METOIIB BIPOBADKCHHS TPYHTYEThCS Ha JIEsKiit
HEBIJIOMiil MPOTHBHUKY iH(pOpPMAIi - KIO4i; BUTST BKJIAJCHOTO MOBIIOMIICHHS MOBHUHEH HPEICTABISITH COOOIO
CKJIaTHY OOYHCITIOBANBHY 33134y, HABITh SKIIO (GakT MPUXOBYBAaHHS MTOBITOMIICHHS CTaB BiTOMHUI MPOTHUBHUKY.

MeTtoau KOMIT'tOTepHOI cTeraHorpadii po3aUIAIOTHECSA Ha JBa KJIACH: METOIH, 3aCHOBaHI Ha HAJAMipHOCTI
iHpopmarii, (mudposa creraHorpadis); METOAH, 3aCHOBaHI Ha BUKOPUCTAHHI PI3HUX BIIACTHBOCTEH KOMITIOTEPHUX
¢dopmariB (hopmaTHa creraHorpadis).

Jo mepmroro kjacy BiTHOCATBCS METOOM, SIKi BUKOPHCTOBYIOTh MOJIOMIII PO3PSIN MUPPOBUX BIIIIKIB 1
METOJM, 3acHOBaHI Ha IMdpoBii 00poOIi curHamy. Jlo ApPyroro kiacy BIIHOCSITBCS METOJIM BHIAICHHS -
IIeHTU(IKYIOTh 3aT0JIOBOK (hailiry; METOIOH BIIPOBA/KEHHA iHPOpMALii B HEBUKOPHUCTOBYBAHI OOJIACTI THYYKHX i
JKOPCTKUX JIMCKIB; METOAM BOPOBajpKeHHs iH(opMmaiii B TEKCTOBI (ailian; MeTOIu, sIKi BUKOPHCTOBYIOTh
3ape3epBoBaHi MOJIs PI3HUX KOMI'IOTEpHHUX (popMmartiB (aiis.

3 BUKOpHUCTAaHHSM HU(POBOI creraHorpadii BUPIMIYIOTh HACTYIHI 3aBJaHHS: BOYJAOBYBaHHsS IPUXOBAHOT
iHpopMarii; BOyIoByBaHHS IM(PPOBHUX BOASHUX 3HaKiB; BOYyIOBYBaHHS ieHTH(IKAIHHIX HOMEpPiB; BOYIOBYBaHHS
3aronoBkiB. Kitacudikaitist icHyt04MX MeTOMIB cTeraHorpadii mpencraBieHa Ha PUCYHKY 2.

Metoau creranorpadii

Knacuuna Komm’torepna
creraHorpadis creraHorpadis
I |
JlinrsicTiina 3axucr 3axucr 3axuct
creranorpadis KaHaJiB 3B'SI3KY ABTOPCBHKHX MPAB iHpopmariii
TexHiuHa . ) )
creranorpadis Crilikuii 3aXHCT Kpuxxi gn(l)posl
ABTOPCHKHX IPaB BOJISIHI 3HAKH
| |
BOynoByBaHHs BOynoByBanHs
ineHTHdiKaifHIX IU(POBUX BOISTHAX
HOMEpIB 3HaKIB
I I
HeBunumi nudposi Buanmi undposi
BOJISTHI 3HAKU BO/ISTHI 3HAKH
Puc. 2. Knacudikanist metoais creranorpadii
Hudposa creranorpadis 3aCTOCOBYETBCA I 3aXHCTY BiJl KOIIIOBaHHS 1 HECAaHKI[IOHOBAaHOTO

BUKOPHCTAHHS, J103BOIIE 3aXHIIATH aBTOPCHKI NpaBa i IHTENEKTYalbHy BIACHICTH B 061acTi uudposoi aysio Ta
Bl]leOlHI[yCTpll Jns 1poro BUKOPHCTOBYIOTH BOYIOBYBaHHS Im(bpomx BOJISTHUX 3HAKIB 1 IZ[eHTI/I(l)lKaHII/IHI/IX
HOMepiB. BOyIoByBaHHS HEBHIAMMUX 3arojOBKiB 3aCTOCOBYETHCS JJISI MIANICY MEIMYHUX 3HIMKIB Ta (oTorpadii;
HaHECEHHS JIereHIN Ha KapTy, MIBUAKOIO IOIIYKY B 0a3i JaHUX I10 BIIPOBAIKEHHM B IU(POBI 00'€KTH KIIOUOBUM
CJIOBaM, CI/IprOHi3aui'1' Bi[[eOHOTOKy 31 3ByKOM.

Ho METO/IiB opraH13au11 TMPHXOBAHOTO KaHATTY 3B'A3KY 3aC00aMHu uH(prBOl creraorpadii Tpe'ABIISIOTHCS
HaCTYyIHI BHMOTH: r[p030p1CTL - BIJICYTHICTh NMOMITHHUX BiIMIHHOCTEH MK IyCTHM KOHTEHHEPOM 1 3aIIOBHEHUM
KOHTEHHEpOM;  CTiMKICTh JO CHOTBOPEHb - BIPOBa[PKeHa iHGOpMaLis MOBHHHA OYyTH CTifKOIO 10O Ppi3HHX
TIepeTBOpEHb, IO BigOyBAaIOThCS B Mpoleci Inepepadi iHpopmamii (BUMoOra mpo30pocTi 3aBXIU KOHQIIKTYE 3
BHUMOTOIO CTIHKOCTI JI0 CHOTBOpPEHb); CTIMKICTh JI0 aTakK - BIPOBa/pKeHa iH(GOpMALlisl MOXKE MiAJaBaTHCS B3JIOMY,
BUAAJIEHHIO a00 arakaMm (BMMOra CTIMKOCTI J0 arak € TOJIOBHOIO BHMOTOIO IIPOTIOHOBAHOIO 110 Oyab-SIKHX
cTeraHorpadiuHUX METOJ(IB, OJHAK JOCATTH aOCOJFOTHOI CTIMKOCTI BIpOBakeHoi iH(popMallil 10 pi3HOTO poay
aTak MPAaKTHYHO HEMOXKJIHMBO); MOJKIIMBICTD BIPOBAPKEHHS IIEBHOTO 00cCsTy iH(pOpMAlii - NpH iCTOTHOMY
30UIbIIEHHI 00CATY BIPOBAKYBaHOI 1H(OPMALIT 3HUKYETHCS MPO30PICTh 1 CTIHKICTH 10 CIIOTBOPEHB; CEKPETHICTh
BITPOBA/DKEHHS - Yy OIIBIIOCTI BHUIAJKIB HMOTPIOHO 3a0€3MEUNTH CEKpeTHiCTh BOynoBaHoi iHdopmamii, 1i 3axucT
CEKPETHUM KIIOYEM.

Metoan BrnpoBaxkeHnHsi ingopmainii B 3ByKoBi curHaian. MeTox 3aMiHM HaHMEHIIOTO 3HAYyIIoro Oira.
®opmar ¢aiima WAV mictuth B c00i IUCKpETHHH, KBaHTOBAaHUM, 3BYKOBHH CHUTHAJI a00 aOCONIOTHI 3HAYCHHS
aMIDTITYy I B KOXKHIH TouIl quckperusanii. YnMm Ouibie po3psiIHICTh OBIKOBOTO YMCIa, BUKOPUCTOBYBAHOTO IS
MPECTaBICHAS BiIIIKy, THM TOYHIIIE BigOOpa)kaeThCs 3HAYECHHS AaMIDNTYyOW. 3aMiHa MOJOAMINX PO3PAIIB
U(POBUX CHTHANIB € HAWIPOCTIIINM CIOCOOOM BIIPOBa/DKEHHST KOH(DIICHIIHHUX AaHMX. MeTon Mae IpUHHSATHY
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CTIHKICTh J0 3JIOMY, JI03BOJISIE MPUXOBYBATU JIOCUTH BEIMKHNA 00csT iHpopMamii B 0HOMY 3ByKOBOMY (aiiii, i
SKIIIO 3aMIHIOBATH OJMH OCTaHHIN OiT, TO CIIOTBOPEHHS 3BYKOBOTO (haitmy OyayTs He3HauHUMH. Hampukian, npu
JnoBxuHi ¢aitmy 16 Mo6ait i po3mipi Bimmiky 16 0ir B HboMy MokHa po3micTuTH 1 MOaiir indopmarii. s
3BYKOBOTO (aitmy ¢popmary WAV 3 nBOMa 3BYKOBUMH KaHAJIaMH (CTepeo) 1 po3MipoM BimIiKy 16 OiT HaliMeHIINM
3HAYYIMM OITOM € KOXKEH INICTHAAIAITHH OIT B KO)KHOMY 3BYKOBOMY KaHasli. AHaJIOTi4HO JJIst 3ByKOBOro (haitmy 3
OJTHUM 3BYKOBUM KaHaJOM; (MOHO) i pO3MipoM BIIUTIKY 8 OiT HaliMEHIIIMM 3HAYYIINM OiTOM € KOKEH BOCEMUI OiT.

3MiHa OCTaHHBOTO OiTa y BIUTIKY NMPU3BOIUTH JI0 HE3HAYHOI 3MIHM aMmInIiTyqu curHamy. Lli 3miHnm B
aMIUTITYJl CHUTHAIY HEMOXIIMBO BU3HAUMTH Ha CIIyX. HemomikoM BKa3aHOTO METOAY € HH3bKa CTIHKICTH [0
BUSIBJICHHSI TIPUXOBaHOI iH(oOpMalii CTaTHCTHYHUMH METOJaMH 1 JIO Pi3HUX IepeTBOpeHb. s MigBHUIEHHS
CTifiKocTi BIpOBa/pKeHOI iH(popMarii HeoOXimHe 3acTOCYBaHHS METOMIB HOpMali3allil JOKaIbHUX CTATHCTHK
MoJoAmuxX OiT (Moxudikamis MOJOMIIUX OIT CYCiIHIX BI/UIIKIB, TAKUM YHHOM, IIO0 CTATUCTUKU MOPOXHBOTO 1
3allOBHEHOTO KOHTEHHEpa HE BIAPI3HIMCS) 1 PO3MOAUIEHHS BIPOBAPKYBAHOTO CEKPETHOTO IOBIJOMIICHHS IIO
BCbOMY KOHTEHHEDY.

Merton momudikanii da3u. IcHyI0Th pi3Hi Bapianii MeTo/iB BIpoBa/keHHS iHpopMarii Ha OCHOBI (a30BOTro
konyBaHHs. CyTh MeToniB Monudikamii ¢a3u nomnsrae B 3MiHi (a3 KOXKHOI YaCTOTHOI CKIIQJIOBOI JHCKPETHOTO
curHaiy. [lyist 1boro BUXITHMI CHTHANI pPO30MBAIOTH Ha CEPil0 KOPOTKUX CEIMEHTIB, 1[0 MICTSATh O/THAKOBY KiJIbKICTh
eneMeHTIB (BiIikiB). KiIbKICTh €JeMEeHTIB MOBUHHA OYTH OLbIIE HIX KUIBKICTh OIT B MepelaHOMy MOBIZOMIICHHI.
Jlo KOXKHOTO CerMeHTa 3acTOCOBYIOTh IHCKpeTHe mepeTBopeHHs Dyp'e. B pesynbrari uiss KOXKHOTO CErMeHTa
CTBOPIOIOThCS MAacHBH (a3 1 aMIUTITY/I, KUIbKICTh €JIeMEHTIB MacHBY PiBHA KUIBKOCTI €JIEMEHTIB B cermMeHTax. Jlis
30epe)keHHsI CKPUTHOCTI MOBIZOMJICHHSI HEOOXiJHO 30epiratu pi3HHUIIO (a3 MK CYCiTHIMH CErMEHTaMH, TaK SK
CJIyXOBa CHCTEMa JIFOIMHM OUTBII YyTIHBa A0 Pi3HULI (a3, HiXK 10 aOCOMIOTHUX 3HaueHb (a3u. Moaudikariro a3
(hopMyOTE B MacHBi (a3 mepmioro cerMmeHTa. BOymoByBaHHs iH(popMarii 3MIiCHIOIOTE MUITXOM 3aMiHU BHXIJTHOTO
3Ha4YeHHs (a3sw Ha 3HAYCHHS, PIBHE -7/2, AKIO OIT MOBIMOMJCHHS MopiBHIOE 0, 1 3HAYCHHS 7/2, SKIO OIT
noBigomieHHs1 gopiBHIoe 1. 106 306epertu icHytouy pisHUIIO (a3, HEOOXiHO OTpHMaHMH MacuB (a3 MEepIIOTo
CerMeHTa CKJIACTH 3 OOYHCIICHOIO PaHillle Pi3HUIICI0 MIX TEPIIHM 1 IpyrUM MachBOM (a3, 1 Tak Jaii Ui KOXKHOTO
MacuBy (a3. [y BiIHOBJIEHHS 3BYKOBOTO CUTHAITy HEOOXi/THO BUKOHATH 3BOPOTHE IUCKPETHE TepeTBopeHHs Pyp'e
JUTA MacHBIB aMILTITY T 1 Moar(ikoBaHUX MacuBiB (a3. HemomikoM JaHOTO METOY € HU3bKa MPOITYCKHA 31aTHICTb.

Mertoj po3uIMpeHHs crieKTpa. Y JTaHOMY METOAI iH(pOopMallio BOYAOBYIOTh B 3BYKOBHI CHT'HAJI HE3HAYHOIO
3MIHOI0 aMIUTITYAW CHUTHAITY. MeTon pO3IIHpEHHS CIIEKTpa 3aCTOCOBYETHCS B PAlio3B'sI3Ky s 3a0e3redeHHs
BUCOKOI 3aBaJIOCTIMKOCTI CUTHaJIy B KaHajlaX 3 BUCOKHUM piBHEM IIYMY W YCKJIaIHEHHs IEPEXOIUICHHS CUTHAJY.
3aBagoCTIHKICTh 320€3MeTyEThCS THM, [0 €HEePTis CUTHATY PO3MOIUIIETHCS 110 IMHPOKOMY Aialla30Hy 9acToT. JJaHa
o0CTaBMHA YCKJIaJHIOE BUIUICHHS CUTHaly Ha (oHI mymy i, mo OiIbII BayKIIMBO, POOMTH CHTHAJ CTIMKHM 10
BHECCHHS ITyMy. 3aCTOCYBaHHS JaHOTO METOAY B creraHorpadii poOUTh BIpOBaKeHY 1HPOPMAIIIO CTIHKOIO IO
HECaHKI[IOHOBAHOTO BHJIYYEHHsS 1 CHOTBOpPEHHS. B pasi 3acrocyBaHHs JaHOTO MeETOAY JMJIsl NPUXOBYBAaHHS
iH(popMatii B 3BYyKOBOMY CHTHAJi, JaHi MHOXAaTh Ha IICEBJOBHIIAJKOBY ITOCIIIOBHICTh i HA OCHOBHHUI HECYUHH
CUTHAJI, B PE3yJIbTaTi OTPUMYIOTH PO3IIUPEHY MOCHiIOBHICTh. 1100 3p0oOWUTH OTpHMAaHUI MOCTIIOBHICTIO IIyM
HU3BKHUM, HOTO HEO0OXimHO ocinabuTh. PiBeHb ocialiieHHsT BHOMPAETHCS 3AJICKHO Bil BUMOT HETIOMITHOCTI 3MiH JI0
HECYYOro CHUTHaJTy. B 3ByKOBOMY CHTHaJIi CHOTBOPEHHS HEITOMITHI MPH OCJIA0JICHHI MOCIIIIOBHOCTI IO PiBHS OJHIET
coroi. OcnmabieHnit CHUTHAN TOCHIJOBHOCTI IMiJCYMOBYIOTH 3 OCHOBHMM HECYYHMM CHTHaloM. J[is BHITydeHHS
BIPOBapKEHOT iH(poOpMalil ojepXKyBauy NOBHHEH OyTH BIIOMHH HeMOIM(IKOBAaHMH OCHOBHMH CHUTHAI 1
TICEBJJOBUITAIIKOBA TTOCTIIOBHICTD, SIKa B TaHOMY BHIIQJIKy € Kito4eM. HemosikoM IaHOro MeToxly TakoX € HU3bKa
MPOITyCKHA 3/IaTHICTb.

Merton KOIyBaHHS 3 BUKOPHCTAHHSIM €XO-CHI'HaITy. MeToJ BIpoBa/uKeHHs iH(pOpMaIlii 3 BUKOPHUCTAHHAM
€XO0-CUTHAJy 3aCHOBaHMH Ha TOMY, IO CIyXOBa CHCTEMa JIIOIMHH HE MOXe 3adikCyBaTH €XO-CHI'HAJI, SKIIO
3aTpUMKa M)XK OCHOBHUM CHUTHAJIOM, 1 €X0-CHTHAJIOM MEHIIIe IEBHOT'O 3HAUEHHS. BIpOBa/KEHHS TaHNUX B 3BYKOBHH
CHTHAaJ BUPOOJISIETHCS IUIIXOM HIMIITYBaHHS 0 HBOTO €X0-CUTHaiy (puc. 3).

A A
A A
E“:ﬂ:{“}f
Bxiguuii t 3arpumka t Buxigauit t
CUTHAI CUTHAI

Puc. 3. [Ipuxiiaj exo-KoyBaHHSA

s BOynoByBaHHS iHpOpMalii B CHTHAI BUKOPHCTOBYIOTh JIBI YAaCOBHMX 3aTPUMKH: OJIHA ISl KOJXYyBaHHS
HyJIs, 1HINA A7t KoxyBaHHs omunuii. 11106 B 3ByKOBHMI cHrHanm MokHa Oyino BOyIyBaTu Jekinbka OIiT, Horo
HEOOXiTHO PO3OUTH Ha CErMEHTH, IO BiMOBIMAIOTh KITBKOCTI 0iT B MOBigoMiIeHHI. KoxeH OJ0K B I[hbOMY BHITAIKY
PO3IIIANAETECA, K OKPEMHMH CHI'HAI 1 BUKOPHUCTOBYETHCS 11 KOAYBaHHA OXHOTO OiTa moBimomieHHs. [l
NPUXOBYBaHHS iH(OpMaIlii B 3ByKOBOMY CHI'HaJII HEOOXiTHO CTBOPUTH OAWHUYHMH 1 HYJIbOBUH 3MIlTyBaHi CUTHAH.
CyMa HyJbOBOT'O 3MIIIyBaHOTO CUTHANY 1 OIMHUYHOTO 3MIIIyBaHOTO CHTHAITY 3aBXKIM Ma€ JOPIBHIOBATH OJMHHIIL,
00 BUKIIIOYHATH Pi3Ki 3MIHM B KiHIEBOMY cHrHami. Henomikom MeTomy € Te, o AJsl JeSKUX 3BYKOBHX CHTHAJIB
HEMOXKJIMBO OTPHMATH JOCTaTHIO KUTBKICTh MPAaBHJIBHO BUTATHYTUX OIiT BIPOBAPKEHOTO MOBIIOMIICHHS.
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Meton BhpoBa/pKeHHs iH(OpMAIll Bapiali€ro pi3HHII 4Yacy. ICHye JBa MiAXOAW O BIPOBAPKCHHS
inpopmanii B MIDI-¢aiinn: Bukopuctanus noxiit MIDI; Bukopuctanss ctpykrypu qannx MIDI-daity.

Jo mepmioro minxoay BiIHOCHTBCS MeTOZ BHpoBaipkeHHs iH(Gopmanii B MIDI-gaiinn nuisixom Bapiatii
pi3HHUII "Yacy MiX 3amicaHUMH B (pain momisMu, SKi HE 3MIiHIOIOTH XapaKTEPUCTHKH (HATAMITYBAHHS) MPHCTPOIO
BinTBOpeHH:. [le BinOyBa€eThCsI, HAIPUKIIA]], KOJIU TOCILIb CIIAYIOTh KUTbKa OTHAKOBHUX KEPYHOUUX MOIiH.

Juis mpuxoBaHoi mepenadi iHdopMarii 3a3HaU€HIM METOJOM BHKOPHUCTOBYETHCS HE TUIBKH IPOTPaMHE
PperyJIoBaHHs TYYHOCTI, a 1 iHIIi Kepyroui nopii. Hampuknan, 31ilicHIOBaTH BUMKHEHHsI HEYBIMKHEHOT HOTH, MiJiOM
eI, IKII0 BOHA He OyIia HaTHCHYTa, 0araropa3oBy YCTAaHOBKY CTepeo0aIaHCy Ha OIHE 1 Te K 3HAYSHHS 1 T.1I.

Henonikamu naHoro meronay mpuxoBaHOI nepenadi iHdopmalii € BiICYTHICTh CEKPETHOTO KIIOYA, SKUH
3armobiraB OM MOXIIMBOCTI YHWTaHHA BIIPOBapKEHOi iH(popMamii Oyap-ikuM KopucTyBadem. [lo cyTi, 3axmcT
iHpopMallii yYTPUMYEThCSI Ha CEKPETHOCTI alropuTMy, IO cynepeuuts mpaBuwily Kepkxoda. Kpim Toro,
PO3TIITHYTHH METOJ] Ma€ HU3bKY CTIHKICTB 0 BUSIBICHHS BIPOBapKeHOT iH(popmarllii. My3ukaHT, 1oope 3Haifomuii 3
¢dbopmarom MIDI, nerko BUSBUTB, 110 y (aiiiii MPUCYTHI «IMBHI» MOJIil. 3BICHO, 1110 MOMIOHI MOJIT MOXKHA BUSIBUTH
ABTOMATHYHO CIIEIiaTbHO PO3POOIICHOIO TPOTPAMOIO.

Meron BipoBaKeHHsI iH(popMallii Bapialiielo opsaKy 3anucy noaid. Bnposamkenns inpopmariii B MIDI-
Gdaiim MoXHa 3IMCHUTH NDIIXOM Bapiallii MOPSOKY 3alucy MOAiNd, M0 OJHOYAacHO BigOyBaroThes. [lpu
BUKOPHCTaHHI JJAHOTO MeToxy /10 (haily He noaaeThes HOBa iHGoOpMaIlis, 1 po3mip Qaiiny He 3MiHIOeThCs. JJanum
METOJIOM 3pYYHO BIIPOBa/DKYBAaTH iH(OpPMAILil0 B OJHOYACHO BHKOHYBaHI HOTH (akopaw). [lopsiok 3ammcy HOT B
apKyIIi oI He Mae HisIKOTO 3HAYEeHHS JUIS BiITBOPIOBANLHOI allapaTypH, a Bapiallis X B3aEMHOTO PO3TallyBaHHS
TIPY 3aIMCY 03BOJISIE KOAYBATH MEPEAaHIi CUMBOJL.

Iporpamui 3aco6u mpuxoBaHoi mepeaadvi iHgopmauii. Ha ocHOBI mpoBeneHOro aHamizy iCHYHOYHX
mporpam OyJI po3mIIHYTI HacTymHi po3pooku: S-Tools 4.00, ArtMasker 1.06, StegHide 0.5.1, Invisible Secrets 4,
Steganography 1.8.1. Cuix 3ayBakuTu, 10 BCi 3a3HaU€Hi MPOTPaMK B SIKOCTI allTOPUTMY BIIPOBAKEHHsI iH(popMaIlii
3aCTOCOBYIOTH METOJl 3aMiHM HaiiMeHmoro 3Hauymioro Oita. S-Tools 4.00 — Oe3komToBHa IporpaMa st
MPUXOBYBaHHs AaHux. He Bumarae incramsuii. Jlani BipoBakytoTbest B rpadivni ¢aitnu (hopmatu BMP abo GIF)
abo B 3BykoBuU (aiini ¢dopmaty WAV. KpiM nporo, mporpama H03BOJISIE IIONEPEIHBO 3alIUpyBaTH AaHi
anroput™mamu IDEA, DES, Triple DES, MDC. HenoxikoM gaHOi Iporpamu € BiICYTHICTh PO3MOALUTY iH(pOopMaIIii mo
JeKiTbKox (haitnax. BripoBakeHHS BeleThes 10 BCiil TOBXKUHI (hOHOTpaMH, BKITIOYAIOUYH AIISIHKA «IOBHOT THIIID).

[Ile ommieto Oe3xomTOBHOIO po3poOKkoro € ArtMasker 1.06. IIporpama Bumarae iHcramsmii. JlaHwii
NPOTPaMHUI MPOAYKT HE Ma€ KOPUCTYBAJIbHUIIBKOTO MEHIO 1 BIIPI3HAETHCSA MPOCTOTOIO y BUKopucTanHi. [Iporpama
I03BOJIsIe 3amm(pyBaTH JaHi Tepeld BIpoBaKeHHAM. KopucTyBad oTpuMye iH(popMariiio mpo Te, sSKoro o0csry
TEKCT MOXKe OyTH BIPOB3/DKCHWH Yy BUOpaHuii ¢ain. Jlo HemonikiB mporpaMd MOXHA BiJHECTH BiJICYTHICTh
JOBITKOBOTO KEPiBHUIITBA, aBTOMATHYHE 3aKPUTTSI IIPOTpaMU TIicIs 3aBEpUICHHS KOKHOI omepartii Ta BiICYTHICTh
HepeBIpKU CTPYKTYpH (aii-KOHTEHHEPIB.

StegHide 0.5.1 Takox BiZHOCHTBCS J0 OE3KOIITOBHHX mporpaM. IHTepdelic mporpamMun BUKOHAHUH Y
BUIIIAI KOMaHIHOTO psifika. SIKk KOHTelHepu BHKOpUCTOBYE rpacdiuni abo 3BykoBi ¢aiimm popmary WAV i AU.
BmpoBamkyBany iHopMmarito mporpama J03BOJISIE TONepeaHbo 3ammudpysaru anroputMoM AES. Henomixamu €
BIZICyTHICTh KIIIOYa pO3NOAUTY iHGOpMAIii B KOHTEHHEpi, BCS CEKPETHICTh TPHUMAEThCS Ha aJIrOpPUTMI
BIIPOBaKEHHS iH(QopMaIlii Ta muppyBaHHi.

Invisible Secrets 4 € komepItiitHuM nporpaMHuM TpoaykToM. KopuctyBau BuOupae daiin 3 inpopMmarriero,
(aiin-KoHTeiHEp 1 BKa3ye NLIAX IS 30epekeHHs pe3ynbrariB. KopucryBau Moke BHOpaTH KpunrorpadidHi
aIrOpUTMH LuH(bpyBaHH;I iH(bopMaui‘f Ta BBECTH KITIOY IS znemmbpyBaHHﬂ o neperar Invisible Secrets 4 moxHa
BiJTHECTH POCTHiA 1 3po3yMinuit 1HTepq)enc BHCOKY HpO,HyKTI/IBHICTI) 1 BeJIMKUI BUOIp aHFOpI/ITMlB M pyBaHHsL.
Jlo HemomiKiB CIiJ BiXHECTH BUCOKY BapTiCTh, BIACYTHICTH PO3MOALUTY iH(pOpMALI] K BCEpeAnHI KOHTEeHHepa, TaK i
T10 AEKIJTbKOX KOHTeHHepax.

Steganography 1.8.1 - xomepuiiiHa mporpaMa, J03BOJISE MPAIOBATH CIM JHIB Ha TECTOBOMY PEKHMI.
[Iporpama 103BOIISIE JIETKO BIPOBAKYBATH iH(pOPMAII0 B (aifi-KOHTEHHEp 1 TaKOX MPOCTO il BUTATTH 3 (aii-
koHreitHepa. KoHTeiiHepoM Moxxe OyTu rpadiuyHuii, BUKOHYBaHHH, 3ByKOBHWil (aiin dopmary WAV abo MP3.
Henomnixom mporpamu € Te, o0 cekpeTHa iHpopMaris BIPOBaUKYEThCS B KiHelb (aiiry, THM caMuM, 301TbIIYIOUN
posmip (aiin-koHTeiiHepa. BusiBiieHHs BKaameHHs M1 (axiBIiB HE CTAHOBUTH CKJIATHOCTI. BCs KPUNTOCTIHKICTH
TPUMAETHCS, 110 CYTi, Ha aNTOPUTMI IIU(QPYBaHHS, HA3BY SKOTO Hi/le HE BKa3aHO.

[IpuxoBanuii kanan nepenadi iHdopmarii. Briepie MOHATTS NPUXOBAaHOrO KaHaly mepenadi iHpopmariii
6yo BBeneHo bartiepom Jlemnconom B 1973 poui B po6oTi «The Note on the Confinement Problem». Bin Bu3Hauus
MIPUXOBAHUI KaHal, sSIK KaHaJl B3aralli, He Mpu3HaueHui i nepepadi iHdopmaii. [IoHATTSIM NPUXOBaHOTO KaHATY
B pamMKkax creraHorpadii € Bu3HaueHHs, HaBeneHe Kpemepepom. IIpuxoBanmii kaHam - 1€ KaHajd, SKAH
BUKOPHCTOBYE O0'€KTH, SKi 3a3BHYall HE PO3TILNAIOTECS SK O0'€KTH MaHWUX UIA Tepenadi iHdopmarmii Bif
BiZMpaBHUKA JI0 OEP)KyBaya.

VY mudposiit creranorpadii mpuxoBaHnii KaHAI Mepenadi iHpopmMarii mependadae mepegady KOHTEHHepa
MO BIJKPUTUX KaHajmax 3B'sa3Ky. OmHAaK, Ha OCHOBI BIJKPUTOrO KaHamy mepenaui iH(opMari opraHizyeTbes
MIPUXOBAaHUI KaHaM, IO Hece iH(popMaIiito B caMoMy KOHTEHHEI.

3axucT KIro4oBoi iH(opMarii. 3a0e3neueHHs] CEKPETHOCTI KIIFOUiB € HalBa)KJIMBIIIMM 3aBIaHHIM B Tailysi
3axucty iHdopmarii. [nsa 3a0e3medeHHsT CEKPETHOCTI KIIFOYIB B MepekaxX Iepenadi MaHWX 3aCTOCOBYIOTBCS TaKi
OpraHi3alliiiHi Ta TEXHI4HI 3axXOAM: OOMEXEHHs KoJla KOPHUCTYBadyiB, AOMYIIEHWX J0 pPOOOTH 3 KIIOYaMWy;
perIaMeHTalist po3IoAiTy, 30epiranHs, 3HAMICHHS KIIIOYiB; PeTIaMEHTAIlis MOPSAKY 3MIiHU KIIOUiB; 3aCTOCYBaHHS
TEXHIYHHUX 3aCO0IB 3aXMCTy KIIOYIB BiJi HECAHKI[IOHOBAHOTO NOCTyIy. [ po3mOALTYy KITFOYiB BUKOPUCTOBYETHCS
TIPUHITAT PO3IONLTY ceKpeTy. Po3momineHHs cexpeTry - Ie CHocid po3Mmomiry 4acTKH CEKpeTHOI iHdopMarii Mix
JeKITbKOMa KOPUCTYBa4aMH, IIPH SIKOMY 3HaHHS OyAb-sIKOIO 0CO00I0 Oyab-sKOi 3 4acTOK, HE JO3BOJSIE HOMy
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OOMiH IPaKTHYHUM TOCBIIOM Ta TEXHOJOTISIMH

BIZITHOBHTH CEKPET IPOCTille, HiXK 1MepedopoM 3HaueHb CEKPETY, a CYKYIHICTh BCIX 4acTOK J03BOJISIE€ OJHO3HAYHO
obumcnuTh cexpeT. Halimpocrima cxema po3momily KITlO4a X, IO CKIAJAETHCSA 3 7 OIT, MK m KOpHCTyBadyaMH

HOJIATae B PO3HOMITI MK HAMH BEKTOPIiB Xi,..., X, , KOXKEH BEKTOP TAKOXK CKIANA€ThCA 3 7 OITiB, MPH AKHMX

m>
x=x..Dx,

B cumerpuyHHX KpunTocHCTEMax Uil PO3CHIIKH KIIIOYiB BUKOPHCTOBYIOTh KYP'€PCBHKY CITy»KOY, HaIIHHUIMA
3aXUIIEHIH KaHaJ 3B's3KY, 00 KiJbKa IapalleIbHUX KaHaiB 3B'A3KY 1 CXeMy pO3Monury cexpery. Po3nmomin kimodiB
MDK KOPHCTYBauaMH € HaiBa)XJIMBILIMM 3aBJaHHsAM 3a0e3redeHHs 3axucty iHdopmarnii. Ha ceoropHiHii aeHb
3aCTOCOBYIOTH TaKi MPOTOKOJIX PO3MOALTY KITIOYIB: Mepeaada Kroya KOPHUCTYBaueBi; CIIbHE BUPOOJIEHHS KITHOYa
KOPHUCTYBaYaMH; MOTEPE/IHIH PO3MNOALT KIIFOUIB Mi’K KOPUCTYBaYaMHu.

CexpeTHicTh KIIT04a IIpH 30epiraHi Moxe OyTH 3abe3reueHa TaKMMH CIIoco0aMu: KoY 30epiraeTbes mosa
KOMII'IOTEPOM, 1 KOJKEH pa3 BBOJUTHCS KOPUCTYBaueM depe3 KiaBiaTypy; KIIIOY 3alMCYEThCS Ha KAPTKY 1 BBOAUTHCS
B KOMITIOTEp 4Yepe3 3UNTYBAIbHHUI NMPHUCTPiH; KIIOY PO3IUISETHCS HA JIBI YaCTWHH, OJHA YacTHHA 30epiraeTbcs B
nmaM'sTi KOMI'foTepa, Apyra 4acThHa 30epiraeThCs Ha KapTil; KoY 30epiraethcs B MaMm'siTi KOMITIOTepa B
3amm(poBaHOMY BHI 1 Hepell BHKOPHUCTAHHAM NemH(PYEThCS, NMPH IbOMY Ta€EMHICTh KIoua MIH(PYyBaHHS
3a0e3Medy€eThesl BUILIEBKa3aHUMH CIIOCOOAMH.

[NoBinomieHHs, nepeiae Mo Mepexax 3B'A3Ky, HE Ma€ BHCOKOI I[IHHOCTI, SIK IpH HOro 30epiraHHi.
HexopekTHy nepemady IMOBIZOMIIEHHS MOKHA BHIIPABHTH, BUKOHABIIY IOBTOPHY nepefady HOBiIOMJICHHSI, aJie
HEKOPEKTHE z[emmbpyBaHHﬂ MIOBIZIOMJICHHSI MOXeE TMPU3BECTH /IO BTPATH CaMoro noBigomnienns. OTxe, B,
iHdopMariiHii cucTeMi HEOOXiTHO MependadyuTH MeXaHI3MU 3aXHUCTy 30epexeHHX 3amm(ppOBaHHUX MOBITOMIIEHb
BiJl BHECEHHSI CIIOTBOPEHB, IIIIXOM CTBOPEHHS pE3epBHHUX KOmild. B meskux BHmagkax 4acTHHH 30epeXeHOro
M POBAHOTO MOBIJOMIICHHSI MOXKYTh 30epiratucst y BiIkputomy Bui. SKiio He 3abe3nedeHo 3axucT iHdopmaiii,
TO Yy KpHUNTOAHAJITHKA € MOXIIHMBICTh BW3HA4YCHHS Kiroua MmmepysanHs. OOHUM i3 BapiaHTIB oprasizauii
3aXUIIEHOT0 KaHANy 3B'A3Ky € 3aCTOCyBaHHS MeroniB creraHorpadii. [ludposannii kiarod Moxke 30epiratucs B
naM'siTi KOMITIOTepa BIIPOBAPKEHUM B SKHH-HEOyIb MYJIbTUMEIIHHUI 00'€eKT, HanpuKiaa, 3BYKOBHH daiin. B
3BYKOBUH (paiin BIPOBaKEHHS KIFOYa 3IIMCHIOETHCS MeTomaMu creraHorpadii. 3axucr Bimkputoi iHdopmartii
MOJKe OyTH TaKOXX 3a0e3MeueHO METOAaMHU CTeraHorpadii, ski JT03BOJAIOTH IPUXOBYBAaTH iHpopmaiito. [lepexayua
KITIOYIB 3MIACHIOETHCS 3BYKOBHMH (Qaitmamu dopmary WAV. Kirrou pOSL[iJI}I€TBCH Ha JEKiThKa YacTHH, 1 KOXKHA
YacTHHA KJII0Ya, BIPOBA/KYETHCS METOJAMHU cTeraHorpadii B OKpeMHH 3BYKOBHI (bann ¢dopmary WAV. Koxen
3BYKOBHIA (aiill i3 BIIPOBAKEHOIO YACTHHOIO KII0Ya IIEPE/IA€ThCs: KOPUCTYBAYAM TI0 BiKPHTHX KaHANAX 3B'A3KY.

BucHoBkn. Ha OCHOBI THpoBeIEHOrO aHaji3y HaBEeIEHO MOHATTS MPUXOBAHOIO KaHAy Iepeaadi
iH(popMarii, a Takoxk KIacu(ikallis METOIB i 3aBIaHb IPUXOBAHOI Iepenadi iHdopmarrii.

[TpoBeneHo orisi iCHYIOYMX METOAIB BIPOBa/KEHHs iH(opmanii B 3ByKoBi ¢aiinn. HaBeneno anamis
ICHYIOUHX TIpOTpaM BIPOBADKEHHS iH(opMAaIli B 3BYKOBi (aiiyiv, BUSIBICHO iX MEpeBaru Ta HEJONIKH. Po3risHyTi
MOXJIMBI 00J1acTi 3acTocyBaHHs creraHorpadii, 30kpeMa-creranorpadisi Moke OyTH BUKOpHCTaHa sl 30epiranHs i
PO3TIOAINICHAS KIIIOUiB B Mepeax 3B'sS3Ky. BHsABICHI HEmONIKM METONIB BIPOBAIDKCHHS iH(OpMaIii B 3BYKOBI
¢aiinu 1 ix mporpamHi pearizaiii He J03BOJSIOTH B IOBHIA Mipi BUKOPHCTOBYBaTH iX JJisi Oe3medHoi mepenadi
iHpopmarii. [y opranizamii MpUXoBaHOTO KaHATY 3B'SI3KY, PO3NOAULY 1 Iepeaadi Kio4oBoi iHpopMarii HaiOiIbII
aJICKBaTHUM € MeTOo]| BIpoBapkeHHs iHpopmanii LSB, Ha BiAMiHY Bif IHIIUX PO3IJISHYTHX METOJIB, BiH Mae
BHCOKY MPOIYCKHY 3patHicTh. OnHAK JUId HOTO 3aCTOCYBaHHS B PEAIbHHUX 3a/adyax HEOoOXiIHO BUPIMINTH 3agady
HiIBHUIIEHHS CTIHKOCTI 10 37I0MY 1 CIIOTBOpEHb. PO3IIIAHYTI METOOM BIPOBAIKEHHS 1H(bopMau11 B (aiimu popmaty
MIDI He MOXYTh 3aCTOCOBYBATHCS JUIS 3aXHCTy aBTOPCHKHX NMPaB 3BAKAIOUH Ha BlI[CYTHICTL CEKpPETHOTO KIIIoYa,
TOMY HEOOXIIHO BHPIIIMTH 3aJady 3aXUCTy aBTOPCHKHX IpaB 1 3a0e3NeYUTH CEKPETHICTh BIIPOBA/KEHHS 3a
JIOTIOMOTO0 KJTFOYa PO3IIOJILITY.
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