


r UNIVE
KHME

Faculty of INFORMATION TECHNOLOGIES

GANDINFO
- Department oF CoMPUTER ENGINEERIN

Bachelor's degree

Field of knowledge 12 INFORMATIO













EER TR PP PR,




APPENDIX B Scheme of operation of the components of the software and
technical tool for increasing the security of the cyber-physical system of smart
PAIKING © e a e e e nree s 73

APPENDIX C Cyber-physical system architecture for smart parking using
middleware

Arc.

QWCE. 19004.19.01.02 EN

3M.

Apk. | Ne moxym. | ITignucl/dara




ABBREVIATIONS AND CONDITIONAL SIGNS

SS — software system

OS — operating system

HTTP — HyperText Transfer Protocol — Hypertext Data Transfer Protocol

HTTPS — HyperText Transfer Protocol Secure — Secure Hypertext Data Transfer
Protocol

RFID — Radio Frequency Identification — electromagnetic sensor

API — Applied Program Interface
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INTRODUCTION

At the present stage of development of information and computer technologies,
special attention should be paid to security issues in software development. This is
especially important for critical software and software of cyber-physical systems, as
data loss or malfunctions can have unpredictable and sometimes critical consequences.
Incorrect operation of the algorithm or errors in image recognition by an artificial neural
network can lead to an incorrect result. Since the client-server architecture is
particularly vulnerable to various kinds of external threats, it is advisable to provide
methods and algorithms for the protection and security of the smart parking system in
the early stages of the life cycle, that is, at the design stage of the software architecture.
This is extremely important because the cost of bug fixing increases with each stage of
the life cycle.

Computer equipment (such as smartphones, wireless sensors and personal
computers) is becoming smaller, cheaper and more powerful as the technical basis of
smart parking systems. As a result, mobile and ubiquitous computing are rapidly
becoming important components of dispersed network computing infrastructures. It
offers us a powerful platform for computing real-time information from the physical
world (physical component) and communicating with people (cyber part). We should
not underestimate the importance of cyber-physical systems in everyday life.

The relevance of the work lies in the development of a subsystem to ensure the
security of the cyber-physical system of smart parking. The purpose of the thesis is to
increase the security of the cyber-physical system for smart parking.

The goal is achieved by solving the following main tasks:

1) review existing solutions and security systems for smart parking;

2) select components and environment for the task;

3) develop a subsystem to ensure the security of the cyber-physical system for

smart parking.
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The object of research is the process of developing a subsystem to ensure the
security of the cyber-physical system for smart parking. The subject of the study is a
subsystem for ensuring the security of the cyber-physical system for smart parking.

The practical value of the obtained results lies in the development of a subsystem
for ensuring the security of the cyber-physical system for smart parking.

On the topic of the thesis, she took part in the All-Ukrainian Scientific and
Practical Conference Information Technologies and Engineering (IT&I-2023),

Mykolaiv and published abstracts in the collections of the conference.
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1 OVERVIEW OF EXISTING SYSTEMS FOR SOLVING THE PROBLEM

1.1 Software and technical tools for smart parking in Ukraine and the world

The problem with free parking spaces exists both in Ukraine and in many other
countries of the world. The main problems associated with parking were considered.

The results of the analysis are shown in Table 1.1.

Table 1.1 — Results of the analysis of problems with free parking spaces in

Ukraine and the world

Problem Description

Insufficient number | Many cities and towns do not have enough parking spaces to
of parking spaces meet the needs of residents, visitors and businesses. This
leads to drivers searching for free spaces and parking on

sidewalks, lawns or in prohibited places.

Unauthorized parking | Many drivers park their cars in prohibited places such as
pedestrian crossings, Yyard exits, emergency driveways,
roadsides, etc.

This creates problems for road safety, restricts access to other

drivers and interferes with the normal functioning of the city.
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End of the table 1.1 — Results of the analysis of problems with vacant parking

spaces in Ukraine and the world

High cost of parking | In some cities, parking can be very expensive, especially in
central areas or in commercial areas. This can be financially
demanding for drivers and creates inequality in access to

parking spaces.

Inefficient use of [ It often turns out that existing parking spaces are not used
available spaces efficiently. For example, some cars may occupy seats for
long periods of time even when not in use, while other

drivers cannot find empty seats.

Insufficient The lack of adequate parking infrastructure, such as parking
infrastructure near public buildings, shopping malls, public transport
stations, etc., makes it difficult for drivers to find parking

spaces.

To address these concerns, governments and municipalities can take measures

such as:
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1. Expansion of parking infrastructure through the construction of new
parking lots and multi-storey parking lots.

2. Introduction of electronic parking management systems that allow drivers
to find free spaces and pay for parking using mobile applications or the Internet.

3. The use of "smart parking" technologies that use sensors and control
systems to optimize the use of parking spaces and improve parking efficiency.

4, Legislative measures that provide for the introduction of fines for parking
in prohibited places and improper parking.

5. Promoting the use of alternative modes of transport, such as bicycles,
electric transport, public transport, which will reduce the need for parking spaces for
cars.

Understanding these problems and taking appropriate measures can contribute to
improving the parking situation both in Ukraine and in other countries.

A study was conducted to solve the problem of smart parking system security
using various methodologies and tools. In terms of providing a Smart Parking software
security system, the main criteria that must be met when creating a security system for
smart parking are hardware security, hardware and software security, and software
security.

The following requirements can be distinguished:

1. checking the parameters of secure access to the database;

2. security of the client program;

3. server security;

4. API security if the design of the smart parking software system supports its
use;

The basic principle of smart parking systems is that the decision to disseminate
traffic information should be made by infrastructure, and not by individual cars, which
may have inaccurate or incomplete route information. The infrastructure in such a
system is achieved by installing sensor belts at regular intervals on the road. Each belt

consists of several piezoelectric pressure detectors, a rudimentary unit and a fusion
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engine, as well as several small receivers. The pressure sensors in each belt allow each
message to be linked to a real vehicle passing through the belt, eliminating the need for
individual vehicle identification, avoiding safety concerns. There are two immediate
benefits of implementing belts instead of roadside infrastructure.  Firstly, the belts are
much less vulnerable to manipulation, and secondly, they are better positioned to detect
passing cars and grip them in a simple and safe way. Vehicles are equipped with a
Tamper Protection (TRD) device. TRD receives information from all components of the
car, including the wireless transceiver unit, speedometer, gas tank readings, tire pressure
sensors and ambient temperature sensors. It is worth noting that Smart Parking is an
intelligent computer parking application and a revolutionary infrastructure that provides
security and privacy. For starters, motorists on the road can see and reserve a parking
space. Parking can be an efficient and permanent service. Secondly, by using the
infrastructure of such smart parking, driver privacy is taken into account and protected.
Finally, information security is ensured using belt infrastructure and
encryption/decryption techniques. The simulation results show that the proposed
approach leads to high parking space utilization and short time to search for a parking
space. The cyber-physical system consists of four modules:

The driver module manages communication with hardware devices. The belt
sensor driver, alarm driver for the vehicle's short-range transceiver and IFD driver for
vehicle identification are all part of the driver module.

Communication module; receives and sends messages between the sender and the
recipient. This module simulates the communication process and performs error control,
such as checksum checking and error correction, to communicate the vehicle with
infrastructure (V2I). Since communication response times are limited, the goal is to
Improve communication speed and message accuracy. This module transmits messages
between two fixed transceivers for communication between infrastructures (121), such as
a transceiver in a parking lot and a transceiver in a booth.

Functional module; this is the main function of the parking system, which

includes monitoring, registration, booking and advertising management. The
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functional module can communicate with hardware devices and transmit/receive data
without knowing the intricacies of the lower levels thanks to its subscription to the
driver module and the communication module.

Application module; controls the entire parking system. The main functions of the
application include account administration (cash and credit/debit management),
transaction management, fault tolerance, and service management.

The decomposition of elements of a cyberphysical system based on sensors is

shown in Figure 1.1.

| Parking Management | Application

Maodule
Monitor | Check-In | Reservation s - o B
! b Management Funetion Module
. : . Communication
| V21 Communication 121 Communication |
| Maodule
Driver Management { Vehicle, Belts, I[FD) Driver Module

Figure 1.1 — Decomposition of elements of the cyberphysical system for smart parking

based on sensors

Also today, a very popular technology for ensuring the security of smart parking
Is the technology of using a blockchain - blockchain.

The parking provider, blockchain network and user are the three actors in the
proposed system. In the integrated system, the parking service provider provides
parking as a service, updates the parking space. The blockchain network includes a
public ledger that is updated only with valid transactions. A consensus process is used
to confirm transactions. The participant looking for a parking space is called the parking
user. To communicate with the integrated smart parking system, each participant has its

own program interface.
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Suppose there are many smart car parking options from different parking service
companies in a city. Also suppose that for simplification, each smart parking is
managed by a single service provider. Each parking lot is linked to a blockchain-based
smart parking system. In general, each parking space contains a local copy of the
workbook (i.e., a local block). There are two types of transactions in the system. First
you need to consider the data of the parking sensor. Suppose that each smart car
parking space has an Internet of Things (1oT) device (such as a parking sensor) that can
generate car parking availability as a transaction. This system provides an accurate,
efficient, and dependable means of automobile parking for urban cities.

The SAVP (smart autonomous vehicle parking) system is an intriguing and
significant contribution to the field of smart parking. Fog-blockchain technologies were
used to augment the existing loT-cloud platform for AVs, and a proof-of-concept
implementation was carried out. The system is composed of three general layers: the
perception layer, the intermediate fog layer, and the cloud layer.

To complete the transaction, each car parking service provider has a smart
contract. When the parking space status changes from "free" to "busy", the
corresponding loT device creates a transaction.  Similarly, when a parking space
changes from "busy" to "free", an 10T device creates a transaction. The transaction is
first sent to the local block. The transaction is sent to the blockchain network for
validation by the local block. Secondly, there is information about the cost of parking.
Suppose parking service providers determine parking rates based on time. They develop
smart contracts for parking fees. Wireless magnetic sensors detect the presence of a car
by changes in the magnetic field, while ultrasonic sensors detect the presence of a
vehicle using sound waves. The most common types of parking sensors are ultrasonic
and electromagnetic.

The parking pricing smart contract is sent to the blockchain network. A
transaction is created whenever the parking price changes dynamically based on time.
The transaction is transmitted to the blockchain network for verification. The

transaction is then verified by the blockchain network using a consensus method. If the
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transaction is correct, it is recorded in the public ledger. As a result, all local blocks are

updated. The decomposition of elements of the cyber-physical system for smart parking

based on blockchain technology is shown in Figure 1.1.

_______

_______

_______

_______

_______

Applications

Web, i0S, Android

!

Communications

LAN, WAN, Broker, 4G,
LORA, Bluetooth, ZigBee

S

[l

Protocols

Consensus, Cryptography )

P2P, Smart Contract,

10T Devices

A

Parking sensors, RFID,
Smart camera

"y

Figure 1.2 — Decomposition of elements of the cyberphysical system for smart parking

based on blockchain technology

The upper level of the architectural stack is the application layer, which allows

participants to interact with the system. Users can search and book parking spaces

using a mobile phone app (such as Android or iOS) or a web app. Similarly, parking

providers can submit park-related information (e.g. availability and offers) to the

integrated system. The user connects to the blockchain network through the application

layer and can use the application to send requests to the integrated parking system. The

integrated system is responsible for recommending an appropriate parking zone based

system, this layer provides end users with the highest level of service.

on user preferences and availability. Because users interact directly with the integrated

The network layer provides communication between parking facilities, the

integrated system and users. This layer will send data from users and parking locations
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to the integrated system. This layer will include various communication technologies
such as LAN and WAN that will be used by users, parking service providers, and
parking system-related 10T devices (such as parking sensors and security cameras). As
part of the standard offering, the network layer seamlessly provides distributed public
ledger and content services to stakeholders. It includes many wireless technologies
(such as Lora, Bluetooth, Wi-Fi, etc.) as well as modern GSM technologies such as 4G
and 5G. This level also provides scalability. For example, it allows you to dynamically
add and remove stakeholders from the integrated system. The network layer also
ensures the security of the physical layer of the system.

The transaction layer is responsible for transactions between network nodes. It
will also ensure a complete blockchain network consensus process. Users and parking
facilities will securely share data through smart contracts and consensus mechanisms.
Thanks to this layer, the parking center will also update the public book. This layer
connects to the main blockchain network through the interface of the integrated system.
This level also validates new transactions. In addition, the transaction layer maintains
transaction transparency and protects data transfers in the absence of a trusted third
party. We can eliminate system bottlenecks and central sources of failure with P2P-
based distributed design. In addition, the blockchain will consider the transfer of user
data as transactions that will be confirmed by smart contracts. Thus, user information
will be immutable and distributed over time using cryptographic blockchain technology.

The physical layer consists of several kinds of 10T devices. The peer-to-peer
protocol connects all these devices into a single network. The main component of this
level includes various types of sensors and actuators. There will be additional built-in
technologies such as the Raspberry Pi and Arduino in addition to WSN devices. The
transaction layer will transport data from the loT device to the parking center server.
The peer-to-peer will then connect to the parking center servers and update the public
ledger. In addition, this layer ensures traceability of sensor and drive data and
responsibility throughout the peer-to-peer network. Since reliability is an important

characteristic of our proposed system, data can be safely and securely transported from
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loT devices using blockchain, secure immutable storage. The availability of a particular
parking space will be determined from the physical layer using sensors of 10T devices.
The user will be verified using cryptography and the public ledger will be updated with
information about available parking spaces. The smart contract will handle
cryptographic verification techniques at the transaction level. To reserve a parking
space, the user can submit a request from the application layer, which will be routed
through the network layer.

Smart Car Parking technology based on infrared sensors allows you to park
vehicles vertically, floor by floor, minimizing the necessary space. The system is
controlled by software created with the Arduino controller, minimizing the time a
person spends searching for a parking location and parking the car manually. The
decomposition of elements of the cyber-physical system for smart parking based on
infrared sensors is shown in Figure 1.3

An IR sensor is allocated for each parking space. The IR sensor no longer
broadcasts the signal of free space after the car is parked, and the system knows which
parking spaces are full. In the parking system, a CO2 sensor is used to monitor and
monitor carbon dioxide. The CO2 sensor is used in the parking system to control and
measure carbon dioxide. When darkness falls, LDR provides a pop-up message. The
LCD display at the entrance will regularly poll all IR sensors, as well as when the car is

parked and not parked, to display available spaces
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Figure 1.3 — Decomposition of elements of the cyber-physical system for smart parking
based on infrared sensors

When the user detects any empty space on the LCD, they go to the RFID tag
reader sensor and offer the sensor their RFID card.

The user then exits the vehicle and mounts it on an input conveyor belt. The car
Is then placed in a pre-specified parking space, and the number on the LCD increases, as
does the real-time clock for that parking space. Now the elevator will return to ground
level or neutral to meet the needs of others. RFID CARD to debit money from the user's
bank account. The elevator then transports the vehicle to the ground floor, where the
user can take it out of the car park. The system also includes a controller model GSM
SIM 900, which will respond to the  user's SMS request sent to the GSM number
regarding available parking spaces by identifying free parking spaces using the Arduino
controller and IR sensors installed in parking spaces. "Available parking spaces 2, 3 at
10:30 am 20.04.2017" or "No parking spaces available at this time" is an example of a
notification that indicates available parking spaces. As a result, the system with all
these features provides an accurate, efficient and reliable means of parking for modern

cities.
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1.2 Comparison of the existing software and technical tools

Numerous studies have been conducted to solve the security problem of the smart
parking system using various methods and tools. The main criteria that must be guided
when developing a security system for smart parking are hardware security, hardware
and software security of connection and software security. From the point of view of
ensuring the security of the Smart Parking software system, the following criteria can
be distinguished:

1. checking the parameters of secure access to the database;

2. security of the client program;

3. server security;

Security API, if its use is provided by the architecture of the smart parking
software system.

We will conduct a modern analysis of known solutions and methods aimed at
improving safety. The article [6] proposes a secure smart parking system using
blockchain technology, which uses masking techniques to protect the location of
drivers.

In [8], a solution is provided to prevent vehicle theft in the parking lot using
RFID and GSM technology. Energy saving methods based on peripheral computing
and 10T are proposed in [9].

[10] presents an inclusive, long-term, efficient and well-functioning Smart
Autonomous Vehicle Parking System (SAVP). The authors present an integrated smart
parking system that brings together several parking service providers within a single
platform with the aim of providing uniform parking information services for smart city
passengers.

The main role of the study in [11] is to analyze smart parking solutions from a
technical perspective, emphasizing the available systems and sensors, as noted in the

literature. The review aims to provide comprehensive information on creating smart
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parking solutions. A holistic study of the current state of smart parking systems should
include the classification of systems such as large car detection technologies.

The article [12] proposes a parking management system focused on business
entities. The proposed system will focus on privacy for different entities using the
system. The article is aimed at improving existing research on smart parking using
blockchain. This document proposes a parking management system that will be based
on JPMorgan Quorum.

Article [13] aims to develop a secure and intelligent parking monitoring
management system (SPMS) based on WSN, RFID and 10T integration.

Inspired by Blockchain technology and Al, the authors[14] propose a secure
blockchain-enabled framework for energy-efficient smart parking in an
environmentally safe urban environment.

JMU Secure Smart Parking through the cloud environment is proposed in [15].
Using a radio frequency identification scanner, our system can count the number of
vehicles entering and leaving each parking lot on campus.

Intelligent parking system in the city based on mobile networks of the 5th
generation (5G) proposed in [16]. 5G mobile technology has two important
advantages: high data rates and low transmission latency, so it can better meet the rapid
development of the Internet of Things (IoT).

Article [19] presents a program of work in progress, which contributes to the
creation of new business solutions and the results of cutting-edge research. The authors
reveal the multilevel system of the PSP business model through interdisciplinary
research blocks, where original results are expected at each level.

An analysis of recent studies [6-19] was carried out and the most frequently used
methods of ensuring Smart Parking Security were highlighted. These are: the use of
blockchain technology [6, 7, 10, 14], the use of biometric security mechanisms [7],
radio frequency identification (RFID) and the use of a wireless sensor network (WSN)
[8, 13] based on the cloud environment. [15, 19], 5G technology [16], neural networks
of general regression (GRNN) [23], fuzzy logic and undefined data [24], multivalued
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logic [25]. But all these studies focus on solving one or two safety criteria of the Smart
Parking System and do not provide solutions to all the above criteria in combination.
Therefore, in order to improve the security of the smart parking system, it is necessary
to analyze the software architecture. The purpose of this analysis is to select the parts of
the software that are most vulnerable to external threats and provide a solution for
ensuring the security of the smart parking system software in terms of compliance with
all criteria in the complex.

Thus, the urgent task is to analyze the security requirements of the smart parking
system software in order to identify parts of the software that are most vulnerable to
external threats and develop methods and means to improve their security. Given the
above, the purpose of this study is to develop methods to improve the security of the
smart parking system, taking into account bottlenecks in the software system and parts

that are most vulnerable to external threat factors.

1.3 Analysis of custom applications for smart parking

Smart parking systems are becoming more common, offering innovative solutions
to manage parking and improve its efficiency. However, along with the growing
popularity of such systems, new security challenges are emerging. Ensuring security in
smart parking systems requires the use of appropriate software solutions. This article
will analyze some software solutions that are used to ensure security in smart parking
systems.

"Smart Parking Security Suite" is a comprehensive software solution specially
designed to ensure security in smart parking systems. It offers a wide range of features,
including video surveillance, access control  system, automatic license plate
recognition, and intrusion detection system. This allows the detection of illegal
activities, such as the use of fake parking tags, vandalism or unauthorized access to

parking lots.
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"Parking Security Management System™ is a software solution that provides
security in smart parking systems by integrating with various devices and technologies.
It includes an access control system, motion sensors, video cameras and an alert
system. This allows you to track the movement of cars, detect unusual activity and alert
relevant services to potential threats or security breaches.

- Video surveillance: the system provides surveillance of parking lots using video
cameras, which allows you to detect unusual activity or security breaches.

- Access control system: provides authorized access to parking lots through the
use of cards or other identifiers.

- Automatic license plate recognition: allows you to automatically identify the
license plates of cars entering the parking lot and compare them with the database for
authorization verification.

- Intrusion detection system: uses sensors and behavior analysis to detect unusual
or suspicious activities such as vandalism or unauthorized access.

- Access control system: provides limited access to parking lots only to
authorized users.

- Motion sensors: notify about the movement of cars in the parking lot and help
track the movement of cars in real time.

- Video cameras: record video from parking lots, which allows you to track
events and actions of users.

- Notification system: sends notifications to administrators or relevant services
about potential threats or security breaches.

The analyzed software solutions, such as "Smart Parking Security Suite” and
"Parking Security Management System", are used to ensure security in smart parking
systems. They offer a wide range of functionalities, including video surveillance,
access control system, automatic license plate recognition, and intrusion detection
system.  These solutions help detect illegal activity, provide access control and alert

you to potential threats to the security of the parking system.
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However, when choosing a software solution for security in a smart parking
system, it is important to take into account the specific needs and requirements of a
particular system, as well as ensure its integration with existing components and
infrastructure.  In addition, it is important to keep your software up to date and take
steps to prevent new security threats.

The analysis of software solutions for security in smart parking systems is an
important step in the development and improvement of safe and reliable parking
systems that contribute to improving convenience and safety for users.

There are currently hundreds of parking apps available in the mobile app market.
However, this section selects parking apps that provide real-time parking occupancy
statistics and navigational directions to your reserved parking space. All the above
applications support booking, which is only available in closed parking lots. In an
enclosed car park, the smart parking software also gives navigation directions to the
booked parking space. Smart parking tools consist of sensors, technologies and
programs that are used to detect people in a parking lot and improve parking efficiency.
Below are some sensors that help detect parking occupancy information. Sensors are a
typical tool that has been investigated in detail in previous publications.

Passive infrared sensor: These sensors detect energy changes, and when the car
takes up a parking space, these sensors recognize energy shift and detect employment.
When a vehicle or person is standing above the sensor, the sensor detects a change in
energy. It can be used to allocate emissions based on the amount of energy change.
These sensors, however, are sensitive to the environment and will be inaccurate in the
presence of snow or rain. Passive infrared sensors must be installed underground or on
the roof. As a result, they require significant costs for the purchase and maintenance of
these sensors. These sensors are suitable for covered enclosed car parks, but not for
outdoor outdoor car parks. The principle of operation of the infrared sensor is shown in

Figure 1.4.
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Figure 1.4 — The principle of operation of a passive infrared sensor

Active Infrared Sensor: These sensors emit infrared energy and use the amount of
reflected energy to detect any object or vehicle. They are also sensitive to
environmental changes such as rain or snow. As a result, they require installation in all
parking spaces and require significant investment and maintenance. Installing sensors
in all parking spaces will help to obtain parking employment status. These sensors are
often installed overhead and are suitable for indoor enclosed car parks. Because these
sensors are sensitive to environmental changes, they are not suitable for outdoor car

parks. The principle of operation of the active infrared sensor is shown in Figure 1.5.
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Figure 1.5 — The principle of operation of the active infrared sensor

Ultrasonic sensors: generate sound waves in the range from 25 to 50 kHz and
identified objects based on reflected energy. They are often ceiling-mounted and
sensitive to environmental changes such as rain and snow. As a result, they are more
suitable for indoor parking lots than outdoor parking lots. It can distinguish a vehicle
from a person based on the distance at which the waves are reflected. These sensors
should be placed at the top of each parking space to obtain parking employment status.
These sensors would be inexpensive, but installing and maintaining multiple sensors, as
well as connecting them to the grid, would be expensive in the long run. Wireless
ultrasonic sensors are also used to collect parking occupancy information. Wireless
sensor networks, such as the ZigBee protocol or other similar networks, connect them.
On the other hand, wireless sensors need regular maintenance. Another study uses
ultrasonic sensors on a passing car and parking space occupancy data is collected on a

regular basis. A passing car cannot get real-time parking information about occupancy.
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Inductive loop detectors are installed using an underground wiring system and
use electromagnetic principles to detect the presence of a vehicle. They are usually
used at the entrance and exit to determine the number of cars present, which can be used
to determine the availability of parking spaces. These detectors are expensive to install
and maintain, but they are commonly used in covered car parks to count available
parking spaces. These detectors, which are used in several commercial parking lots,
offer an accurate count of cars in an enclosed parking lot. However, the occupancy

status of a separate parking lot cannot be determined using inductive loop detectors.

1.4 Conclusions

So, in the first section, an overview of existing methods and ways to implement a
cyber-physical system for smart parking was conducted. Among them: a method using
ultramagnetic sensors, infrared sensors, blockchain technology and inductive loop
detectors.

The advantages and disadvantages of existing methods and tools were also
analyzed and it was concluded that the above methods are expensive and difficult to
install, install and maintain, as well as difficult to scale. Therefore, for further work, a
method of implementing a cyber-physical system for smart parking using outdoor
surveillance cameras was chosen. This method is more economical and noticeably

easier to scale and easier to install and maintain.
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2 THE PROBLEM OF SMART PARKING CYBER-PHYSICAL SYSTEM
SECURITY

2.1 Client-Server Architecture and Possible Security Threat Factors

Since the proposed cyber-physical system for smart parking, which is shown in
Figure 2.1, consists of two parts — hardware (cameras and all physical devices necessary
for functioning)  and software (client and server subsystems), it is necessary to

investigate possible factors, which may affect the security of this system.

¢ R . , Camera
Camera N 7z on Exit
on Entrance J . ’
. : Mobile Application
Parking Management y to monitor the Car

System

(LAN)
Camera in w
Parking Camera in
Parking Lots
Parking Lots Parking Lots

Figure 1.5 — The principle of operation of the active infrared sensor

If hardware can simply be tested for reliability and performance, the software
subsystem needs more in-depth research. Given that the system has both server and
client parts, an analysis of factors affecting the security of both parts of this cyber-
physical system was carried out. These include: incorrect security configuration, client-
side injection (insecure authentication data, malware), insufficient transport layer
protection (MITM attacks), insecure storage (database), device rooting/ jailbreak,

reverse engineering, disclosure of confidential data (private data breaches), improper
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logging and monitoring. The results of the analysis are presented in a schematic form in

Figure 2.2.

Device Rooting/
Jailbreak
[
5 Rgvers-:—: Insecure
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' — _— Data, Malwares
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Threats of Smart Insu cmntTran;port
Layer Protection

Parking System |
_'_,_,_:-"'_F_F'_'- "—\-\_,_\_\_\_\_-\_-\_—_

—
Inadequate Logging ,,fff""/ T  Client- Side Injections

and Monitoring

Sensitive Data
Exposure .

Security
Misconfiguration

Figure 2.2 - Possible threats to the security of the cyber-physical system for smart

parking

2.1.1 Client-side security risks

Since the client part should be developed in the form of a cross-platform mobile
application that does not involve storing any private information, such as a personal
phone number, login and password, it may seem that it is less susceptible to attacks
from hackers or information leakage. However, the possibility of risks associated with
the security of the system on the client side cannot be completely excluded. The server
part of the software, on the contrary, is very sensitive, since it contains algorithms for
recognizing car images using an artificial neural network. Unauthorized access to the
database, program code or system files can lead to incorrect operation of algorithms
and, as a result, to providing the client part with incorrect information about the
occupancy or unoccupied parking space. That is, incorrect operation of the entire

system as a whole. In addition, since communication between the client and server parts
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must be implemented using an application programming interface (API), additional
bottlenecks appear in the smart parking security system.

For greater user convenience and faster access to the system, it was decided to
develop a client part in the form of a cross-platform mobile application. Over the past
decade, the mobile app development industry has grown significantly, but cybercrime
has not remained at the previous stage. All this has led to the fact that it is impossible to
download a mobile application to the Google Play Store or Apple App Store without
checking security indicators and making sure that the application will not be accused of
information leakage or personal data fraud. But mobile app security is more than just
protecting them from malware and external threats. First we need to define the basic
security principles of open web applications and their main security threats in order to
be able to analyze security measures and develop methods and tools to increase their
level of security [3].

Improper use of smartphone functions or unforeseen failures when using security
settings. This includes privacy settings, permissions, misuse of Touch ID, FacelD,
Keychain, etc.

A sufficient bottleneck that can often be encountered when solving security
problems of mobile applications is the lack of a secure storage system. Mobile device
developers typically rely on client device storage for some personal and internal data.
But if hackers gain access to the device or the device can be stolen or lost, this data can
be used for malicious purposes. As a result, this leads to cybercrimes such as privacy
policy violations and identity theft for malicious use.

During the development of mobile applications, data transfer takes place on a
client-server model. Thus, when data is transmitted, it can be intercepted by attackers
over the Internet.  Attackers can also intercept data during bank transfers. Data
transmission through unreliable communication channels leads to violation of privacy

policies, identity theft, fraud and loss of business reputation of the company.
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Attackers or bots can obtain data during authentication and infiltrate the user's
account. This may result in leakage of personal information, identity theft and
unauthorized access to internal user account data.

Attackers or advertising bots may have access to data that has not been encrypted
or protected properly. This may result in unauthorized access to the internal data of the
application, data theft, leakage of personal information of users, etc.

Attackers can intercept data during the authorization process and use it for
unauthorized access to the program. As a result, this leads to leakage of personal
information and loss of business reputation of the company.

Poor code quality can lead to unpredictable application crashes or numerous
errors during use. In addition, it reduces application performance and can lead to
excessive memory usage or slow loading of graphical elements in the user interface
while running.

Attackers, gaining access to the source code, can integrate advertising or
malicious scripts into it or replace parts of the code, which can lead to incorrect
operation of the program , loss of some functions or replacement of certain
functionality for using the program. for malicious purposes.

The risks that affect the security of mobile applications are presented in the form

of a diagram in Figure 2.3.

Factors that Affect Mobile Applications Security

Improper Insecure Insecure Insecure Insecure Risk of

Platform Data Client-Server | Authentification || Authorisation Code
Usage Storage Communication Risk Risk Forgery
Insufficient Popr Extraneous Reverse
Data Code Quality Functionality | | Engineering
Encription Risk Risk Risk

Figure 2.3 — Risks that affect the security of mobile applications
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Statistics were also collected on the frequency of occurrence of each risk factor to
determine the factors that occur most often, and therefore, are the most dangerous for
the client part of the cyber-physical system for smart parking.

The frequency of manifestation of factors affecting the security of mobile
applications is shown in the form of a bar chart in Figure 2.4.

According to the statistics presented in Figure 2.4, unsecured data storage and
unsecured client-server communication are the most common causes of security risks of
mobile applications.

Attackers can download a mobile app to redesign its features. That is, the same
program in different versions can work completely differently.

In this case, attackers check the functions of the mobile application to find
bottlenecks and introduce third-party code.

Also, withcatchers can introduce malicious changes to the mobile application,

which allows them to change its functionality.

Extraneous Functionality
Reverse Engineering
Code Tampering

Client Code Quality

Insecure Authorization

Insufficient Cryptography

Insecure Authentification

Insecure Communication

Insecure Data Storage

Improper Platform Usage

| | ! \ !
0% 10% 20% 30% 40% 50%

Figure 2.4 — The frequency of factors affecting the security of mobile applications
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2.1.2 Server-side security risks

One of the most important factors in ensuring the security of server-side data is

the importance of encryption.

Instant messaging is one of the most common ways a client communicates with a

server at the client/server architecture level.

Thus, encrypted text messages are an important security measure.

Therefore, mobile app developers should pay attention to this security measure.

However, information security is not the only benefit that can be gained from

facilitating encrypted text messages. In fact, there are also some other ways to ensure

server-side data security, which are listed in Table 2.1.

Table 2.1 —

Ways to ensure data security on the server side

Way

Description

Secure data

transmission

There is no denying that encrypted data ensures security during
transmission. If users send files in e-mail or distribute them through a
cloud-based server, they can use encryption. This helps them make

sure that no unauthorized user can view this information.

Ensuring data

integrity

Misuse of data can occur not only through targeted data theft, but also
through manipulation. A hacker can manipulate specific data to
disrupt corporate communications. However, using encrypted data

can avoid this situation.

Data protection

on all devices

A variety of devices is becoming a significant part of our lives.
However, transferring data from one device to another is a risky
business. So, encryption technology can protect and store data over all

devices. Such a security measure can deter unauthorized users.
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End of the table 2.1 — Ways to ensure data security on the server side

Data In most cases, it is clear that many industries need strict adherence to the
encryption | protection requirements of all those whose personal information is stored
by organizations. FIPS, HIPAA, or any other regulation relies entirely on

encryption to protect data

2.2 API Security Risks

Application Programming interface (API) is a type of software that connects to
the functionality of an application and saves developers time. Often, the API connects
functionality created by other developers, or frequently used functionality, or a client-
server connection. This helps developers save time and not develop features that are
already generally available from scratch. When it comes to connecting several parts of
a software system together, it is really useful [17]. However, there are also security
risks when using the API. There are two main reasons why security issues should be
considered when using the API.

1)  An easy way to access the internal information of the application — through
the API, you can access the stored data, including the user's personal information (login,
password, etc.) for the purpose of unauthorized distribution or malicious activity.

2)  An easy way for attackers to bypass security measures, even if the firewall
is on. Therefore, do not neglect a well-thought-out security strategy.

There is a significant difference in security measures for traditional web and API-
based web applications. This difference lies in their architecture and how they are built.
Previously, web application protection only required HTTP and HTTPS port
protection.

Modern applications that use several APIs and different protocols require
comprehensive protection of all parts of the program, taking into account all its

bottlenecks. This is especially important when the API extends its functionality,
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making it difficult to manage security. In addition, when replacing APIs, pre-designed
security measures need to be reviewed and reconfigured manually. The difference in
the structure of API-applications makes them susceptible to external threats [4]:

APIls are usually secured with a JSON web token or API key. This allows you to
protect the API and, if unusual or suspicious behavior is detected, stop access to API
keys .

Protection against DDoS attacks is mainly based on the principle of rejecting
requests from suspicious actors. This becomes more complicated because every traffic
looks suspicious in APl-based apps.

The server is responsible for communication between the application and the user
behind the mobile phone screen. The main reason for server vulnerabilities is that
sometimes developers don't take proper security measures and protect server
connections seriously when working with the API.

According to research around the world, data breaches and breaches usually
occur when insufficient logging occurs.

Unlike authentication, the authorization process in each program has its own
logic, and this can often be a bottleneck for attackers. If the authorization process is not
well thought out and protected, hackers can enter the system and gain access to data
using an iterative method of selecting an identifier [4]. The emergence of smart
technologies has revolutionized numerous aspects of our daily lives, including the way
we park our vehicles. Smart parking systems, employing cyber-physical technologies,
have been introduced to optimize parking space utilization and enhance convenience for
drivers.

According to statistics, the main and most common factors are data breaches,
accidental data disclosures, outdated APIs, denial of service, unknown or shady APIs,
and account hijacking. The frequency of manifestation of the above factors that affect

the security of the application programming interface (API) is shown in Figure 2.5.
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That is, middleware provides additional protection of the server against
suspicious or malicious requests by intercepting and checking them. And only if the

request is safe, it is sent to the server for further processing.

Data breaches 95%
Accidental exposure of data | 46%
APls though to be deprecated |

are still running 36%

Denial of Service (DoS) 35%

Unknown or shadow APIs 34%

Account takeover (ATO) : 31%

Figure 2.5 — The frequency of factors affecting the security of the application

programming interface (API)

2.3 Selection of methods and environment for software implementation

Considering the factors that affect individual parts of a smart parking software
system, it was decided to take into account those that most often affect the security of
the system and involve its different parts from different points of view (for example,
data access, client-server communication , bottlenecks when using the API) and come
to a decision that will help to take them into account in combination.

The proposed solution is an intermediate software for additional validation of
requests from client to server. It is an effective tool for performing operations or
calculations within a request-response connection in the client-server interaction model.
It should be used when you need to perform an operation or verify that the request is not
trusted directly on the server for security reasons.

Therefore, the architecture of the cyberphysical system for smart parking, shown

in Figure 2.1, was improved by adding middleware security to the server part of the
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software. The proposed architecture of the cyber-physical system for smart parking,
using middleware, is shown in Figure 2.6. With this architecture, it is much easier to
determine if a request was actually sent from our user agent and to check if it is
malicious and contains no suspicious code. Also, this middleware will shorten the
application uptime if the request is not relevant, since its result is already known, since
the Google Cloud API call does not occur instantly.

Let's consider an example of the proposed software architecture of smart parking
using Security Middleware. For better understanding and clarity, consider the
algorithm proposed in Figure 2.6.

According to Figure 2.6, the request is sent to the server from the mobile client
application. However, the request may not always be safe. To verify this, we test the
request using integrated middleware.

This will allow us to verify that the request actually came from our user agent
and not from some third-party resource, and that the request is secure. Also, the use of
middleware will reduce the operating time of the program if the request is unresponsive
or its result is already known.

Because the Google Cloud Vision API call is not instantaneous, we may use this
time to verify the security of the received request.

If the request is safe, it is sent for further processing, namely to check the parking
space selected by the user for occupancy. If a request is identified as potentially
harmful or extraneous, it is neutralized in the first case, and the server's response to such
a request is ignored.

To develop security middleware to improve the security of the cyber-physical
system for smart parking, you can use different technologies depending on the specific
requirements and limitations of the developed system. The primary goal is to provide
real-time information to drivers, guiding them to available parking spaces and enabling
efficient parking management. Sensors deployed in parking spaces detect vehicle
occupancy and relay this information to the central system, which then communicates it

to drivers through mobile applications or display panels.
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The list of technologies that can be used to develop middleware to ensure the

security of the cyber-physical system for smart parking is shown in Table 2.2.

o

CCTV camera

Parking slots

Cloud Storage

Security Data processing
Middleware Algorithm

CLIENT
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Figure 2.6 — The architecture of the cyber-physical system for smart parking, using

middleware

Table 2.2 — List of technologies for the development of middleware to ensure the

security of the cyber-physical system for smart parking

Type of
technology

Short description

Programming

language

You can use a programming language that is convenient and
suitable for your use. For example, programming languages often
used to develop middleware include Java, C++, Python, and

Node.js.

Frameworks:

The use of frameworks can greatly facilitate the development of
middleware software. For example, frameworks such as Django
(Python), Spring (Java), Express.js (Node.js) or ASP.NET (C#) can
be used for web programming. You can use frameworks such as
Spring Boot (Java), Flask (Python) or Nest.js (Node.js) to develop

microservices.

Database

Relational databases, such as MySQL or PostgreSQL, or non-
relational databases such as MongoDB or Cassandra can be used to

store data, depending on the needs of the system being developed.

Communication

and protocols

Encryption protocols such as HTTPS, TLS, or SSH can be used to
ensure communication security. Web services such as REST or
GraphQL, or other protocols such as MQTT for loT devices can be

used to interact with external services or other system components.
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End of the table 2.2 — List of technologies for the development of middleware to

ensure the security of the cyber-physical system for smart parking

Authentication and

authorization:

To ensure secure access to the system, you can use authentication
and authorization mechanisms such as JWT (JSON Web Tokens),
OAuth or OpenID Connect.

Monitoring and

logging

To track system performance and identify possible problems, you
can use monitoring tools such as Prometheus or ELK Stack
(Elasticsearch, Logstash, Kibana) to help you analyze the logs and

metrics of your system.

Testing

Don't forget the importance of testing your middleware. You can
use automated testing frameworks such as JUnit (Java), pytest
(Python) or Mocha (Node.js), or other tools for unit testing,

integration testing, and load testing.

It is recommended to conduct a detailed analysis of the needs of the cyber-
physical system and consult with security experts to select the best technology stack for

the middleware offered.

2.4 Inconclusions

So, in this section, an analysis of potential threats that affect the security of the
cyber-physical system for smart parking was conducted.  Since the proposed cyber-
physical system is based on client-server architecture, potential threats to the client side

and server part of the software have been identified. Also, since the client part will be
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connected to the server part using application software (APIs), the factors that affect
API security were considered.

Also during this section, a technology stack was identified that can be used to
develop middleware to improve the security of the cyber-physical system "Smart

Parking".
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3 IMPLEMENTATION OF SOFTWARE AND TECHNICAL TOOL FOR
INCREASING THE SECURITY OF SMART PARKING CYBER-PHYSICAL
SYSTEM

3.1 The proposed method of increasing the Security of Smart Parking Cyber-
Physical System

Since in the previous section the technology stack was considered, which makes
it possible to develop middleware to improve the security of the cyber-physical system
"Smart Parking”, the ASP.NET Core framework was chosen among the proposed
technologies. One of the most important features of ASP.NET Core is the Middleware
structure. This is a very effective feature for performing individual operations inside the
request-response model and managing request-response traffic. We can perform many
different tasks, such as checking the validity of an incoming request, creating responses
from the cache in ASP.NET Core using structures that come together.

A structure that allows you to execute methods added as an addition to a class
derived from the IApplicationBuilder interface based on middleware. Intrusion
Detection Systems: Smart parking systems should incorporate intrusion detection
systems that can identify and respond to suspicious activities.

We use it when we want to perform various operations and give a different
direction to the process until the request is answered from the client to the web
application.

Middleware is a terminology structure that describes middleware. This is a
structure that has the same mechanism of work everywhere. This includes advising
them to install security updates promptly, avoid connecting to unsecured networks, and
report any suspicious activities or system malfunctions.

The middleware starts slowly. When middleware is started, it starts other
middleware before it expires. The scheme of work of components of middleware to
improve the security of the cyber-physical system "Smart parking™ is shown in Figure
3.1
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— Middleware — ;_ "

) HTTP RESPONSE i

CLIENT SERVER

Figure 3.1 — Scheme of operation of the components of the cyber-physical system

"Smart parking" taking into account the middleware

The principle of operation of the middleware to improve the security of the
cyber-physical system "Smart Parking” with the client part of the cyber-physical
system, which is offered in the form of a cross-platform mobile application, is to receive
requests from the client to the middleware and provide an answer with already verified
and secure data. If the data for some reason is not verified by middleware, no response
Is provided to such a request, and the data of the potentially malicious request itself is
destroyed by the middleware. The principle of operation of middleware to improve the
security of the cyber-physical system "Smart parking™ is shown in Figure 3.2.

In the diagram shown in Figure 3.2, a request is received and one middleware is
running, and the requested operations are performed at this point, and then the next
command runs the next middleware. It continues to run in this way until the third
middleware, then because there is no middleware to run, it returns to the previous
middleware, completes it and returns to the previous one, and when the last one is
completed , the answer is returned. Thus, the spiral is completed.

Asp.Net Core has a kernel that structurally supports structuring middleware. All
functions in the Configure method in the startup file actually act as middleware. In
structuring Asp.Net Core, middleware starts with the name "Use" and is called in the

settings.
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Middleware 1 Middleware 2 Middleware 3

Request
/] Server logic
next() ==——————1_ // Server logic
D next() ==y // Server logic
CLIENT
A
/I more logic
// more logic
// more logic
Response

Figure 3.2 — The principle of operation of middleware to improve the security of the

cyber-physical system "Smart parking"

The order of triggers is important in Middlewares. Therefore, the middleware
should be sorted paying attention to the working priority. For example, if you need to
authenticate and authorize, you must call middleware for authentication  first
followed by middleware for authorization. Ignoring the order here will lead to logical
errors.

Asp.Net Core has middleware installed in the kernel: Run, Use, Map, MapWhen.
Table 3.1 describes the classes and modules of middleware to enhance the security of

the cyber-physical system for smart parking on the ASP.NET Core platform.

Table 3.1 — Description of classes and modules of intermediate software to

improve the security of the cyber-physical system for smart parking.

Class name Description and purpose

SecurityMiddleware | The main class of middleware that performs security checks

before processing a request. This class implements the
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interface

Continuation of Table 3.1 — Description of classes and modules of intermediate

software to improve the security of the cyber-physical system for smart parking.

‘IMiddleware' and contains the method ‘InvokeAsync', in
which the security logic is executed and the next processing

step is called.

AuthenticationService | The class responsible for user authentication. It contains
methods for verifying user identity, such as login and
password, and returns a 'ClaimsPrincipal’ object with an

authenticated user.

AuthorizationService | The class responsible for authorizing users. It contains
methods for verifying user access rights, such as based on
roles, permissions, or other criteria. It returns a logical value

indicating whether the user has the necessary access rights.

UserContext A class that represents the user's context. It contains
information about the authenticated user such as ID, name,

roles, etc.

Controllers A module that contains controllers that handle user requests.
Controllers  can  use  'AuthenticationService'  and

‘AuthorizationService' to verify security and resource access.
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End of the table 3.1 — Description of classes and modules of middleware to

improve the security of the cyber-physical system for smart parking.

Models A module that contains data models required for
authentication and authorization, such as a user model or

access rights.

Extensions A module that contains extensions for registering services and
setting up middleware in ASP.NET Core. For example, you
can create an  extension method that adds

‘SecurityMiddleware' to a query handling pipeline.

Methods of middleware classes to improve the security of the cyber-physical

system "Smart parking" are presented in Table 3.2.

Table 3.2 — Methods of middleware classes to improve the security of a cyber-

physical system for smart parking

Method name Description

Startup module Runs middleware. As a result, pupline does not continue and
gives a direct output. This effect is called short circuit. It can be

use in accordance with the operation that will be performed.
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Use The usage method calls the following middleware in the
process after its activation and has a structure that can go back
and continue working after the normal middleware function has

completed.

End of the table 3.2 — Methods of middleware classes to improve the security of a

cyber-physical system for smart parking

Map Sometimes, we may need to filter the middleware according to
the path that sends the request. For this purpose, we can provide
control in the "Use" or "Execute" functions, or perform more

professional operations using the "Map" method.

MapWhen With the Map method, filtering is performed only according to
the path on which the request was made, filtering is performed
according to any function of the incoming request using the
MapWhen method.

To unify and create a common mechanism for intercepting errors using
middleware supplied with .NET Core and registering received errors, a project was
created as WepApi and a new class LoggingMiddleware in it. It consists of a
constructor and an Invoke method that accepts a simple RequestDelegate parameter.
We will catch the exception by sending a request to the try catch block and write the

tracked error to a txt file.
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3.2 Structural diagram and algorithm of operation of Software and Technical Tool

for increasing the Security of Smart Parking Cyber-Physical System

When developing the architecture of the cyber-physical system for smart parking,
it was decided to divide the entire architecture of the system into three levels - the
external level, the intermediate level and the internal level.

On the outer level there are parking markings and outdoor surveillance cameras
from which data will be collected.

At the intermediate level there is maintenance equipment, namely a server, a
cloud database and an Internet connection, through which communication between the
components of the system takes place.  The internal level includes software that
supports the operation of the system and client-server interaction.

Among the key software, intermediate software to improve the security of this
cyber-physical system and data processing algorithm were highlighted.

The software architecture of the cyber-physical system for smart parking using
middleware to improve security is shown in Figure 3.3.

The software architecture for the cyberphysical smart parking system using
middleware to enhance security can be organized using layer or microservice
architecture. General description of the architecture of the cyber-physical system for

smart parking, which is shown in Figure 3.3:
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Figure 3.3 — Architecture of the cyber-physical system for smart parking using
middleware

1. The client interface includes a web application or mobile application that users
can manage smart parking. This interface provides user interaction, sends requests to
the server, and receives responses.

2. Server side: includes middleware that ensures system security and
communication between different components. Middleware security is the heart of the
system, which includes various security components such as authentication,
authorization, encryption, access control, and logging.

It performs security checks and protects the system from potential threats.

The control module is responsible for managing and coordinating all components

of the smart parking system.
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It accepts requests from the client interface and performs the necessary actions,
including processing parking operations, monitoring the status of the system and
ensuring security. Parking components include sensors, barriers, cameras, etc. that
provide parking status data collection and access control.

They interact with the control module to transfer data and perform appropriate
actions.

The database stores information about users, parking lots, transactions and other
important data. Used to ensure permanent storage and access to data.

3. Security and protection. This component includes all the security measures
necessary to protect the system. It uses middleware security software for access control,
authentication, authorization, encryption, and logging.

4. Monitoring and analysis. This component provides monitoring and analysis of
the system state, detection of anomalies and security events. It can include logging
systems, network monitoring, intrusion detection, etc.

It is especially important to consider security principles such as data protection,
authentication, authorization and encryption, and implement them in accordance with
the architecture of the cyber-physical system for smart parking.

Figure 3.4 proposes an algorithm for checking the security of a request from

client to server using application software.
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Figure 3.4 — Algorithm for checking the security of the request using middleware

The algorithm for checking the security of a request from client to server using
middleware in a cyber-physical system for smart parking may include the following
steps:

1. Acceptance of the request. The middleware receives a request from the client
to the server.

2. Authentication. The request is checked for correct authentication data, such as
a token or user ID. This may include verifying your login and password, or using
access tokens such as JWT (JSON Web Token).

3. Authorization. After authentication, the request is checked for access to the
resource or the execution of a specific action. Access rights, user roles, or other criteria
are used to determine whether the client has the necessary rights to execute the request.

4. Encryption. If sensitive data such as passwords or personal information is

transmitted, it can be encrypted to ensure privacy while in transit over the network.
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5. Access control. Access permissions to a specific resource or operation are
checked. This may include checking the permissions of the database or other internal
resources.

6. Logging. Information about the request and its result can be recorded in a log
file for further analysis and monitoring of system security.

7. Sending the request to the next level of processing. If the request successfully
passes all security checks, it is passed to the next processing level, where the required
business logic is executed.

It is also important to use robust cryptographic algorithms and perform regular
updates of middleware to ensure system security.

When the user enters the mobile application to search for free parking spaces in
the "smart parking” with a video surveillance system, the server receives an HTTP
request. Next, with the help of the Security Middleware software component, the
handler on the server verifies the request for security. Suspicious or potentially
dangerous requests are blocked at this level to further protect the system against
malicious code, SQL injections, and possible data leaks or source code changes on the
server.

If the request is safe, it is sent for further processing by the server. The parking lot
selected by the user is checked for free parking spaces, and their status is visualized
using colors. For this, image recognition algorithms based on artificial intelligence from
the Google Cloud Vision library are used. This library interacts with the processor on
the server through an API.

If the car is recognized, the parking space is considered occupied and is indicated
by a red rectangle on the user interface of the mobile application. If the car is not
recognized, the parking space is considered free and is indicated by a green rectangle on
the user interface.

In addition, by clicking on the marked parking space, the user can view the video

from the external surveillance camera of the selected parking lot. This allows you to see
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in advance how it is more convenient to enter the parking space and monitor the car in
real time to ensure additional safety of the vehicle in the parking lot.

The diagram shows the interaction process between the server and client parts of
a cyber-physical smart parking system that uses image recognition technology using an
artificial neural network. The top left corner of the diagram shows the Google Cloud
Vision API image processing server, which was chosen after the experiments in Section
2. The bottom left corner shows the client device, which can be a smartphone with an
operating system no older than Android 7. The center shows a physical server with
Linux operating system and Apache Tomcat Server web server. On the right side, the
database server with the MySQL DBMS is depicted.

Continuing the process, after displaying information about the status of parking
spaces on the user interface, the user can click on the marked parking space to view the
video from the outdoor surveillance camera. This gives the user the ability to see the
best way to pull into a parking space and real-time monitoring of their vehicle for added
safety.

This process is implemented thanks to the interaction of the server and client
parts of the cyber-physical system. The image processing server uses the Google Cloud
Vision API, which provides recognition of cars and determination of their status
(occupied or free). A client device, such as a smartphone, interacts with the server
through a mobile application.

The physical server based on the Linux operating system and the Apache Tomcat
web server are responsible for processing requests, transferring data between the server
and the client device, as well as managing the interaction with the MySQL database,
which stores the necessary information about parking spaces and their status.

All these components work together to provide the user with a convenient and
safe procedure for finding and using free parking spaces on "smart parking". This
allows efficient use of available resources and improves the user experience when

parking their vehicle.
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The smart parking system, which uses images from outdoor surveillance cameras,
Is based on a pattern recognition algorithm based on an artificial neural network. When
developing a system, the question arises: to use a ready-made algorithm in the form of a
library or to develop your own algorithm for learning an artificial neural network. Due
to the significant expenditure of time, hardware and software resources and the need for
specialized equipment, a decision was made to use a ready-made software library.

To develop the server part of the software, based on the image recognition
algorithm using artificial intelligence, the following work plan was drawn up:

1. Analysis of known technologies and artificial neural networks for image
recognition.

2. Testing existing neural networks on available datasets of car parking images.

3. Selection of the most effective technologies based on the results of the
analysis.

4. Collection of own dataset consisting of images taken from outdoor surveillance
cameras of parking lots of Khmelnytskyi National University.

5. Testing of selected neural networks on our own datasets containing real images
of cars from the parking lot of the Khmelnytskyi National University.

6. Selection of the most effective technology based on the test results for further
work during the development of the server part.

Among the well-known and widely used technologies for image recognition are
artificial intelligence-based libraries such as OpenCV [27], Google Cloud Vision [26],
and the Detectron2 library [32], which is written in the Python programming language.
For the initial work, it was decided to use available datasets of parking images [28-31]
to test the effectiveness of each of the ready-made image recognition algorithms using
artificial intelligence.

OpenCV, Google Cloud Vision and Detectron2 libraries were used for the
experiment. Before starting the own learning process, it was decided to test the
effectiveness of each of these algorithms on already prepared datasets of parking images

that were openly available [28-31].
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Various performance metrics were analyzed, such as recognition accuracy, speed,
and robustness to various lighting and interference conditions. From the test results, the
most effective algorithms were chosen for further work.

After choosing the most effective technologies, the collection of our own dataset
was carried out, which consisted of images taken from the outdoor surveillance cameras
of the parking lots of the Khmelnytskyi National University. This dataset was used to
further test selected neural networks and evaluate their performance in real-world
conditions.

From the results of testing on our own datasets, the most effective algorithm was
chosen, which was then used in the development of the server part of the smart parking
system software.

So, with the help of analysis of known technologies and artificial neural
networks, testing on available datasets, own dataset and selection of the most effective
technology, the server part of the smart parking system software was developed, which
Is based on the image recognition algorithm using artificial intelligence.

Continuing the development of the back-end software for the smart parking
system, the most effective artificial intelligence-based image recognition technology
was selected. This technology has been integrated into the server's software code to
send requests to a neural network to recognize cars in images.

Upon receiving a request from the user, the processor program on the server
performs the following steps:

1. Receives a request for recognition of free parking spaces using external
surveillance cameras.

2. Runs an image recognition algorithm based on artificial intelligence, which
processes images from the camera and determines the presence or absence of cars in
parking spaces.

3. If the car is recognized, the application marks the parking space as occupied

and marks it with a red rectangle on the user interface in the client application.
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4. If the car is not recognized, the program marks the parking space as free and
marks it with a green rectangle on the user interface in the client application.

In addition, the user has the opportunity to view video from the external
surveillance cameras of the selected parking lot by clicking on the marked parking
space on the interface. It allows the user to pre-assess the availability of a parking space
and monitor their vehicle in real time to ensure the safety of the vehicle.

In general, the developed back-end software uses an Al-based image recognition
algorithm to effectively detect occupied and vacant parking spaces. This allows for
faster and more accurate identification of available parking spaces and facilitates the
process of finding a free parking space for users of the smart parking system.

No customer information is stored on the server. Each request contains all
necessary information for processing, and session data is stored entirely on the client
side.

Each response must indicate whether it can be cached and for how long. If the
response can be cached, the client can use the same data without contacting the server in
subsequent requests. This improves performance and availability.

REST uses a multi-tier system where components can only see the components
that are in the nearest layers and with which they interact.

Code on demand is an optional feature that allows the client to download and
execute code.

REST s different from other protocols such as SOAP and RPC, which are
messaging protocols. REST is an architectural style that sets requirements for building
RESTful web services.

Compared to other API types, REST is a more flexible architecture that offers
simple guidelines, allowing developers to implement requirements in their own format.
REST is also highly performant, which is especially important for mobile devices.

The web component requires a server-side programming language such as PHP.

For PHP, it is recommended to use the Laravel framework, which is easy to use and

Arc.

QWCE. 19004.19.01.02 EN 53

3M. JApk. | Ne noxkym. |Tignuc|dara




reliable. Laravel offers a rich set of functionality and helps speed up web application
development.

Composer is a tool that allows you to manage dependencies and libraries in a
project. It makes it easy to install third-party libraries by specifying them in the
composer.json file. Laravel uses the Artisan command line, which provides a set of
commands for building web applications.

In addition to the Laravel framework, you can also use other popular server-side
programming languages to create RESTful web services, such as Node.js (with the
Express or Koa frameworks), Python (with the Flask or Django frameworks), or Ruby
(with the Ruby on Rails framework) . Each of these frameworks has its own features
and specific syntax, so the choice will depend on your preferences and knowledge.

RESTful web service development often uses different data formats to exchange
information, including JSON (JavaScript Object Notation) and XML (eXtensible
Markup Language). JSON is the more popular format because of its simplicity, ease of
reading, and support for most programming languages.

In the process of developing RESTful web services, it is important to follow
REST best practices and principles, such as using the correct HTTP methods (GET,
POST, PUT, DELETE) to interact with resources, the correct use of HTTP status codes,
creating clear resource names in URLs, use of authentication and authorization to
protect access to resources, etc.

Additionally, various tools such as Postman, Insomnia or curl can be used to test
RESTful web services. They allow you to send requests to a web service and inspect the
responses to verify correct operation.

This is general information about building RESTful web services. If you have
more specific questions or need further clarification, please let me know and | will be
happy to provide you with more details.

A resource is an important abstraction of information. Any type of information

that can be used can be a resource, such as a document, image, or service. The state of
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the resource at a certain point in time is called the representation of the resource, which
consists of the following components:

- Data: the actual information that represents the resource.

- Metadata: information describing the resource data.

- Hyperlinks: Links that help customers move to the next state.

This information can be delivered to the client in various formats such as
JavaScript (JSON), HTML, XML, Python, PHP or plain text. JSON is the most
common format because it is readable by both machines and humans and is independent
of a particular programming language.

To access the resource, the client sends a request that contains the following
components:

- HTTP method: specifies what to do with the resource (eg GET, POST, PUT,
DELETE).

- Endpoint: A URI that indicates where and how to find the resource.

- Headers: contain additional information related to the client and server, such as
authentication data, response format, etc.

- Body: Contains additional information to be passed to the server, such as data to
be added or changed.

REST is not tied to a specific technology or platform and is not limited to a
programming language. It uses six architectural constraints that must be met for an
interface to be called RESTful.

Here are six architectural constraints of REST:

1. Client-server: The system must be divided into clients and servers. There can
be many clients and servers, and they can develop independently of each other. This
allows for easier scaling, shared responsibility and improved independence.

2. Stateless: The client must contain all the necessary information to understand
and process the request. The server does not store any information about the state of the

client between requests. Each request is considered independent of previous requests.
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3. Caching: Clients or intermediate servers can cache server responses to improve
performance and reduce server load. Server responses must include appropriate headers
to allow clients and proxies to manage caching.

4. Uniform interface: All resources must be accessible through a single and
unified interface. This makes it easier for customers to understand and use the system.
The basic principles of the uniform interface include resource identifiers (URIs),
manipulation of resources using views, self-computing hypermedia links, and the use of
standard HT TP methods such as GET, POST, PUT, and DELETE.

5. Layered system: The system can be divided into layers, where each layer can
be an independent component with its own functionality. Clients should not be aware of
layers other than the lowest they interact with directly. This makes it easier to modify
and replace individual layers without affecting others.

6. Code on demand: Optional ability to send code from the server to the client for
execution on the client device. For example, the server can send JavaScript code that the
client browser can execute. This allows you to expand the functionality of the client
without the need to install additional software.

These architectural constraints help create a system that is simple, scalable, and
provides component independence. REST can be used to develop web applications, web
services, and APIs that allow different systems to interact with each other.

The server part of the cyber-physical smart parking system software has the
following functionality:

1. Recognition of images from an external surveillance camera: The server part
must be able to analyze the images coming from the camera and recognize the presence
of cars or their absence in parking spaces.

2. Safety check of HTTP requests: The server part must include middleware that
ensures safety check of all incoming requests sent from the client program. This protects
the system from unwanted or malicious requests.

3. Real-time monitoring: The server part must have the ability to connect to an

external surveillance camera and receive real-time images. This allows the system to
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monitor cars and provide up-to-date information on the availability of free or occupied
parking spaces.

4. Providing a conclusion about the status of parking spaces: Based on recognized
Images and data analysis, the server part has the ability to determine whether a parking
space is free or occupied. The recognition result should be provided in the form of a
response indicating the status of each parking space.

So, the main functional requirements for the server part of the software for the
smart parking system are as follows:

1. Recognition of images from an external surveillance camera.

2. Checking the safety of requests from the client program.

3. Real-time mode for monitoring cars.

4. Providing a conclusion on the state of parking spaces (vacant or occupied).

Additional functional requirements for the server part of the software for the
smart parking system may include:

5. Database management:. The server part must have the ability to store and
manage data about parking spaces, including their status (free or occupied) and other
relevant information. The database must be available to store and update data.

6. User management: The server part may be able to manage users of the system,
in particular, registration, authentication and authorization of users. This allows you to
set access restrictions to system functions for different types of users.

7. Event logging: The server part can implement the event logging functionality,
which records all important events and actions taking place in the system. It helps track
system usage history, identify issues, and analyze events to improve performance and
security.

8. Scalability and reliability: The server part must be able to work in scalable
conditions, providing efficient processing of many simultaneous requests and ensuring
high availability of the system. This can be achieved through scale-out, server

redundancy, and other high-reliability strategies.
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9. Integration with the Google Cloud Vision library: Since the Google Cloud
Vision library is already used for image recognition, the backend must provide
interaction with this library via API. This includes transmitting images from the camera,
receiving recognition results and processing them to determine the status of parking
spaces.

10. Ensuring security: The server part must have protection mechanisms against
unauthorized access, hacking and attacks on the system. This includes the application of
encryption, user authentication, access control and security monitoring.

These functional requirements will help to ensure efficient and secure operation
of the server part of the cyber-physical smart parking system software.

Module driver: The driver module controls the communication with the hardware
devices. The sensor driver handles the belts, the signaling driver manages the proximity
transceiver of the vehicle, and the IFD driver is responsible for car identification and is
part of the driver module.

Communication module: It receives and sends messages between the sender and
receiver. This module emulates the communication process and performs error control,
such as checksum verification and error correction, for the vehicle-to-infrastructure
(V21) communication. Since the communication response time is limited, the goal is to
improve communication speed and message accuracy. This module transmits messages
between two fixed transceivers for infrastructure-to-infrastructure (121) communication,
such as the transceiver at the parking lot and the transceiver in the booth.

Functional module: This is the core function of the parking system, which
includes monitoring, registration, reservation, and advertisement management. The
functional module can communicate with hardware devices and transmit/receive data
without being aware of the intricacies of lower levels, thanks to its subscription to the
driver module and communication module.

Application module: It controls the entire parking system. The main functions of
the application include account administration (cash and credit/debit management),

operation management, fault tolerance, and service management.
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Please note that the provided translations are approximate and may require further
refinement based on the specific context and terminology used in your application.

Magnetic and infrared sensors are not used so often because they are not
practical. The magnetic sensor is easily damaged, although despite this, it could be
perfectly suited for the implementation of smart parking technology. The infrared sensor
Is less practical and is not used as often. It is more practical for home use.

Advantages and disadvantages are present in each of the above technologies,
because they work under different conditions and according to different principles. To
build a dynamic smart parking system, parking spaces must be determined
automatically. This task can be accomplished using an object detection algorithm.

An infrared sensor is not practical for a project like this, as it is often affected by
external factors. The purpose of data transfer in the system is to transfer data to a server
where parking information can be registered. The transmitted data is intended to provide
information about the parking status, i.e. how many parking spaces are available and
how many of these parking spaces are unoccupied.

The operation of this sensor can be affected by the external environment, weather
conditions, or people who just pass by and accidentally fall into the infrared sensor's
operating zone.

The camera is quite a practical technology that is used constantly and regularly.
Thanks to this technology, not only films are shot or moments from one's own life,
which as a result are shared on social networks. Also, thanks to the cameras, video
surveillance is carried out, which in turn transmits the image to the device.

This technology is quite often used. But it also has its drawbacks. Due to an
unstable connection, the image and quality may fail. Also, the disadvantages include the
high price of such equipment.

Software requirements are a set of requirements for the properties, quality and
functions of software that will be developed or is under development. Requirements are

determined in the process of requirements analysis and recorded in the requirements
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specification, precedent diagrams, and other artifacts of the requirements analysis and
development process [18].

Functional requirements (Functional Requirements) are software requirements
that describe the internal operation of the system, its behavior: data calculation, data
manipulation, data processing and other specific functions that the system must perform
[19], that is, in other words, functional requirements determine what what a software
product should do and what its individual parts are responsible for. These requirements
are described in the Software Requirements Specification document.

Unlike non-functional requirements, which define what a system should be,
functional requirements define what the system should do. Functional requirements for
software are determined at the first stage of the software development process - at the
stage of requirements analysis[19].

Since the purpose of this work is to design the server part for the cyber-physical system
"Smart Parking", we will consider the functionality that relies on the server part.

Non-functional requirements (Non-Functional Requirements) are software
requirements that set criteria for evaluating the quality of its work. Unlike functional
requirements, which define what the system should do, non-functional requirements
define what the system should be. Non-functional requirements for software are
determined at the early stages of the software life cycle, namely at the stage of analysis
of requirements for the software system being designed [20].

Non-functional requirements can be divided into two categories:

— Aimed at improving the system (security, reliability, speed, ease of use);

— Aimed at improving (scalability, reproducibility) system properties.

Since in this work we do not consider the client part of the system, we do not take
into account the requirements for the user interface. However, when designing the
server part, you should not reject the requirement for the convenience of the software
interface for interaction with the client part and the database and communication
through the HTTP request.
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Hardware and software requirements, that is, a description of the hardware and
software platforms necessary for the operation (and support) of the system. In our case,
these are the technical characteristics of outdoor surveillance cameras (high resolution,
the ability to record video in the dark, protection against adverse weather conditions),
constant access to the Internet and uninterrupted power for continuous access to the
server, the server's operating system - Ubuntu, the presence of a database .

Security and privacy requirements of the server side also play an important role,
since unauthorized access to the server can lead to algorithm errors and incorrect
program results, namely incorrect image recognition and incorrect conclusions about the
occupancy or non-occupancy of a parking space, data leakage or malfunctions system as
a whole. Also, when designing the server part, it is important to comply with the
requirements for reliability, that is, for the system to work without failures 24/7. And in
the event of a possible failure, the operation of the system and data could be easily
restored, that is, the requirement of recoverability. The requirement for the performance
and speed of operation of the server system is also quite important, because the speed of
obtaining results by the user and the reputation of the system itself depend on this.

Since the smart parking system based on outdoor surveillance cameras can be
used both for public use and for commercial organizations, its environmental
friendliness and safety of interaction with the environment are also important non-
functional requirements. Since for the operation of the server part we only need external
surveillance cameras, which are often already equipped in parking lots near large
shopping centers, there is no need to install additional equipment, such as magnetic or
infrared sensors. Therefore, there is no need to carry out additional construction and
installation work, which can damage the paving slabs or the road or parking lot surface.
Standard parking markings are also required for the Al-based parking space recognition
algorithm to work. Parking lots of commercial institutions and institutions are often
already equipped with such markings, as well as external surveillance cameras. This is
the advantage in terms of environmental friendliness and environmental friendliness of

the smart parking method based on external surveillance cameras, as well as its
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economic effect, compared to other known methods. It is also worth noting the safety
advantage of this type of smart parking. Thanks to the external surveillance cameras and
the functional requirement for the ability to monitor the car in real time (connection to
the external surveillance camera), the user through the client part of the system - the
mobile application will be able to monitor the car, for example, while shopping in a
shopping center or in a movie theater or being in university

The following stack of technologies was chosen to implement the server
subsystem of the cyber-physical smart parking system in order to test the operation of
image recognition algorithms from an external surveillance camera:

1. Python programming language and the Flask framework for working with the
OpenCV library.

2. OpenCV computer vision library for camera image recognition.

3. PHP programming language and Laravel framework for working with REST
API.

PHP Storm and PyCharm IDE environments will be used to develop the server
part.

OpenCV was started at Intel in 1999 by Gary Bradsky, and the first release was
released in 2000. In 2005, OpenCV was used on the Stanley car that won the 2005
DARPA Grand Challenge. Later, its active development continued with the support of
Willow Garage under the leadership of Gary Bradsky and VVadym Pisarevskyi. OpenCV
now supports many algorithms related to computer vision and machine learning and is
expanding every day.

The OpenCV library supports a wide range of programming languages such as
C++, Python, Java, etc. and is available on various platforms including Windows,
Linux, OS X, Android, and iOS. Interfaces for high-speed GPU operations based on
CUDA and OpenCL are also being actively developed. However, OpenCV-Python was
chosen for this work as one of the simplest and easiest to use options. It is a Python API
for OpenCV that combines the best qualities of the OpenCV C++ API and the Python

language.

Arc.

QWCE. 19004.19.01.02 EN %

3M. JApk. | Ne noxkym. |Tignuc|dara




OpenCV-Python is a Python bindings library designed to solve computer vision
problems. Python is a general-purpose programming language started by Guido van
Rossum that quickly became very popular, mainly because of its simplicity and code
readability. This allows the programmer to express ideas in fewer lines of code without
reducing readability.

Compared to languages like C/C++, Python is slower. However, Python can be
easily extended with C/C++, allowing us to write computationally intensive code in
C/C++ and create Python shells that can be used as Python modules. This gives us two
advantages: firstly, the code is as fast as the original C/C++ code (because it's actual
C++ code running in the background), and secondly, it's easier to code in Python than in
C/ C++. OpenCV-Python is a Python wrapper for the original OpenCV C++
implementation. OpenCV-Python uses Numpy, which is an optimized library for
numerical operations with a MATLAB-style syntax. All OpenCV array structures are
converted to and from Numpy arrays. It also facilitates integration with other libraries
that use Numpy, such as SciPy and Matplotlib [38].

Also, the Flask framework will be used to work with the web part, which is a
Python web framework created with a small core and an easy-to-extend philosophy. It's
easy for beginners to get started with Flask because there's a little boilerplate code to get
a simple app up and running.

APl is an abbreviation for Application Programming Interface, which means the
program interface of the program. An API represents a set of rules and functions that
allow two different programs to interact with each other. Such interfaces facilitate the
integration of applications, enabling developers to create powerful digital solutions. An
APl is an intermediary between applications, sending requests and responses [39]. To
send and receive the same requests (functions) and depending on the purpose of the
API, different protocols and standards are followed. The following types of protocols

and architectures are distinguished:
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1. XML-RPC — allows the exchange of functions between two or more
networks. XML-RPC uses XML to describe requests and responses, and uses HTTP
protocols to transfer information from the client to the server.

2. JSON-RPC is a lightweight XML-like RPC. The protocol is encoded in JSON,
which allows you to receive calls to the server with the possibility of asynchronous
responses.

3. SOAP - simple object access protocol - a protocol for exchanging structured
information during the implementation of web services in computer networks. SOAP
uses XML for authentication, authorization, and process interaction across operating
systems and allows clients to invoke Web services and receive responses regardless of
language and platform.

4. REST API - Representational State Transfer (REST) is an architectural style

that implements client and server independently of each other.

3.3 Conclusions

So, in this section, a method for improving the security of the cyber-physical
system "Smart Parking" was proposed. The method is to add middleware to improve
security to the server part of the cyber-physical system for smart parking.

Also, a scheme of operation of the components of the cyber-physical system
"Smart parking" was developed, taking into account the intermediate software, the
principle of operation of the intermediate software to improve the security of the cyber-
physical system "Smart Parking" was proposed. The architecture of the cyber-physical

system for smart parking using middleware was also presented in this section.
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CONCLUSIONS

At the moment, the urgent task is to develop methods and means to improve the
security of the smart parking software system. The purpose of this work was to analyze
the security requirements of the smart parking system software in order to identify the
parts of the software that are most vulnerable to external threats, and to develop
methods and tools to improve their security.

The thesis proposes a method for improving the safety of the smart parking
software system based on the integration of middleware into the software architecture of
the smart parking system. The proposed method takes into account all the security
criteria of the smart parking system software, i.e. parameters of secure database access,
client program security, server security and security APl and provides a comprehensive
solution to improve the security of the smart parking software system. Using
middleware security, it is much easier to determine if the request was actually sent from
the native smart parking client and check if it is malicious and does not contain
suspicious code. In addition, middleware security software will reduce application
uptime if the request is irrelevant or malicious.

The practical value of the obtained results lies in the development of a subsystem
for ensuring the security of the cyber-physical system for smart parking.

On the topic of the thesis, she took part in the All-Ukrainian Scientific and
Practical Conference Information Technologies and Engineering (IT&I-2023), m.

Mykolaiv and published abstracts in the collections of the conference.
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Appendix A

Copy of the drawing "Block diagram of the cyber-physical system for smart parking, using middleware"
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Appendix B
Copy of the drawing "Scheme of operation of components of software and hardware to improve the security of the cyber-

physical system of smart parking"
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Appendix C

Copy of the drawing "Architecture of the cyber-physical system for smart parking using middleware"
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CKOPOYEHHSA TA YMOBHI ITO3HAKH

[13 — nporpamue 3a0e3re4eHHS

[1C — nporpamHa cucrema

OC - omepartiiftHa cucTeMa

HTTP — HyperText Transfer Protocol — T'ineprexcToBHii MPOTOKON Mepeaadi
JTaHUX

HTTPS — HyperText Transfer Protocol Secure — be3meunuii rineprekcToBuii
IIPOTOKOJI Tepeiayl JaHuX

RFID — Radio Frequency Identification — eekTpomMarHiTHUi 1aTYrK

API — Applied Program Interface — npuknaaauii mporpaMuuii inTepderic
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BCTYII

Ha cydacHomy erami po3BUTKY 1H(QOpMAIIHO-KOMIT FOTEPHUX TEXHOJIOT1M
0COOJIMBY yBary He0OX1IHO MPUAUIATH MUTAHHSAM O€3IEeKHU MpU Po3poOIll MPOrPaMHOTO
3abe3neueHHs. L{e 0co0MMBO BaXKITUBO TSI KPUTHYHOTO MPOTPAMHOTO 3a0e3MeueHHs Ta
MpOrpamMHOro 3abe3nedyeHHsl KiOep(i3WYHUX CHUCTEM, OCKUIBKM BTpaTra JaHUX ado
HECIIPAaBHOCTI MOXYTh MaTH HemnependadyBaHi, a 1HOAI W KPUTHUYHI HACHIJKH.
Hexkopektaa pobota anroputMy ab0 TMOMIJIKK B PO3Mi3HABaHHI 300paXeHb MITYYHOIO
HEHPOHHOIO MEPEXKEI MOXKYTh IMPHU3BECTH /10 HAJaHHS HEKOPEKTHOI'O pEe3yJbTary.
OCKIIbKH KJTIEHT-CEpBEpHA apXiTEKTypa € OCOOJIMBO BPA3MBOIO JI0 PI3HOTO POIY
30BHIIIHIX 3arpo3, AOLUUILHO MEepea0adyuTH METOIU Ta aJTOPUTMH 3aXUCTy Ta Oe3meKu
CUCTEMHU PO3YMHOI'O MapKyBaHHs HA paHHIX €Tarax >KUTTEBOrO LUKITY, TOOTO Ha eTarl
MPOEKTYBaHHS apXITEKTypHu MporpamMHoro 3adesneudeHHd. . lle Haa3BU4aiiHO BaXKIIMBO,
OCKUIBKM BapTiCTh BUIPABJICHHS MOMHJIOK 3pPOCTa€ 3 KOXXKHUM €TalloM JKHTTEBOTO
ITUKITY.

Komm’rotepae oOnagaHanHs (Hampwkiam, cMapT@oHH, OE3ApOTOBI JATYMKH Ta
MEePCOHAIBHI KOMIT'FOTEPH) CTa€ Jeaali MEHIIUM, JICIICBIIUM 1 TOTY)KHIIIUM SIK
TEXHIYHA OCHOBA PO3YMHHMX CHCTEM MapKyBaHHs. Y pe3yibTaTi MOOUIbHI Ta MOBCIOJHI
OOYHMCIICHHS MIBUKO CTAIOTh BAYKJIMBUMHU KOMIIOHEHTAMHU PO30CEPEIKEHIX MEPEKEBUX
oOuucIIOBabHUX 1HGPACTPYKTYp. BiH TpomoHye HaM MOTYXHY IUtatGopMy s
obuwncieHHs iHopMallii B peaibHOMY 4aci 3 Gi3udHOro CBITy ((hi3UYHHI KOMIIOHEHT) i
CHUIKYBaHHS 3 J0ApMHU (KiOepuacTrHa). MU He MOBHHHI HEIOOI[IHIOBATH BaXKIMBICTh
Ki0ep(Pi3UUHUX CUCTEM y MOBCAKIACHHOMY >KHUTTI.

AKTyalbHICTh POOOTH MOJIATae y po3poOll MiACUCTeMU [Jis 3a0e3MeUeHHs
Oe3rneku Kibep(di3uyHOi CUCTEMU PO3YMHOI MApKOBKH. MeToro AUIUIOMHOI poOOTH €
MIJBUILEHHA 0e3neku Ki0ep(i3MUHOI CUCTEMH ISl PO3YMHOI'O MTapKyBaHHS.

[TocTraBrnena MeTa TOCITAETHCS PO3B’AI3aHHSIM TaKMX OCHOBHUX 3a/1a4:

1) MIPOBECTH OTJIS ICHYIOUHX DINICHHh Ta CUCTEM 3a0e3MeUeHHsT OC3MeKH s
PO3yMHUX IMapKOBOK;

2) BUKOHATH BHOIp KOMIIOHEHTIB Ta CEPEIOBHIIA JIJIs peajizallii 3a1adi;
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3) po3poOuTH TiACUCTeMY JJia  3a0e3rnedeHHs Oesneku KibepdizudHoi
CUCTEMHU ISl PO3YMHOTO TTapKyBaHHSI.

OG’eKTOM JOCHIKEHHSI € TIpoIeC POo3poOKH TMIJICUCTEMHU Ul 3a0e3meueHHs
Oesnekn  KiOeppi3MUHOI CUCTEMH I pO3yMHOro mnapkyBaHHs. [Ipenmerom
JOCIIJDKEHHSL € MiJcucTeMa Uil 3a0e3nedeHHs] O0e3neku KiOep(pi3M4HOI CUCTeMH s
PO3YMHOTO TTapKyBaHHS.

[IpakThyHa LIHHICTb OTPUMAaHUX PE3YJbTATIB MOJISTAE€ y pO3poOLl MIICUCTEMH
TUTst 3a0e31eueHHs 0e3MeKku Kioep(hi3MIHOI CUCTEMHU ISl PO3YMHOTO TTapKyBaHHS.

3a TeMOW IUILIOMHOI poOOoTH Oysio B3SITO y4acTh y BceykpaiHChbKili HayKOBO-
MpakTU4HIA KoHdepeHmii [HpopmariiitHi TtexHosorii Tta imkenepis (IT&I-2023), wm.

MukonaiB Ta omyOJiKOBaHO Te3U y 301pHUKaxX KOH(EpEHIIli.
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1 0o1UIAA ICHYIOUUX CUCTEM BUPIIHEHHSA MPOBJIEMHA

1.1 TlporpaMHO-TEXHI4HI 3aCO0M I PO3yMHOTO NapKyBaHHS B YKpaiHi Ta CBITI

[TpoGnema 3 BUIBHUMH MapKyBaJbHUMHU MICISIMU ICHY€E SIK B YKpaiHi, Tak 1 B

0aratboxX IHIIMX KpaiHax CBITy. ByJlo pO3IJSHYTO OCHOBHI MpoOJEeMU,MOB'sSA3aHI 3

napkyBaHHaM. Pe3ynbratu ananizy HaBeneH1 y Tabmuii 1.1,

Tabmuns 1.1 — Pesynbratu aHamizy mnpoOjieM 3 BUIBHUMH MapKOMICISIMH B

VYkpaini Ta cBIT

NapKyBaJbHUX MICIIh

[Ipob6iema Ormuc
Henocrarus VY Oaratbox MicTax 1 HAaceleHHWX IYHKTaX HE BHCTadae
KUIBKICTh MapKOBOYHMX  MiCllb, 100  33J0BOJBHUTH  MOTpeOU

MEIIKaHIlIB, BiABiyBauiB 1 Oi3Hecy. lle mnpuBomUTH 10
MIONITYKY BOIISIMUA BIJTLHUX MICI[b 1 MTAPKyBaHHS Ha TPOTyapax,

ra3zoHax abo B 3a00pOHEHUX MICIISIX.

HecankmionoBaue

ITapKyBaHHs

barato BoAliB MapkylTh CBOI aBTOMOOUIl y 3a00pOHEHHX
MICIISIX, TAKWX SK TIIOXIJHI TMEPEXOId, BUI3aU 13 JIBOPIB,
poi3aM JUIsl €KCTPEHOT JOMOMOTH, y301uus mopir Tomo. e
CTBOpIOE TIpoOJemMH Juisi  Oe3MmeKu JOPOKHBOTO  PyXY,
oOMeXye  JOCTYyIl  IHIIMX  BOMIIB 1  MEPEIIKOKAE

HOpMaJIbHOMY (DYHKIIIOHYBAaHHIO MICTA.
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[Iponosxkenna tabmuui 1.1 — Pesynbratu anamizy mnpoOjeM 3 BUIBHUMHU

MapKOMICUAMH B YKpaiHi Ta CBIT

ITapKyBaHHs

Bucoka BapTICTh | Y NEAKMX MiCTax MapKyBaHHS MOXe OyTH IyKe JOPOTHM,

O0COONMBO B IIEHTPAJbHUX palioHax ab0 Ha KOMEPIIMHHUX
teputopisax. lle moxxe Oytu (iHAHCOBO BUMOTJIMBO IS
BOJIIB 1 CTBOPIOE HEPIBHICTh Yy JOCTYMl 0 MapKyBaJIbHUX

MICIIb.

HeedextuBae
BUKOPHCTAHHS

HaABHUX MICIb

Yacto BHUSABISETHCSA, IO ICHYIOYI NApKOBOYHI MICIT HE
BUKOPUCTOBYIOTbCSI  epekTuBHO.  Hampuknan, — meski
aBTOMOOUII MOXYTh 3aliMaTH MICISi TPOTATOM TPUBAJIOTO
4acy, HaBITh KOJU BOHU HE BUKOPHUCTOBYIOTHCS, a 1HII BOAIl

HE MOXYTh 3HANTH BUIbHI MICIIS.

Henocratas

iH(]pacTpyKTypa

BincyTHicTh amekBaTHOI MapKOBOYHOI 1H(PACTPYKTypH,
Takoi K MapKOBKH OUIA TPOMAJCHKUX OyaiBElb, TOPTrOBUX
IEHTPiB, CTaHIii T'POMAJACHKOrO TPAHCIOPTY  TOIIO,

YCKJIQJIHIOE TIONIYK BOIISIMUA MICITh JIJIsl TApKYBaHHS.

JIns BUpIIIEHHS MUX MPOOJIEM YpsSaud 1 MYyHIIUITATITETH MOXKYTh BXXMBAaTH Taki

3ax01y, SK.
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1. Posmmpennss mapkoBoyHO1 1HGPACTPYKTYPH HIISAXOM OYAIBHUIITBA HOBUX
MapKOBOK 1 0araTomoBepXOBUX MAPKIHT1B.

2. BnpoBamkeHHsT €NEKTPOHHUX CHCTEM KEpyBaHHsS MapKyBaHHSM, fAKi
JIO3BOJIAIOTh BOJIISIM 3HAXOJAUTH BUIbHI MICI Ta OIUJIadyyBaTH IMapKyBaHHS 3a
JOTIOMOI' 00 MOOLITBHUX TOAATKIB 200 IHTEPHETY.

3. 3acTOCyBaHHs TEXHOJIOT1/ "po3yMHOTO NapKyBaHHSA AK1
BUKOPUCTOBYIOTh JaTYWKH 1 CHUCTEMHU KEpPyBaHHS IS ONTHUMI3allii BUKOPUCTAHHS
MapKOBOYHUX MICIIb 1 MOKpaIeHHs e()eKTUBHOCTI TaPKyBaHHS.

4, 3aKkoHOMAaBUl 3ax0/d, SKI MepeadadaroTh BBEACHHS mTpadiB  3a
MapKyBaHHs y 3a00pOHEHUX MICISAX 1 HEMPAaBWIbHY MTAPKOBKY.

5. CrpusiHHS BUKOPUCTAHHIO aJIbTEPHATUBHUX BHUJIB TPAHCIIOPTY, TaKUX SIK
BEJIOCUIE/IN, €JIEKTPOTPAHCIIOPT, TPOMAACHKUM TPAHCHOPT, IIO 3MEHIIUTH MOTpPedy B
NapKyBaJIbHUX MICLSIX Il aBTOMOOLTIB.

Po3yMiHHS 1uX mpoOiieM 1 NPUMHATTS HAJIEKHUX 3aXO0JIB MOXYTb CIPHSITH
MOJIIMILIEHHIO CUTYAallli 3 TapKyBaHHAM K B YKpaiHi, TaK 1 B IHIIUX KpaiHax.

Bbyno mpoBeneHo NOCHIIKEHHS 100 BUPIIMICHHS MPOOJeMU Oe3MeKH CUCTEMHU
PO3yMHOTO MapKyBaHHS 3 BUKOPUCTAHHSM PI3HUX METOMOJIOTIN Ta IHCTPYMEHTIB. 3
TOYKH 30py 3a0€3MEUCHHS CHUCTEMHU OE3MEeKH MPOTrpaMHOTO 3abe3nmedeHHs Smart
Parking, oCHOBHMMH KpHUTEpisIMH, SKHX HEOOXIJHO IOTPUMYBATHUCS TP CTBOPEHHI
cucTeMu Oe3neKu Jisi pO3yMHOT0 IapKyBaHHs, € anapaTHa Oe3rneka, 0e3rnexa arnapaTHo-
IPOrpaMHOro 3’€IHaHHS Ta 0e3MeKa MPOrpaMHOro 3a0e3rneyeHHsl.

Mo>kHa BUIIJIATH TaKl BUMOTH.

5. mepeBipka mapameTpiB 0€3MeYHOro A0CTyIy 10 06a3u JaHuX;

6. Oe3neka KI1EHTCHKOI IpOrpamu;

/. Oesmeka cepBepa,

8. oesneka API, saxmio au3ailH mporpaMHoOi CUCTEMH PO3yMHOrO MAapKyBaHHS
MiITPUMYE HOTO BUKOPUCTAHHS;

OCHOBHUY TPUHIUII POOOTH CHUCTEM I PO3YMHOTO IMApPKYBaHHS TMOJISTAE B

TOMY, IO PIMICHHS IIOJO0 PO3MOBCIOUKEHHS iHQOpMAIll MPO MOPOKHIA pyX Mae
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npuiMatucs 1HPPACTPYKTYpOI, a HE OKPEMHMH aBTOMOOLISMHM, SKI MOXYTh MaTH
HETOYHI abo0 HEIMOBHI BiIOMOCTI mpo MapuipyT. [HdpacTpykrypa y Takiii cucremi
JOCSTA€ThCA IUISIXOM BCTAaHOBJIGHHS PEMEHIB JATYMKIB Ye€pe3 piBHI MPOMDKKU B
nopory. KoxkeH pemiHb CKIalaeTbcsa 3 KUIBKOX I’ €30€JIEKTPUYHUX JETEKTOPIB THUCKY,
PYIUMEHTApHOTO arperary Ta TePMOSIEPHOTO JBUTYHA, a TAKOX KIJTHbKOX HEBEIHMKHUX
npuitMadiB. JlaTYWKK THCKY B KOXXHOMY PEMEHI1 J03BOJISIIOTH IOB’SI3yBAaTH KOXKHE
MOBIIOMJICHHSI 3 pEajbHUM TPAHCIOPTHUM 3acO00M, IIO MPODKIKAE Yepe3 pPEMiHb,
yCyBalo4yu motpedy B 1HAMBIAYaTbHIN 17eHTU(IKAIlIT aBTOMOOLIIB, YHUKAIOYU MPOOIIeM
oesmnekn. € nBi O6e3mocepeHl epeBaru BIPOBAKEHHS MOSCIB 3aMICTh MPHUIOPOKHbBOT
iHdpacTpykTypu. [lo-mepine, peMeHi 3HaYHO MEHIIl BPAa3JIMBl JO MaHIMYJSIN, a mo-
Jpyre, BOHM Kpallle pO3TaIllOBaHi /Il BUSBICHHS aBTOMOOLIIB, IO MPOiXKIKAIOTh TTOB3,
1 34EIJIEHHS 3 HUMH MPOCTUM 1 O6e31euyHuM crocooom. TpaHcmopTHi 3aco0u obJaaHaHi
OPHUCTPOEM 3axXUCTy Big HecaHkiioHoBaHoro jgocryny (TRD). TRD orpumye
iH(pOpMaIliio Bl yCIX BY3JiB aBTOMOOUIS, BKJItOUaroun OJOK O€3ApOTOBOI TpPaHCHUBEPA,
CHIJOMETp, MOKAa3HUKK OeH300aKy, JAaTYMKA THUCKY B IIMHAX 1 JAaTYUKH 30BHIIIHBOI
temneparypu. Baprto 3ayBaxkutn, mo Smart Parking — 1e iHTenekryaibHa
KOMIT'IOTepHA TIporpama JJjisi TapKyBaHHS Ta pPEBONIONiNHA 1HMPACTPYKTypa, sKa
3a0e3nedye Oesneky Ta KOHQIAEHIIHHICTh. J[7s modaTrKky aBTOMOOULTICTH Ha J0pO3i
MOXXYTh TT00OAUUTH Ta 3a0pOHIOBATH MicCIle I MmapKyBaHHs. [lapkyBaHHS MOxke OyTu
e(eKTHUBHOIO Ta MOCTIIHOIO mocayroto. [lo-apyre, BUKOPUCTOBYIOUH 1HPPACTPYKTYPY
Takoi PO3yMHOI MapKOBKH, KOH(IAEHIINHICTh BOAIIB BPaXOBYEThCS Ta 3aXMIIMAETHCS.
Hapemri, indopmamiiina ©Oe3reka 3a0e3MedyeTbCcsl  BUKOPUCTAHHSIM  MOSICHOT
THPPACTPYKTYpH Ta TEXHIKH mUppyBaHHs/nemmudpyBanHs. Pe3ynbraTn MoaeTIOBaHHS
MOKAa3yl0Th, IO 3allpPOIIOHOBAHWN IMiJIXiJ MPU3BOJUTH JI0 BUCOKOTO BHUKOPHUCTAHHS
Miclsl Il MapKyBaHHS Ta KOPOTKOTO Yacy I TONIYKY MICIS IS TTapKyBaHHS.
Kibepdiznuna cucrema ckiaagaeTbcs 3 YOTUPHOX MOAYIIB:

Monynes napaiiBepa Kepye 3B’S3KOM 13 amapaTHUMH TpuCTposiMu. [[paiiBep

JTaTYuKa Il peMEHIB, IpalBep CHUTHAJI3AIlli sl TpaHCHBEpa OIMKHBOTO paaiycy mil
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aBTOMOOLIs Ta apaiBep |IFD mns imentudikaiii aBTOMOOLIS € YaCTHHOIO MOIYJIS
IpaiiBepa.

Monynb 3B'3Ky; OTpUMY€ Ta HAJCUJIA€ TMOBIJOMIICHHS MDK BIAIPABHUKOM Ta
onepxyBaueM. el Moaynb iMiTye mpolec 3B’SI3KY Ta 3A1MCHIOE KOHTPOJIb MOMUJIOK,
HaIMpPUKJIA] TEePeBIpKYy KOHTPOJBHOI CyMH Ta BHUIIPABICHHS TOMIJIOK, IS 3B’SI3KY
TpaHCIOPTHOro 3aco0y 3 iHdpacTpykTyporo (V2I). Ockinbku dac peakiii 3B’SI3Ky
0OMEXEHUU, METOI0 € IMOKPAIEHHS MIBUIAKOCTI 3B’SI3Ky Ta TOYHOCTI IMOB1JIOMJICHHS.
Ilett mMomynp mepenae TMOBITOMJICHHS MDK JBOMa (PIKCOBAaHUMH TpPaHCHBEPAMH IS
3B’s13Ky MiXk iHpacTpykTypamu (I121), Takumu sIk TpaHCHBEP Ha MAPKOBIII Ta TPAHCHBEP
y KaOiHIT.

OyHKIIIOHAIPHUN MOJyJIb;, II€ OCHOBHa (YHKIlIS CHUCTEMH IIapKyBaHHS, SKa
BKJIIOYa€ MOHITOPUHI, pEeCTpailito, OpOHIOBaHHS Ta KEPYBaHHS  PEKIIAMOIO.
OYHKIIOHATBHUN MOJIYJIb MOXE CIUIKYBaTHCS 3 amapaTHUMHA TPUCTPOSMH Ta
nepeaaBaTH/OTPUMyBAaTH JaHi, HE 3HAIOYM TOHKOIIIB HIDKYMX PIBHIB 3aBISKH CBOIH
MIANUCLI Ha MOAYJIb ApaliBepa Ta MOAYJb 3B’ SI3KY.

[TpuknagHuii MOAYJb; KOHTPOJIFOE BCIO CUCTEMY NapKyBaHHsA. OCHOBHI (yHKIIIT
NporpaMy  BKJIIOYAIOTh  AJMIHICTpYBaHHS paxyHKiB (YIpaBJIiHHS TOTIBKOIO Ta
KpeauTamu/nedeTamMu), KepyBaHHS OIEpaIlisiMU, BIJIMOBOCTIMKICTh Ta KEpyBaHHS
00CITyTOBYBaHHSIM.

Jlekommo3uliisi eneMeHTiB Kibepdi3udHOi cMCTeMH Ha OCHOBI JaBayiB HaBeacHa

Ha pucyHky 1.1.

Parking Management | Application
Maodule

Advertisement

Monitor | Check-In | Reservation Management Function Module
- ) o Communication
I V21 Communication ]EJEnmn;—muuatmn| Module

Driver Management (Vehicle, Belts, [FD) Driver Module
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Pucynok 1.1 — JlekoMIio3uilisi e1eMeHTIB KiOephi3UNIHOT CUCTEMH 1T PO3YMHOT'O

NapKyBaHHS Ha OCHOBI J1aBayiB

Takox ChOTOJIHI JOCUTH MOMYJISIPHOIO TEXHOJOTIEI JIJIsl 3a0e3nedeHHsl O0e3neKu
PO3YMHOI MAPKOBKH € TEXHOJIOT1sl BUKOPUCTAHHS OJIOKOBOTO JIAHIIIOTA - OJIOKYEHHY .

[TocTauanbHUK MOCIYT ApKyBaHHS, Mepexa OJOKUYEHH-3’€THAaHb 1 KOPUCTYBad €
TppOMa A10OBUMU Oco0aMH B 3alPONOHOBAaHIM cucTeMl. B i1HTerpoBaHii cucTeMmi
MpoBaiifiep MOCIYT MapKyBaHHS HaJa€ MapKyBaHHs SK MOCIYTY, OHOBIIOE MICIE s
napKyBaHHA. Mepexka OJOKYEHy BKIIIOYa€e MyOIiYHy KHUTY, SIKa OHOBJIIOETHCS JIMIIIE
TIACHUMH TpaH3aKIisaMu. [ miaTBepaKeHHS TpaH3aKIlIi BHKOPHCTOBYETHCS ITPOIIEC
KOHCEHCYCY. Y4YacHHMK, SKUA TIyKae Miclle JUisi T[apKyBaHHs, Ha3UBA€ThCS
KOpPHUCTYBaueM NapKyBaHHA. J{Jisl CIIUIKYBaHHS 3 IHTETPOBAHOIO CHCTEMOIO PO3YMHOTO
napKyBaHHs KOXKEH YYaCHHK Ma€ BIACHUH iHTepdeiic mporpamu.

[Ipunyctrmo, 10 B MICTI € 0arato BapiaHTIB IHTEJIEKTYaJIbHOTO aBTOMAPKYBaHHS
BiJl pI3HUX KOMIIaHIi{, 110 HAJAIOTh MOCIYTH MapKyBaHHS. TakoX MPHUITYCTAMO, IO JJIs
CHPOIICHHS KOXXHOIO PO3yMHOIO MMAPKOBKOIO KEPY€E OJMH MOCTavalbHUK Mocayr. KoxkHa
CTOSIHKa TOB’s3aHa 3 PO3YMHOIO CHCTEMOIO MapKyBaHHS Ha OCHOBI OJIOKYEHHY.
3arajioM, KOXXHE MICIle JJIi TapKyBaHHS MICTUTh JIOKAJbHY KOIi0 KHHTH (TOOTO
JOKAJIbHUAN OJIOK). Y cHCTeMi € aBa BUAM TpaH3akiiid. CrioyaTky MmoTpiOHO BpaxyBaTH
JaHl JaTyuka TNapKyBaHHA. l[lpumycTuMo, Mo KOXKHE MiCIle I MapKyBaHHS Ha
PO3YMHIM aBTOCTOSIHIII Mae MpHUCTpiii iHTepHeTy peyeit (I0T) (Hampukiam, maTdwMk
HapKyBaHHS), SKHA MOXE TEHEpyBaTH JOCTYIHICTh IAapKyBaHHS aBTOMOOLUIA SK
TPaH3aKIIIIo.

Jlnst  3niliCHEHHsS TpaH3aKIli KOXXE€H MOCTayalbHUK TMOCIAYr MapKyBaHHS
aBTOMOOWIIB Mae cMapT-KOHTpakT. Konu craryc mapkyBajdbHOrO MICISl 3MIHIOETHCS 3
«BUIBHOTO» Ha <«3alHATUI», BIANOBIAHUKA mnpuctpidi 10T cTBOprOE TpaH3aKIiIo.
[ToxiOHMM YWMHOM, KOJM Miclie ISl MAPKYBaHHS 3MIHIOETBCS 3 «3alHATOTO» HAa
«BUTbHEY, TpUCTpiid 10T cTBOproe TpaH3akilito. TpaH3akilis COYAaTKy HAJACHIAETHCA B

nokanpbHUN Onok. TpaH3akilis HAACHUIAETBCS JO MEPEXi OJOKYCHH JUIsl TEepeBipKH
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nokanbHUM O0710K0M. [lo-mpyre, € iHdopMaliis mpo BapTicTh MapKyBaHHA. [Ipumyctumo,
10 MOCTAaYaJIbHUKHU TOCIYT MapKyBaHHS BU3HAYAIOTh Tapu(u HA MApKyBaHHS HA OCHOBI
yacy. BoHu po3po0asitoTh po3yMH1 KOHTPAKTH AJIs [JIaTH 32 MapKyBaHH4.
CMapT-KOHTpaKT IIHOYTBOPEHHS Ha TAapKyBaHHSA HAACHUIAETHCI B MEPEKY
OsiokueiiH. TpaH3akuis CTBOPIOETHCS MIOpa3y, KOJM I[1HA MNapKyBaHHS JWHAMIYHO
3MIHIOETBCA 3aJ€KHO BiA 4acy. TpaH3akuis NepeacTbcsi B Mepexy OJOKYEHH s
nepeBipku. [loTiM TpaH3akiis MEpPEeBIPSIETbCI MEPEKEI0 OJIOKYCHH 3a JTOTOMOTOI0
METOAYy KOHCEHCYCy. SIKIIO TpaH3aKIlis MpaBHJIbHA, BOHA PEECTPYETHCS B IMyONIUHIN
KHM31. B pe3ynbTaTi OHOBIIOIOTHCA BCl JIOKaIbHI OJIOKH. [IeKOMITO3UIIis €IeMEHTIB
KiObephi3uyHOi cUCTEMHU NJIi PO3YMHOTO MapKyBaHHS Ha OCHOBI TE€XHOJOTIi OJIOKYEHH

HaBeJleHa Ha puCcyHKYy 1.1.

_______

Applications

Web, i0S, Android

!

Communications

LAN, WAN, Broker, 4G,
LORA, Bluetooth, ZigBee

[l

Protocols

S

_______

_______

P2P, Smart Contract,
Consensus, Cryptography

10T Devices

Parking sensors, RFID,
Smart camera

_______

Pucynox 1.2 — Jlekommo3swuiiisi e1eMeHTiB Kibep(}i3udHOi CHCTeMH JIJIsT PO3YMHOTO

MapKyBaHHS HA OCHOBI TEXHOJIOTIi OJIOKYEIH

BepxHiM piBHEM apXiTEKTypHOTO CTEKY € MPHUKJIAJHHUA pIBEHb, SIKHUUA JO3BOJISIE
y4aCHMKaM B3a€MOJISTH 3 cucTtemoro. KopuctyBaui MOXyTh HIyKaTH Ta OpOHIOBATU

HapKyBaJIbHI MICIIS 3@ JIOMIOMOTOK0 MPOrpaMu Jijisi MOOUILHOTO TenedoHy (Hampukia,
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Android a6o i10S) a6o BeO-momatrky. IlomiOHMM YHHOM ITOCTAYaIbHUKH IOCIYT
NapKyBaHHS MOXYTh IMOJIaBaTU B IHTETPOBAaHY CUCTEMYy 1H(OpMaIlil0, TMOB’S3aHY 3
napkyBaHHSAM (HANPHWKIIAJ, HAsSBHICTh MiCIb JUIsl TAPKyBaHHS Ta IPOIO3HILiI).
KopucrtyBau migkitodaeTbes A0 MEpeki OJIOKYEHH depe3 MPUKIAAHUI pIBEHb 1 MOXKE
BUKOPHUCTOBYBAaTH JOJATOK JUIsl HAJCWJIAHHS 3alWTIB J0 IHTETPOBAHOI CHCTEMH
napkyBaHHs. [HTerpoBaHa cucTema BIJINOBIJIA€ 3a T€, 00 PEKOMEHIyBAaTU BIAMOBIIHY
30Hy NapKyBaHHS Ha OCHOBI BIOJ00aHb KOpPUCTyBaya Ta HasBHOCTI. OCKUIbKU
KOPHUCTyBadl O€3MOCepEeHhO B3aEMOIIOTH 3 IHTETPOBAHOIO CHUCTEMOIO, 1€ pPiBEHb
HaJa€ KIHIEBUM KOPUCTyBauyaM HaWBUIIUN PIBEHb OOCIyTOBYBaHHS.

MepexeBuit  piBeHb 3a0e3medye 3B'I30K MDK 3aco0amMu  MMapKyBaHHS,
IHTErPOBAHOI0 CHCTEMOIO Ta KopucTyBadyamu. lleil piBeHb HajcuiIaTUMe JaHi Bijl
KOPHUCTYBayiB 1 MICIIb IMAPKyBaHHs 0 IHTETPOBaHOi cucteMH. Llei piBeHb BKIIOYATUME
pi3H1 KoMyHiKatiitH1 TexHosorii, Taki sk LAN 1 WAN, siki 6y1yTh BUKOPUCTOBYBATHCS
KOPHCTYBa4aMH, IIOCTaYaJIbHMKaMH IIOCIYr TapKyBaHHS Ta mpuctposmu 0T,
OB’ sI3aHUMH 3 CHCTEMOIO MapKyBaHHS (HANpPUKIIAJ, JAaTUYAKH HMapKyBaHHS Ta KaMepH
Oe3mnekun). Y pamMKax CTaHIApTHOI IMPOIO3HIIT MEPEKEBHI piBeHb Oe3nepeOiiHO Halae
3alliKaBJICHUM CTOPOHAM pO3MOJUIEHY NyOJiuHy KHUTY Ta KOHTEHT-MOCIYrH. Bin
BKJIFOYae Oarato TEXHOJIOTiH Oe3nmpoToBoro 3B’s3ky (Hampukiaz, Lora, Bluetooth, Wi-
Fi Tomo), a Takoxx cywacHi texHoiorii GSM, Taki sk 4G i 5G. Lle#t piBeHb TaKOX
3abes3neuye macmraboBaHicTh. Hampukian, me g03BOJIS€ JAWMHAMIYHO J0AaBaTH Ta
BUJIyYaTH 3alIKaBJICHUX CTOPIH 3 IHTETPOBaHOi cCHUCTeMHU. MepekeBHil piBEHb TaKOXK
3abe3rneuye 0e3neKy (hi3uIHOTO PiBHS CUCTEMHU.

PiBenb TpaH3akiliii BIANOBIZAE 3a TpaH3aKIil MK By3namu Mepexi. Lle Takox
3a0e3neYnTh TOBHHUM TMpOIEC KOHCEHCycy Mepexi OnokueitH. KopucrtyBaui Ta
napKyBajbHI 00’ €KTH 0€3MeYHO OOMIHIOBATUMYTHCS JAHUMU 32 JOIOMOIOI0 PO3YMHHX
KOHTPAKTIB 1 MEXaH13MIB KOHCEHCYCY. 3aBJIIKU I[bOMY APy LEHTP NMapKyBaHHS TaKOXK
OHOBIIOBaTUME TyONmiuHy KHUTY. Lleii piBeHb 3 €AHYETHCS 3 OCHOBHOIO MEPEKEIO
OJIoKueiHy depe3 iHTepdelic iHTerpoBaHoi cucremu. Llei piBeHb TaKOXK IepeBipse HOBI

TpaH3akiii. KpiM TOro, piBE€Hb TpaH3aKIiii MIATPUMYE MPO30PICTh TPAH3AKIN 1
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3aXUIae Tepeaady JaHuX 3a BIJICYTHOCTI JOBIPEHOI TPEThOI CTOPOHU. MM MOXEMO
YCYHYTH BY3bKI MICLS CHCTEMH Ta IEHTpalibHI JpKepena 300iB 3a JI0MOMOTOIO
po3mojiieHoro au3any Ha ocHoBl P2P. Kpim Toro, 610K4eiiH po3risgaTuMe nepeaady
JAHUX KOPUCTYBAYiB SIK TPaH3aKIIil, sIKI MIATBEPAKYBATUMYTHCS CMapT-KOHTPAKTAMH.
Takum uynHOM, 1H(MOpMaIs KOPUCTYBadiB OyJ€ HE3MIHHOI Ta PO3MOAUISATUMETHCS 3
4acoM 3a JI0MOMOT 00 KpUIITOrpadiuHOi TEXHOJIOTi OJIOKYEHY.

@Di3M4HUI pIBEHb CKJIAMAEThCS 3 KUIbKOX BuAIB mpuctpoiB 10T. IlpoToxon
OJTHOPAHTOBO1 Mepeki 3’ €IHY€ BCI 111 MPUCTPOI B €1UHY Mepexy. OCHOBHUN KOMITOHEHT
IIbOTO PIBHA BKJIIOYa€e B ceOe pi3HI BUIM JATYMKIB 1 MPUBOJAIB. ByayTh nomaTkoBi
BOyIOBaHI TeXHOJOrIi, Taki sk Raspberry Pi ta Arduino, Ha mogaTok 10 HPHUCTPOIB
WSN. PiBens Tpan3akiiii TpaHcnopTyBaTuMe AaHi 3 npuctporo 0T Ha cepBep 1eHTpy
napkyBaHHsa. [loTiM oJHOpaHroBa Mepe)ka MIAKIIOYUTHCS IO CEpPBEPIB LIEHTPY
NapKyBaHHS Ta OHOBUTH MyOmuHy KHUTY. Kpim Toro, uei piBeHb 3abe3nedye
BIJICTE)KCHHSI JJaHUX JaTYMKIB 1 TMPUBOIIB 1 BIAMOBIJAIBHICTh y BCIA OJHOPAHTOBIM
Mepexi. OCKUIbKM HaAIMHICTh € BaXKIMBOK XapaKTEPUCTUKOKO 3alpONOHOBAHOI HAMU
CUCTEMH, JIaHl MOKHa Oe3MedHo i 0e3MeYHO TPaHCIOPTYBATHU 3 MPUCTPOiB [HTEpHETY
pedeit 3a J0mMomMororo OJOoKYeiHy, Oe3MeYHOro HE3MIHHOTO CcXoBHIa. JloCTymHICTBH
MEBHOTO MapKyBaJIbHOIO MicCIsl Oyje BU3HA4YaTtucsa 3 (I3MYHOTO PIBHS 32 JIOMIOMOTOIO
natunkiB puctpoiB 10T. KopuctyBaua Oye nmepeBipeHo 3a JOMOMOTo0 Kpunrorpadii,
a myOnmiyHa kKHWMra OyJie OHOBJIEHAa 1H(OpPMAII€l0 TPO BUIbHI MapKyBallbHI MICIIS.
Po3ymHuii KOHTpakT oOpoOJIATHME TEXHIKY KpunrorpadiyHoi NEpeBIpKU Ha pIBHI
Tpan3akiiii. 1100 3a0poHroBaTH Miclie JUisl MAapKyBaHHS, KOPUCTYBad MOXKE MOJAATU
3aMUT 13 TPUKJIAJHOTO PIBHS, SIKUM OyJie MapIIpyTU30BAaHO Yepe3 MEPEKEBUN PIBEHb.

Texnonoriss Smart Car Parking Ha ocHoOBi iH(padyepBOHHX JATUMKIB J03BOJISE
MapKyBaTH TPAHCHOPTHI 3acoOM BEPTHKAIbHO, MOBEPX 3a MOBEPXOM, 3BOISYH JO
MIHIMYMY HE0OXITHUU mpocTip. CUcTEMa yNpaBISIETbCS MTPOrPAMHUM 3a0€3MEUYEHHSIM,
CTBOPEHUM 3a JOIOMOTOI0 KoHTposiepa Arduino, MiHIMI3yroum dYac, SKAW JIIOJUHA

BUTpaya€ Ha TIOMIYK MICIS TApKyBaHHS Ta TApPKyBaHHS aBTOMOOLUIS BpYy4HY.
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JlekoMmo3uIlisi eJIeMEeHTIB KiOephI3UudHOT CHUCTEMH Il PO3YMHOrO MapKyBaHHS Ha
OCHOBI 1H()paYEPBOHMUX JIATUMKIB HaBeleHa Ha pUCYHKY 1.3

JI71s1 KOXKHOTO TapKyBabHOTO Miciisl BuaIeHo [U-natuuk. [Y-gaTunk Oinbine He
TPAHCIIIOE CUTHAJI BUIBHOT'O MICIIS MICHS TOTO, SIK aBTOMOOUIb IPUITAPKOBAHO, 1 CUCTEMA
3Ha€, SKI TapKyBaJdbHI MiCIS 3amoBHEHI. Y cucremi mnapkyBaHHs patauk CO2
BUKOPUCTOBYETHCS JIJIT KOHTPOJIO Ta MOHITOPHHTY ByTJekucioro raszy. Jlarauk CO2
BUKOPUCTOBYEThCSI B CHCTEMI TIApKyBaHHS i KEPyBaHHS Ta BHUMIpPIOBaHHS
Byriiekucioro rasy. Komu Hacrae tempsiBa, LDR Hanmae cimmBatoue nosimomiienss. PK-
IUCIUIe Ha Bxoal Oyne peryisipHo omnutyBatd Bcei [Y-matumku, a Takox KOJU
aBTOMOOLTH MPUTIAPKOBAHUI 1 HE TPUMTAPKOBAHUH, 1100 BimMOOpa3UTH TOCTYMHI MICIIS.
Konu kopuctyBau BusiBisie Oyab-siki BUibHI Miciisi Ha PK-mgucrei, BiH nmepexoauTs 10

natyuka 3uutyBada RFID-MiTok 1 mporionye gaTunky cBoro kaptky RFID.

TEMP
] CORZSENSOR LDR
IR SENSOR SENSOR

RFID READER ARDUING GSM
' ' MODULE

LIFT
SELECTION RELAY 1 RELAY 2 LCD DISPLAY
MIOTOR

1 3

LIFT MOTOR1 LIFT MOTOR1

Pucynox 1.3 — Jlekommo3swuiis exeMeHTiB Kibep(hi3uaHOi cucTeMH 711 PO3YMHOTO

NapKyBaHHS Ha OCHOBI 1H()pauepBOHUX JAATUMKIB

[ToTiMm KOpuCTyBad BUXOJWUTH 3 aBTOMOOLIS Ta BCTAaHOBIIOE HOTO HA BXITHY
KOHBEEPHY CTpiuKy. [loTiM aBTOMOOUTH PO3MINIYETHCS HA TOMEPETHHO BKA3aHOMY

MapKyBaJbHOMY Micii, 1 KiibKicTh Ha PK-mucmei 30imbmryerses, sIK 1 TOAUHHUK
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pealbHOTO Yacy JUIs IOT0 MicIlsl TapKyBaHHs. Temep T MOBEPHETHCS HAa PIiBEHb
3emyIi a0 B HEWTpajabHE MOJIOKEHHs, 100 3a70BONIBHUTH moTpedu iHmmX. RFID-
KAPTKA nns cimcaHHs rpoiiei 3 0aHKIBCHKOTO paxyHKy KopucTyBada. [lotim midT
TPAHCIIOPTY€E TPAHCIIOPTHHH 3aci0 Ha MEPIIMKA MOBEPX, J¢ KOPUCTYBad MOXE BHBE3TH
roro 3 aBTocTOosiHKH. CHCTeMa TaKOX BKJIIOYae B cedbe koHTposiep moaeni GSM SIM
900, skwmii BiamoBigaTume Ha SMS-3amuT KopucTyBada, Hajicianuii Ha Homep GSM
I0JI0 BUIBHUX TapKyBaJIbHUX MICIb, NIITXOM BHU3HAYCHHS BUIBHUX MapKyBaJIbHHUX
MICIIb 3a JOIMOMOrow KoHTposepa Arduino Ta IY-marumkiB, BCTAaHOBJICHMX Ha
napKyBajgbHUX Micisix. «Jloctymui nmapkyBanbHi micis 2, 3 0 10:30 panky 20.04.2017»
ab6o «Hapasi Hemae JOCTymHUX MapKyBaJIbHUX MICIb» € TMPHUKJIAJOM CIIOBIIICHHS, SIKE
BKa3y€e Ha JOCTYIIHI MapKyBaJibHI MicUg. Y pe3yJibTaTi CUCTeMa 3 ycCiMa IUMHU
byHKIissMu  3a0e3nedye TOYHUM, e(QEeKTUBHUN 1 HaAIMHUKA 3aci0 mapKyBaHHSA

aBTOMOOLTIB JIJIsi CY4aCHUX MICT.

1.2 Amnanmiz icHyrouuxX METOAIB JUIsi 3a0e3MedeHHs O€3MeKu CHUCTeM s

PO3YMHOI'0 MapKyBaHHS

byno mpoBeseHO YHCIEHHI JIOCTIDKEHHS JJIs BUPIIMICHHS MpoOiaeMu Oe3meKu
CUCTEMHU PO3YMHOI MApKOBKHM 3 BUKOPUCTAHHSM PI3HUX METOAIB Ta IHCTPYMEHTIB.
OCHOBHUMHU KpHUTEPISIMH, SKUMH HEOOXIJHO KepyBaTHCS TpPH PO3pOOI CUCTEMHU
Oe3meku I PO3YMHOTO TAapKyBaHHs, € amapaTHa Oesleka, amapaTHO-TporpamMHa
Oe3meka MIAKIIOYEHHS Ta ImporpaMHa Oe3meka. 3 TOUKH 30py 3a0e3mneueHHs Oe3meKu
nporpamuoi cucremu Smart Parking MmoskHa BUIIIHTH HACTYITHI KpUTEPIi:

4. mepeBipka mapameTpiB 6€3MEYHOTO JOCTYITY A0 0a3u JaHUX,

5. 0e3neka KIIEHTCHKOT MPOTrpaMu;

6. Oesmeka cepBepa,

APl  0Ge3meku, sAKII0 ¥WOTro BUKOPUCTAHHS MepeadadYeHO apXITEKTYpPOIO

IPOrpaMHOi CUCTEMH PO3YMHOTO TTapKyBaHHS.
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[IpoBememMo cy4yacHUM aHadI3 BIJOMHX PIlIEHb 1 METO[IB, CHPSMOBaHHX Ha
migBUICHHS Oe3neku. Y crarti [6] mpomoHyeThes Oe3levyHa po3yMHA CHCTEMa
NapKyBaHHS 3 BUKOPUCTAaHHSM TEXHOJIOTIT OJIOKYEHH, sfKa BHKOPUCTOBYE TEXHIKY
MacCKyBaHHS JJI 3aXUCTY MICHE3HAXOIKEHHS BOJIIIB.

V [8] HagaHO pimeHHS A1 3a00iraHHs BUKPaJICHHIO TPAHCIIOPTHOTO 3ac00y Ha
napkoBIi 3a gormomoror texHoiorii RFID ta GSM. Metoan eneproz0epeskeHHs Ha
ocHOBI nepudepiitanx odunciens Ta 10T 3anpononosasi B [9].

VY [10] mpencraBieHO 1HKITIO3MBHY, JOBIOCTPOKOBY, €(PEKTHUBHY Ta J0Ope Air0qy
CHCTEMY PO3YMHOI'O aBTOHOMHOTO IapKyBaHHS TpaHCIOpTHUX 3acobiB (SAVP).
ABTOpHU TIPEACTABIISAIOTH IHTETPOBAHY CHUCTEMY PO3YMHOI'O MapKyBaHHs, sika 00 €IHYye
KUTBKOX TOCTAaYaJbHUKIB MOCIYT MapKyBaHHS B paMKax €JIMHOI TIaTGOpPMHU 3 METOIO
HaJaHHS €IMHUX 1HPOPMALIMHUX MOCIYT MO0 NapKyBaHHS ISl MACAKUPIB PO3YMHOTO
MICTA.

OcHOBHa poJib TOCIiKeHHs] B po0oTi [11] monsrae B aHami3zi po3yMHUX pillieHb
JUISl TIApKyBaHHSA 3 TEXHIYHOI TOYKHA 30pYy, MIIKPECIIOOYM JIOCTYMHI CUCTEMHU Ta
JaT4YMKHM, SK 3a3HadyeHo B Jiteparypi. Orisg Mae Ha METI HagaTH BUYEPIHY
1H(MOpMAaIliIo PO CTBOPEHHS PO3YMHHX PIIIEHB TSI TapKyBaHHs. L{iTicHe MOCIiKEeHHS
MMOTOYHOTO CTaHy CHUCTEM PO3YMHOTO MAapPKyBaHHS Ma€ BKIIOYATH KJIACHU(DIKAIII0 TaKHX
CUCTEM SIK TEXHOJIOT11 BUSBIICHHSI BEIUKUX aBTOMOOLUTIB.

VY crarti [12] npornoHyeTbes cucTeMa yIpaBiIiHHS MAPKyBaHHSIM, OPIEHTOBaHA Ha
cy0’€KTIB TOCHOJApIOBaHHS. 3ampoloHOBaHAa cHUcTeMa Oyae 30cepe/pkeHa Ha
KOH(IACHIIIMHOCTI I PI3HUX CYO’€KTIB, 5KI BUKOPHUCTOBYIOTH cucTemMy. Crarts
CIpsSIMOBaHa Ha BIOCKOHAJCHHS BXX€ ICHYIOUHMX JOCTiIK€Hb PO3YMHOTO MapKyBaHHSA 3
BUKOPHUCTAHHAM OJIOKYECHHY. Y 1IbOMY JAOKYMEHTI MPOMOHYETHCS CHUCTEMa KepyBaHHS
napKyBaHH:M, ska 0azyBatumeThcs Ha JPMorgan Quorum.

Cratrs [13] crpsmMoBaHa Ha po3poOKy OE3MEYHOI Ta IHTEIEKTYaabHOI CHCTEMH
KepyBaHHS MOHITOpHHroM napkyBaHHs (SPMS) na ocnosi interpamii WSN, RFID Ta

loT.
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Harxuenni texuosnoriero Blockchain i Al, aBropu [14] npomnonyioTs Oe3meuny
CTPYKTYpY 3 miaTpumkoro Blockchain mist eneproedekTHBHOrO po3yMHOTO MapKyBaHHSI
B €KOJIOT1YHO 0€3MeYHOMY MICHKOMY CEPEIOBHIIII.

JMU Secure Smart Parking gepe3 xMapHe cepeloBHINE 3alpornoHoBaHo B [15].
BukopucTtoByroun panioyaCTOTHHHA 1AE€HTU(IKALIMHANA CKaHep, Hallla CUCTEMA MOKE
MIIPaxoByBaTU KUIbKICTh TPAHCHOPTHUX 3ac001B, SKI B IEKIKAIOTh 1 BUDKIKAIOTH 3
KOKHOI aBTOCTOSIHKH B KaMITYCl.

[HTENEeKTyanbHa cHCTeMa TapKyBaHHS B MICTI Ha OCHOBI MEpPEX MOOUIHHOTO
3B’s13Ky 5-ro mokosinHs (5G) 3amponoHoBana B [16]. TexHosoris MOOLIEHOTO 3B’SI3KY
5G Mae Bl BaXIIMBI MepeBaru: BUCOKY IIBUKICTh Mepeaadi JaHUX 1 HU3bKY 3aTPUMKY
nepenadi, TOMy BOHa MOKe Kparie 3aJ0BOJIbHUTH IIBUAKUN PO3BUTOK [HTEpHETY peueit
(loT).

Crarts [19] mnpencraBiasie mnporpamy He3aBepIICHOI poOOOTH, sKa CIPHSE
CTBOPEHHIO HOBHUX O13HEC-PIllIEHb 1 pe3yJibTaTaM HalCy4YacCHIIUX TOCHIJKEHb. ABTOpU
PO3KpUBaIOTh OaratopiBHEBY cucTemy PSP-0i3Hec-momeni depe3 MiKAUCIUIUTIHAPHI
JOCIITHULBKI OJOKH, J€ Ha KOXXHOMY pIBHI OYIKYETHCS OTPUMAaHHS OPHUTIHAIBHHUX
pe3yJIbTaTIB.

Byio mpoBeieHo aHaii3 0CTaHHIX JOCTIDKeHB [6-19] 1 BuaLIeHO HAWOLIBII YacTo
BUKOPHCTOBYBaHi Metonu 3abesmeueHHss Smart Parking Security. Ile: BukopucranHs
TexHoJiorii Ookueitn [6, 7, 10, 14], 3acTocyBaHHs OIOMETPUYHUX MEXaHI3MiB OC3ICKH
[7], pamiouacroTHa imentudikaris (RFID) Ta BuKOpHcTaHHS 0€3IpOTOBOI CEHCOPHOI
mepexi (WSN) [8, 13] na ocHoBI xMapHoro cepenoBuina. [15, 19], rexnonoris 5G [16],
HeiiponHi Mepexi 3araabHoi perpecii (GRNN) [23], HeuiTka yorika Ta HEBH3HAYCHI
naHi [24], Oararo3nauyna Jorika [25]. Ane Bci i JOCHIDKCHHS 30CEpe/KEHI Ha
BUPINIEHH] OJHOTO-BOX KpHTepiiB Oe3mexkn Smart Parking System i He 3a0e3nedyroTh
BHUPILIEHHS BCIX BUIIE3a3HAYEHUX KPUTEPIIB y KOMIUIEKCl. OTKe, 3 METOO IMIIBUILEHHS
O€3MeKr CUCTEMH PO3YMHOI IMAPKOBKM HEOOXIMHO TPOBECTH aHalli3 apXITeKTypHu
porpamMHOTo 3a0e3neueHHs. MeTor Takoro aHajizy € BHOIp 4YacTHH MPOTPaMHOTO

3a0e3nedyeH s, sIKi € HaOUTBIII ypa3IMBUMH 0 30BHINIHIX 3arpo3, 1 HaJIaHHs PIlICHHS
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11 3a0e31eUeHHs 0e3MeKH MPOrpaMHOro 3a0e3MeueHHsl CUCTEMHU PO3YMHOI MapKOBKH 3
TOUYKH 30pY JOTPUMAaHHSI BCIX KPUTEPIiB Y KOMILIEKCI.

TakuM YMHOM, aKTyaJIbHUM 3aBAAHHSAM € aHajl3 BUMOT J10 0€3MEKU IPOrpaMHOro
3a0€3Me4YeHHs] CUCTEMH PO3YMHOI MAPKOBKU 3 METOIO BUSBIICHHSI YACTUH MPOrPAMHOIO
3a0e3ne4eHHs, Kl € HalOUIbII Ypa3IMBUMH /10 30BHIIIHIX 3arpo3, 1 pO3p0OKU METOAIB 1
3aco0iB MiJABUILNECHHS 1X Oe3neku. BpaxoByrouw BuIll€3a3HAUYECHE, METOK JIaHOTO
JOCIIJKEHHS € pO3pO0Ka METOIB IMIJIBUILIEHHS O€3MEKH CUCTEMH PO3YMHOI TAPKOBKH 3
ypaxyBaHHSM BY3bKHX MICIIb y TMPOTpaMHIA CHUCTEMI Ta YaCTHH, SKI € HaWOUIBII

ypa3JIMBUMHU J0 30BHINIHIX (PAKTOPIB 3arpO3H.

1.3 AmHami3z mporpamMHUX pillleHb JIsl 3a0e3nedeHHs Oe3MeKh CHCTeMH st

PO3yMHOT0 MapKyBaHHS

Cucremu IS PO3YMHOTO TMAapKyBaHHS CTalOTh BCE OUIBII MOIIMPEHUMH,
MPOTIOHYIOYM 1HHOBAIIMHI PIMICHHS Ui YIPABIIHHS TapKyBaHHSAM Ta TMOKPAIICHHS
foro edexktuBHOCTI. OIHAK, pa3oM 31 3POCTAHHSM TMOIMYJSIPHOCTI TaKUX CHUCTEM
BUHUKAIOTh HOBI BHUKJIMKH M0N0 Oe3nekn. 3a0e3reyeHHs Oe3leKH B CHCTEMax
PO3yMHOr0 MapKyBaHHS BHMara€ 3acTOCYBAaHHS BIJNOBIIHUX MPOTPaMHUX pIlICHb. Y
naHii  crtaTTi  OyAe TPOBEAEHO aHali3 JeSIKUX MPOrpaMHUX  pIlIeHb, SKi
BUKOPHUCTOBYIOTHCS /ISl 3a0€3MeYCHHST 0€3MeKH B CHCTEMaX PO3YMHOTO MapKyBaHHS.

"Smart Parking Security Suite" € KOMIICKCHHM TpPOTPaMHUM pIillIEHHSM,
CHeIiaIbHO pOo3pobsieHuM Il 3a0e3neueHHs Oe3leKH B CHCTEMax pPO3YMHOTO
napkyBaHHs. BiH  mpomonye — mmpokuil  Hablp  GYyHKIIH, — BKIIOYAIOYU
BIJICOCTIOCTEPEKEHHS, CHUCTEMY KOHTPOJIIO JOCTYIy, aBTOMAaTHYHE pPO3Mi3HABaHHS
HOMEPHHMX 3HAKiB Ta CHCTEMY BUSBIECHHS BTOprHeHb. lle mo3BoJisie BUSBIATH
HE3aKOHHY IISJIbHICTB, TaKy SIK BUKOPUCTaHHS MIAPOOJEHUX MITOK JJIS MapKyBaHHS,
BaHaIi3M a00 HECAaHKITIOHOBAHHUH JTOCTYII 10 TAPKOBOYHHUX MaiiTaHIHKIB.

"Parking Security Management System" - 1e mporpaMHe pilIeHHS, SKE

3a0e3neuye 0e3neKy B CUCTEMax PO3yMHOTrO MapKyBaHHS LUISIXOM IHTerpallii 3 pi3HUMU
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OPUCTPOSIMU Ta TEXHOJOTISIMA. BOHO BKITIOYa€E CUCTEMY KOHTPOJIO JOCTYMY, NAaTYUKU
pyXy, BiJleOKaMepu Ta cHUCTeMy croBimeHHs. Lle m1o3Bossie BiICTIAKOBYBAaTH pPyX
aBTOMOOLTIB, BUSBJISATA HE3BUYAWHY aKTHUBHICTH 1 CIOBIIIATH BIAMOBIIHI CIYXOU TIPO
MOTEHI[1MH1 3arpo3u abo MOpyUIeHHS OE3MEKH.

- BineocnoctepexeHHs: cucteMa 3a0e3neuye Harial 3a MapKOBOYHUMU
MalJJaHYuKaMHi 3a JIOTIOMOTOIO BiJl€OKaMep, IO JO3BOJISIE€ BUSBIATH HE3BUYANHY
aKTUBHICTH a00 MOPYIIEHHS OE3MEKH.

- Cucrema KOHTPOJNIO JOCTymy. 3a0e3medye aBTOPU30BAHUN TOCTYI [0
NapKOBOYHMX  MaWJaHYMKIB  I[UISIXOM  BUKOPUCTAHHS  KapTok abo  1HIIMX
11eHTU(hIKATOPIB.

- ABTOMAaTH4YHE PO3MI3HABAaHHS HOMEPHHUX 3HAKIB. JO3BOJISIE ABTOMATHYHO
BU3HAYaTH HOMEPHI 3HAKM aBTOMOOUIIB, IO B'DK/IKAIOTh HA MApKOBKY, 1 MTOPIBHIOBATH
ix 3 023010 JaHUX JUIsl IEPEBIPKU aBTOpHU3AIlii.

- CucreMa BUSBIICHHS BTOPTHEHB. BUKOPHUCTOBYE JATYMKU Ta aHATI3 MOBEIIHKH,
11100 BUSBJISITH HE3BUYANHI a00 MiI03pLIl i, Taki K BaH1ali3M a00 HECAHKI[IOHOBaHUIM
TOCTYII.

- CucreMa KOHTPOITIO JOCTYITY: 3a0e3medye 0OMEKEeHHIA TOCTYM 0 MapKOBOYHUX
MalJaHYMKIB TUTBKU aBTOPU30BAHUM KOPHCTYBadaM.

- JlaTauku pyxy: CHOBIMAIOTH PO PyX aBTOMOOLIIB Ha MAPKOBII 1 JJOTIOMAararTh
BIJICJTIZIKOBYBaTH PYX aBTOMOOLIIB y peajJbHOMY Yaci.

- Bigeokamepu: 3anmucyroTh BiIeO 3 MapKOBOYHUX MaWJaHYMKIB, IO JO3BOJISIE
BIJICTEKYBaTH MOJI1 1 711 KOPHUCTYBaYiB.

- CucreMa CHOBIIIEHHS. HAJCWJIa€ CHOBIINIEHHS aaMiHICTparopaM abo
BIJMOBITHUM CJTY>K0aM Mpo MOTEHI[1MHI 3arpo3u ad0 MOpyLIeHHS! OE3MEKH.

AmnamizoBaHi mporpamHi pimenHs, Taki sk 'Smart Parking Security Suite" i
"Parking Security Management System", BHUKOPHCTOBYIOTHCS I 3a0C3ICUCHHS
Oe3IeKn B CHCTEMax PO3YMHOTO MapKyBaHHS. BOHHM MPOMOHYIOTH MIMPOKHMA CIEKTP
(GYHKIIOHATPHUX ~ MOXJIMBOCTEH,  BKIIIOYAIOUM  BIJICOCIIOCTEPEIKEHHS, CHUCTEMY

KOHTPOJIIO JIOCTYMy, aBTOMAaTUYHE pPO3IMi3HABAHHA HOMEPHUX 3HAKIB Ta CHCTEMY
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BUSBJICHHS BTOpPrHeHb. Lli pileHHs aomomararoTh BUSBIATH HE3aKOHHY MiSUTBHICTB,
3a0€3Meuy0Th KOHTPOJb JOCTYITy Ta CHOBIIIAIOTH MPO MOTEHIIHHI 3arpo3u Oe3merri
NapKyBaJIbHOI CUCTEMH.

[IpoTe, mpu BUOOPI MPOrpaMHOro PillIeHHs Jis 3a0e3nedeHHsT O€3MeKH B CUCTEMI
pPO3YMHOr0 MapKyBaHHsS, BaXXJIMBO BpaxoOBYyBaTH crHeuu(piuHi MOTpedM 1 BUMOTHU
KOHKPETHOI CHCTEMHM, a TakoX 3a0e3NeuuTd WOro IHTEerpamilo 3 ICHYIOUUMHU
KOMIOHEHTaMU Ta 1H(pacTpykTyporo. KpiM TOro, BaKJIMBO MOCTIHHO OHOBJIIOBATH
mporpamMHe 3a0e3MeUeHHsS Ta BXXWBATH 3aXOJiB JUIsl 3amo0iraHHs HOBHUM 3arpo3am
oesnerli.

AHani3 mporpaMHUX pilieHb JUIsl 3a0e3MeueHHsT 0e3MeKr B CUCTEMI PO3YMHOTO
NapKyBaHHS € BXJIMBUM KPOKOM Yy po3poOili 1 BIOCKOHAJICHH]I 0e3MeUHUX Ta HalIHHUX
NapKyBaJbHUX CHUCTEM, IO CIHPHUSAIOTH IMOKPAIIEHHIO 3PYYHOCTI Ta O€3MeKu s
KOPHUCTYBaviB.

Ha puHKy MOOUIBHMX 3aCTOCYHKIB Hapasl JOCTYIHI COTHI JOJAaTKIB IS
napkyBaHHs. OJHaK y LbOMY PO3Il BUOUPAIOTHCS AOJATKH JJIsI TapKyBaHHS, SKi
HAJal0Th CTATUCTUKY 3alHATOCTI MAapKyBaJbHUX MICIb Yy pEaJIbHOMY 4Yaci Ta
HaBiramiifHi HampsMKU 10 3a0pOHBOBAHOTO MICI TapKyBaHHsS. Bci Bumiesramaxi
JI0JTaTKH MATPUMYIOTh OpOHIOBAaHHSI, SIKE JIOCTYITHE TUTHKH Ha 3aKpUTHUX MapKoBKax. Ha
3aKpUTIN aBTOCTOSIHIII MporpamMHe 3a0e3MeueHHs NIl PO3yMHOr0 MapKyBaHHS TaKOX
Jla€  HaBiramiifHi BKa3iBKM 7O 3a0pOHBOBAHOrO MicCIsl TapKyBaHHs. Po3ymHi
IHCTpYMEHTH MapKyBaHHS CKJIQJAalOThCS 3 JIaTYMKIB, TEXHOJOTIM 1 Mporpam, ski
BUKOPHUCTOBYIOTHCS JUIsl BUSIBJICHHS JIFO/IEM Ha MapKOBIl Ta IMiJIBUILIEHHS €(EKTUBHOCTI
napkyBaHHg. Hwkde HaBemeHO [eKilbKa aT4YuKiB, SKi JIONMOMAararTh BHUSBIISATH
1H(opMaIlito Tpo 3alHATICTh ABTOCTOSIHKHU. J[aTUMKU € TUMOBUM IHCTPYMEHTOM, SIKUM
JETANIbHO JOCIIIKYBABCA B IMOMEPEAHIX MyOIKaIsAX.

[TacuBHMII 1H(paYePBOHUI TaTYUK: 111 JATYUKHU BUSBISIIOTH 3MIHU €HEPIii, 1 KOJIH
aBTOMOOLTH 3aiiMa€e MicIle JUTsl TapKyBaHHS, Il JATYMKH PO3IMI3HAIOTH 3CYyB €HEprii Ta
BH3HAYAIOTh 3alHATICTh. Kol TpaHCTOpTHHI 3aci0 a0 IO MHA CTOITh HAJl TATYUKOM,

JATYMK BHUSBJISE 3MiHY eHeprii. loro MoHa BUKOPHUCTOBYBATH JIJIsl BUIIJICHHS BUKU/IIB
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Ha OCHOBI KUIBKOCTI 3MiHU eHeprii. Lli matuuku, oHAK, YyTJIMBl JO HABKOJHUIIHBOTO
cepenoBuIa i Oy IyTh HETOUHHMHM 33 HAsSBHOCT1 CHIry uu joiry. [lacuBHi iH(ppauepBoHi
JTATYUKU TOBMHHI OYTH BCTAHOBJICHI Mij 3eMjero ado Ha jaxy. SIK HaciioK, BOHHU
BUMAaralTh 3HAYHUX BUTpPAT Ha MNpUAOaHHS Ta OOCIYyroBYBaHHsS IMX AaryukiB. L1
JATYMKU TMIAXOASATh IJII KPUTHX 3aKPUTHX AaBTOCTOSHOK, aje He IS BIAKPUTHX

BIJIKDUTHX aBTOCTOSHOK. [lpuHuum poOoTu iHGpauepBOHOTO JaTUMKA HABEJCHO Ha

pucyHky 1.4.
Passive IR sensor
/qe
/e(b(\
/@(\C
/CceQ
0
O
/se(\
SENSOr  ~. IR radiatjon emitted
~ from object
~
~
N
~

Pucynok 1.4 — IIpunuun po6OTH NACUBHOIO 1HPPAYEPBOHOTO TATUUKA

AKTUBHUI 1H(payepBOHUI NATUMK: L1 JATYMKWA BUIIPOMIHIOIOTH 1H(paduepBOHY
EHEPTiI0 Ta BUKOPUCTOBYIOTh KITBKICTh BIIOWTOI €HEpTii MJIsi BUSBJICHHS OYIb-sIKOTO
mpeaMeTa 9i aBTOMOO1IS. BOHM TakoX 4yTIIHBI 0 3MiH HABKOJHUITHLOTO CEPEOBUIIA,
TaKuxX SK Jom abo CHIr. SIK HaciJIoK, BOHH IOTPEOYIOTh BCTAHOBIICHHS Ha BCIX
NapKyBaJbHUX MICIIX 1 MOTPeOYyIOTh 3HAYHUX 1HBECTHUIIH Ta OOCITYyroBYyBaHHS.
BcTranoBneHHsI 1aTyMKiB HAa BCIX MapKyBaJbHHUX MICIIX JOIIOMOXE OTPHMATH CTaTycC
3alHATOCTI MapkiHTy. LI JaT4MKyU 4acTO BCTAaHOBJIIOKOTHCS HAJl TOJOBOKO 1 MiAXOIATH

JUIS. BHYTPIIIHIX 3aKPUTHX aBTOCTOSHOK. OCKUIBKM 111 JaTYMKU UYYTJIUBI 70 3MiH
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HAaBKOJIMITHBOT'O CCPCAOBHIIA, BOHHU HC l'IiIIXOIISITL JIIsA BiIIKpI/ITI/IX ABTOCTOSHOK.

[TpuHIMI poGOTH aKTHBHOTO 1H(GPAYEPBOHOTO JaTYMKA HaBEJCHUI Ha pUCYHKY 1.5.

Active IR sensor IR receiver

) IRLED

=

no object, reflected
IR radiation

sensor | — WHM

object present, IR
radiation gets reflected

Pucynok 1.5 — ITpuniun po6oTu akTUBHOTO 1H(PpauepBOHOTO TaTUnKa

VY apTpa3ByKOBI IaTUYMKK: TE€HEPYIOTh 3BYKOBI XBUJI1 B [1ana3oHi Big 25 g0 50 xI'1
1 1i1eHTU(iKyBaB 00’ €KTHU Ha OCHOBI BIIOMTOI eHeprii. BoHM 4acTo BCTaHOBIIOIOTHCS Ha
CTel 1 YyTJWBI JO 3MIH HAaBKOJUIIHBOT'O CEPEJOBUINA, TaKUX SK JOII 1 CHIT. Sk
HACJIIJIOK, BOHU OUIbIIC MIAXOAATh JUISl 3aKPUTHUX MAPKOBOK, HIXK BIAKPUTHX MapKOBOK.
Bin Moke BIAPIZHUTH TPAHCHOPTHUM 3aci0 BiJ JIOJIMHM HA OCHOBI BIJICTaHl, Ha SIKii
BiIOMBarOThCA XBWl. [l maTumku Cimif po3TanryBaTh Bropl KOKHOTO MapKyBaJIBHOTO
MicIg, MO0 OTpUMaTH CTaTyc 3alHsATOCTI mapkyBaHHs. Lli gaTtumku Oymu O
HEJOPOTUMHM, aji€ BCTAHOBJICHHSI Ta TEXHIUYHE OOCIYyrOBYBaHHS KUIBKOX JATYMKIB, a
TaKOX MIJKIIOYEHHS X 70 Mepexi Oyslo O JTOpPOTrMM y JIOBTOCTPOKOBIM IMEPCIIEKTHURI.
be3npoToBi ynbTpa3ByKOBI JJATUMKH TaKOK BUKOPHUCTOBYIOThCS ISl 300py iH(opMmarrii
PO 3aMHATICTH aBTOCTOSTHKH. Be3IpoTOBI CeHCOpHI Mepexi, Taki sik mporokon ZigBee

a0o0 1HII MOMIOHI Mepexi, 3 €QHYIOTh iX. 3 I1HIIOro OOKYy, O0e3ApOTOBI JATYUKU
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noTpeOyIOTh PEryJISIPHOTO OOCIyrOBYBaHHs. [HIIE JOCHIIKEHHS BUKOPHCTOBYE
yIbTPA3BYKOBI JaTYMKH Ha aBTOMOOUI, IO MPODKIKAE, 1 JaHl MPO 3aMHATICTH
MapKyBaJIbHUX MICIIb 30UPAIOThCS HA peryJisipHii ocHOBI. [Ipoikmkarounii aBTOMOOUIH
HE MO>X€ OTpUMAaTH 1H(OpPMAIIIIO PO 3alIOBHEHICTh aBTOCTOSIHKU B peajibHOMY Yaci.
[HAYyKTUBHI TETIEBI JETEKTOPU BCTAHOBIIOIOTHCA 3a JIOMOMOIOK MIiA3€MHOI
CHUCTEMHU EJICKTPOIPOBOJKH Ta BUKOPHUCTOBYIOTH CJICKTPOMATHITHI TPHHITUIN IS
BUSBIICHHS MIPUCYTHOCTI aBTOMOO1/IS. 3a3BU4ail BOHM BUKOPHUCTOBYIOTHCS Ha B i3/l Ta
BHi3/11, 100 BU3HAYMTH KUIBKICTh MPUCYTHIX aBTOMOO1IIIB, IO MOYKE OyTH BUKOPHCTAHO
JUIS BU3HAYEHHSI HAsSBHOCTI MICIIb JiJIs MmapkKyBaHHS. L1 geTekTopu qopori B yCTaHOBII
Ta 0OCIIyrOBYBaHHI, ajie BOHHU 3a3BUYail BUKOPUCTOBYIOTHCS HAa KPUTHUX aBTOCTOSHKAX
UL TApaxXyHKYy — JOCTYNHUX — MapKyBalbHUX  Micub. Ll gerexkropu, — sKi
BUKOPUCTOBYIOTbCS Ha KUIBKOX KOMEpPI[IMHUX CTOSHKAX, MPOMOHYIOTh TOYHUUN
HiJpaxyHOK aBTOMOOUTIB Ha 3akpuTiii ctostHui. [Ipore craTyc 3allHATOCTI OKpemoi

CTOSIHKHU HC MO’KHAa BU3HAYUTH 34 JOIIOMOI'OXO iHJIYKTI/IBHI/IX IICTJICBUX I[CTGKTOpiB.

1.4 BucHoBKH

Otxe, y mnepuioMy po3auii OyJIo TPOBEACHO OIVIsLA ICHYIOUHMX METOJIB Ta
criocobiBpeanizarii Kioepdi3uuHoi cCUcTeMH JJIsi po3yMHOTo mapkyBaHHs. Cepen HUX:
Croci0 3a JI0MOMOIoOK yJIbTpaMarHiTHUX JaBaviB, iH(QpauyepBOHUX JaBayiB, TEXHOJOTII
0JIOKYEHH Ta 1HAYKTUBHUX NETIEBUX JE€TEKTOPIB.

Takoxx Oyno mpoaHami30BaHO MEpeBar Ta HEJONIKM ICHYIOUMX METOJIB Ta
3ac00iB Ta MiiIeHO BUCHOBKY, IO 3a3HA4Y€HI BUILE CIIOCOOM € JOPOTOBapTICHUMH Ta
CKJIQJJHUMHU Yy BCTAHOBJICHHI, MOHTaXi Ta OOCJIYrOByBaHHI, a TaKOX CKJIaJIHO
macmTabytoTbes. ToMy nis monanbiioi poOoTu Oyno obpaHo cmocid peanizarii
KiOep(pI3UYHOI CUCTEMH Il PO3YMHOrO TMAapKyBaHHS 3a JOMOMOTOI0 KaMmep
30BHINIHBOTO cIocTepekeHHs. lleft cmocid € eKOHOMIYHIIIMM Ta TOMITHO JIETIIe

MacITa0yeThCS Ta JICTIINH Y MOHTaX1 Ta 00CITyrOByBaHHI.
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2 TPOBJEMA BE3NEKHA KIBEP®I3UUHOI CHUCTEUMHU JIs
PO3YMHOI'O IAPKYBAHHSA
2.1 KiienT-cepBepHa apxiTekTypa Ta MOXIUBI ¢akTopu 3arpo3u Oesmerri

Ki0ep(h13u4HOi cucTeMu

OckiIbKM TpomoHOBaHa y poboTi kibepdizmyHa cucTeMa i PO3YMHOTO
napKyBaHHS, siKa 300pakeHa Ha PUCYHKY 2.1, ckiamaerbes 3 JBOX YAaCTHH — amaparHoi
yacTuHU (Kamepu Ta BCi (Qi3W4HI NPUCTPOi, HEOOXimHI JUIsl (QYHKIIOHYBaHHS) Ta
mporpaMHoOi 4yacTUHU (KIIEHTChKA Ta CEepBEPHA IMIJCUCTEMH), HEOOXITHO MOCTIAUTH

MO>KJIMB1 (PaKTOPH, SIKI MOXKYTh BIUIMHYTH Ha O€3MEeKy 11€i CUCTEMHU.

Camera

Camera on Exit

on Entrance

Mobile Application

Parking Management to monitor the Car

System

Local Area Network

""""""""" (LAN)
Camera in w
Parking Camerain
Parking Lots
5/ /
Parking Lots Parking Lots

Pucynoxk 1.5 — [Ipunimn poOoTu akTUBHOTO iH()Pa4epBOHOTO JaTUYUKA

Axmo amapatHe 3a0e3leueHHsT MOXXHA MTPOCTO TEPEBIPUTH HA HAMIMHICTH 1
MPOAYKTUBHICTh, TMpOrpaMHa IIJCHCTEMa IOTpPeOye TIUOIIOro  JOCITIKCHHS.
BpaxoByroun Te, mo cucreMa Mae SIK CEpPBEpHY, TaK 1 KIIEHTCHKY YacTHHY, Oyio
IpoBeJeHO aHajii3 ¢akTopiB, SKI BIUIMBAIOTh Ha Oe3lmeKy 000X dYacTUH IIi€l

ki0ep¢i3nuHoi cucremu. Cepell HUX: HENMpPaBWIbHA KOHPITypallisi Oe3neku, 1H €Ki Ha
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CTOpOHI KiieHTa (He3axuIileHi maHi aBTeHTHdIKaIl, 3J0BMHCHE IIPOTrpaMHE
3a0e3MeueHHs ), HeJOCTaTHIN 3aXKCT TpaHcmopTHoro piBHs (araku MITM), nezaxuiene
30epiranHs jgaHux (0aza JgaHWX), PYTYBaHHS HPUCTPOIO/IHKEHIOpEiK, 3BOPOTHE
MPOCKTYBaHHS, PO3KPUTTS KOH(IACHIIMHUX NaHuX (MOpPYIICHHS MPHBATHHUX JIaHUX) ,
HEHAJIe)KHE PEECTPYBAHHS Ta MOHITOpUHI. Pe3ynbratu aHamizy NpeICcTaBleHl B

CXEMaTUYHOMY BUTJISIII HA PUCYHKY 2.2,

Device Rooting/
Jailbreak
f
: Ruj—_‘-versn"—u- Insecure
: Engineering — __{ Authentification
- ~——_ — Data, Malwares

—

! A o Secunty —
ensitive Data Threats of Smart Insu mentTran;port
Layer Protection

| Beoswre | Parking System |
_'_'_,_,—F"'--H-'_ _"‘—\-._\_\_\_\__\-

—

'] e
. [ T
Inadequate Logging ,,/fi T  C(lient- Side Injections
and Monitoring [

Security
Misconfiguration

Pucynox 2.2 - MoxuBi 3arpo3u Oe3relti Kibep}iznaHoi cucTeMu 71t PO3YMHOTO

ITapKyBaHHS

2.1.1 Pusuku Oe3meky Ha CTOPOHI KITIEHTA

OCKibKM  KJIIEHTCbKAa YacTMHa Mae OyTH  po3pobiieHa y  BHIJISAL
KpoctuiaTpOpMHOTO MOOLITBRHOTO JOMATKY, SIKHU HE mependadae 30epiraHHs Oyab-sKoi
MpUBaTHOI iH(pOpMaIii, Takoi K 0coOMCTUH HOMEp TenedoHy, JOTIH 1 Mapoiib, MOXKE
3laThCs, IO BOHA MEHII CIPUWHATIMBA JO araKk 3 OOKy XakepiB abo BHUTOKY
iHdopmartii. OHaK MOXKIIMBICTh PU3UKIB, MTOB'A3aHUX 13 0€3MEKOI0 CUCTEMH Ha CTOPOHI
KJTi€HTa, HE MOXe OYyTH TOBHICTIO BHKIIOueHa. CepBepHa dYacTHHA MPOrPaMHOTO
3a0e3reueHHs], HaBMaKd, Ay)Ke YyTJIHBA, OCKUIBKH MICTHTh JITOPUTMH PO3Ii3HABAHHS

300pakeHb ~ aBTOMOOUISL 32  JONOMOrOI0  IITYYHOI  HEHUPOHHOT  Mepexl.
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HecanxkiionoBanuii octyn 10 0a3u TaHUX, IPOrPaAaMHOTO KOy a00 CUCTeMHHX (hailiiiB
MO’K€ TMPHU3BECTH /0 HEKOPEKTHOI pOOOTH alNrOpUTMIB 1, SK HACIIIOK, O HaJaHHS
KJIIEHTCHKIM 4YacTHMHI HEKOPEKTHOI 1HQopMarlii mpo 3alHATICTE a00 HE3aNHSTICTH
napKyBajgbHOTO Micis. ToOTO HEKOpekTHa poboTa BCi€i cuctemMu B nuiomy. Kpim toro,
OCKUIBKH 3B’SI30K MK KJIIEHTCHKOIO Ta CEPBEPHOI0 YACTUHAMU Ma€ OyTH peani3oBaHul
3a JIOMOMOToI0 iHTepdeiicy npukiagnoro nporpamyBadHs (APl), momaTkoBi By3bKi
MicCLA 3’ SIBJSIIOTBCSI B CUCTEMI O€3MEKH PO3YMHOI'O TAPKyBaHHS.

Jlist 61IBIIIOT 3pYYHOCTI KOPUCTYBaya Ta MIBUAINIOTO JOCTYIY JO CHUCTEMH OYJIo
BUPIIIEHO PO3POOUTH KITIEHTCHKY YaCTHHY Y BUIJISAL KPOCIUIAT(GOPMHOT0 MOOUTEHOTO
J0JIaTKy. 3a OCTaHHE JECATUIITTS IHIYCTPis PO3pPOOKH MOOUTBHUX JOJATKIB 3HAYHO
3pocia, ajne il Ki0ep3J0UrMHU He 3aJIMIITIINCS Ha MonepeaHboMy eTarli. Bee e npusseso
710 TOrO, IO HEMOXIIMBO 3aBaHTaXKUTH MOOUIbHUI momaTtok y Google Play Store abo
Apple App Store 6e3 nepeBipkH MOKa3HHUKIB OE3MEKH Ta BIEBHEHOCTI, 110 J0JaTOK HE
OyJie 3BUHYBAaY€HO y BUTOKY 1H(opMallii 4u MmIaxpaicTBi 3 0COOMCTUMU AaHUMU. AJie
Oe3nexka MOOUTbHHMX MporpamM — Ie OUIbIe, HIXK MPOCTO 3aXHUCT iX Bl MIKIIJIHUBOTO
MIPOrpaMHOro 3ade3nedyeHHs Ta 30BHIIIHIX 3arpo3. Cro4yarky HaM MOTpIOHO BU3HAYUTHU
OCHOBHI IPUHITAIIA OC3IEKHU BIIKPUTHX BeO-T0JAaTKIB Ta IX OCHOBHI 3arpo3u Oesrer,
mo0 MaTH MOXKJIMBICTh aHaJi3yBaTH 3axo/au O€3MeKh Ta PO3pOOJATH METOIU Ta
THCTpYMEHTH JUTS ITiIBUINIEHHS PiBHS iX Oe3nexu [3].

Henanexne BuxkopucranHs ¢yHKiid cmaptdona abo HerepeadadyBaHi 3001 mif
yac BUKOPHUCTaHHS HalallITyBaHb KOHTpoJit0 Oe3meku. lle cTocyeThcs HamamryBaHb
KOHOIACHIIIHHOCTI, J03BOJIIB, HEMpaBWiIbHOIO BUKOpucTanHs Touch ID, FacelD,
Keychain Tormro.

JlocTaTHIM BY3bKHM MiCIIEM, SIKE YacTO MOKHA 3YCTPITH MiJ 4Yac BUPILICHHS
npoOeM 0e3MeKrn MOOUTbHUX AO0JATKIB, € BIACYTHICTh O€3MEYHOI CUCTEMH 30epiraHHs
naHux. Po3poOHHMKM MOOUIBHUX MPHUCTPOIB 3a3BUYail MOKIANAIOTHCS HA CXOBHILE
KIIIEHTCHKOTO TPHUCTPOIO ISl JESIKUX OCOOMCTHUX 1 BHYTPIIIHIX JaHUX. AJie SIKIIO
XaKepu OTPUMYIOTH JIOCTYIl JI0 MPUCTPOIO abO0 MPHUCTpiii MOke OyTH BKpaJEHO YU

BTPAYCHO, IIi JaHI MOXKYTh OyTH BUKOPHUCTaHI /I 3TIOBMUCHUX ITiieH. B pesynbTaTi 11e
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MPU3BOJNTE JI0 TAKUX KIOEP3JIOUMHIB, SIK MOPYIICHHS IMOJITUKH KOH(IISHIIIHOCTI Ta
BUKPAJICHHS MMEPCOHANBHUX JaHUX 3 METOIO 1X 3JIOBMHCHOT'O BUKOPUCTAHHS.

[limx yac po3poOkM MOOUIPHUX JOJATKIB Iepejada JaHUX BIJOYBA€ThCA 3a
MOJIEJUTIO KJTIEHT-cepBep. TakuM 4MHOM, KOJNU JaHi MepedaroThCsl, BOHM MOXYTh OyTH
MEepPEXOIJICHI 3JIOBMUCHHKAMHU depe3 [HTepHeT. 3TOBMHUCHUKH TaKOX MOXKYThb
MepexoIuUIioBaTy JlaHl MmiJg 4ac OaHKIBCbKOTO Tiepekasy. llepemaua naHux uepes
HEHAIHI KaHaIM 3B’SI3Ky MPHU3BOAUTH 10 MOPYLICHHS MOJITHUKU KOHQIACHIIIHOCTI,
KpaJi’KK{ MePCOHANTBHUX JaHUX, IIaXpaiCcTBa Ta BTPATH JUIOBO1 pemyTallii KOMITaHii.

3110BMUCHUKK a00 OOTH MOXYTh OTPUMATH JaHl MiJ Yac aBTeHTU(IKAIi Ta
MPOHUKHYTH B OOJIIKOBUH 3amuc KopucTtyBada. lle Moxke NpU3BECTH 10 BUTOKY
ocobucToi iHpopmarlii, KpaaiKKi MEPCOHATBHUX JJAHUX 1 HECAHKI[IOHOBAHOTO JIOCTYIY
JI0 BHYTPIIIHIX JaHUX O0OJIIKOBOTO 3alKCy KOPUCTYBaya.

3JI0BMUCHHUKHM a00 peKJiaMHI 0OTH MOXYTbh MaTH JOCTYN JI0 JaHMX, K1 HE OyiH
3ammdpoBaHi ab0 3axuIlEeHl HaJIeKHUM YUHOM. lle Moke mnpu3BecTH 10
HECaHKI[IOHOBAHOTO JOCTYNy 10 BHYTPIIIHIX JaHUX MPOTPaMH, KPAADKKH JaHUX,
BUTOKY 0COOHMCTO1 1H(OpMaIlli KOPUCTYBaUIB TOLIO.

3I0BMHUCHHKH MOXYTh TMEPEXOIUTIOBATH JaHl MiJl 9ac MpOIEeCy aBTOpH3allii Ta
BUKOPHCTOBYBATH 1X I HECAHKIIIOHOBAHOTO JOCTYIy JI0 MporpaMu. SIK HACHiIOK, 11e
MIPU3BOJUTH 0 BUTOKY 0COOMCTOT iH(OpMAaIlii Ta BTpaTH IIJIOBOI permyTallii KOMIIaHii.

Hu3bka siKicTh KOAY MOXE MPU3BECTH J0 HemependadyBaHuX 300iB IMpOrpamu
a00 BUHMKHEHHS YMCIIEHHUX MOMWIOK MiJ] 4ac BUKOpUCTaHHS. KpiMm Toro, 1e 3HuXKye
IPOJYKTUBHICTH MPOTrpaMu Ta MOXKE MPU3BECTU A0 HAJAMIPHOTO BUKOPUCTAHHS TaM’sITi
a00 MOBLIBHOTO 3aBAHTAXKEHHS rpadiuHMX €JEMEHTIB B 1HTep(elici KopUucTyBaya Il
4ac poOOoTH.

3II0BMHUCHHKH, OTPUMYIOUH JOCTYN J0 BUXITHOTO KOAY, MOXYTh IHTErpyBaTH B
HbOI'O PEKJIaMy YM IIKIJJIMBl CKPUNTH ab0 3aMIHIOBAaTH YAaCTUHU KOIy, LI0 MOXKE
MPU3BECTH J0 HEKOPEKTHOI pOOOTH MpOrpamu, BTPATH NESIKUX (YHKIH abo 3aMiHU

MEeBHOTO (PYHKITIOHATY JJI1 BAKOPUCTAHHS MPOTPaAMU. TSI 3JIOBMUCHUX ITIJIEH.
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Pusuku, ski BIJIMBaIOTH Ha O€3MeKy MOOUIBHHUX 3aCTOCYHKIB TMPEJICTaBICHI Yy

BUTJISIZII CXEMHU Ha PUCYHKY 2.3.

Factors that Affect Mobile Applications Security

Improper Insecure Insecure Insecure Insecure Risk of

Platform Data Client-Server | Authentification || Authorisation Code
Usage Storage Communication Risk Risk Forgery
Insufficient Popr Extraneous Reverse
Data Code Quality Functionality | | Engineering
Encription Risk Risk Risk

Pucynoxk 2.3 — Pusuku, siki BIUIMBAaIOTh Ha O€3MeKy MOOUIBHHUX 3aCTOCYHKIB

Takoxx Oyyio 310paHO CTATUCTUYHI JaHI I[0JI0 YaCTOTH BUHUKHEHHS KOXKHOTO
dakTOopy pHU3UKY 1100 BU3HAYMTH (hAaKTOPH, SIK1 3yCTPIYarOThCs HAWYacCTIIe a 3HAYUTh,
BIJIMOBITHO, € HATHEOE3MEUHIIIMMU JIJIs1 KITIEHTCHKOT YaCTUHU KiOep(h13UMIHOT CUCTEMHU
JUTSI PO3YMHOTO TTapKyBaHHS.

YacToTta mposiBy (akTopiB, 110 BIUIMBAIOTh Ha O€3MeKy MOOUIbHMX JOJAaTKiB,
300pakeHa y BUTJISAI CTOBITYMKOBO] JliarpaMu Ha pUCYHKY 2.4.

BianoBigHO 10 CTAaTUCTUYHUX JaHUX, HABEJACHUX HA PUCYHKY 2.4, He3aXHUIICHE
30epiraHHs TaHWUX 1 HE3aXUIICHHI 3B 30K KITIEHT-CEPBEP € HAYACTIIUMU MPUIUHAMU
PU3HKIB 0€31MeKHn MOOUTBHUX 3aCTOCYHKIB.

3JIOBMUCHHUKH MOXYTh 3aBAaHTOKUTH MOOUTBHUN JI0JATOK, 00 TEPEepOOUTH HOTO
¢dbynkii. ToOTo oHa 1 Ta K TIporpamMa B Pi3HUX BEPCisIX MOXE IpaIffoBaTH aOCOJIOTHO
MO-Pi3HOMY.

Y upomy BHMNAAKY 3J0BMHCHHKH NEPEBIPSAIOTH (PYHKIT MOOUIBHOIO A0JATKY,
1100 3HAWTH BY3bKI MICIIS Ta 3aIIPOBAJIUTH CTOPOHHIN KOJI.

TakoX 3JOBMHUCHHUKM MOXYTh BIPOBAJPKYBATH IIKIJIMBI 3MIHM B MOOUIbHMIA

J0JATOK, 10 JO3BOJISAE IM 3MIHIOBATH HOTO (PYHKITIOHA.
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CEpBEPA € BAKIIUBICTD MU(PYBaHHS.

Extraneous Functionality

Reverse Engineering

Code Tampering

Client Code Quality
Insecure Authorization
Insufficient Cryptography
Insecure Authentification N
Insecure Communication
Insecure Data Storage

Improper Platform Usage

0%

| | ! \
10% 20% 30% 40%

!
50%

Pucynoxk 2.4 — Yactora nposBy GakTopiB, 10 BILTUBAIOTH Ha O0e3MeKy MOOUTEHHUX

3aCTOCYHKIB

2.1.2 Pusuku 6e31eKku Ha CTOPOHI cepBepa

OpHuM 3 HalBaXIUBIMIKX (aKTOpiB 3a0e3nedyeHHss O0e3MeKH JTaHWX Ha CTOPOHI

OOMIH MUTTEBUMH TOBITOMIICHHSIMU € OAHHMM 13 HaWIMOIIMPEHIMUX CIOCO0IB

CHUIKYBaHHS KJTIEHTA 3 CEPBEPOM Ha PiBHI KIIIEHT-CEPBEPHOI apXITEKTYpH.

Oe3IeKH.

Takum ymHOM, 3amm(ppOBaHI TEKCTOBI MOBIIOMIIEHHS € BAXKJIUBHM 3aX0JIOM

Tomy po3poOHMKHM MOOUIBHMX 3aCTOCYHKIB TOBHHHI 3BEPHYTH yBary Ha IIeH

3axig Oesnexku. OnHak iHGopmalliiHa Oe3leKa - 1€ He €IWHa MepeBara, Ky MO)KHa

OoTpUMaTHu Bi,II ITOJICTTICHHA 3aHII/I(I)pOBaHI/IX TCKCTOBHUX l'IOBi,Z[OMJICHB. cDaKTI/I‘IHO, €

TAaKOX JIEsSKl 1HII crnocoOu 3abe3nedyeHHs Oe3MeKd AaHUX Ha CTOPOHI cepBepa, sKi

HaBeJeHo y Tabmwmi 2.1.

3M.

ApDK.
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Tabmuus 2.1 — Cnocobu 3a6e3neyeHHs Oe3MeKu TaHuX Ha CTOPOHI cepBepa

Cooci0

Onwuc

besneuna

nepeaayda JaHux

He moxna 3amepeuyBaTu, 110 3aliM(ppoBaHi AaHl 3a0e3MeuyroTh
Oe3meKy mijJ 4ac nepeaadi. SKIo KOpUCTyBadl HaACUIAOTh (haian
€JIEKTPOHHOIO MOIITO0 200 MOIIMUPIOIOTH iX Uuepe3 XMapHUil cepsep,
BOHH MOXYTh BUKOPHCTOBYBaTH ImudpyBaHHs. lle gomomarae im
MEPEKOHATHUCS, 10 KOJIEH HEaBTOPU30BaHUM KOPUCTYBad HE 3MOXKeE

NEePErsHyTH 110 1HdOopMaIrito.

3a0e3mneueHHs

LIJIICHOCT1 JaHUX

HenpaBoMipHe BUKOPHUCTAaHHS JaHUX MOXKE BIIOYBATHCS HE JIMLIE
IUIAXOM IUIECHIPSIMOBAHOI KPAJDKKM JIaHUX, ajle W IUIIXOM
MaHIMyJIIOBaHHS. XaKep MOKE€ MAaHIMYJIIOBaTH KOHKPETHUMU
JAHUMH, 11100 MOPYIIMTH KOPHOpaTHMBHI KOMyHikauii. OpjHak
BUKOPHUCTaHHA 3alIM(pOBaHUX JTaHUX MOXKE YHUKHYTH TaKoi

CUTYyallii.

3axuUCT ITaHUX Ha

BCIX MIPUCTPOSX

Pi3HOMaHITHICTE TPHUCTPOIB CTAa€ 3HAYHOI YACTHHOIO HAIIOTro
xutTsa. OgHaK mepefava JaHWX 3 OJHOTO MPUCTPOIO Ha IHIIMH —
cnpaBa pwu3ukoBaHa. OTke, TEXHOJOTISA IMUPPYBAaHHSI MOXKE
3aXMIIaTH Ta 30epiraTd JaHl Ha BCIX NpUCTposix. Takui 3axina

0e3MeKn MOXe CTPUMYBATH HEABTOPU30BAHUX KOPUCTYBAUIB.

udpyBanus

TaHUX

VY OuIblIOCTI BUMAJKIB BUAHO, IO OaraTo raiysedl moTpedyroTh
CyBOpPOro JOTPHUMaHHS BHMOI IIOJIO 3aXHCTy BCIX THX, YU
ocobucta iHdopmMmaris 30epiraetbes opranizamismu. FIPS, HIPAA
gy OyJb-SKI 1HINI HOPMAaTHBHI aKTH TOBHICTIO MOKJIAJAIOTHhCS Ha

mupyBaHHS I 3aXUCTY JTaHUX
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2.2 Pusuku 6e3nexu API

Application Programming Interface (API) — e Tun nporpaMHOro 3ade3rneueHHs,
SKE MIAKITIOYAEThCS 10 (YHKIIOHATPHUX MOXKJIMBOCTEH MPOTrpamMu Ta €KOHOMHUTH Yac
po3poOHukiB. Yacto 3a gomomororo API migkimrodaeTbesi PyHKITIOHATBHICTh, CTBOPEHA
IHIIUMU  pO3pOoOHMKaMH, ab0 dYacTo BHUKOPUCTOBYBaHa (DYHKIIIOHANBHICTh, abo0
BUKOHYEThCSA MIAKIIOUEHHS KiieHT-cepBep. Lle momomarae po3poOHUMKaM €KOHOMHUTH
gac 1 He po3poOsaTH 3 HyIs (PyHKI, SKI BXKe € 3araJpHOA0CTYMHUMHU. Koiau crnpara
JOXOJWTh JI0 3’€JHAHHS KITbKOX YacTHH IPOTpPaMHOI CHCTEMH pa3oM, I JIMCHO
kopucHo [17]. Ognak mix yac BukopuctanHs APl iCHYIOTh TaKOX PU3UKH JIs1 OC3IIEKH.
IcHye nBI OCHOBHI MpUYMHHM, YoMy IiJl yac BukopuctanHs APl cnin BpaxoByBaTu
MUTAHHS OE3MEKH.

3)  Ilpoctwii croci6 oTpuMaTH JOCTYIT IO BHYTPIIIHBOI iHPOpMAIIil TporpaMu
— gyepe3 APl MoxHa oTpuMaTH JOCTYI 10 30€peKCHUX JTaHWUX, BKIIOYAIOYH OCOOUCTY
iHpopMaIlito KOpUCTyBada (JIOTiH, MapoJib TOMIO) 3 METOK HECAHKI[IOHOBAHOTO
PO3IOBCIOKEHHS 200 3JIOBMUCHO1 AiSTILHOCTI.

4) [IpocTuii criociO aJist 37IOBMUCHUKIB OOIATH 3aX0u OE3MEeKH, HAaBITh SKIIO
OpannMayep yBiIMKHEHO. ToMy He BapTO HEXTyBaTH J00pE MPOIYMAHOK CTPATETIEI0
Oe3IeKH.

IcHye 3HauHa PI3HUIA B 3aX0/1aX O€3MEeKU I TPAAUIIMHUX BeO-porpam 1 BeO-
nporpam Ha ocHOB1 API. Ils pi3Huus nossirae B iXHIA apXITEKTypl Ta TOMY, SIK BOHHU
noOyzaoBani. Panime 3axuct BeO-moAaTkiB BuMaraB Jjuiie 3axucty noptiB HTTP i
HTTPS.

CyvacHi mporpamu, sKi BUKOPHCTOBYIOTH Kibka APl 1 pi3HI mpoToKONH,
noTpeOyIOTh KOMIUIEKCHOTO 3aXHCTY BCIX YACTHH MPOTPaMH, BPaXOBYIOYH BCi ii BY3bKi
micis. Ile ocobmuBo BaknuBo, komu APl posmmproe cBow (GyHKIIIOHAIBHICT, IO
YCKJIQJIHIOE KepyBaHHs Oesnekoro. Kpim Toro, mig uwac 3aminu APl momepeaHno
po3po0JIeH] 3axoau Oe3MeKd HeOOXITHO TMEeperyisHyTH Ta NepeHajallTyBaTH BPYUHY.

Piznuris B crpykrypi APl-monaTkiB poOUTE X 4y TJIMBUMHU JI0 30BHIIIHIX 3arpo3 [4]:
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API 3a3Buuaii 3axuieri 3a gonomororw BeO-TokeHa JSON abo xmroua APIL. 1le
no3BoJisge 3axuctutd APl 1, y pa3i BUABJICHHS HE3BUYHOI a00 MiM03piiaoi MOBEIIHKH,
3aKpUTH J0CTYyN a0 KirodiB API.

3axuct Binm DD0S-atak B ocHOBHOMY MoOyAOBaHWI Ha MPHUHIMIN BiIXHUICHHS
3amuTIB BiJ migo3piimnx aktopiB. Lle cTae ckianHiiie, OCKUILKM B JI0JaTKaX Ha OCHOBI
AP| koxeH Tpadik BUTIAIA€E T1A03PLIUM.

CepBep BIAINOBIJIAa€ 3a 3B’A30K MDXK MPOTPaMOI0 Ta KOPUCTYBAaYEM 32 €KpPaHOM
MoOUTbHOTO TenedoHy. OCHOBHOIO MPUYMHOIO BPA3IUBOCTI CepBepa € Te, 10 1HKOJIU
PO3POOHUKHN HEIOCTATHBO CEPHO3HO CTABJATHCS O HAJICKHUX 3aXOJIB OE3MeKH Ta
3aXUCTy MIAKIIOYEHB 0 cepBepa mia yac podotu 3 API.

BiamoBigHo 10 AOCIIKEHb Y BCbOMY CBITI1 MOPYIICHHS Ta BUTIK JaHUX 3a3BHYAM
B1JIOYBAIOTHCS, KOJIM BIIOYBAETHCS HEAOCTATHE PEECTPYBAHHS.

Ha Bigminy BiJx aBTeHTHIKaIll, Mpollec aBTOpU3alli B KOXKHIA Mporpami Mae
BJIACHY JIOTIKY, 1 II€ 4acTO MOXe€ OYTH BY3bKHUM MICLIEM JJis 3JIOBMHCHHUKIB. SIKIIO
MPOIEC aBTOpU3allil HEIOCTATHBO MPOIYMAHUM 1 3aXUIIEHUN, XaKePU MOXKYTh YBIUTH B
CHUCTEMY 1 OTPUMATH JOCTYI IO JAaHUX 3a JOMOMOTOIO ITEPATHBHOTO METOIY BHOOPY
inearudikaropa [4].

3riIHO 31 CTAaTUCTHYHHMHU JIaHWMH, OCHOBHHUMH Ta HAWIOIIHUPEHIIIHUMHI
dakTopamu € MOPYIIECHHS JTaHWX, BUTIAIKOBE PO3KPUTTS AaHuX, 3actapuii API, BimMoBa
B oOciyroByBaHHI, HeBiziomi abo TiHboBI APl Ta 3axomseHHsi 00JIIKOBOrO 3amucy.
YacToTra mposBy BuUllle3a3HAYEHUX (DAKTOPIB, K1 BIUIMBAIOTH Ha O€3MeKy MPHUKIAIHOTO
nporpamuoro inrepgericy (API), mpencrasieHa Ha puCyHKY 2.5.

TobTo mpomikHe mporpamMHe 3a0e3leueHHs 3a0e3nedye T0JaTKOBHM 3aXHCT
cepBepa BiJ MiAO3pUIMX a00 3JIOBMUCHHUX 3alMTIB IUIIXOM 1X MEPEXOIUICHHS Ta
nepeBipkd. | TUTbKM SKIIO 3amuT O€3MeYHUM, BIH BIANPABISETHCS HAa CEpBEp IS

MOJAIbII01 OOPOOKHU.
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Data breaches 55%

Accidental exposure of data 46%
APls though to be deprecated |

are still running 36%

Denial of Service (DoS) 35%
Unknown or shadow APIs 34%
Account takeover (ATO) : 31%

Pucynok 2.5 — Yacrora nposiBy QaxTopiB, 1110 BIUIMBAIOTH HA O€3MEKy MPUKIATHOTO

nporpamuoro inrepgeticy (API)

2.3 Bulip MeToIiB 1 cepeioBulIlla peatizallii mporpaMHOro 3a0e3MeYeHHS

Posraspatoun akTopu, sSKi BIUIMBAIOTh HA OKPEM1 YACTUHH MPOTPAMHOI CUCTEMU
PO3YMHOI'0 TapKyBaHHSI, OyJIO BHpIIIEHO B3SITH JO YyBaru Ti, SKI HaWyacTiie
BILUIMBAIOTh Ha O€3MEKYy CUCTEMHU Ta 3aJIy4aloTh ii PI3HI YACTUHU 3 PI3HUX TOYOK 30pYy
(HampukiIam, JOCTYyN JO0 JaHUX, 3B 30K KIIEHT-CEpBEp). , BY3bKI MiCIs TIpH
BukopuctanHi API) i npuiiT 10 pilieHHs], IKe JOMOMOXKE BPaxyBaTH iX y KOMIUICKCI.

[IporoHoOBaHe pillleHHA € TPOMDKHUM MPOTPAaMHUM 3a0€3MEUYECHHSIM IS
JI0JIaTKOBOI MEPEBIPKU 3alMTIB Bij Kii€eHTa 70 cepBepa. Lle edekTuBHUN 1HCTPYMEHT
JUIs. BUKOHAHHS omepaliiii abo o0uYuciaeHb BCEpeaArH] 3’ €qHAHHS «3alUT-BIIMNOBIABY) Y
MOJEN B3a€EMOJII KIIIEHT-CEpPBEp. Woro cin BUKOPHUCTOBYBATH, KOJU HEOOXITHO
BUKOHATH TIEBHY ONEpaliro ado MepeBIpUTH HAIWHICTh 3alUTy HE 0e3MocepeaHbO Ha
cepBepi 3 MIpKyBaHb OC3IEKHU.

Tomy Oysi0 BHOCKOHANIEHO apXITEKTypy KiOep(i3M4HOi CUTCEMH MJisi PO3yMHOIO
MapKyBaHHsI, HaBeJIeHy Ha pUCYHKY 2.1, nogaBmm mpomikHE MporpaMHe 3a0e3MMeUeHHS
Oe3lekr 70 CEepBEpHOI YaCTUHU MporpamHOro 3abesnedyeHHs. [IpomonoBaHa
apxiTekTypa Kibep(hi3m4HOi CHCTeMH /I PO3yMHOTO MapKyBaHHS, 13 3aCTOCYBaHHSIM

IPOMDKHOTO TMPOTPAMHOTO 3a0e3MeueHHs], MpeAcTaBieHa Ha PUCYHKY 2.6. 3 Takorio
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apXiTEeKTypor Habararo mpocCTillieé BU3HAYUTH, YU CIpaBJi 3amuT OyB HaJICIaHHWH 3
HAIIOTO KJIIEHTCHKOTO JIOJATKY, 1 MEePeBIpUTH, YU BiH HE HIKVIMBUN 1 Y HE MICTUTH
nigo3piioro koxy. Takoxk Iie MpOMDKHE MporpaMHe 3a0e3nedyeHHs] CKOPOTUTh Yac
pobOTH mporpamu, SIKIIO 3aMUT HE € BIAMOBIIHUM, OCKLIBKM HOro pe3ysbTaT BiKe
Bimomuid, ockiibku BUkiIMk Google Cloud APl He BinOyBa€eThCss MUTTERO.

PosrinsaemMo mpukiaag  poOOTH  3ampOIOHOBAHOI TPOTPAMHOI  apXiTEKTypH
PO3YMHOTO TapKyBaHHs 3 BHKOpucTaHHsaMm Security Middleware. Jlns xpartoro
PO3yMIHHS Ta HAOYHOCTI PO3TIISTHEMO aJITOPUTM, 3alIPOIIOHOBAHUI Ha PUCYHKY 2.0.

3rifHO0 3 pPUCYHKOM 2.6 3amuT HAJACUIIAETHCS Ha CepBep 13 MOOUIHLHOTO
KIi€HTChKOro nmomatky. OaHak 3amuT He 3aBkau Moxe Oytu Oesneynum. [1[o6
NEPEeBIPUTH 1€, MU TEPEBIPSEMO 3aMUT 3a JOMOMOIOI IHTETPOBAHOTO MPOMIKHOTO
IPOrpaMHOTO 3a0€3MeYEHHSI.

[le M03BOIMTHL HAM MEPEKOHATHCS, IO 3aMUT JINCHO HAAIWIIOB 3 HAIIOrO
KJIIEHTCHKOTO JIOAATKy, a HE 3 SKOTOCh CTOPOHHBOTO PECYPCY, 1 IO 3alHUT OE3MEUHUH.
Tako BUKOPUCTaHHS MPOMIKHOTO MTPOTPAMHOTO 3a0€3MeUeHHS CKOPOTHTH Yac POOOTH
[porpam, sIKIIO 3aIUT € HEBIAMOBIIHUM ab0 HOro pe3yJibTaT BiKe B1IOMUM.

Ockinpkn Bukimk Google Cloud Vision APl He € MUTTEBUM, MH MOXKEMO
BUKOPHUCTATH 1€l Yac JIJIsl IEPEBIPKU OE3MEKH OTPUMAHOTO 3aIHTY.

Axio 3anuT Oe3neyHui, BiH BIAMPABISETHCA HA MOJANbITy 00poOKy, a came Ha
NEepeBipKy BUOPAHOTO KOPUCTYBayeM NApKyBaJIbHOTO MICIS Ha 3alHATICTh. SIKIIO
3alUT BU3HAYAETHCS K MOTCHIIIMHO MIKIJJTMBUM a00 CTOPOHHIM, BIH HEUTPaJI3ye€ThCS B
nepioMy BUIAIKY, a BIANOBIIb CepBepa Ha TAKUid 3aITUT ITHOPYETHCS.

Jlnst po3poOKK MPOMIXHOTO MporpaMHoro 3abesnedeHHs (Security middleware)
JUIS TABUINCHHST Oe3neku KiOepdi3uyHOT CHUCTEMM JIi PO3YMHOI MApKOBKH MOXHA
BUKOPUCTATU PI3HI TEXHOJIOTII B 3aJIEKHOCTI BIJ KOHKPETHHUX BUMOI 1 OOMEKEHb
PO3p00IIFOBAHOT CUCTEMH.

[Tepenik TEXHOOTIH, SIKIi MOKJIMBO BUKOPUCTATH JIJIsi pO3p0oOKH mpomixHOoTOo 113
U1 3a0e3nedeHHs Oe3Mmekn Kioep(i3uaHOl CHCTeMH I PO3YMHOT MApKOBKH HABEIECHO

y Tabmmi 2.2.
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Parking slots

e

CCTV camera

Cloud Storage

Security Data processing
Middleware Algorithm

CLIENT

Pucynoxk 2.6 — Apxitektypa kidephi3uuHOi CUCTEMU JJIsI PO3YMHOTO TTapKyBaHHS, 13

3aCTOCYBaHHSM MPOMIKHOTO MPOTPaMHOT0 3a0€3MeYeHHS
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Tabmuus 2.2 — Tlepenik TexHosori mis po3poOku mpomikHoro I[13 s

3abe3redeHHs O0e3MeKy Kioeppi3uIHOI CHCTEMH JJIsl PO3yMHO1 TapKOBKHU

Buna rexuaomnorii

Kopotkuii onuc

Mosga

IIpOTrpaMyBaHHs

MokHa BHKOPHUCTOBYBAaTH MOBY MpPOTpaMyBaHHS, 3pydHy 1
BIJIMOBITHY JUIsl BamIOr0 BWKOPWUCTAaHHS. Hampukiaa, MoBHU
MporpamMyBaHHs, SIKI YacTO BUKOPHUCTOBYIOTBCS MJIi PO3POOKHU
MPOMIDKHOTO TPOTPaMHOTO 3a0e3IMedyeHHs, BKIoUaTh Java, C++,

Python ta Node.js.

OperiMBOPKH:

Buxopucrannst (ppeiiMBOpPKiB MOXe 3HAYHO IMOJIETIIMTHA PO3POOKY
POMIKHOTO TpOorpamMHOro 3abesmeueHHs. Hampukian, ans BeO-
MporpamMyBaHHS MOXXHa BHKOPHUCTOBYBaTH (PpelMBOpPKH, TaKi SK
Django (Python), Spring (Java), Express.js (Node.js) abo ASP.NET
(C#). Hnsa po3poOku MIKpOCEPBICIB MOXHA BHUKOPHUCTOBYBATH
¢peitmBopku, Taki gk Spring Boot (Java), Flask (Python) a6o
Nest.js (Node.js).

bas3u nannx

Jlns 30epekeHHsT TaHMX MOKHA BUKOPHUCTOBYBATH PeJIALiHI 0a3u
nanux, Hampukian, MySQL a6o PostgreSQL, abo wHepemnsiiiHi
0a3u nanux, Taki sk MongoDB a6o Cassandra, B 3aj1eXHOCT1 Bif

noTped po3po0IIIOBaHOT CUCTEMH.

Komynikamiss  Ta

MPOTOKOJIU

Jliist 3a0e3meueHHsT O€3MeKn KOMYyHiKallii MOYKHAa BUKOPUCTOBYBATH
nporokonn mmbpyBanas, Taki sk HTTPS, TLS a6o SSH. [ns
B3a€MO/IIi 31 30BHINIHIMHU CepBicaMy a00 1HIIMMHU KOMITOHEHTaMU
CHUCTEMHU MOKHAa BUKOPUCTOBYBaTH BeO-cepBicH, Taki sk REST abo

GraphQL, a6o inur nmporokonu, Taki sk MQTT mns loT-npuctpois.

Kinenp Tabmuii 2.2 — Ilepenik TeXHOJIOTIH sl po3poOku mpomikHoro [13 s

3a0e3neueHHs 0e3MeKr Kioepi3uIHOI CHCTEMU JIJIs1 PO3yMHO1 TapKOBKHU
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Ayrentudikaris Ta | [[ns 3abe3neueHHss Oe3meKkH JIOCTYyNy JI0 CHUCTEMH BH MOXKETE
aBTOpHU3AIIis: BUKOPHUCTOBYBAaTH MEXaHI3MH ayTeHTH(IKAIlI] Ta aBTOpU3allii, TaKi

ak JWT (JSON Web Tokens), OAuth ao OpenlD Connect.

MoHiTOpUHT Ta | [Ins BincrexxkeHHs poOOTH CHUCTEMU Ta BUSBIEHHS MOKJIMBUX
JIOTYBaHHS npo0jeM MOXHa BHKOPUCTOBYBAaTHM IHCTPYMEHTH MOHITOPHUHTY,
taki sk Prometheus abo ELK Stack (Elasticsearch, Logstash,
Kibana), siki TOMOMOXyTh BaM aHali3yBaTH JIOTM Ta METPHUKHU

BaIllOol CUCTEMU.

TectyBanHs He 3a0yBaiiTe mpo Ba)JIMBICTh TECTYBAaHHS BallOro MPOMIXKHOTO
nporpaMHoro 3abesnedyeHHs. Bu MokeTe BHKOPHUCTOBYBATHU
bpelMBOpKHU 11 aBTOMATU30BaHOTO TeCTyBaHHs, Taki sik JUnit
(Java), pytest (Python) a6o Mocha (Node.js), abo ium
IHCTPYMEHTH JUJIsl IOHIT-T€CTYBaHHS, IHTErPALITHOrO TECTYBaHHS

Ta HABAHTAKYBAJIbHOI'O TCCTYBAHHA.

PexoMmeHn10BaHO TIpOBECTH JeTalbHUI aHami3 MoTped KiOep(i3uuHOT CUCTEMH Ta
POKOHCYJIBTYBAaTUCS 3 €KcHepTamMu 3 Oe3neku, o0 BuUOpaTH HaMKpaluii CTeK

TEXHOJIOT1H JIJIs1 TPOMTOHOBAHOTO MPOMIKHOTO IIPOTPAMHOT0 3a0€3MeUeHHSI.

2.4 BucHOBKHU

Otrxe, y naHoMy po3aimn Oyio MPOBEASHO aHaji3 IMOTCHIIMHUX 3arpo3, sKi
BILJIMBAIOTH Ha Oe3MeKy Kioep(i3uuHOI CUCTeMHU JJisi pO3yMHOT0 apKyBaHHA. OCKUTbKA
nporoHoBaHa Kibep(dizuyHa cuctema 0a3yeThCsi Ha KIEHT-CEPBEPHIM apXiTEKTYpI,

BU3HAUEHO TMOTEHI[IMHI 3arpo3W KIIEHTChKIM YacTHHI Ta CEpPBEpPHIM YaCTHHI
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IIporpaMHoOro 3a0e3IeYeHHS. TaKO}K, OCKIJIbKH KIIIEHTChKA YacTHHA 6y,Z[€ IMpueaHada 10

CEpBEPHOI YAaCTHUHM 3a JIOMIOMOTO0 MPUKIAIHOTO MporpaMHoro 3abesneuenHs (API),

OyJI0 PO3TIIIHYTO (PaKTOPH, SIK1 BIJIMBAIOTh Ha Oe3neky API.

Takox y X041 JAHOTO PO3JUTy OYyJI0 BU3HAUYEHO CTEK TEXHOJOTIH, SIKUM MOXe

OyTH BUKOPHUCTaHW I PO3POOKM MPOMIKHOIO IPOrPAMHOrO 3a0€3MEeUeHHs s

MIABUILEHHA Oe3neku kidepi3nuHoi cuctemu “Po3ymua mapkoBka”.
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3 BHPOBA/I’KEHHSA TIPOI'PAMHO-TEXHIYHOI'O 3ACOBY JJIsA
NIIBUINEHHA BE3NEKW KIBEP®I3UYHOI CHUCTEMHU “PO3YMHA
ITAPKOBKA”

3.1 3amponoHoBaHuii cmocid MiABUINCHHS Oe3neku KiOep(i3ndHOi CUCTEMH

“Poszymna IlapkoBka”

OCKUIBKH B TIOMEPETHBOMY PO3A1IL OYJI0 PO3TIASHYTO CTEK TEXHOJIOTIH, SIKU gae
MOKJIMBICTh PO3POOUTH MIPOMIXKHE TTpOTpaMHe 3a0€3IeUeHHs ISl TIBUIICHHS O0e3MeKH
ki0ep¢i3uuHoi cucremu “Po3ymHa mapkoBka”, cepell 3alpONOHOBAHUX TEXHOJOTIN
oysno obpano ¢perimBopk ASP.NET Core. OaHiero 3 HalBaXJIMBIIIUX OCOOJUBOCTEH
ASP.NET Core € crpykrypa «Middleware». Ile nyxe edextuBHa GyHKINS IS
BUKOHAHHS 1HAWBIAyaJbHUX ONEpalid y cepeauHl Mojenl «3amuT-BIAMOBIABY 1
KepyBaHHS TpadikoM 3amuT-BiAMOBiNb. MM MOXXEMO BHUKOHYBAaTH OaraTo pi3HHX
3aBAaHb, HAIPHUKJIAA MEPEBIPSITH JIMCHICTh BXIJHOTO 3alHTY, CTBOPIOBATU BIIAMOBIAL 3
kerry B ASP.NET Core 3a monomMororo CTpyKTyp, siKi 30UparoThCsl pa3oM.

CtpykTypa, fKa J03BOJISIE BAKOHYBAaTH METO/H, JIOJaH1 SIK JIOMOBHEHHS JI0 KJacy,
orpumanoro 3 inrepdeiicy |ApplicationBuilder Ha ocHOBI IPOMIKHOIO ITPOrPAMHOTO
3a0e3nedcHHs . MU BUKOPHUCTOBYEMO HOT0, KOJM XOUYE€MO BHUKOHATH Pi3HI omeparlii Ta
JIaTy IHIIUA HAPSMOK XOy MpOoIIecy, TOKU BIJMOBIIb HA 3alUT HE HaAle BiJl KIII€HTa
110 BE€0-10/1aTKYy .

Middleware — 1ie TepmiHOJIOTIYHA CTPYKTYPA, SIKa OMUCY€E MTPOMIKHE IPOTPaMHE
3abe3nedenHs. Lle cTpykTypa, sika BCIOAM Ma€ OJHAKOBHM MexaHi3M poboTu. [IpomikHe
mporpamMHe 3a0e3MeyeHHs] 3amyCKaeThCs MOBUIBHO. Komm mpomMikHE mporpaMHe
3a0e3MeYeHHS 3aIMyCKAEThCS, BOHO 3aIyCKa€ 1HINE MPOMIXKHE MPOTpaMHe 3a0e3MeUeHHS
70 3aKiH4YEeHHS TepMmiHy Moro gii. Cxema poOOTH KOMIIOHEHTIB MPOMIKHOTO
IPOrpaMHOr0 3a0e3MeYeHHsT ISl MiABUIEHHS Oe3neku KiOepdi3nyHOi CHUCTEMH

“Po3ymHa mapkoBKa” HaBeJICHO Ha pUCYHKY 3.1.
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—» Middleware ——

HTTP RESPONSE

CLIENT SERVER

Pucynoxk 3.1 — Cxema poO0TH KOMIIOHEHTIB Ki10epdi3uuHoi cuctemu “Po3zymHa

MapKOBKa” 3 ypaxyBaHHSIM MIPOMIKHOTO MPOTPAMHOTO 3a0€3MeUeHHS

[TpuHuMn poOOTH HPOMIKHOIO MPOTPAMHOIO 3a0e3MeueHHs Ul I1JIBUILEHHS
oesnexku kiOepdizuuHoi cuctemMu ‘“‘Po3zymMHa mapkoBKa” 3 KIIEHTChOIO YaCTHHOIO
Ki0ep(13M4YHOI CUCTEMH, KA MPOMOHYETHCS Y (popMi KpocmiaaThopMHOro MOOUTBHOTO
3aCTOCYHKY, MOJISITAa€ B HAJAXO/KEHHI 3aIIUTIB BiJl KJIIEHTA JJO MPOMIXHOTO MPOrPaMHOIO
3a0e3neueHHs] Ta HaJaHHI BIAMNOBiAI 3 YK€ MEepeBIpEHUMH Ta OE3MEUYHUMHU JaHUMHU.
Sxmo naHi 3 MEBHUX MPUYMH HE MPOXOJATH MEPEBIPKY 3a JONOMOIOK MPOMIKHOIO
porpamMHOTO 3a0€3MeYeHHs, BI/IMOBIbh HA TAKW 3alUT HE HAJAETHCS, a JaHI CaMOTO
NOTEHIITHO  MIKNIMBOTO  3alHUTy  3HUIIYIOTHCS  MPOMDKHHUM  MPOTpaMHUM
3a0e3neueHHsM. llpuHuun pobGOTH NPOMIKHOTO HPOrpaMHOro 3a0e3MEYEeHHs IS
nigBUIeHHsT Oe3neku Kioepdizuunoi cuctemu “Po3ymHa mapkoBka” Mpe/CTaBIEHO Ha
pUCYHKY 3.2.

Ha cxewmi, mpeacTaBieHiii Ha pUCYHKY 3.2 OTPUMAHO 3alUT 1 3aMyLIEHO OJIHE
MIPOMIXKHE IIPOrpaMHe 3a0€3MEeUeHHs, 1 B IbOMY MICII BUKOHYIOTHCS 3alIUTaH1 ONeparlii,
a MOTIM HAacTyNHAa KOMaHJa 3allyCKa€e HACTylHE MPOMDKHE MporpaMHe 3a0e3neyeHHs.
Bin mpomoBxkye 3amyckatucs TakMM YUHOM 0 TPETHOTO MPOMDKHOTO IMPOTPAMHOTO
3a0e3nedYeHHs], MOTiM, OCKUIBKH HEMa€e MPOMIDKHOTO MPOTPAMHOTO 3a0€3MeYeHHS IS
3allyCKy, BOHO TIIOBEPTAETHCA JO IMOMEPEAHBOIO MPOMDKHOTO  MPOTPAMHOIO
3a0e3MeyueHHs], 3aBeplIye HOro Ta MOBEPTAETHCSA 10 IMOMEPEAHbOrO, a KOJU OCTaHHE

3aBEPILCHO, BIMOBIAb MOBEPTAETHCA. TaKUM YHHOM, CHIpaJib 3aBEPIICHA.
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Asp.Net Core wmae saapo, SKe CTPYKTYPHO MIATPUMYE CTPYKTYpPyBaHHS
HPOMIDKHOTO MporpaMHoro 3abesmnedeHHs. Yci ¢ynkiii B metoni Configure y daiini
3anmycKy (paKTUYHO JIIIOTh SK MPOMIXKHE MporpamMHe 3a0e3ledeHHs. Y CTPYKTypyBaHHI
Asp.Net Core mnpoMibkHE TIporpamMHE 3a0e3IMeUeHHS TOYMHAETHCS 3 HAa3BU

«BI/IKOpI/ICTOBYBaTI/I» Ta BUKJIMKAETHCA B HAJIAINTYBAHHAX.

Middleware 1 Middleware 2 Middleware 3

Request
/] Server logic

next() ==y // Server logic

D next() == // Server logic
CLIENT

// more logic

// more logic

{// more logic
Response

Pucynok 3.2 — [IpuHiun poO6OTH MPOMIKHOTO IPOrpaMHOTo 3a0e3nedeHHs AJis

MigBUIIEHHS Oe3nexu Kidepdiznanoi cucremu “Po3ymHa mapkoBka”

[Mopsimox TpurepiB Baxauuii y Middlewares. Tomy mnpomixkHe mporpamHe
3a0e3nedyeHHs CiIiji COPTYBATH, 3BEPTAIOUM yBary Ha pobouuit mpiopurer. Hampukian,
SIKITO TTOTPIOHO BUKOHATH aBTEHTHU(]IKAIIIIO Ta aBTOPH3AIIiI0, CIIOYATKY CJIiJl BUKJIUKATH
IpOMIKHE MporpamMHe 3a0e3MeueHHs aBTeHTU(DiKallii, a MOTIM — MPOMIKHE TTPOTpaMHE
3a0e3nedYeHHs aBTopu3allii. [THopyBaHHSI MOPSAAKY TYT MPU3BEIE 0 JOTTYHUX TTOMHJIOK.

B Asp.Net Core € mpomixkHe mporpamHe 3a0€3I€UeHHsI, BCTAHOBJIEHE B SAPI:
Run, Use, Map, MapWhen. ¥V tabaumi 3.1 HaBeaeHO ONMUC KIAciB Ta MOIYJIB
MPOMIXKHOT'O MPOTPAaMHOr0 3a0e3MedeHHs JUIsl MiABUINEHHS Oe3neku KioepdiznyHoi

cucTeMu it po3ymMHoi mapkoBku Ha miatdopmi ASP.NET Core.
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Tabmuus 3.1 — Onumc KkiaciB Ta MOAYJIIB MPOMIKHOTO MPOrPaMHOTO
3a0€3MeUeHHs 11 TIJABUINCHHS Oe3neku KidbepdizuuHoi cucremMu i pPO3yMHOT

MapKOBKH.

Hasga knacy Onuc Ta npu3HaYEHHS

SecurityMiddleware |T['onoBHUI Kiac TPOMIKHOTO MPOTPAMHOTO 3a0e3MeUYCHHH,
KWW BUKOHYE TEPEBIPKY Oe3MeKku mepea oOpoOKO 3aIuTy.
Le#t kiac peanizye inrepdeiic "IMiddleware™ 1 MicTUTB MeTOA
‘InvokeAsync’, B SIKOMy BHUKOHYETbCS JIOTiKa O€3meKu Ta

BUKJIMK HACTYITHOT'O KPOKY 00pOOKH.

AuthenticationService | Kitac, BiamoBiganpHHii 3a ayTCHTH(IKAII0O KOPHUCTYBaUiB.
Bin wmicTuTh MeTOmM IS TEPEBIPKH  1MeHTHU(IKAIIHHUX
JaHUX KOPHUCTyBaya, TAKUX SIK JIOTiH Ta MapoJib, Ta MMOBEPTAE
00'eKT “ClaimsPrincipal’ 3 ayTeHTU(PIKOBAaHUM

KOPUCTYBayeM.

AuthorizationService |Knac, BiamoBigaibHUI 32 aBTOpU3allil0 KOpHCTyBadiB. BiH
MICTUTh METOIH JJIsl TIEPEBIPKU MpaB JAOCTYIy KOPUCTyBaua,
HaIPUKJIaJ, Ha OCHOB1 POJIeH, 103BOIIB a00 THIIMX KPHUTEPIiB.
Bin moBeprae yioriuHe 3HAYEHHsS, IO BKa3y€ Ha T€, YU Ma€

KOpPHCTYBa4 HEOOX1H1 ITpaBa JI0CTYyIy.

UserContext Knac, skuii mpencraBisie KOHTEKCT KOpHUCTyBada. BiH

MICTUThH 1H(GOPMAIIIIO PO ayTeHTU(PIKOBAHOTO KOPUCTyBaya,
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TaKy sIK 1IeHTH(IKATOP, IM'sl, pOJIi TOIIIO.

Kinenp Ttabmuii 3.1 — Omnuc kiaciB Ta MOAYJIB IMPOMIDKHOIO MPOrPaMHOTO
3a0€3MeUeHHs 11 TIABUINCHHS Oe3neku KidbepdizuuHoi cucremMu s pO3yMHOT

MapKOBKH.

Controllers Monynb, SKMil MICTUTh KOHTPOJIEPH, sIKI OOpPOOISIOTh 3alIUTH
kopuctyBauiB. KoHTponepm MOXyTh BHKOPHCTOBYBAaTH
"AuthenticationService® 1 ‘AuthorizationService' s

MepeBIpKU OE3MEKH Ta IOCTYMY JI0 PECYPCIB.

Models Moaynb, SKUH MICTHTh MOJEII JIaHWX, HEOOXIiaHI IS
ayTeHTu(dikamii Ta aBTOpHW3alli, HaMNpUKiIad, MOJACHb

KOpHUCTyBaua abo MpaB OCTYITY.

Extensions Monynb, SKUH MICTUTH PO3LIMPEHHS JIJIsl peecTpallii cepBiciB
ta HanamtyBaHHs middleware B ASP.NET Core. Hanpuxnan,
MOXHa CTBOPUTHM METOJ PO3LIMPEHHS, SKUH Jo0Jae

‘SecurityMiddleware’ 1o koHBeepa 0OpOOKH 3amMHTIB.

Mertoau KiaciB MPOMDKHOTO IPOrpaMHOrO 3a0e3medueHHs IS IiABUIICHHS

6esmnexu KibepdiznuHoi cucteMu “Po3ymMHa mapkoBka’ mpejcTaBieHi y Tadmui 3.2.

Tabnunsa 3.2 — MeTtoau KiaciB MPOMIKHOTO MPOTPAMHOTO 3a0e3nedeHHs IS

NiABUILIEHHS Oe3MeKu Ki0ephi3udHOI CUCTEMH ISl PO3YMHOT TAPKOBKU

Hasga meTony Omnc

Mopyib 3amycKy 3amyckae TpOMDKHE MporpamHe 3abe3nedeHHs. Y pe3yJsbTari
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pupline He mMpoJOBXKYyEThCA 1 Aae npsamuil Buxia. el edekt

Ha3UBA€TLCA KOPOTKHUM 3aMHUKAHHAM. Horo moxHa

Kinenp Tabnumi 3.2 — MeToau KjaciB MPOMIKHOTO MPOTPaMHOTO 3a0e3MeUeHHS

JUTSl ABUIEHHS Oe3neku Kioepi3uyHOi CUCTEMH JIJIsi PO3YMHOI MAPKOBKHU

BUKOPUCTOBYBAaTHM BIJAMOBIAHO JI0 omepauii, ska Oyzae

BHKOHYBATHCh.

Bukopucranns

MeTton  BUKOpPUCTAaHHS BUKIMKAE HACTYIMHE MPOMIKHE
porpaMHe 3a0e3MeUeHHS B MPOILIeCi IMC/sl HOro akTUBaIlii Ta
Ma€e CTPYKTYpY, SIKa MOKE€ IMOBEPHYTHUCS Ha3aj 1 MPOJOBXHUTH
po0OTy micis 3aBepiieHHsT HOPMAIbHOI (PYHKIIII MPOMINKHOTO

IMporpaMHoOro 3a0e3IIeUeHHS.

Kapra

[Homi Ham MoXxe 3HaAoOMTUCA BIAPUIBTPYBATH MIPOMIKHE
nporpaMHe 3a0€3MEUeHHs] BIJMOBIAHO A0 NUIAXY, SAKUK
Hajcwiae 3anuT. Jlnsg 1poro M MOXKEMO 3a0e3nedyuTH
KOHTposb y ¢QyHKIIsAX «BukopuctoByBatn» abo «Bukxonatn»
ab0 BUKOHYBaTu OUThII MpodeciiiHl omeparii 3a JOMOMOTOI0

metony «Kaprtay.

MapWhen

3a gonomoror Merony Map ¢(iunpTpaiiisi BUKOHYETbCS JIMILIE
BIJIMOBITHO A0 LUISXY, 32 AKUM 3pOOJIEHO 3aluT, (PUIbTpaLlis
BUKOHYETbCA BIJMOBIIHO 10 Oyab-sKOT (QYHKIII BXIJHOTO

3aIUTy 3a JIoroMororo mMetoaxy MapWhen.

Jnsa yHiikarii Ta CTBOPEHHs 3aralbHOTO MEXaHI3My MEpeXOIICHHS TOMIIJIOK 32

JIOTIOMOT 00 ITPOMDKHOTO ITPOTpaMHOro 3abesreueHHs, sike mocradaerses 3 .NET Core i

peecTpariii OTpUMaHUX MOMIIIOK OyJI0 CTBOpeHO MHpoekT sk WepApi Ta HOBHIA Kiiac

LoggingMiddleware y upoMy. BiH ckiamaerbes 3 KOHCTpyKTOpa Ta meroay Invoke,

AKUil mpuiiMae npoctuii mapamerp RequestDelegate. Mu mepexomioMo BHHSTOK,
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BIJIIPAaBMBIIHK 3aruT y OJ0KK try catch i 3amuimemo moMuiky, sky Oyj0 BIACTEKEHO, y

daiin txt.

3.2 CTpykTypHa cxXemMa Ta alrOpUTM POOOTH MPOrPAMHO-TEXHIYHOTO 3aco0y

miABUIIECHHA Oe3neku kidepdiznunoi cucremu “‘Pozymua I[lapkoBka”

[Ipu po3poOili apXiTeKTypHu KiOepPi3uuHOT CUCTEMH ISl PO3YMHOTO MapKyBaHHS
OyJIO IPUHHSTO PIIICHHS PO3ILIUTH BCIO apXITEKTYpy CUCTEMH YMOBHO PO3JILJIUTH Ha
TPH PiBHI - 30BHIIIHII piBEHb, MPOMIXXHUMN PIBEHb Ta BHYTPIILIHII pIBEHb.

Ha 30BHIIIHBOMY pIBHI 3HaXOJUThCA NapKyBajdbHAa pO3MITKA Ta KaMepu
30BHIIIHBOTO CIIOCTEPEXKEHHS, 3 IKUX BIJI0yBaTUMETHCA 301p AaHUX.

Ha npomixkHOMY piBHI 3HaXOAUTHCS 00CIIyroBytoue oOJaJHaHHSI, a caMe CEPBEP,
xMapHa 0a3a JaHuX Ta IHTEPHET-3’ €THAHHSI, 3a JOIIOMOTOIO SIKOTO BiJI0YBAETHCS 3B’ SI30K
MK KOMIIOHEHTAaMH CHCTEMHU. JI0 BHYTPIIIHBOTO PIBHA BITHOCHUTHCS TPOTPAMHE
3a0e3neueHHs], sIKe MATPUMYE POOOTY CUCTEMH Ta KIIIEHT-CEPBEPHY B3a€EMOIIIO.

Cepen KJIIOYOBOTO TMpOrpamMHOro 3abe3reueHHs OyJ0 BHIUICHO IPOMIXKHE
nporpaMHe 3a0e3nedueHHs Ui MiABUIIECHHS Oe3neku aaHoi kibepdi3zuuHoi cucTeMu Ta
ITOPUTM OOPOOKU JTAHUX.

ApXITeKTypa MpOrpaMHOro 3ade3neueHHs Kidep(]i3uuHoi cucTeMu i pO3yMHOT
MapPKOBKH 3 BUKOPHUCTAHHSM IMPOMIXXHOTO ITPOTrPaMHOTO 3a0e3MeUeHHS JJIS T IBUTIICHHS
Oe3neky HaBe[eHa Ha PUCYHKY 3.3.

ApXiTeKTypa mporpaMHoro 3abe3nedeHHs s KioepizudaHOi CUCTEMH PO3yMHOL
MapKOBKH 3 BUKOPUCTAHHSIM TIPOMIDKHOTO TTPOTPAMHOTO 3a0€3MEeUeHHS JJIS T1BUTIICHHS
Oesrekn MoXke OyTHM OpraHi3oBaHa 3a JOIMOMOTOI0 MIapoBOi ab0 MIKpOCEPBICHOT
apXITeKTYpHU. 3araJibHUM OMHUC apXiTeKTypu Kibep(di3udHOi cucTeMu s PO3YMHOI

MapKOBKH, SIKa HaBeJIeHA HA pUCYHKY 3.3:
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Pucynoxk 3.3 — ApxiTekrypa ki0ephi3uiHOi CUCTEMU ISl PO3YMHOT MapKOBKH 3

External level

parking lane

BRRTRRRRERERNS

cctv cameras

N A

Transitional level

= &
—

server data storage internet connection

! Internal level |
Security _

Middleware Datzlpropﬁssmg
Module gorithm

BHKOPUCTAHHAM HpOMi)KHOFO IMporpaMHoOro 3a0e3IIeYeHHS

1. Knientcekuil iHTEepdeiic Bkimoudae B cebe BeO-101aTOK ab0 MOOLIBHUUN

J0JIaTOK, SIKUM KOPHCTYBaudl MOKYTh KEPYBAaTH pO3YMHOIO NapkoBKoto. Lleit inTepderic

3a0e3neuye B3a€EMOMII0 3 KOPHCTYBadeM, HAACWIAE 3allUTH CEPBEPY Ta OTPUMYE

BIJIITOBI/I.

2. CepBepHa CTOpOHA: BKJIIOYA€ MPOMDKHE MporpamMHe 3a0e3medeHHs, 0

3a0e3nedyye Oe3MeKy CHUCTeMH Ta 3B'SI30K MK PI3HUMHU KOMIOHEHTamu. [IpomixkHe

nporpamMHe 3abe3neyeHHsT Oe3meKku - 1€ Ceple CUCTEeMH, SKE BKIIOYAE Pi3HI
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KOMITOHCHTH Oe3MeKkH, Taki K ayTeHTU(ikals, apTopu3alis, mudpyBaHHs, KOHTPOJIb
JIOCTYITY 1 JIOTYBaHHS.

BoHo BUKOHY€E TIepeBipKy 0€3MeKH 1 3aXHUCTy CUCTEMH BiJ MOTEHIIIMHUX 3arpo3.

Kepytounii Moaynp BIONOBIZAE 3a KepyBaHHS Ta KOOpPAWHAIIID BCIMA
KOMIIOHEHTaMH CUCTEMH PO3yMHOI TApPKOBKH.

Bin npuiiMae 3anuTH Bl KIIEHTCHKOro 1HTepdelcy 1 BUKOHYE HEOOXITHI Aii,
BKJIFOYAIOYM OOpOOKYy omepaimiii 3 TapKOBKOI, MOHITOPUHT CTaHy CHCTEMH 1
3abe3nedyeHHs Oe3nexu. KoMmoHeHTH mapKoBKU BKIIIOYAIOTH CEHCOPH, Oap'epu, kamepu
TOIIIO, SIK1 320€3Me4yI0Th 301p JaHUX PO CTaH MAPKOBKU Ta KOHTPOJIb JOCTYITY.

BoHu B3aeMOMIIOTH 3 KEPYIOUMM MOMYJIEM IS Mepefadl JaHuX Ta BUKOHAHHS
BIJIITOBIIHUX .

baza nanux 30epirae iHGoOpMaIlil0 MPO KOPUCTYBaUiB, MApPKOBKH, TPaH3aKIIl Ta
1HII Ba)xJMB1 AaHl. BUKopucToByeThCs st 3a0€3Me4YeHHs] TOCTIMHOro 30epeKeHHs Ta
JOCTYyMy A0 AaHUX.

3. besneka Ta 3axmct. lleli KOMIOHEHT BKIIOUae B ceOe BCI 3aX0aM OE3MeKH,
HEOOX1AHI JJiS 3aXUCTy CHUCTeMU. BiH BHUKOPHUCTOBYE MPOMIXKHE MPOrpamMHeE
3a0e3neueHHsT Oe3neku JUIsi KOHTPOJIO JAOCTymy, ayTeHTugikaiii, aBTOpHU3allii,
mupyBaHHS Ta JIOTYBaHHS.

4. Mownitopunr Ta aHami3. lleli koMmoHeHT 3a0e3nedye MOHITOPUHT 1 aHai3
CTaHy CHCTEMH, BUSBIICHHS aHOMAaIM Ta Mol Oe3rnmeku. BiH Moke BKIIIOYATH CUCTEMH
’KYpPHAJIOBaHHS, MOHITOPUHTY MEPEXKIi, BUSBICHHS BTOPTHEHb TOIIO.

Oco0MMBO BaXJIMBO BpPaxOBYBAaTH MPHUHIIMIMN O€3MEKH, TaKl SIK 3aXUCT JaHUX,
ayTeHTH(iKkallis, aBTOpu3allis Ta IIM(PPYBaHHS, 1 peajizyBaTH iX BIJAMOBIIHO M0
apXiTeKTypH KiOepPi3UUHOI CUCTEMU JJIsl PO3YMHOT TAPKOBKHU.

Ha pucynky 3.4 3ampomoHOBaHO alTOPUTM TEpPEBIpKH OE3MeKH 3amuTy Bif

KJTIIEHTA JI0 CepBepa 3a JJOMOMOTO0 MPUKIIATHOTO IPOrPAMHOTO 3a0e31eUeHHSI.
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Receiving a request from user via client mobile
application to the server

Request processing and security checking using
Security Middleware

FEequest
is secure

W

Initialization of checking Neutralization of a possible
the parking space selected threat or attack
by the user for occupancy

\

Processing of the selected [gnoring the response tothe
image using Al-based request
algorithms

| |
!

Pucynox 3.4 — AnropuT™M niepeBipKy OE3MEKH 3alUTy 3a JOTIOMOTO0 MPOMIKHOTO

MPOTPaMHOTro 3a0€3MeUeHHS

ANTOpPUTM TiepeBIpKkU O€3MEeKH 3amuTy B KIIIEHTa 0 cepBepa 3a JOMOMOTOI0
IPOMDKHOTO MpOTrpaMHOro 3abe3medeHHsl y Kibep(dizuuHid cucTteMi Jisi PO3YMHOI
MapPKOBKHM MO>KE€ BKJIFOYATH HACTYITHI KPOKHU:

1. ITpuiimanns 3anuty. [IpomikHe nporpamue 3a0e3MneueHHs OTPUMYE 3aIUT BiJ
KJIIEHTA Ha CEpBEP.

2. AyrenTu(ikamis. 3anmuT TEPeBIPSETbCS HA  HAABHICTh NPaBUIBHUX
ayTeHTU(IKALIMHUX TaHUX, TAKUX K TOKEH abo 1eHTu(ikaTop KopuctyBaua. Lle moxe
BKJIIOUYATHU MEPEBIPKY JIOTIHY Ta Mapoato, a00 BUKOPUCTAHHS TOKEHIB JIOCTYNY, TAKUX K
JWT (JSON Web Token).

3. Aprtopuzamis. [licns ayrenTudikarlii 3amutT mepeBipIeTbCI HA JOCTYI 0
pecypcy ab0 BUKOHaHHS TI€BHOI Jii. BUKOPHUCTOBYIOThCS TpaBa JOCTYIy, pOJi
KOpHUCTyBada abo iHII KpuTepii, o0 BU3HAYUTH, YU Ma€ KJIIEHT HEOOX1THI TIpaBa s

BHUKOHAHHS 3aIIUTY.
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4. lllndpyBanns. ko nepenaroThes KOHQIASHINHI a1, Takl sSK mapoji abo
ocobucra iH(dopMaliss, BOHH MOXYTh OyTH 3ammdpoBaHi I 3a0e3neYeHHS
KOH(IASHIIIMHOCTI Mij] Yac mepeaadi uepe3 Mepexy.

5. Koutposnp pgocrymy. BigOyBaeThcs mnepeBipka J03BOJYy Ha JOCTYH J0
KOHKPETHOTO pecypcy abo omeparii. [le Moxke BKIIOYaTH MEPEBIpKy MpaB IOCTYIY 0
0a3u gaHux abo IHIIKMX BHYTPILIHIX PECYPCIB.

6. JloryBanns. [Hdopmarris po 3amuT Ta HOro pe3yabTaT MOKe OyTH 3amucaHa B
nor-(haii AJi HACTYITHOTO aHali3y Ta MOHITOPUHTY O€3MEKU CHUCTEMH.

7. BiampaBka 3amuTy 10 HACTYIHOTO pPIBHS OOpOOKH. SIKIO 3amuT YCHIITHO
MIPOMINIOB BC1 MepeBipku Oe3MeKu, BiH MEPEJAETHCS A0 HACTYMHOTO PiBHS 00OpoOKH, 1ie
BUKOHYEThCS HEOOX11Ha O13HEC-JIoTiKa.

Takox BaXJIMBO BHKOPHCTOBYBAaTU HaAlWHI KpUNTOTpadiuHi aaropuTMu Ta
BUKOHYBAaTH PETYJSPHE OHOBJICHHS MPOMDKHOTO TIPOrPaMHOTO 3a0e3NedyeHHS s

3a0e31eYeHHs Oe3MEKU CUCTEMH.

3.3 BucHOBKH

OTxe, y 1bOMy poO31Ii OyJiO 3amporOHOBAaHO METOJ MIJBUILNCHHS Oe3neKu
kibepdizuunoi cucremu ‘‘PozymHa mapkoBka”. Meron monsrae y J0JaBaHHI
OPOMIDKHOTO TPOTPAMHOro 3abe3nedeHHs JUisl MiABUIICHHS O€3MEeKH y CEepBEpHY
YacTUHY K10ep(]i3uyHOI CUCTEMH JJI1 PO3YMHOIO IMAPKYBAHHS.

Takox Oyno po3poOieHO cxeMy POOOTH KOMIOHEHTIB Kibep(dizudHOoi cucTemu
“PozymMHa mapkoBKa” 3 ypaxXyBaHHSIM MPOMIKXHOTO MPOTrPaMHOTO 3a0e3MeueHHH,
3alpOMOHOBAHO MPUHLHUI POOOTH MPOMDKHOTO MPOrpaMHOro 3albe3meueHHs AJis
nigBuIeHHsT Oe3meku KiOepdizuunoi cucremu ‘“‘PozymHa mapkoBka”. ApXiTEKTypa
kibepdizuuHOi cHCTEMH [JIi PO3yMHOI TAPKOBKM 3 BUKOPUCTAHHSAM IMPOMIKHOTO

IporpamMHoOro 3ade3neueHHs OyJia TaKoX MPeICTaBIIeHa y TAHOMY PO3/ILTI.
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BUCHOBKH

Ha panuii MOMEHT akTyaJbHUM 3aBJaHHSAIM € po3poOKa METOJIB 1 3aco0iB
NiJBUIIEHHS 0€3MeKU MTPOrpaMHOi CUCTEMU PO3YMHOI MapKOBKU. MeToro 1laHoi poOboTH
OyJI0 MpPOBEACHHS aHaI3y BUMOT J0 OE3MEeKH MPOTPAMHOTO 3a0€3MEUCHHS CHUCTEMHU
PO3yMHOI TIAPKOBKH 3 METOIO BUSIBJICHHS YaCTHH MPOTPaMHOrO 3a0e3MEeUeHHs, SKi €
HalOLIbII BPAa3IMBUMHU [0 30BHILIHIX 3arpo3, 1 po3poOKH METOIB 1 IHCTPYMEHTIB IS
MIIBUIICHHS TX OE3IMeKH.

VY mummomHI# poOOTI 3alpOIMIOHOBAHO METOJ] MiJBUINECHHS OE3MeKH MPOorpamMHOi
CUCTEMHU pO3yMHa IMapKOBKa Ha OCHOBI iHTerpaiii mpomikHoro II3 B apxitekTypy
MPOrpamMHOTO 3a0€3MEYeHHsS] CHUCTEMH PO3YMHOI MAapKOBKHU. 3ampONOHOBAHUN METO.
BpaxoBy€e BCl Kputepli Oe3nmeku mIporpaMHOro 3a0e3MedYeHHs] CHUCTEMU PO3YMHOI
MapKOBKHU, TOOTO MapamMeTpu OE3MEUYHOro AOCTYITY 10 06a3u JaHuX, 0€3MeKHU KI1E€HTCHKO1
nporpamu, 6e3neku cepepa Ta APl O6e3neku Ta 3abe3neuye KOMIJIEKCHE PIIICHHS IS
NiJBUIIEHHST O€3MeKH MPOrpaMHOI CHCTEMH PO3YMHOI MAapKOBKU. BukopucToByrOun
MPOMIXKHE TMporpamMHe 3abe3reueHHs Oe3neKd, HadaraTo MPOCTillle BU3HAYUTH, YU
copaszl 3anuT OyB HAJICIAHMM 13 PIAHOI KIIEHTCHKOI MPOrpaMy PO3YMHOI MAapKOBKH, 1
MEePEBIPUTH, YW HE € BIH MIKIJUTMBUM 1 YU HE MICTUTH Migo3piioro koxy. Kpim Toro,
MPOMIKHE MporpaMHe 3abe3nedeHHs] Oe3MeKn 3MEHITUTh 9ac poOOTH TPOrpaMH, SIKIIO
3alUT € HEBIAIIOBIAHUM a00 MIKIIJINBUM.

[IpakTuyHa IIHHICTh OTPUMAHUX PE3YJIbTATIB MOJSATAE y PO3pOOIl MiICUCTEMH
1151 3a0e3neueHHst 0e3neku KibepdizuuHoi CUCTEMU ISl PO3YMHOTO TTapKyBaHHS.

3a TeMOW IUILIOMHOI poOOTH OyJio B3SITO y4acTh y BceykpaiHChbkili HayKoOBO-
npakTHUHid KoH(pepeHiii IHopmariiiai TexHonorii ta imkenepis (IT&I-2023), wm.

MukonaiB Ta onmyOJiKOBaHO Te3U y 301pHUKaxX KOH(pEpeHIIi.
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3 mpasmnamE sEEHOTe [lomowemmEd «[lpo  cHcTemy salesmeusHHA  axamsMiTeEOl
gofpodecEOCTl ¥ KMeNEHHIBEOMY HAmioHAnBEOMY yHiBepcHTeTis Bl 01.07.2022, srigeo s
AKHM BHAENSHHA INATIATY € MIACTAECH ONA BLIMOEH B JONVCKY kBamdikamincl poSoTHE mo
SAXECTY T2 SACTOCYEAHEA SaXOOE JHCHHOMEApHOD Ta aKadeMisHol  BIANOBLTATEEOCTL
osHaHoMmeHEH (2). [lpo EHEOpHCTEHEA OpoTpaMHO-TEXHISHHK 33co0lE JN4 NepeElpEH
KEamGikamEREx pobiT 5000YVEA9E EHINOL OCEITH HA IDISTIaT ONOBINSHHH(A) Ta HATAK CEOH
sroOy Ha ofpodEy Ta sOepeseHHA YHIESDCHTRTOM MOE] poOOTH B IHCTETVIIEHOMY pPeIOsHTApI
VHIEEDCHTRTY.

Taros Hamaw VEIESPCHTETY OPaE0 Ea Oepelady Mosdl poforE ana ofpodex 1a
s0epeEernA B Jdsax JaHMX NpoTpanMEC-TeXHIGHEX sacofis (Unicheck 12 Anti-Plagiansm) ta
EHEOPHCTAEHE poJOTH A7T% EHAETSHHA INArlaTy B IHmMER pofoTax, Al NEpeBIPAOTBOE
IpOrpaMHEO-TEXHITHEME 3ac00aMHE T4 KOPHCTVEEYaME, II0 MAKTh DOCTVI IO IEX NPOTpaMHO-
TEXHITHEX 3200015, BHEMOEHO B 00Me#SHER NUTAX ITA EEEEISHEA ITAT1ETY B TeRcTax podiT.

PoBoTa am7 DepeEIpEE VHIEEPCHTETOM HATAfThCH B NPYEOBAHOMY T2 SMeKTPOHHOMY
EapianTl. EnexTporHa sepeis Moel poSoTs s0iracTecs (IIeHTEYHS) 5 JPVECOBAHO.
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