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XMenbHUIBKUI HalliOHAIBHUI YHIBEPCUTET

METO/I BUSBJIEHHS TA IPOTUAIL PO3NOJAIJIEHUM ATAKAM,
CITPAMOBAHMUMM HA BI/IMOBY B OBCJIYT'OBYBAHHI

B po6omi 3anponoHo8aHO aKmya/bHUli Memod ma iHcmpymeHmapit 0451 paHHL020 8UsIB/eHHS] PO3N00iAeHUX
amak, cnpsiIMOBAHUX HA 8I0M08Y 8 06C/1y208y8aHHI, | N00a1bW 020 BUSB/AEHHS WKIAAU8020 mpadiKy Ha cmopoHi pecypcy, Wo
amakyemucsl i 11020 6/10KY8AHHS 8/AACHUMU cuaamu. /Jasi nodiny 3miwaHozo mpagiky 8UKOpUCmosyemMuCsi A120puUmM
Kaacmepu3sayii k-means. Bubip daHozo asnzopummy o6rpyHmosaHull, nposedeHo dokas liozo egpekmugHocmi, nidi6paHi
onmumasabHi Xapakmepucmuku i po3mipHicmb daHuX, eupobseHi kpumepii ychiwHocmi. Po3pobsaeHi aszopummu
cks1a0aroms 0cHo8y y3azaibHeHoi memoduku gusisaeHHss DDoS-amak i wkidaugozo mpagiky.

Karuosi caosa: modeai, anroputmy, eeKTHUBHICTh BHSBICHHS aTak, Memod, Mepedxcesull mpagik, iHgopmayitiHa
6e3neka.
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METHODS OF DETECTION AND COUNTERACTION TO THE DISTRIBUTED
ATTACKS AIMED AT FAILURE IN SERVICE

The purpose of the work is to create an actual method and tool for early detection of the distributed attacks aimed at denial of
service, and further detection of any harmful traffic directed on the attacked resource and its own blocking. Countermeasures specialized to
ensure the security of small and medium-sized resources, have received less development due to the predominance of large severe attacks in
the past. And now they are lagging behind the evolution of DDoS attacks themselves. As a part of the method development for detecting
DDoSatak and malicious traffic, an original algorithm has been created for detecting a distributed attack at the early stages of a denial of
service attack. The algorithm takes into account seasonal deviations in the load, which makes it possible to detect the point of attack in the
early stages and with greater accuracy. Besides, research was conducted to confirm the existence of seasonality and to identify any typical
seasonal periods. As a result of the research the week, daily and uncertain seasonality and the reasons of its emergence are revealed. It was
revealed the tendency of medium and low power attacks on regional resources. The peculiarities of regional level DDoS attacks were
investigated and the task of creating a method and software complex for the detection of DDoS attacks and malicious inquiries was solved.
The received technique was tested on the data - for legitimate requests, the completeness of the detection was 0.9991 with an accuracy of
0.99811, for malicious inquiries, completeness of 0.9975, accuracy of 0.9924.
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Beryn

DDoS-araka — po3no/ijieHa araka, CupsiMOBaHa Ha BiZIMOBY B 00CIIyroByBaHHi. B pe3ynbTaTi ataku Takoro
TUILy MEPEXEBHH pecypc, IO aTaKyeTbCs, OTPUMYE JIABHHOMOAIOHY KIBKIiCTh 3aIUTIB, IKi HE BCTUTAaE 00OpOOHUTH
cepBep. JDxepenoMm MIKIJUIMBUX 3alUTIB € Tak 3BaHi 30MOi-Mepexi, MO CKIAAAI0ThCS MEPEBAXKHO 3 KOMII'TOTEPIB
3BUYallHUX KOPUCTYBayiB, B CHJy SKHXOCh INPHYMH 3apaXEHHX LIKIUIMBUM MPOrpaMHUM 3a0e3IEUCHHSIM.
[epiognuni moBimOMIIEHHS B 3aco0ax MacoBoi iH(opMaIlii Mpo HETOCTYIHICTh TUX YH IHIIUX PECYPCiB B Pe3yIbTaTi
PO3MOAINICHUX aTaK, CIPSIMOBAHUX HAa BiIMOBY B 0OCIyrOBYBaHHI, TOBOPSATH PO Hee(heKTUBHICTH 3aCO0IB MPOTHIIT
TAKOro pOIy arak. Tako 30UIbIIYEThCS KUIBKICTh aTak 1 0 HEBEJIHMKHX, «CEPEIHIX» CAWTIB, SKi 10 HEJABHHOI'O
Yyacy He CTaHOBWJIM iHTEpEeCY IS 3OBMHCHUKIB. OHAK, B JaHUW 4Yac, y 3B'S3Ky 31 30UIbIICHHSIM iX Ba)IUBOCTI 1
3arpeOyBaHOCTI, Iepedoi B iX poOOTI MOXKYTh OYTH KpUTHIYHIUMH. Pa30oM 3 MM 3MiHIOIOTECS i MOTHBH, SKi pyXalOTh
3IOBMHCHUKAMH, SKIIO paHille cepel NpWYuH BUHUKHEHHS DDoS-aTak MokHa Oyno BUAUINTH HPOTECT,
XYJIraHcTBO i T.JA., TO CbOrofHi Bce yacrime DDoS-ataku € Hacmi KoM LIaHTaXy i ClIocOOOM BHMAaraHHsi rPOLLIEH.
e nepeBonuts DDoS-ataky 3 IIIOMKMHE OAWMHUYHHX MPOTECTHUX aKLiH B 00JIaCTh KPUMiHAJIBHOTO Oi3HECY, SIKI HE
00MEXy€eThCSl BUMAraHHAM, aJie 1 € IHCTPYMEHTOM €KCTPEMICTCHKHX 1 TEpOPUCTHYHHX OpraHizamin [2].

ChoroziHi y BChOMY CBITI CTajll 3BUYAMHOIO CHUTYAIli€l0 aTaKW Ha CalTH JIepKaBHOI BJaay Harepeno/Hi
BHOOpIB a00 BaJIMBHX MOJITHYHUX Toxid [1, 5]. J{nsg mapanizanii HEBEJMKOrO PETiOHAIBHOTO PEcypcy IOCHTh
HEBEJIMKO]I 3a MOTYXKHICTIO aTaK| 1 SIK HACIIIOK HEBEIHUKOI O0T-Mepexki. OOCIyroByBaHHS Ta MiITPUMKA TaKuX 0OT-
MepeX € MEHIII BUTPATHUM, 1 IOTEHIIIHHO CTBOPHUTH TaKi MEPeXi MOXke OiIbIIiCTh 310BMUCHUKIB. Lle#t dakT Ha doni
BIJICYTHOCTI aJlcKBaTHHX 3acO0iB MPOTHIIIi POOUTH 3arpo3u OE3MEKH PEeriOHANIBHUX pecypciB B pe3ynbraTi DDoS-
aTak 0COOJMBO 3HAYYMIMMH. 3 OJHOTO OOKY, JUI NMPOTHAIl TAaKUM aTtakaM MOXYTb OyTH e(EeKTHBHO 3acTOCOBaHI
3aco0u, mpu3HAYeH] IS BiIOOpaKeHHS BEIMKUX aTak. 3 1HIIIOrO — BIPOBAPKEHHS 1 MIATPUMKa TaKWX 3acO0iB €
€KOHOMIYHO 3aTpPaTHOI 1 HE IO KHIIEHI PEerioHaJbHUM pecypcam. 3aco0u MpOTHii, Creliani3oBaHi caMe Ha
3a0e3rneueHHs Oe3NeKH HEBENMKHX 1 CepelHiX pecypciB, OTpHMalld MEHIIMH PO3BHTOK Yepe3 IepeBakaHHS B
MUHYJIOMY caMe BEJIMKHX aTak. | B JaHuit yac BiACTaroTh BiJ eBomromii camux DDoS-arak [6].

BignoBinHo 10 3BiTYy, omyOiikoBaHOro KommaHiero «Jlaboparopisi Kacmepcpkoro», umciao DDoS-atak
nocriitHo 30inbmyethes [3, 4]. Tak, Hanpuknazn, 3a apyre niBpivus 2017 p. 3Ha4HO 30UIbIIMIIACS KUTBKICTB atak. [Ipu
LbOMY 301IBIIMIIACS 1 TOTYKHICTh IPOBEJICHUX aTaK, B TIOPIBHSHHI 3 MEPILIHM MiBPiY4YsIM BOHA BUpocisa Ha 57%.

Pa3om 3 KiJBKICTIO 1 MOTYKHICTIO TOCTIHHO 3pPOCTAa€ 1 CKIATHICTh CaMHX aTaK. 3JIOBMHUCHHKH IIYKaIOTh
NPUHIMIIOBO HOBI METOJAM MPOBEAEHHS aTak, 1 Jy)e 4acTO ICHYIOul 3aCO0M 3aXHCTy BHSBIISIFOTHCS O€3CHIMMHU
niepex HUMU. Tak, HarpukiIaz, nopisHsHO HOBUH BuJ DDoS-arak — THC-SSL-DOS — ekcrutyatye ocobnmBocti SSL
MIPOTOKOITY i 1a€ MOKJIMBICTH OTHOMY KOMITTOTEpPY 3pOOHUTH HEAOCTYITHHM CepBep cepenHboi KoHpiryparii [3]. B
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2017 p. OyB arakoBaHHWi caiiT amepukaHChKoi Oipki Nasdaq. B pesymbraTi ataku caiiT MOBHICTIO TepecTaB
pearyBartu Ha 3anuTH. [Ipu oMy Gipka Nasdaq € HalOUbIIO0 eeKTpoHHOT poHmoBOO Oipkero CHIA i mpyroro B
CBITI 3a BEIIMYMHOK PUHKOBOI KamiTamizarmii [5]. YkpaiHa Takox He BIJCTa€ BiJ CBITOBOI TCHICHIII 3pOCTaHHS
DDoS-atak, a 1o geskux Mo3ullisax 3aiiMae HaBiTh TepIi MicIld. 3a MOBIIOMICHHSIMH 3aC00iB MacoBOi iHpopMarii, 3
motoro 1o 6epesens 2017 p. 3 Ykpainu Oyo npoBeaeHo monay 2,4 minsiioHa Kibep-aTax.

Haii6inpin xapakrepuuM mposisoM DDoS-atak € «3aromneHHs» abo flooding kanamy 3B’s3ky abo
KOHKPETHOTO MEPEXHOTO NPUCTPOIO BEJIMYE3HOIO KUIBKICTIO MEPEKEBUX IAKeTiB. B 3aJIe)KHOCTI Bix THITy HakeTis,
e MOXE NPU3BECTH [0 IIEPEBAHTAKEHHSA KaHATY 1, SK HACHIJOK, HEMOXIJIMBOCTI MPOXOMKEHHS II0 HbOMY
JeritTuMHoOro Tpadiky, abo A0 MiABUINEHOT 3aBaHTAKEHOCTI NPHUCTPOIO (3aMOBHEHHS JIOCTYHMHOTO 00CATY
OIEePaTUBHOI ITaM’ATi 1 3aBaHTXXECHHS PECYPCiB MPOIECOpa).

IIpu nmocraTHIX OOYHCITIOBANBHUX 1 CEPBEPHUX IOTYKHOCTSAX, MOXKJIMBO 3pPOOUTH TEepeHAIpaBICHHS
Tpadiky Hazan mo arakyrouoro. Lleit MeTox mocuTh CkiamHMK B peanizalii i BUMarae He TUIBKM XOPOIIOi
MaTepiaibHOT 0a3H, a i BUCOKOI KBamidikarlii aqMiHicTpaTopa CEpBEpHOTro pecypey.

INocTanoBka 3agaui

B pesynbraTi mpoBeneHOTO JOCHTIMHKEHHS BiIMIU€HO, MO B JMaHWH Yac 3HAYHO 30UTBINMIACSA KIBKICTh
DDoS-atak cepeaHboi i Majoi IHTEHCUBHOCTI, CIIPSIMOBAHUX, SIK PABUJIO, Ha perioHabHi pecypcu. Lle 30inbieHHs
IIIJIKOM MPOTHO30BAHO - 3 PO3BUTKOM MepeXi 30UIbIIYETHCS MOTEHIIHHA KUIBKICTh MOXKIMBUX kepTB. Kpim Toro,
BIOCKOHAITIOETBCSL CaM MEXaHI3M INpOBEICHHS aTak. [y 3JI0BMHCHHKA NPOBENCHHS aTaKW BXXE HE € HACTLIBKH
CKIaTHUM. A 30MOi-KOMITIOTEpH HaMaraloThCs eMYJIOBATH Aii caMHUX KOpHCTyBadiB. Bce me Bene 1o 3araiabHOTO
301IBIIEHHS YHCIIA aTaK.

Amnari3 3aco0iB npoTHIIi MOKa3aB, M0 B JaHUH Yac OUIBIINI PO3BUTOK OTpHMalIa Ipyma 3aco0iB mpoTHiii,
MpHU3HAYCHA IS BIJOWUTTS MOTY)XKHUX arak. Y If0 TPYIY BXOIATH, SK MPABWIIO, AOPOTi 3aCO0M, MpHU3HAYCHI IUIS
BEJIMKUX MpPOBaiiepiB abo koMmaHii. 3acoOu NpOTHIIT HEBEIMKUM 1 CEpeHIM aTakam, 10 PO3MILIEHHI Ha cepBepi,
Npe/CTaBieHI B HE3HAuHIM KijmbkocTi. IIpu npoMy aHami3 BXigHOTrO Tpadiky Ha piBHI 10JAaTKIB MOXe OyTH OibII
e(eKTUBHUM. 3 OHOTO OOKY, IPOBENEHHS TAKOTO aHalli3y €KOHOMIYHO MEHII 3aTPaTHO, 3 IHIIOrO — MOXe OyTH
IIIKOM JIOCTATHIM JUT BiTOWTTS MaNuX 1 CEpeAHiX aTak, TeHACHIIIS TOMIHYBaHHS SKUX BXK€ HAMITHIIACH.

OcHoBHA YacTHHA

OnTuMaabHUM PILICHHSM JJIsl BUSIBIICHHS TTI0YATKY aTakH 1 MMOJAJIBIIOr0 BHUSBJIEHHS IIKIUIMBOTO Tpadiky
Oyze pileHHs, 3aCHOBaHEe Ha aHaNi3l aHOMAalil, B Pe3yJbTaTi AKOTO BifOYBAE€THCS MOPIBHSAHHSA IOTOYHOTO CTaHY
cucreMd 3 ii HOpMaJbHMM cTaHOM. [lOpiBHAHHS cTaHIB cucteMu B KoHTekcTi DDoS-atak MoXHa NpOBOIMTH
IIJSIXOM HOPIBHSHHS PI3HUX BJIACTHBOCTEH MepekeBoi aKTUBHOCTI. J[0 MX BIacTHBOCTEH MOKYTh OyTH BifHECEHI:
KUTBKICTh 3aIlUTiB, TUI 3alIUTiB, KUIBKICTH 3alUTIB MEBHOTO THITy a00 mpoTokoiy, IP aagpeca mkeperna, MBHAKICTH
HaJXOJKEHHS 3aluTIB, 1X Jac i T.1.

Hexaii mHoxuna A (al,az,a3,...,an) — Habip BCIX MOXIIMBUX BJIACTUBOCTEH I BCIX MEPEKEBUX
KJi€eHTiB. MHOXMHA B (bl,bz,b3,...,bm) — MHOKMHA JIETITUMHUX KII€HTIB KOHKPETHOTO MEpPEXEBOIO pPEcypcy.
Koxen mepexxeBuil KIII€EHT Mae Haldip iHAUBiNyalnbHUX BilacTuBocTed. Hampukian, kii€eHT by Mae BIACTHBOCTI
Al (ag,ag,a10,a14), Kmient by mae Bmactuocti A2 (a3,ag,a11,ay4) i T.4. JaHi BIacTUBOCTI NPeACTABIAIOTH

Hallp migMHOXHWH MHOXHHHU A. [lepeTnH BCiX LUX MiZIMHOKHMH XapakTepU3ye KIIE€HTIB MEPEXeBOro pecypcy, 3a
SKAMH BOHH MOXKYTb OyTH Kiacu@ikoBaHi. TOYHO Tak HENETITUMHI KIII€HTH MAaTUMYTh CBili Ha0Oip BIACTHBOCTEH, 3a
SIKUM BOHH TaK0>X MOXYTb OyTH Kiiacu(ikoBaHi.

Ha croromnimnii nenp DDoS-arakn yckiaHIOIOTBCS, 1 3TI0BMUCHUKH HaMararoThCsl MOBHICTIO IMITyBaTH
MOBEAIHKY JIETITUMHUX KII€HTIB. Y Wil cuTyanii mepeBary NpH aHali3i BIACTHBOCTEH MepeXeBOi aKTHBHOCTI
HEOOXiTHO BiANaTH THM BJIACTHUBOCTAM, SIKi HE MOXYTh OyTH mimpoOieHi 310BMHUCHHKaMH. [lpyn HecTadi Takmx
BJIACTMBOCTEH HEOOXIZHO BBOAMTH IUTY4YHI BIACTHBOCTI, HAIIPUKIIAM, MPOXOpKeHHsT Moaudikanii Tect Triopunra —
BBE/ICHHS JaHUX 3 KAPTHHKH.

TakuMm 9UHOM, 3aBJaHHS 10 BH3HAYCHHIO 1 BUSIBIICHHS IIKIIUIMBHX 3allUTIB B KOHTEKCTI JaHOI POOOTH
3BOJUTHCS 0 1X Kiacudikailii Ha MmiacTaBi BIACTHBOCTEH MepexeBoi akKTUBHOCTI. ONTUMATBHUM PIIICHHSM IS
BUSIBJICHHSI IIKI[UIMBOTO TpadiKy € BHKOPUCTaHHS PI3HMX KiacH(ikaTopiB i HeHpoHHHMX Mepex. CKIagHicTIo B
peadizanii JaHOTO pilIeHHs € TOH (aKT, o I HOpMaIbHOTO (pyHKIIOHYBaHHS Kiacu(ikaTopa MoTpiOHO MaTh /Bi
aKTyaJbHI HaBYaJbHI BHOIpKH, BIATIOBIAHO IIKI[UTMBOMY i JETiTUMHOMY Tpadiky. OmHAK OO MOMEHTY IOYaTKy
aTakd OTPUMATH LI BUOIPKHM HE NMPEICTABISETHCS MOXIMBUM. Lle HiNKoM oueBHIHO /s BUOIPKH, IIO BiJIOBiIaE
IKiyIBOMY Tpadiky, Tak SIK 7O MMOYaTKy aTakW MIKIJIMBI 3alUTH BiACYTHI. AJie 1€ TaKOX CHPaBEUIMBO 1 IS
BUOIpKH, IO XapakTepu3ye IerituMHuiA Tpadik. Tak Sk MepekeBa KapTHHA TMOCTIHHO 3MIiHIOETBCS, Oyne
3MIHIOBATUCS 1 BMICT BHOIpKH BiAMOBiTHOTO JEeTiTUMHOTO Tpadika. TakuM 4yuHOM, BHOIpKa IO JIETITUMHOCTI
Tpadika, HaPHUKJIIA/, MICIYHOI 1aBHOCTI, MOKe OyTH He aKkTyaibHa JUIsl IIOTOYHOI MepexeBoi curyauii. Kpim toro, €
PH3UK, IO B Iild BUOIPIIi MOXKYTh BHSBHTHCS JaHi, BIMOBIIHI IIKi[UTMBAM 3allUTaM, IO B IMOJATBIIOMY BHKIIIYEC
MIOMIJIKH B POOOTI KiTacudikaTopa.

Jlana mnpoOrnema akTyajibHa, TOMY III0 3JIOBMHCHHK MOXXE CICLIATBHO MOYaTH IIAMIIIyBaTH MO
JeritTuMHOro Tpadiky He3HaYHE YMCIIO HIKIUIMBUX 3aIMTIB, SKi HE 3MOXYTh OyTH ieHTH(IKOBaHI SIK IOYaTOK
aTaky, aje 3MOXYTh HETaTHBHO «HABYHUTH» BUOIPKY, IO XapaKTepu3ye JeTiTUMHAN Tpadik. s monoidaHHs i€l
npobjaeMu HeoOXiTHO TOYHO BH3HAYHMTH TOUKY IOYATKy aTakd. Lle macTp MOXXIHMBICTH Bech momepenHii Tpadik
BIJTHECTH 10 JICTITUMHOTO 1 BIIKPUE JOJATKOBI MOXKIIUBOCTI [0 PO3IUICHHIO 3MIMIAHOTO TPadiKy, SKUH MPUXOIUThH
MICJIS TOYATKY aTakd, Ha JICTITHMHUH 1 IIKiIJTHBHA.
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B mpoMy BHIIaAKy METOAWKA BUSABIICHHS MIKIATUBOTO Tpadiky, B MEepPIIOMY HaOMMKEHHI, OyIe 3BOAUTHUCS
JI0 HACTYNHHUX KPOKIiB: BU3HAYa€MO aKTyajbHI CE30HHI NepioaM; 3 ypaxyBaHHSM CE30HHOCTI BH3HAYAEMO TOYKY
MOYaTKy aTakH; BiIIHOCHMO BECh NONEpEIHIH Iepex Mo4YaTKoM aTakh Tpadik IO JIEriTUMHOIO; KIacu(iKyeMo
3MimaHuid Tpadik Ha JETITUMHUHN 1 IIKIJIMBHNA; MOPIBHIOEMO JIETITUMHUN Tpadik BHIUIEHHH 31 3MimIaHOTO 3
TpadikoM IO HAIWIIOB A0 MOYATKy aTakW; Ha IMiJCTaBl Pe3yJbTaTiB, OTPUMAaHHX Ha IOIEPEJAHBOMY KpoIi i
BUPOOJICHUX KPUTEPIiB YCIIIIHOCTI, KOPUTyeMO BHUOIpPKH; BeChb BCTYNHHUE Tpadik aHai3yemMo 3 ypaxyBaHHSIM
OTPHUMAaHUX JaHHX.

[MouaTok DDoS-aTaku moB's;3aHui 31 301IBIIEHHSAM YKCIIA 3aIUTIB IO aTaKOBAHOTO cepBepa. TakuM YHHOM,
Jutst ikcanii ¢paxkTy ataky HEOOXiIHO BCTAHOBUTH I'PAHHULIIO 110 KUTBKOCTI 3aIlUTIB IO CepBepa, NpH MOPYLICHH] SIKOT
OJTHO3HayHO Oyne (iKCyBaTHCS HEWITaTHA CHUTYyallis. Takol IpaHMICI0 MOXKE BHCTYNAaTH MaKCHMallbHa KiJIbKICTh
3aIUTIB IO CepBepa, IUTIOC JIESKUH 3arac MOMIIMBUX 3aIHTiB. MOXIIMBICTh YCTAHOBKHM TPAaHUYHOI MEXI, TiCT SKOT
Oyzne BimOyBaTHCS OIOBIIIEHHS aJMIHICTPaTOpPiB, aKTHUBAIlis HEOOXiITHMX MOIYJIB i T.A., peai30oBaHa B PI3HUX
MEpEKEeBHX 3ac00ax siK MPOrPaMHOT0, TaK 1 arapaTtHoro piBHs. [Ipy bOMy Takuii miaxin Mae psi MiHYCiB:

1. lnst 3armo0iraHHs BUMAAKOBUX CIPalbOBYBaHb, MEXKa 1110 BCTAHOBJIIOETHCS IIOBHHHA OYTH 1CTOTHO BHIIE
MaKCHMAaJIbHOTO PiBHA KiTbKOCTi 3anuTiB. 11{o, B CBOYO Uepry, MpU3BOIUTH JO BUHUKHEHHS IOXHOKA TIPY BUSABIICHHI
aTaku.

2. MepexeBuii pecypc MOXKe BiIYyBaTH pi3HE HABAaHTAXXCHHS B 3aJICKHOCTI Bifl 4acy J00H i THIB TKH:. B
ObOMY BHIIAJKy aTaka, IO ToYajacs B MEpiOA 3aTHUINIIS, HANPUKIA, y BHUXITHWUN IeHb a0o BHoOYi, Oynme
3aikcoBaHa 13 3ami3HEHHsAM. SIKIIO B CHCTeMI 3amo0iraHHs BTOPIHEHb Iepea0dadyeHO BHKOPUCTAHHS
Ki1acuQikaropiB Ta HaB4YaHHS (QUIBTPIB Ha MiZcTaBi BXinHOTO TpadikKy, € HMOBIPHICTh B iX HEraTHBHOMY HaBYaHHI.

st BUpinIeHHs 3a3Ha4eHHUX MpoOJIeM HEeOOXiHO BUKOPHUCTOBYBATH KOB3alOUy OILIHKY, IO XapaKTepU3Ye
MMOTOYHY MEpPEeXKEeBY aKTHBHICTh. Ha TimcTaBi miel OMIHKK BCTAHOBIIOBATH TUHAMIYHY TPAHUINO, aKTyallbHY ML
nepiofly  MOXJIMBOTO IMOYAaTKy arakd. B sSKOCTI KOB3al40i OI[IHKM MOXJIHMBO  BHKOPHCTOBYBATH
CepeHbOKBA/IPATUYHE BiAXHMIICHHS:

(M

ae G — cepelHbOKBAJpaTUYHE BIIXWJIEHHA; 7 — KUIbKICTh PO3MITHYTUX YaCOBUX HEPioAiB; X; — KIJIbKICTb
3aIuUTIB 3a I-11EPio;

X — cepenHe apu(METHIHE 3aMUTiB 110 BCIiX Mepiogax.

B pesynbraTi ekcriepuMeHTiB, 0yJI0 BCTAHOBJICHO, IO JIJIS PI3HUX CAaHTIB ONTUMAJIbHE 3HAYCHHS BEPXHBOT
MeXI MOXe BiIIpi3HATHCS 1 mepeOyBaTH, SIK NpaBMiIO, B Aiana3oHi Bix 2.20 10 2.90. 3 uiei npuunHu, i OUIbII
THYYKOTO HAJAIUTYBaHHS IPOTPaMHOrO 3a0e3ledeHHs 110 BUsBICHHIO moyatky DDoS-ataku, neil mapamerp
3aJa€ThCAd HE JKOPCTKO. Y omeparopa HPOrpaMHOrO KOMIUIEKCY € MOXIIMBICTH BapilOBaTH 3HAYEHHS IAaHOTO
napameTpa. OJIHAaK TakMi MiAXiA TaKOK Mae MOTEHIIHHY Bpa3JMBICTb, MOB'I3aHYy 3 THM, IO 3JIOBMHCHHUK MOXE
MIOCTYIIOBO HApOLIyBaTH MOTY>KHICTh aTaKH, 3pyIIyIOYH IPY EOMY I'PaHHULI0 CEPEAHBOKBAIPATUYHOTO BiIXUICHHS.
YCYHYTH JIaHy BPa3IUBICTh MOXKE OOJIIK CE30HHUX KOJIUBAHb.

Takuil migxin m03BoJsie CPOPMYBaTH JOCHUTH TOYHY BEPXHIO MEXY, IMOPYIIEHHS $IKOI MOXe OyTh
BUTJIyMaueHO SIK BUHUKHEHHSI MepeKeBoi aHOMauii. 30UIbIICHHS! TOYHOCTI JI03BOJISIE 3MEHIINTH Yac, HeOOXiqHUH
JUTS BUSIBJICHHS aTaKH, 1 TOCUTh TOYHO 3a(DiKCyBaTH ii TIOYATOK.

Kpim Toro, B pamkax Takoro MmifXoJy BHKJIIOYAIOThCS MOMIIUBOCTI HETaTMBHOI'O HAaBYaHHS (UIBTPIB i
CIpalbOBYBAaHHS CHCTEMH BUSIBIICHHS 3 3aIlI3HEHHSM LIISIXOM ITOCTYNOBOIO HApOLIyBaHHS MOTYXHOCTI aTaku. Tak
SK MeXa B [bOMYy BHIanKy Oyne OyayBaTHCS 3a CXOXKHMMM CE30HHUM Iepiogamu. Hampukiaza, mocrtyrose
HapPOIIYBaHHS IMOTYKHOCTI aTakd MPOTATOM AHA Oyne 3aikcoBaHO MPH MOPiBHAHHI KiTBKOCTI 3aIUTIB 3 KUTBKICTIO
3aMUTIB aKTYaJIbHUX CE30HHUX MEPIOJIiB 38 MUHYJY J00Y.

BusiBneHHs 1 OCHIIPKEHHST CE30HHOCTI. B paMkax paHHbOro BUSIBJICHHS ITOYAaTKy aTakd, 1 3 OIVISLy Ha
MIEPCIIEKTUBHICTD MiAXO0Qy HEOOXiTHO BPaXxOBYBAaTH CE30HHI KOJHMBAaHHS, IMPOBECTH IOAATKOBE NOCIIIKCHHS, IO
BHBYAE€ CE30HHI KOJHMBAHHSA KUTBKOCTI 3amWTiB OO0 MepexeBux Internet pecypciB. OCHOBHHM 3aBIaHHSIM
JOCITI/KeHHsT OyB JIOKa3 iICHYBaHHSI CE30HHHX MepioJiB B poOOTI web-caliTiB. A Tako)K BUDIIICHHS NMUTAaHHSI, YU
MOJKEe BUIIQJKOBHH CIUIECK B BinBimyBaHOCTI Internet pecypcy, BUKIMKaHWH, HalpHKial, MyOJiKalielo Ha HbOTO
MTOCWJIAHHS 3 BHCOKO Bi/IBIlyBaHOTO PECypCy, BHKIUKATH TOPYIICHHS CE30HHOCTI, i, SIK HACHIJOK, ITOMIIKOBE
CIIPAIlbOBYBaHHL.

B pe3ynbrati JoCiHimpKeHHs A1 TOALTY 3MilIaHoro Tpadiky Ha JISTITUMHHN 1 IIKiAIMBUH 00OpaHUi MEeTO.
KIJIacTepH3allii Ha OCHOBI anroputMy k-means. Merton 3a0e3nedye NpUHHATHY TOYHICTh, MiHIMAIbHE HABaHTA)KEHHS
1 ONTUMAaIIBHY WBHUIKICTh POOOTH. [laHUii alIrOpUTM 103BOJISIE IPOBECTH KIACTEPU3ALIIO TPH 3a3/aJIerilb BIIOMOMY
YHCIi KJIacTepiB. AJTOPUTM Ma€ NPUUHATHY TOYHICTh, HEOOXiQHY JUIsi TEPBHHHOIO MOJIUTY, 1 OLIBLI BHCOKY
LIBHJKICTH pOOOTH, TIOPIBHSIHHIO 3 IHIIUMH aJITOPUTMAaMH.

CyThb anropuTMy IOJNATaE B BUOUICHHS JBOX KJIACTEpiB 1 OOYMCIEHHI iX HEHTPIB Mac, Ha HACTYIHUX
iTeparisx BiZOyBaeThCsl KOPEKIis KIacTepiB (MEPEHECEHHS eIEMEHTIB B BiIIIOBITHO IO PO3PaxOBAHUX LIEHTPIB Mac)
1 mepepaxyBaHHs LIEHTPIB Mac.

2

/=Y S (o) g

i=lx;es;
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e k —9mcI0 KI1acTepis;

S; —orpumani kactepu, i— 1,2, ..., k;;

M; — LCHTPU Mac BEKTOPIB x; € S; .

B pesynbrati pobotu anroput™my 3milmaHui Tpadik Oyae po3aiuIeHHH Ha JBa KJAacTepa, BIATIOBITHHUX
JIETITUMHOMY 1 HIKi[UIHBOMY Tpadiky.

TakuM YHHOM, HA TAHOMY €Tarli JOCTYITHI st aHaTi3y 1 00poOKH TpH rpymnu Tpadiky:

1. BiamnoBigHo, erithiMHOMY Tpadiky, 0 Iepeye NoYaTKy aTaku — 7.

2. BinmoBinmHO, eritTiMHOMY TpadiKy, BUIUICHHH i3 3Mimanoro Tpadiky — 7*.

3. BianoBigHo mikimmBoMy Tpadiky, BUAUICHHI i3 3MiaHoro tpadiky — H.

Kpurepii ycnoimHocTi, KOpekuis OTpuMaHMX kiactepiB. Jlins oOniHkM e(eKTHBHOCTI KiacTepu3allii
PO3TIITHEMO PIBHSHHS CTAlliOHAPHUX HMOBIPHOCTEH:

pPoA=piu
(/1+i,tl)pl' =Api_1 +(i+1)~/1p,~+1, i=1L..,.K-2,
(A+(K=1)u) px—1 = Apk—2 +KN - tipg, 3)

sk ~ ~
(/1 +KNﬂ)p1< =Apg-1+KN-upg+1,

A +ip | pi=A pig+(i+1)-p pigy, i=K+1,.,N-1
e A — IHTEHCUBHICTb HaABaHTAKEHHS;
Aj — IHTEHCHBHICTh HaBaHTa)XCHHS, CTBOPIOBAHA JIETaIbHIMH KOPHUCTYBayaMu;
S — IHTEHCHBHICTP WIKiTHBOTO TPadiKy, 1 — IHTCHCUBHICTH 3BUTFHEHHS YePTH 3aIIHTIB;
M — IHTCHCUBHICTb 3BUIbHEHHS YEPIH 3aIUTIB IPU aKTHBOBAaHOMY (UIBTPI,
K — mexa akTuBaltii GineTpa;
N — oOcsr 4epru 3ammTiB;
A=A; +S — HaBaHTa)XCHHS B MOMCHT aTaKy;

A" =y +S(1-Ey) — HaBaHTaXCHHs P aKTHBOBaHOMY (inbTpi;

Ey,Ey — IOMUJIKH NIEPILOTO 1 IPYroro poxy,
N

[Tpu HOpMYBaHHI z p; =1, oTpuMaeMo HMOBIPHICTb OJIOKYBaHHS 3aIUTY.
i=1

_ N-K
LAy a2
N u /l* ﬂ*
DPBIK = ; 4
A
i _ i—K
KNy) Yokt a(a
PR I el
: i! =i\ u
i=0 i=K H U

TakuM dYMHOM, €QEKTHUBHICTH MOAUTY WIKIUIMBOTO 1 JIETITUMHOTO Tpadiky MOMKHA OLIHHUTH SK
R=(1-5)-(1- pp).

Ha nizgcraBi orpumanoi ouiHKH, Oy BUpOOIIeH] KpuTepii yCHiIIHOCTI.

Ha HacTynHOMY Kpoui alnropuTMy MPOBOJUTHCS KOPEKLis OTPUMaHUX BUOIPOK 3 ypaxyBaHHSIM HaCTYITHHX
KpUTEPiiB:

1. Kpurepiit po3mMipHOCTI OTpUMaHHUX KJIacTepiB. SIKIIO B MOTOYHOMY MEPiOAi, IO BiTHOCUTHCA O aTakH,
KUIBKICTh 3aIlUTIB — /1, a B aHAJIOTIYHHUX CE30HHHUX IepiojaX, M0 BIIHOCATHCS 1O JIETITUMHOrO Tpadiky — m, TO
KIJIBKICTh IIKIJUIMBUX 3alWTiB Oyne HaOmMwKeHo piBHUM n-m. Lle sk cmpaBeumMBO 1 Al pi3HUX BIAacTHBOCTEH
MEpE)KEBOI aKTUBHOCTI (KUIBKICTh 3aMUTIB [0 LJIbOBOI CTOPIHKH, IIJIOBOTO MOPTY, 33 IIEBHUM HPOTOKOJIOM 1 T.J1.)

2. Kputepiii cx0XocTi JeriTMHMHUX BHOIpOK. MakcuMallbHa CXOXICTh JIENITUMHOI BHOIPKH, IO TEpPenye
MOYATKY aTaKH, 3 JICTITUMHOI BHOIPKOI0, BUUICHOT 31 3MIllTAHOTO TPadiKy.

3. Kpurepiit BimmoBimHOCTI HeHTpiB Mac. LleHTp Mac HamiHOI BUOIpKH, BUALICHOI i3 3MiMIaHOTO Tpadiky,
MOBUHEH BI/IMOBIJIATH aHAIOTIYHOMY CE30HHOMY IEpioly HaaiiHOTO Tpadiky, 0 Hepeaye MoyaTky ataku. [HImmMu
CJIOBaMH, BIJIICTaHb MK LMMH LIEHTPaMU Mac MOBHHEHa HaOMKatucs 10 HyJisl. IS MOJaJIbIIOro YTOYHEHHS
MOXHa pO3paxyBaTH HMOBIPHICTb HPUHAIEKHOCTI KOXHOTO €JIEMEHTa CBOeMy Kiacy. EnemeHTH 3 HaliMeHIIOo
HMOBIpPHICTIO IEPEHOCATHCS B MIPOTIIICKHI TPYITH 3 YPaXyBaHHIM KPUTEPI0 pO3MIpHOCTI TPy

Jlyis po3paxyHKy CXOXKOCTI HaHIMHMX KJIACTEpIB 1 Hajaui i KiacHdikamii 3amuTiB, 110 HAAXOIIAThH MOXKHA
ckopucrarucst «baiiecoBkuM knmacudikatopom». B sikocTi iiMoBipHICHOT Moeni Juisl KitacupikaTropa BUKOPUCTOBYEMO
YMOBHY HMOBIpHICTb p(C | Fl,...,Fn) HaJ 3aJISKHOI0 3MiHHOIO Kiacy C 3 MaJlolo KUIBKICTIO pe3ynbTaTiB abo kiacia,

IO 3JIEKUTh BiJ AEKIIbKOX 3MIHHUX [q,..., [, . BukopucroByroun reopemy baiieca, 3ammmmemo:
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Busnauenns Tlo rpamH / OtpuMaHHA

TIOYATKy aTaKu JIaHUX
3aBaHTaXXCHHA OTpuMaHHS BusnageHns
HAKOIIMYECHUX JaHUX CEe30HHUX TepioiB

JAHUX I10 3allUTax

Y
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BiIIIOBiXHOI TPyTIH

‘Ataka

3aBCpIICHa
2
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()

a)

Puc. 1. Anropurmu p BU3HAYEHHS MOYATKY aTAKH i BUAIIEHHS WKiIIMBOro Tpadiky

p(C)-p(Fl,...,Fn | C)
)4 (Fl R )
YMOBHHUH po3MOILT MO K1acoBii 3MiHHIH C MOKe OyTH BHPa)KEHO TaK:

p(C|Fl,...,Fn)=

1 n
P(CIFsFy)=—P(O)] ] (1 €)
i=l
Takum unHOM, AJ1s1 Kinacudikanii Tpadiky 3a ABOMA KiacaMy OTPUMAEMO:

P(T) &
P (T | D) = %HP( w; | T ) — JUIsl KJIacy HaJiiHUX KOPUCTYBaiB,;
=1

n
P(H | D) = L I I P(wi | H) — JUIS KJ1acy HeHaJliHHUX KOPHCTYBayiB.
P(D)
i=1
B sikocTi HaBUaNIbHUX BUOIPOK BUKOPUCTOBYIOThCSI MHOXKUHA T'1 MHOXKHHA H. [Ticns 3akiHUeHHSI [HOTO KPOKY
€JIEMEHTH 3 MHOXKUHHM 1, BiTHECEH1 JI0 TPYIH IIKIUTMBOTO Tpadiky, MiHSAIOTHCS MICLISIMH 3 €IEMEHTaMU MHOXXUHHU H 3
ypaxyBaHHSM 3a3HAYCHHX BHILE KpUTepiiB. JlaHuii KPOK MOBTOPIOETHCS 10 TUX P, TIOKU BCi eEMEHTH MHOXXUHH T He
OyIyTh TIO3HAYEHI SIK JICTITHMHI, 200 MOKH AJITOPUTM HE JIOCSITHE IIOPOrOBOTO 3HAUESHHSI ITepaLliid.
OtpuMani BUOIpKH, BIAIOBIJHI JIETITHMHOMY 1 IIKiJUIMBOMY TpadiKy, a TaKOK MEXaHI3M iX MiATPUMKH B
aKTyaJbHOMY CTaHi [O3BOJLSIFOTH BHKOPHCTOBYBATH iX 3 pisHUMH Kiacu¢ikaropamu. Ha puc. 1 moxasani
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MIPUHITUIIOBI CXEMH AITOPUTMIB TI0 BU3HAYCHHIO MOYATKY aTakd 1 BUAUICHHIO MIKimmuBoro Tpadiky. [leprma cxema
(puc. 1 a) NOsICHIOE aJrOPUTM BUAUIEHHS WIKiAIMBOro Tpadiky, apyra (puc. 1 6) i pers (puc. 1 B) — anropurmu
BU3HAYCHHS [T0YATKY aTaKH.

Ha neprmomy kporii BizOyBa€eThCsl BUKIUK HiAMIPOTpaM IO BHSBICHHIO CE30HHUX MEPiOAiB, PO3PaXyHKY IS
HUX JOITyCTUMOI MEXIi KiJIbKOCTi 3aITUTIB, 1 BU3HAUEHHS MOYATKy aTaku. Y pa3i MoYaTKy aTakH, alTOPUTM HOBUHEH
PO3MOAUTUTH 3MilIaHui Tpadik Ha JBa KJIACTEPU, OJUH MICTUThH UIKIIJIMBI 3aIUTH, IHIIMNA HamiiHI 3anuTtd. JaHi
KJIACTePH YTOYHIOIOTHCA. HOBI 3amuTH aHaNi3yrThCAd Ha NPUHAJCKHICTH TOr0 abo IHIIOMY KJIAcTepy i 3a
Pe3yIbTaTOM JOJAFOTHCS A0 BiAMIOBIAHOTO KIacTepy.

BucHosku

B pamkax po3poOku Mertony BusiBieHHss DDoSatak i mkimmBoro Tpadiky po3poOieHuil opuriHanbHUH
QITOPUTM BHABJIEHHSA Ha PaHHIX CTalisX TOYKM IOYATKy PO3IOALICHOI aTakH, CHpPSMOBAaHOI Ha BiIMOBY B
00CITyroByBaHHI. AJITOPUTM BPaxOBY€ CE30HHI BiIXMUJICHHS B HABAaHTAXKCHHI, 1[0 Ja€ MOXJIMBICTh BHUSIBIIATH TOUYKY
MOYaTKy aTaK¥ Ha PaHHIX CTamifx 1 3 OUIbIIOI0 TOYHICTIO. /l0AaTKOBO NMPOBEAEHO AOCIIKEHHS, CIPSMOBaHE Ha
MiATBEPKCHHS ICHYBaHHS CE30HHOCTI 1 BHSBICHHS THIIOBHX CE30HHUX IepiofiB. B pe3ynpraTi mOCHimKeHHS
BUSBJICHI THOKHEBA, 1000Ba 1 HEBU3HAYCHA CE30HHICTD 1 MPUYMHY 1l BUHUKHCHHS.

Po3pobiieHo MeTox OTpUMaHHS HaBYAIBHUX BHOIpOK Ta Kiacudikamii Tpadiky, 10 HaIXOIUTh, HA TPYIH
MIK{TBHX 1 JISTITHMHAX 3amuTiB. s MoaiTy 3MimaHoro Tpadiky BHKOPHCTOBYETHCS aNTrOpUTM KiacTepuzartii k-
means. Bubip nqanoro anroputmy oOrpyHTOBaHHUH, MPOBEIEHO JOKa3 Horo edexTuBHOCTI. [li1s aqroputMy migiopaHi
ONTHMAJIbHI XapakTEepPUCTUKH 1 PO3MIPHICTh AaHUX, BHPOOJEHI Kpurtepii ycmimHocti. Po3pobieni anropurmu
CKJIaZIal0Th OCHOBY y3arajlbHEHOi MeTOAMKH BHsiBIeHHS DDoS-artak i mkianmBoro Tpadiky, ska B 3arajJbHOMY
BUTJISIAI MOXKe OyTH OIMMCaHa TaK: 3a IOTIOMOTOI0 CTATHCTHYHUX JaHWX, BU3HAYAEMO iICHYIOWi Ce30HHI Mepioau; st
KO’KHOTO CE30HHOTO Iepiojly BHU3HAYAEMO MAOIYCTUMY BEPXHIO MEXY KUIBKOCTI 3alUTiB; Yy pasi HNOPYLIEHHS
rpaHui, (iKCyeMO TOYKY IIOYaTKy aTakH; BIJHOCHMMO BeCh, IO IEPEAye IOYaTKy aTakd, Tpadik J0 Kiacrepy,
BIJMIOBITHOTO JIETITUMHOTO Tpadiky; 3a JOMOMOTOI0 alroputMy k-means kmacudpikyeMo 3MimaHuii Tpadik Ha
JIETITUMHUHN 1 IIKiJUIMBUH; TOPIBHIOEMO Tpadik, M0 Mepenye MoyaTKy aTakd, 3 KJIacTepoM, JETITHMHOTO Tpadiky,
BU/IIJIGHOTO 31 3MilaHoro Tpadiky; Ha MiJCTaBi pe3yJbTaTiB, OTPUMAHHUX Ha MONEPEIHBOMY KpOILll, 1 3 ypaxyBaHHsIM
BUPOOJIEHUX KPUTEPIiB yCHIITHOCTI, KOPUT'YEMO KJIaCTEpH; BeCh Tpa(ik, 10 HAIXOIUTh, aHAIIZYEMO 3 ypaxyBaHHIM
OTPUMaHHMX B IIONIEPEIHBOMY ITYHKTI PE3YJIbTATIB.
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