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VISUAL ANALYTIC OF PROPAGANDA OBJECTS DETECTING BY
NEURAL NETWORK

Abstract. Proposes visual analytic of method for detecting propaganda objects, which
allows you to find in propaganda texts, at whom and what are the propaganda techniques used in the
texts specifically aimed at. A visual interpretation of the found objects of propaganda was carried
out, which allows to visually observe the objects of influence of propaganda within the framework
of the used propaganda techniques.

The proliferation of media channels as result of the information age has
ushered in a new era of communication and access to information that has increased
people's access to propaganda and manipulation of public opinion. In the
identification of propaganda content, it is important both to identify the content itself
and to whom this content is directed.

Proposed approach to identifying objects of propaganda with their comparison
to the used techniques is shown in Figure 1. This approach allows for a
comprehensive analysis of relationships between techniques and objects of
propaganda in texts, as well as generalizations for objects of propaganda and their
alternatives mentions in the texts. It differs from existing analogues in that it
combines two alternative tasks: the search for propaganda objects and the correlation
of the found objects with numerical values to the found techniques.
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Figure 1 — Approach to propaganda objects detecting

In order to effectiveness research of method for detecting propaganda objects,
appropriate software was developed. With the help of software, objects of
propaganda were detected and compared with used propaganda techniques. As
samples for the analysis, posts from social networks were used, which were processed
by the «Strategic Communications Center» (https://spravdi.gov.ua/), such posts are
already marked and contain experts conclusions, which can be compared with the
original data of work the proposed approach. Appropriate software was created for
the analysis, which uses the method for detecting propaganda objects.

To conduct the experiment, software was created in the form of a web
application in the Python programming language. Interface of the experimental
software is shown in Figure 2.
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Text for analysis:

! O ep neo eifcexosocnyxfoeuie 3CY B ceni Ha floHl Gacl
Ha abensHo

BOTD To no c. o
Kna cynepeuka, AKa nepepocna y Gidky Ha moaeip’i.
61 mepTeum i NMBC

YHBOBELL BHABME TOBAPMUA MO CAyRGi MepT nHO! .
Bux 3CY. 3a iwpopmauiew 3MI, y oAHOTO 3 WHX, Mafopa, BOTHENanbHe MOPaHEHHA TONOBM, Y LPYrOro

Analysis Result:

The set of named entities with semantically close objects according to the analysis of contextual dependencies:
3CY, ORG, panui (0.21), synnus (0.17), cynepeyka (0.17), BuukHyh (0.16)

RoHBac, LOC, ama (0.26), sunueath (0.22), pasom (0.20), paniwe (0.17)

[AoHeUbKkHA 06nacTe, LOC, Bonu (0.17), BuHukHyTH (0.15)

Set of propaganda objects in the text:

! Cmeptb aBoX BifcbkosocnykGosuis 3CY B ceni Ha donbaci

Ha OonGaci onuH 3 sificekosocnyxGosuis sacTpenueca a TaBensHol 26pol, konw BpaHUi aHafWos nopyy 3 cobok MepTBUM cBOro ToBapHLua no cnyxGi

3a inchopmaLielo BAAAHHA, Mafop | CEPKaHT Pa3OM BUNHUBANM Y KUTNOBOMY GyavHKy, nicnA 4oro MiX HAMM BUHMKNA Cynepeyka, Aka nepepocna y Gifiky Ha noasip'.

Maitop cneHo nofve cepixanTa, WO ToiA BTPATUE CBIAOMICTS | 3amepa Ha BynMU|. Bpaui sifickkosocnyxGosels BUABME ToBapuwWwa no cnyx6i MepTauM | aacTpenueca 3 TaBenbol abpor.

£k nosigomnaAnocs pawiwe, & floHeubkin oGnacTi y xuTnosomy GyauHky aHaNWNKM MepTBrMK ABOX Billckkosux 3CY. 3a inchopmaiero 3MI, y ogHoro 3 HKMX, Maliopa, BorHenankHe NOPaHeHHA roNoeu, y
Apyroro — 3abol ronosu

Figure 2 — Example of obtaining result with visual analytics by developed software

The web application uses 17 pre-trained neural network transform models
(resulting from previous scientific research), «Stanza» neural network library for
NER search, «Flask» framework, «FastText» pre-trained model, which is retrained on
propaganda texts. The created software has the functionality to determine the used
techniques by text, identify objects of propaganda and analyze the affiliation of the
detected objects to the used techniques. As can be seen from Figure 3, not only the
objects of propaganda and the used techniques were detected, but also the affiliation
of the found objects to the used techniques was determined.
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Analysis Result:

The set of named entities with semantically close objects according to the analysis of contextual dependencies:
3CY, ORG, spanui (0.21), ynuus (0.17), cynepeyka (0.17), BuHnkHyTH (0.16)

AoHbac, LOC, ama (0.26), sunusatu (0.22), pasom (0.20), paHiwe (0.17)

AoHeubkui obnactb, LOC, sonn (0.17), uHnknyTv (0.15)

Set of propaganda objects in the text:

' CmepTb ABOX BificbkoBocnyxGosuis 3CY e ceni Ha flonBaci

Ha flonbaci oauH 3 sificbkoBocnyxGoBUIB 3acTpenueca 3 TabenbHoi 36poi, Konu BpaHL 3HaNLWOB NopyYy 3 coBOK MEPTBMM CBOrO TOBapULLa no cnyx6i

3a iHhopMalLlielo BWaHH:, Mailop | COpXaHT PasoM BUNMBANM y XUTNOBOMY GYAUHKY, NICNS HOTO MK HUMM pevka, sika 1 y Giftky Ha noaeip'i.

Maitop cunbHo nobve cepxanxTa, O TOii BTPATB CBIOMICTb | 3amepa Ha BYAMUI. Bpani silicekosocnyxGoseus BnABuE ToBapuLLa no cnyxGi MepTeIM | 3acTpennBcA 3 TaGenbHo IBPO.

Ak 10cA padiwe, 8 i oBnacTi y xurnosomy ByauHKY 3HaALWNK MepTBAMM ABOX BificbkoBux 3CY. 3a iHdopmalieto 3MI, y 04HOrO 3 HUX, Maitopa, BOrHeNanbHe NOPaHeHH: roNnoeu, y
Apyroro — 3a6boi ronosu.

Power of techniques used and their associated thematic objects:

The used techniques:
1 Loaded Language. Expressed at 0.582
2 Repetition. Expressed at 0.317

Assessment of propagandistic objects belonging to the used techniques:
{3CY (ORG) Added thematic set: [BpaHui, Bynuus, cynepeyka, BuHnkHyTU]} Assessments of belonging: [Loaded Language 0.593; Repetition 0.612]
{moH6ac (LOC) Added thematic set [ama, BunusaTy, pasom, paniwe]} Assessments of belonging: [Loaded Language 0.407; Repetition 0.35]
{noHeybkuin obnacre (LOC) Added thematic set: [BoHu, BuHukHYTU]} Assessments of belonging: [Loaded Language 0.361; Repetition 0.71]

Figure 2 — Analysis of test text with propaganda by developed software

Thus, as a result of effectiveness study of the developed method, it was found
that the method for detecting propaganda objects allows obtaining results that are
fully correlated with the results obtained by experts. At the same time, due to the
consideration of propaganda as a holistic model and the use of visual analytics of the
obtained results, it was possible to achieve a comprehensive analysis of the
relationships between techniques and objects of propaganda, as well as to provide a
generalization for objects of propaganda and their alternative mentions in texts.



