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XMeNnbHUIBKUIT HALliOHANIBHUH YHIBEPCUTET

TECTYBAHHSA TA ®OPMYBAHHS 3BITY ITPO BIIPOBA IKEHHS T'TEPATHOT
IHOPACTPYKTYPU

B cmammi po3aasiHymo i docaioxcyiomuscest npo2H0308aHi peayabmamu popmysaHHs 2ibpudHoi iHgppacmpykmypu.
Ileped nouamkom nepeHeceHHs1 0aHUX, He06XiOHO nepekoHamucs, wo iHpacmpykmypa nicas nonepeoHix Ha1AUWMye8aHb
npayle HopmaavHo. a5 Yybo2o Heob6xidHO nposecmu psd mecmis, aki do36011mb susieumu 6ydb-aki 360i Ha pi3HUX
dinaukax. Ilepwoyepeosi mecmu nposodsasmucsi Ha 2/106a/41bHOMY pieHI | nepesipsitoms, YU HOPMA/ABLHO HAAAWIMOBAHI
dedepamugHi dogipui 8idHOCUHU Midc 10KAALHONW opzaHizayieto Exchange Server i xmapHoi caysc6oro Exchange Online. B
pe3ysbmami docaidxiceHHs 6Y10 8usi8/1eHO, Wo 0esiKi 06’ €Kmu XMApHOT YacmuHu, Koau 0o HUX mpeba 38epmamucs, Marwms
iHwy cucmemy idenmugpikamopis, Hixe aHa02iYHI 06°ekmuU 8 A0KaAAbHIT cucmemi. Y sokaavHitll iHppacmpykmypi do Hux
nocuaarmuvcs 3a iM’siM, 8 motl yac sk y xmapHitl 3a ID-kodom. Tomy, 8 ybomy eunadky mpeba po6umu dodamkoguil 3anum,
sakull euseumb [D-06°ekm 3a iliozo Haseor. Ilid uac HanucauHsi psidy Kodig 04 miepayii daHux 3anponoHo8aHo
3acmocyeaHHs1 pi3Hux nidxodie do ynpaesiHHo 06’ekmamu 8 Ha3eMHIll | XMapHill YacmuHax, Wo 3anobizae 8UKOPUCMAHHIO
00HUX | mux e Memodie 015 cucmem 00H020 muny.

Karwuosi caoea: cucmema das miepayii, eibpudna indgpacmpykmypa, xmapHi cepgicu, Exchange Server, yenmp
06po6ku daHux (LJOJ), noaimuku 6eaneku.
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TESTING AND FORMATION OF A REPORT ON THE IMPLEMENTATION OF HYBRID INFRASTRUCTURE

The article considers and investigates the projected results of the hybrid infrastructure formation. Before starting the data
transfer, you need to make sure that the infrastructure works properly after the previous settings. To do this, you must perform the series of
tests that will detect any failures in different areas. Priority tests are performed globally to verify that the federated trust between the on-
premises Exchange Server organization and the Exchange Online cloud service is properly established.

As a result of the research, it was found that some objects in the cloud part, when they need to be accessed, have a different system
of identifiers than similar objects in the local system. In the local infrastructure they are referred to by the name, while in the cloud
infrastructure by the ID. Therefore, in this case, you need to make an additional query that will find the ID-object by its name. When writing a
number of codes for data migration, it is proposed to use different approaches to the management of objects in the ground and cloud parts,
which prevents the use of the same methods for systems of the same type. Microsoft Exchange exports the data collected during the
infrastructure analysis, as well as the data of system users, to files on external media in the form of CSV files to be used by other modules and
in the form of TXT or HTML for a spreadsheet that is analyzed by staff. During the transferring data to cloud storage, most companies pay
special attention to how security policies will be applied to cloud resources. The main task of this testing stage is to establish that all security
parameters exported from the local infrastructure has been imported into the cloud infrastructure successfully and applied at different levels
stably. The most important series include tests: related to testing traffic rules and information leakage protection policies; designed to test
security policies; tests of policies that affect the client connection.

This type of system allows many large companies to avoid the problems associated with the process of migrating global local
infrastructure settings to the cloud environment and to improve the data analysis process with subsequent automatic management of data
migration in an IT environment with complex network infrastructure.

Keywords: migration system, hybrid infrastructure, cloud services, Exchange Server, data processing center, data security policies.

Beryn. Ha cporommimHild JeHb He iCHye peajizamii IMOBHOTO IEPEHOCY HAJAIITyBaHb JIOKAJIBHOI
iHppactpykTypu Exchange Server y xmapHy. [laHi KOpHCTYBa4iB MOMJIHBO MIrpyBaTH PI3HHUMH METOAaMH i
npoTokoyamMu. € 0araTo pi3HMX acHeKTiB, sKi MOTPIOHI Cy4acHUM MiANpreMcTBaM. Hampukman, icHye BeimKa
noTpeda B MEpEeHOCI HaJalTyBaHb OE3MEKH, MOB’SI3aHUX i3 3axucToM iHpopmarii. Takox Hemae pimeHHs, sKe
Morio O mpoaHami3yBaTH iCHyIOUy Tomojorio opranizamii Exchange Server i, 3aBmsixu orpuMmaniil indopmaii,
nepeOyayBano O mepeMimeHHs aanux KopuctyBawiB [1]. Hapasi icHye BHKIIOYHO cucTeMa iHBEHTapH3arlii,
3aMpoTNoHOBaHa camoro kopropariiero Microsoft (RAP as a Service), a Takok TakuMH KOMIaHisiMu, sk Quest, sKki
MIPOTIOHYIOTH iHBEHTapHU3aIlilo BCi€l Tomoorii.

Ilepen TuM, SIK MOYHETHCS TEPEHECEHHS NAaHUX, HEOOXiTHO TMEpeKOHATHCs, MO iH(pacTpyKTypa micis
MOTIepeIHIX HATAINTYBaHb MPAIfoe€ HOPMaITbHO. [ IbOTO HEOOX1THO MPOBECTH PSIJI TECTIB, SIKi JO3BOJIATH BUSBUTH
Oynb-s1Ki 3001 Ha PI3HUX IUIIHKAX.

Buxnan ocHoBHoro marepiaay. [lani, ski 3i0paHi mij 9ac aHamizy iHQPAacCTPYKTYpH, a TakoX [aHi
KopHcTyBauiB cuctemu, Microsoft Exchange excrioprye 1o ¢aiinis Ha 30BHIIIHBOMY Hocii y Burisiai CSV-daiinis,
AKi OyZyTb BUKOPHCTOBYBATHChH IHIIMMHU MoayisimMH, Ta y Burisini TXT a6o HTML pnst tabaudnoro 3BiTy, SIKHHA
aHaiizyeTscs nepconanom. [1ix yac nepenaBaHHs JaHMX B XMapHI CXOBHIA OUTBIIICTH KOMIIaHii OCOOJIMBY yBary
NPUAUIAIOTH TOMY, SIK OyZyTh 3aCTOCOBYBATHCS TOJIITHKN Oe3MeKkn Ha XMapHi pecypcu. OCHOBHE 3aB/IaHHS JaHOTO
€Taly TeCTyBaHHS BCTAHOBUTH, IO BCI EKCIOPTOBaHI 3 JIOKAJIBbHOI iH(pacTpykTypu mapaMeTpu Oe3leKn
IMIOOPTYBINCS B XMapHy iH(PacTpyKTypy YCHIITHO 1 CTablIbHO 3aCTOCOBYIOTBCS Ha pi3HHX piBHAX. [lo
HaWBaXUIMBIIINX Cepili BiTHOCATHCS TECTH: MOB'SI3aHI 3 TECTYBAaHHSAM TPAHCIIOPTHUX TPABUI 1 TOJITHKAM 3aXUCTY
Bil BUTOKY iH(OpMAIlii; MpU3HAYCHI Ui TECTYBAHHS ITOJITHK OE3MEKH; TECTH TIOJNITHK, IO BIUIMBAIOTH Ha
KITI€EHTChKE T AKITIOUYeHHs [2].
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TectyBaHHs Ta ¢dopMyBaHHsI 3BiTY NMpPo BNPOBAaJKeHHA TiOpuaHOI indpacTpykrypu. Ilepmioueprosi
TECTH TPOBOAATHCS Ha TJIO0AJBHOMY pIBHI 1 IEpeBIpSAIOTh YW HOPMajbHO HajlaITOBaHi (eaepaTUBHI NOBipui
BiTHOCHHH MK JIOKaIBHOIO opraHizamiero Exchange Server i xmapHoi ciry:x6010 Exchange Online.

[epmmm TecToM mHepeBipsAeTHCS HOPMAJIBHO HanamToBaHo (enepais 1 41 Moxe JokansHuii Exchange Server
otpuMaru TokeH Biii Microsoft Federation Gateway, sikuii BiqmoBijae 3a ayTeHTH(]IKaIiO 1 BHIady MOCBiAYEHb BCIM
opranizauism Exchange Server B cBiti. /lana nepeBipka 3aiiicHioeTsest B PowerShell HacTynHuM psiakom:

Test-FederationTrust -USerldentity "USER _ID" -verbose

PesynpraTtom nanoi komaHau Mae OyTH 6 PIi3HHX TECTiB, SIKI MOBIMOMIISATH HAac NpO CTaH (HOpMaibHE
($yHKIiIOHYBaHHS - success). [leprm, Hixk IPOUTH BCi TeCTH HEOOXiTHO CTBOPHUTHU PSII TECTOBHX HOIITOBUX CKPHHBOK
ymoBHO 3 imeHamu LocalTestUser! i LocalTestUser2 3 oCHOBHUMH HMOIITOBUMH Cy(iKcaMH MOIITOBOI OpraHi3altii.
Takok HEOOXiIHO CTBOPHTH JBiI TECTOBHX IIOIITOBI CKPUHBKH, ski mepeOyBaroTh B Office 365 3 iMeHamm
0365TestUserl 1 O365TestUser2. Ilicms Toro, sK BCi yYMOBH Ui TECTiB CTBOPEHI MOXKHA ITOYMHATH IX
BHUKOHYBaTH [3].

TecryBanusi mirpamii qanux. /[ Toro mo6 nepekoHaTHcs, 10 JJaHi B Mail0yTHOMY OyayTh HOPMaJIbHO
NepeMilaTHCs MK JIOKIBHOIO Ta XMapHOIO 1HYPaCTPYKTypaMu HEOOX1THO BUKOHATH JIBa TECTH.

1) Tect Ha Te, 110 JIOKaJbHA IHPPACTPYKTYpa HOPMaJbHO OIMyOIIiKOBaHA i 10 HEi HOPMaJIbHO 3MOXYTh
migmodatucs cinyx6u Office 365, mis Toro o6 MoxxHa OyJi0 mepeMinary fAani. i1 1b0ro HEOOXIiAHO BiIBiIATH
mopTai kommasii Microsoft “Microsoft connectivity analyzer”: https://testconnectivity.microsoft.com/ (Puc. 1).

Select the test you want to run.

Exchange Server SfB/ Lync Office 365 | Client = Message Analyzer

43 Microsoft Exchange ActiveSync Connectivity Tests

O Exchange ActiveSync EWS Access Test
) Exchange ActiveSync Autodiscover This test verifies a
service account's ability

Microsoft Exchange Web Services Connectivity Tests to access a specified
mailbox, create and
O Synchronization, Notification, Availability, and Automatic Replies delete items in it, and

access it via Exchange
Impersonation. This test
is primarily used by

® Service Adcount Access (Developers)

M5 Microsoft Office Outlook Connectivity Tests application developers
s to test Lhe.ablllr.y lU.
- ) Outlook Connectivity access mailboxes with

— ; I jal
\_) Outlook Autodiscover alternate credentials,

Internet Email Tests

O Inbound SMTP Email
) Outbound SMTP Email
) POP Email

) IMAP Email

Puc. 1. Inrepdeiic Microsoft Connectivity Analyzer

Ha npomy nomatky BHOMpaeMo IyHKT, SIKMH IPOTECTye KOPEKTHICTh HanamrtyBaHb WEB-cepgicis, 1o
omyOuikoBaHi B iHTepHET. LM TecTOM HEeOOXiIHO MepeBipUTH BCi CEpPBICH, SIKI KOMIIaHisl oIyOIliKyBaia B iHTEpHeT.

2) Tecr mns mepeBipku mpane3aaTHocti riopuanoi iHdpactpykrypu Exchange Server, To0TO, TectoBe
MEPEMIIIEHHST 3a3/ajeriflb NPUTOTOBAHMX IOIITOBUX CKPUHBOK 3 JIOKAJIBHOI IHPPACTPYKTYypH B XMapHy 3
MOJIAJIBIIMM TECTYBaHHS MIAKIIOUEHHS KIIEHTChKOI YaCTHHOIO.

TecTyBaHHA KJIi€eHTCbKOI YacTMHU. HacTynmHHM TecToM € mepeBipka TOro, IO KOPUCTyBadi (BIaCHUKU
MOIITOBUX CKPUHBOK), IO 3HAXOMATHCS B JIOKAJbHINA iHPpacTpykTypi Exchange Server MoxxyTh oTpuMaTH JOCTYI
IO pecypciB KOPUCTYBaUiB, 10 3HaXoaaThes B Exchange Online (Hanpukiian, kaneHaapi).

OcobnuBy yBary B TiOpuaHoi iHdpacTpykTypi Exchange Server cmix npuainnta cimyx6i Autodiscover.
Came Bijx Hei 3a]€XHTh T€, HACKUIBKH YCIIIIHO KOPHCTYBadi, YMi MOIUTOBI CKPUHBKH 3HAXOAATHCS B XMapHii
ciry>k0i, 3MOXYTh aBTOMAaTW4HO OyTH IepeHampaBieHi Ha Touky miakmoueHHs Office365. A mpu HasBHOCTI
(denepatuBHOi ciyxOu ayTeHTH}IKaIl, TAKOXK OyJe 3MIMCHEHO MPOILEC MiIKIIOYCHHS J0 CKPUHBKU 0e3 3amuTy
ayreHTudikaniiianx ganux (Single-Sigh-On). BBoasaTbes naHi Mo TecToBOMY OOJIIKOBOMY 3aIrucy, 3 IOLITOBOIO
CKPHHBKOIO B XMapi, a MOoTiM poOUThCS Oe3nmocepeiHbo caM TecT [3, 4]:

Test-OutlookWebServices -Identity. Office365TestUser l(@<domain>.com -MailboxCredential ~ $cred -
AutoDiscoverServer <FODN_CEPBEPA_Exchange>

Takox B TIpoleci JaHOTO TECTy MepeBipsioThes ciykom: Autodiscover; Availability Service; Outlook
Anywhere; Offline Address Book.

TecTyBaHHSI TPAHCMOPTHOTO (PyHKUioHATy. TecTyBaHHS TpaHCHOPTHOI KOHQIryparlii mpoBOIUTHCS HA
KIJIBKOX PIBHSAX B 3QJIKHOCTI BiA, KOH]Iirypamii, $SKy 3acTocyBajJM B HpoLeci HAaCTpOWKW TriOpuaHOI
iHppacTpyKTypu. YMOBHO BCi TECTH ALISATHCS HA HACTYIHI KaTeropii.
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- TectyBaHHS BHYTpIIIHBOI KOMYHIKAIlil (BiANPaBISIOTHCSA JIMCTA 3 JIOKAIBHOTO TIOMITOBOTO SIIHKA B
XMapHUi 1 HaBnaku). TakuM YHMHOM MOJKHA IIEPEBIPUTH NPAaBWIBHICTh HANAIITYBaHb JUIS TPAaHCIOPTHOL
KOMYHIKaIlil MiXK pi3HUMH YacTHHaMu riopuaHoi inppactpykrypu Exchange Server.

- TecTyBaHHs MOWITH JUIS 30BHIIIHIX OAEPKyBadiB. BilnpaBisioTbesl 1Ba MOBIZOMIICHHS JI0 30BHIIIHBOTO
cBiTYy (OJHE 3 MOLITOBOI CKPUHBKH, PO3TAIIOBaHOI B JIOKAJbHIM YacTHHI, a iHIIE 3 XMapHOI YacTHHH TiOpUAHOT
iHppacTpyKkTypu). MeTra 1aHOTO TECTy - NMEpPEeBIPUTH NPaBHIbHICTH MAapLIPYTIB i pyXy BuXimHOi momrru. Ilig vac
MPOBEICHHS JaHOT'O TECTy MOTPIOHO YBaXKHO CTEKHTH, 1100 Ha JIMCTH HE 3aCTOCOBYBAIHCS OYIb-iKi TPAHCIOPTHI
npaBriIa ado MOJIITHKY 3aXUCTY iH(OpPMAIIii, IKi MOKYTb OJIOKYBaTH ITOBIIOMIICHHS a00 3MIHIOBaTH HOT'O MapIIpyT.

- TectyBaHHS BXigHOI IOINTH, IO HAIIMIUIA i3 30BHINIHIX CHCTeM. [ yCHIIIHOTO BHKOHAHHS TaHOTO
TECTy HEOOXiIHO BiANPABUTH JIMCTA i3 30BHIIIHIX IOITOBHX CHCTEM (MO)XHAa BHKOPHCTOBYBAaTH O€3KOIITOBHI
TECTOBi CepBicH Taki sk outlook.com) Ha IBi TecTOBI MOIITOBI CKPWHBKH i3 TiOpUAHOIO OpraHi3amii miampueMcTBa
(omwH onepyKyBad 3 XMapHOI iH(PPaCcTPyKTypH, IPYTHH 3 JTOKANBEHOT). MeTa JaHOTO TeCTy MePEeBIpUTH MPABIIHHICTH
MPOXOJPKEHHS 13 30BHIIIHBOTO CBITYy IO 3a3Jalierib IMPONHUCaHOMY MapuipyTy. Ilif 4Yac BHMKOHaHHS TeCTy
HEeoOXI1JTHO epeKOHATHUCS, 1110 Ha JIMCTH He OyAyTh 3aCTOCOBYBATHCS OYIb-siKi TPAHCIIOPTHI NpaBuiia abo MOJITHKU
3aXHCTY BiJl BUTOKY iH(popMalii.

- Tect Ha MOKJIMBICTB MiJKITIOYESHHSI BHYTPILHIX PECypciB (TaKUX sIK CKaHepH ab0 CHCTEMHM OMOBIIIEHHS) B
pasi nepeHeceHHs BiqnoBinHMX KoHeKkTopiB (Receive Connector) 3 okanbHOT IHYPACTPYKTYPH y XMapHY.

VY BciX BUNaJKax MOXXHAa KOPHCTYBATHCS SK CTOPOHHIMH YTHJITaMH, Tak 1 BOYJOBaHMMH KOMaHJIaMH i
yrraitamu Windows, Takumu sik Telnet.exe abo sk komanmierom Send-SMTPMail, sikuit BOynoBaHuii B CTaHAAPTHY
nocTtaBKy cepenosumma PowerShell ioro ocranHi Bepcii.

TectyBannsi (pyHkmioHanay enemeHTiB Oe3meku. Ilin dac mepemaBaHHS JaHUX B XMapHI CXOBHIIA
OUTBIIICTH KOMITaHIi OCOOJIMBY yBary MpUIUIAIOTh TOMY, SIK OYIyTh 3aCTOCOBYBATHCS IOJIITUKU OC3MEKH Ha XMapHi
pecypcu. OCHOBHE 3aBIaHHS [aHOTO €Taly TECTyBaHHS BCTAHOBUTH, IO BCi EKCIOPTOBaHI 3 JIOKaJIbHOI
IHQPACTPYKTYypH TmapaMeTpu O€3MeKH IMIIOPTYBaJWCs B XMapHy 1HQPacTpyKTypy VCHIIIHO 1 CTiiKo
3aCTOCOBYIOTBCS Ha Pi3HUX PiBHIX.

[epiia cepist TecTiB MOB's3aHA 3 TECTYBaHHSAM TPAHCIIOPTHUX MPaBHJ 1 MOJITHKAM 3alllUTi BiJl BUTOKY
inpopmarii. [ 1poro HEOOXigHO MPOAHATI3YBAaTH 3BIT, 3rCHEPOBAHMI Ha eTami OI[iHKH iH(PACTPYKTYpH Ta
CTBOPUTH JIMCTH, AKi mignananu O mix Ti uu iHOi npasuia. OcoONMBY yBary NpUAUIAIOTH TOMY, IIO HapaMeTpH
Oe3rekd B XMapHOI 1 JIOKaJNbHOI YacTHHAX TiOpUAHOT iH(PPACTPYKTYpH IiIOTh HAa TPAHCHOPTHI KOMIIOHEHTH
a0COJIFOTHO HE3aJIe)KHO. A OTXKe, NPOBENEHHSI TECTIB 00OB'SI3KOBO, MO0 HE OTpUMATH e(eKT MyOJOBaHHS, SKUM
BUHUKA€E, HAIIPUKIIAM, TIPH 3aCTOCYBaHHI IPABUII apXiByBaHHS.

Jpyra cepis TecTiB MpU3HAYCHA IS TECTYBaHHS MOJITHK OC3MEKH, SKi BITHOCATHCA 10 Oe3rmekn 30epiranHs
nmannx, Taki sk InPlace Hold Policies a6o x Retention Policies. i mporo HeoOXigHO 1O Yep3i 3acTOCYBaTH HaHi
MOJITHK Ha TECTOBHHA OOJIKOBHH 3allMC, MO0 3HAXOIWTHCA B XMAapHIH YacTHHI 1 TEPEeBIpUTH NPABUIBHICTD
3aCTOCYBAaHHS THX UM IHIINX HAJAIITYBaHb.

Tperboro cepieto TecTiB, sIKi HEOOXiJHO IEPEBIPUTH, € TECTH IOJITHK, IO BIUIMBAIOTh HA KIIEHTCHKE
niakmoYeHns. Jlo JaHMX HajgamTyBaHb MOXHA BigHecTH moiTHKU goctymy n1o WEB-intepdeticy (Outlook Web
Application) abo NOJITUKM 3aXHCTy JaHMX Ha MOOUIBHMX mpHUCTposix. [loymiTHkM MaloTh OyTH MO 4Yep3i
MPOTECTOBaHI HA TECTOBOMY IOIITOBOMY SIIUKY, PO3TAIIOBAHOMY B XMapHiil 4acTuHi riOpuaHOT iHPpaCTPyKTypH.

IlepeHeceHHs! JaHMX KOPHCTYBA4iB B XMapHY iH(pacTpyKTypy 3rigHo 3 nmorpedaMu mianpHeMcTBa.
OcraHHIM eTanoM BIPOBaUKEHHS TiOpuaHol iHppacTpykTypu Exchange Server € ¢akTnuHe nepeHeceHHs AaHUX B
XMapHy HQPACTPYKTypy 3 HMOJANBIINM 3aCTOCYBaHHSM Ha TEpEMIIleHi aHi BCIX IMONITHK Ta HaJalITyBaHb, SKi
3aCTOCOBYBAJINCS Ha HUX B JIOKaNbHIHM iH(pacTpykTypi. 1 nocsSTHEHHS L€l METH MONEpEeIHbO EKCIIOPTYIOTHCS
HaJIAIITYBaHHS 3 KOJKHOI IOMITOBOI CKPHHBKH 1 30€piraroThcst y Gpaiiiy 3 MaOJIOHHUMH iMEHAMH.

[epeBeneHHs MOMITOBUX CKPHHBOK 10 XMapHOI iHgpacTpykTypu. HaiiBiInoBiqabHIIIAM €TaioM Ipu
nmoOyI0Bi TiOpUAHOT iHPPACTPYKTYPH € (aKTHIHE MEepEeMillleHHS NaHUX 3 JIOKAIBHOI YacTHHH iH(QPACTPYKTYpH B
xMapHy. [lepeHeceHHs! JTaHUX MOXe 3/1IHCHIOBAaTHCS SIK Ha eJIeMEHTapHOMY DiBHI (TIepeHECeHHsI OKpEeMOT MOIITOBOT
CKPUHBKH), TaK 1 HA MaCOBOMY - KOJIM CTBOPIOETHCS 3aBIaHHS JUIS MEPEMIlIEHHS MOMITOBUX CKPHUHBOK y BEJIHKIN
KiJIbKOCTI. | B TOMY, 1 B iIHIIOMY BUIIaKy 3aBIaHHS CTBOPIOETHCS 1 YIPaBISE€THCS 3 00Ky XMapHOI YaCTHHH.

Came 3 XxMapHOI iHGPACTPYKTYPH 3AIHCHIOETHCS i '€ THAHHSA JI0 JIOKAIBHOI iHppacTpykTypu uepe3 WEB-
cepeicH, omybJikoBaHi y 30BHIiIHI# cBiT. [[{06 XxMapHa ciry>k6a MOTJIa i€ THATUCH J0 JOKAIBHOT 3 O0KY XMapHHUX
CepBiciB, aIMIHICTPAaTHBHUM TIEPCOHAJIOM CTBOPIOETHCS clerianbHui 00'exT «Migration Endpointy, sxuii 36epirae
iH(popMaio npo Te, 10 SKOTo 3 OIyOIIiKOBaHHMX Y 30BHIIIHIN CBIT CepBEpIB MiJ'€AHATHCH, a TAKOXK KUK 00JIIKOBUI
3ammc 1 Mapojpb /0 HbOrO BUKOPHCTOBYBATH ISl 3[1MCHEHHS mix eqHaHHs. [lanmi, komu (GakTHYHO 3/1HCHIOETHCS
Mirpauisi JaHuX, aJMiHICTpaTop BKasye sikuii Migrationendpoint BUKOPHCTOBYBATH ISl Mirpauii y BUIaKy, KOJIH
HaJlalITOBaHO Ourbile ofHOro o00'ekTa Takoro kiacy. Takuil miAXiJg HEIOCTaTHbO 3pYYHHMH, TaK SK
aJIMIHICTPATUBHUM II€PCOHAJN, IOBHHEH BPYYHY po3iOpaTHcsi — sKi IONITOBI CKPUHBKM uepe3 SKHUH KaHai
i€ THAHHS MAIOTh IIEPEMIIIlyBaTHUCh, PUCYHOK 2.

{06 BupimuTH 1€ 3aBIaHHs, Oyja po3pobieHa cucTeMa, sSika aHalli3ye CTaH 1 po3TalllyBaHHS MOMITOBUX
CKpUHBOK KOPHCTYBadiB B peajbHOMY 4aci i caMOCTiiHO BW3Hadae, depe3 sikuii WEB cepBic moBuHHa OyTH
3iiiCHEHa Mirpaiisi KOXHOI IMOMTOBOT CKPUHBKH, ITCIS YOro AMHAMIYHO (OPMYIOTHCS 3aBIAaHHS Ha Mirparlito, B
SIKUX BCI MOIITOBI CKPUHBKY 3rpynoBani mo WEB-cepBicy, uepes sikuii MOBUHHA 3TIHCHIOBATHCS 1T MiTpaIlis.
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MPOBOJMTHCS B KUJIbKa IIOTOKIB, PUCYHOK 3.

Migration Point 1
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Migration Point 2

Puc. 3. Ilepemilnennsi noOIITOBAX CKPHHBLOK B THHAMIYHOMY

IIpu moGynoBi ganoro pimeHHs OyB 0OpaHNi HACTYITHUH aNTOPUTMHU.

- Bci Caiitu AxtuBHOro Karamory, B sikux € cepBepu opranizamii Exchange Server, 3B's3yroTscs i3
3oBHIIHIM WEB-cepBicom, depe3 SKuil MOBHHHA HTH MIrpaiis HOIMITOBUX CKPUHBOK 3 JAHOTO CalTy.

- ABromatnyHa reHepaiist 00'ekTiB Migrationendpoint, mo koxaomy WEB-cepgicy. [Ipu nipomMy cucrema
aBTOMaTHYHO nepeBipsie, un He OyB Migrationendpoint paHilie 3apeecTpoBaHUM, 11100 HE CTBOPIOBATH JyONiKaTH
(mepeBipka nepeBipseTbes Ha iM's WEB-cepBicy, 110 rapanTye yHIKaJIbHICTB).

- Kosm HeoOXisHO BiAIIPaBUTH BEIMKY KUIBKICTh JAaHUX, 3aIlyCKAE€ThCS CKPUNT, B SKOMY BKa3Yy€THCS
NocuiIaHHs Ha (aiiy, KU MICTUTH CIIMCOK BCiX e-mail agpeciB MOIITOBUX CKPHHBOK, SIKI MOTPIOHO HajiciaTy.
JlaHWil CKpUNT aBTOMATHYHO IIEpeBipsiE€ MOTOYHE MICIE3HAXO/KEHHS KOXHOI IOIITOBOI CKPUHBKHM, MICIs YOTO
MapKye LI0 TOIITOBY CKPHHBKY iH(opMmauiero npo te, yepe3 sikuii WEB-cepBic nani noBunHI Mirpysatu. Konun
MapKyBaHHS BCiX CKpMHBOK 3aBEpPIIIIIOCH, BCI CKPHHBKH TPYITyroThes 1Mo imeHax WEB-cepgiciB, mob chopmyBaTi
3apnanHg (Migration Batch) 3 mirpamieto gepe3 korkpetauii Migration Endpoint. CkprHBKH MOXYTh OyTH 3 Pi3HHX
caiitiB AD, ane aaMiHiCTpaTUBHHUI TMepcoHan 3aBnsku [13 He moBHHEH 3aiiMaTHCS BUBUEHHSM TOTO, Yepe3 SKHM
WEB-cepBic BiAnpaBIsTH KOHKPETHHH MyJI MOMTOBUX CKPUHBOK.

BinHoBJieHHSI MOJIITHK Ta HaJalITYyBaHb Ha mnepemimeni nani. OcTaHHIM eTarmoM B aBTOMATHYHIN
Mirpauii € ¢iHanpHa KoH(]Irypamisi momToBUX CKpUHBOK. llle onHiero mpoOiiemMoro, MOB'SI3aHOI0 3 Mirpami€ro B
XMapHi CEpBICH, € 3aCTOCYBAHHS Ha HUX MOJITHK 1 HANAIITYBaHb TAKUX CaMHX, SIKI 3aCTOCOBYBAJIUCS JI0 HOIITOBOT
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CKpUHBKH B JIOKaNbHIN iHGpacTpykTypi. OmHak, mpu moOymoBi TiOpumHOT iHPPACTPYKTYPH TONITHKH Ta iHII
napaMeTpH (sk mpasuio, ne aaHi, ski Exchange Server 30epirae B po3aini Configuration ciayx0u AKTHBHOTO
Karanory) He mepeHOCATbCS B XMapHy iH(pacTpyKTypy. 3 Li€I0 METOI0 BHUKOHYIOThCS CKPHIITH, SIKI TIOBHICTIO
SKCIIOPTYIOTh BCI HAaJANITyBaHHs JIOKanbHOI opranizarii. Ilicis mporo Bci JaHi, 110 BH3HAYAKOTH IMOJITHKU Ta
KOH(Irypaii, iIMIOPTYIOTbCS B XMapHy 4acTHHY riOpuanoi iHdpacTpykTypu. Takok BHKOHYETbCS CKPHIIT, SIKHHA
SKCIOPTY€E iH(GOPMAIIIIO TIPO Te, SKi MOJITHKH 3aCTOCOBYIOThHCSI HA MOIITOBI CKPUHBKHU. [licis 3aKiHYCHHS Mirparii
MOXXHA 3aITyCTUTH CKPUIIT, SKHH 103BOJIsIE 3 (pailiry i3 iHpOpMaIli€ro Mpo 3MiHM BCIX MOMITOBUX CKPUHBOK OTPHMATH
HeoOXifmHy iH(popMarliro, sSka 3acTOCOBYBajlacs Ha MOIITOBY CKPHHBKY IO HOTO Mirparii Ta 3acTOCyBaTH Ti XK
HaJIAIITYBaHHS, aje BXKe B XMapHid iHdpacTpykTypi [1, 4]. Cuix 3ayBakuTH, o B JIOKAJIBHIA iHPpacTPyKTypi Bei
3B'SI3KM OYAYIOTHCS IO iMEHaX, B TOH 4ac, Ik B XMapHOi Bci 3B's13ku modyaosano mo GUID (Global Unique Identity),
10 BUMAarae 3poOUTH TOJATKOBHI KPOK IIPH 3aCTOCYBaHHI HaJlaITYBaHb - 3'icyBaTH, skuii GUID y momiTukwy, sKy
HEOOXIZTHO 3aCTOCYBaTH Ha IIOIITOBY CKPHHBKY, ICIS YOTO OINEpyBaTH AAaHUMH aTpuOyToM. [laHuWi mimxin
JIO3BOJISIE BiJpa3y MiCisl MEpeMIIeHHs Oy/Ab-sKOi KIJIBKOCTI IOINTOBUX CKPUHBOK OpaTH B OOpOOKY mepestik
MepeMilIeHHX MOLITOBUX CKPUHBOK i 3aCTOCOBYBATH Ha HHMX BCl HaJallTyBaHHs, HE BUTPAYalOuM PECYpPCH 1 yac Ha
aHaJIi3 1 BUSIBJICHHS MTOLITOBUX CKPUHBOK, SIKI MAIOTh HEKOPEKTHI HaJIaIlITyBaHHS:
S$Root = "C:\ExchaData\"
8ExpPath = "C:\ExchaData\Export\"
8Config = "C:\ExchaData\Config\"
SMBXFile = $Root+'MBXs.CSV'
SMbxPolicyFile = $ExpPath +'MBXPolicy.csv'
8CASPolicyFile = $ExpPath+'MbxCASPolicy.csv'
SMBXs = Import-Csv SMBXFile
SMBXPolicies = Import-Csv -Path $MbxPolicyFile
8CASPolicies = Import-Csv -Path §CASPolicyFile
Scredl = Get-Credential -Message "Enter Credentials of Admin Exchange Online"
SSession = New-PSSession -ConfigurationName Microsoft. Exchange -ConnectionUri
https://outlook.office365.com/powershell-liveid/ -Credential $credl -Authentication Basic -AllowRedirection
Import-PSSession $Session -DisableNameChecking
foreach (8MBX in $MBXs){
Semail=$MBX Email
SUsrMbxPol = $MBXPolicies | where PrimarySmtpAddress -EQ $email
SstrRetPol = " -RetentionPolicy $UsrMbxPol.RetentionPolicy "
SstrAddrtPol = " -AddressBookPolicy $UsrMbxPol AddressBookPolicy "
SstrRolePol = " -RoleAssignmentPolicy $UsrMbxPol.RoleAssignmentPolicy "
SUserCasPol = 8CASPolicies | where PrimarySmtpAddress -EQ $email
3StrActSyncPol =" -ActzveSyncMazlboxPolzcy SUserCasPol. ActiveSyncMailboxPolicy "
3StrActSyncDef " -ActiveSyncMailboxPolicylsDefaulted
SUserCasPol. ActzveSyncMazlboxPolzcyISDefaulted "
8StrOwaPol = " -OwaMailboxPolicy $UserCasPol.OwaMailboxPolicy "
Set-Mailbox 8email $strRetPol $strAddrtPol $strRolePol
Set-CasMailbox $email $StrActSyncPol $StrActSyncDef $StrOwaPol

/
/

[Ticnst 3acTocyBaHHS CKpPHIITa MOIITOBI CKPUHBKM KOPHCTYBAdiB, NEpepaxoBaHuX y (aiimi, HOTparisoTh
i1 JiF0 MOITHK 1IGHTHYHO TOMY, sIK OYJIO B JIOKaJbHINA YacTHHI opraHizarii Exchange Server.

BucnoBku. {715 TOT0, 1100 MPOTECTYBATH Mpae3JaTHICTh CUCTEMH, TT00YI0BAaHO TECTOBY iHPPACTPyKTypy
Exchange Server y xmapHiii iHppacTpykTypi Microsoft Azure. Y TecTOBOMy CEpelOBHII CTBOPEHO
iHOPACTPYKTYpy 13 [IBOX ITOMEHHUX KOHTPOJIEPIB (MOIYJAMiS IBOX caiTiB), siki OyJ0 pO3TAIIOBaHO y PI3HUX
migmepexax. Ha omHoMy 3 moMeHHMX KoOHTposiepiB BctaHoBieHO I[I3 Microsoft ADConnect, sike 103BOJISIE
CHHXPOHI3yBaTH KopucTyBadiB AktuBHoro Katamory mo AxtuBHoro Katamory Azure. Byno 30ymoBaHo nBa
cepeepu Exchange Server, siki 3HaXOIWJINCh TaKOXX Ha pi3HUX caiiTax. Takoxk po3ropHyTo momarkoBuii Exchange
Server B 1eMiliTapru30BaHii MiaMEPexKi, IKNH BUKOHYBaB (YHKIIII0 po3MexyBaibHOTO cepBepa (Edge).

JAist MOXKIIMBOCTI CTBOpPEHHS TiOpHaHOI iH(ppacTpykTypu HeoOxigHo Matn DNS-30my, siky cepsicu Office
365 MOXyTh TepeBipuTH (HeoOXiZHa NPH CTBOPEHHI TiOpuaHOi iHdpacTpykTypH). s 1bOro, HAPUKIAA, MOKHA
npundatu 30HY it-infrastructures.net Ha €BpONEHCHKOMY pEECTpPAaTOpi JOMEHHHX iMeH. TakoX, Al MOKJIMBOCTI
yCTaHOBIJICHHS TiOpuaHOi 1H(PAacTpyKTypH HEOOXiJZHO Ha cepBepax, II0 OIyOJiKOBaHI B IHTEPHET, BCTAHOBHUTH
ceprudikatu mns Ttoro, mobO cepicu Office 365 wmormu BcranoButm HTTPS-kaHanm 1m0 «J1OKambHOI»
iHppacTpykTypu. Ilicns nporo Ha oHOMY 3 CepBEpiB BCTAHOBIIOETHCSI MOIYNb pobotu 3 Azure Active Directory
(MSOL). Ha iboMy 3k cepBepi pO3TOPTAIOTHCS 1 CTBOPIOIOTHCS CKPUTITH JIJIsl MOJTYJIiB aBTOMATH30BAHOT CUCTEMH.

CucTteMa 3HaYHO CKOPOYY€E Yac MPOEKTIB i KITBKICTh MEPCOHAITY, 3aIiTHOTO B KPYITHUX HpoekTax. Cucrema
MPOXOJIUTH OINBIIICTh CTAAI MPOEKTY i TeHEPYE BUXI1IHI MPOSKTH aBTOMATHYHO, 110 € €KOHOMIYHO JOI[iITbHUM.
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