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Detecting abusive speech in text and audio content is an urgent task, as it not only
contributes to the creation of a safe and healthy environment for communication,
especially in online platforms, but also contributes to the fight against harassment and
discrimination, since audio messages can contain offensive language and can cause
harm to listeners [1]. It also allows you to quickly react to the unacceptable behavior
of others, increasing the quality of communications and reducing the risk of spreading
toxic content. Detecting abusive speech in audio content is important for legal and
ethical compliance, as some of it may be not only objectionable, but also illegal.

Abusive content is any type of content that contains offensive, harmful,
objectionable or offensive elements that may cause harm to others. In a scientific
context, abusive content is often analyzed through the prism of its impact on
individuals and society, as well as through the mechanisms of its distribution and
detection [2].

To detect abusive speech in Ukrainian-language text and audio content, each
component indicating the presence of abusive manifestations should be determined. As
already mentioned, abuse is effectively detected by the presence of the following signs
in the text:

- abusive speech (use of abusive words);

- negative emotional tone.

The general approach to detecting abusive speech in audio content is shown in
Figure 1.
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Input data:
1. trained RNN model for determining emotional tonality;
2. a dictionary of words with abusive speech
3. test audio content

'

Converting audio content into a text representation

!

Definition of the emotional tonality of the content

v

Definition of abusive content

v
Calculation of a weighted assessment of content abusiveness

v

Output data:
- numerical assessment of abusive content;
- a conclusion on the acceptability of the content according to the level
of abuse.

Figure 1. The sequence of actions in determining abusive manifestations in audio content

Based on the above-described approach, an appropriate information technology
for the detection of abusive speech is proposed, which is designed to receive input
information in the form of a training set of data for a neural network model for
determining emotional tonality [3] and test audio content of the output data in the form
of a numerical assessment of the abusiveness of the content and a conclusion regarding
the acceptability of content according to the level of abuse. The general scheme of
information technology for detecting abusive speech in Ukrainian-language audio
content is shown in Figure 2.

The input data of information technology is a training set of data for a neural
network model of emotional tonality determination and test audio content for analysis.

On the basis of the training data set, a recurrent neural network with an LSTM
layer is trained according to the selected parameters of the batch size and the parameter
of the number of training epochs. Training sets have a text format. The training result
is a trained neural network model that will be used for analysis.

The test audio content is converted into a text representation for further analysis.
In the future, detection of abusive content will be based on text.

The calculation of the weighted assessment of the abusiveness of the content is
carried out according to two parameters, namely the determination of the abusive
content content and the determination of the emotional tonality of the content.
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Figure 2. The general scheme of information technology for detecting abusive speech in Ukrainian-
language audio content

The output data of the information technology is a numerical assessment of the
abusiveness of the content and a conclusion on the acceptability of the content
according to the level of abuse.

To study the effectiveness of information technology for detecting abusive speech
in Ukrainian-language audio content, appropriate software was developed. The Python
programming language and the PyCharm programming environment were used to
implement the intelligent system. The developed software includes a software module
for training recurrent neural network models and further saving of trained instances,
and a software module for detecting abusive manifestations in Ukrainian-language
audio content using trained neural network models.

The module for learning recurrent neural network models does not have a
graphical interface and is intended exclusively as an auxiliary module for an intelligent
system that uses a trained neural network.

The interface of the information system for detecting abusive speech is shown in
Figure 3. The abusive content detection module allows you to detect abusive audio
content based on the input data of the threshold of sensitivity to abusive content, the
selected model of the trained neural network and the test audio content, which can be
either dictated or downloaded from a file.
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B IHTenexTyansHa cucTema BUABAEHHRA aB'1I03NBHOIO KOHTEHTY
Hanawrysanna
O6pana moaens RNN ana ananisy TEXCTOBOrO KOHTENTY:

Model20EpochBatch64_v1.h7 Mopir uyrnusocte | 0.4 BMKOHATH aHaNI3 OBPAHOTO TEKCTOBOMO KOMTEHTY

MiaroToexa xOHTEHTY AN aHanisy

Hagmxrysarn rexcr [ 3asanTaxnTi ayai0/siae0 l Chosrnx aGrosnernx cnis

KOHTEHT ANR aHaNIBY Y TEXCTOBOMY BMIAAAL PesyneTath ananisy:

NETR 3 TAKMM TYNHUM PisHenm 3uans Rk & Tebe Th Byaews TiNsKK B CEOEMY XNTTI MECTH

MIANONY MECTH ABOPW | MK Tyanetm 1061 Binsworo MiNoro s UBOMY XMTTI HE CBITUTE NETR
0.4080164432525635
O6patm Gaitn 1R aHANISY KONTENTY y TEXCTOBIR dopmi: 3samena ouinka 36'103MBHOCTI KONTENTY: | 0,4080164432525635
sample.txt ~ | BUCHOBOK LWIOA0 NPWAHATHOCTI KOHTENTY 32 pisHem 36703y | KowrenT a6 103meHmit

atxt
hotline-409139.txt

Kareropia eMOUIHOro HACTPOIO KOHTEHTY:
hotline-409185.4xt

EMOLIANO-HEraTHEHMIT KONTENT

P )
hotline-409278.txt Piers EMOULIIIHOTO HACTPOKO KOHTENTY: | 0,003069043515583873
hotline-412417.txt

AG'1o3nENa CKNAZ0EE KOHTENTY: 0.09090909090909091
Im'a daitny ans sbepexerna: { =

SasaHTaNmTH 40 3aeanTaxnT! 20
3asaHTaXRNTH A0 NPHKNAAIE EMOLIRHO-NOINTHEHNX EMOLIAHO-HETaTHEHIX
3paskie spaskie

Figure 3. The interface of the intelligent system for detecting abusive content

The developed test software modules make it possible to conduct an applied study
of the information technology of detecting abusive speech.

The developed information system has limitations. Since the recurrent neural
network is trained on a short text data set (up to 200 words, the average length of the
test examples is 17 words), the system is less efficient at identifying texts that are
longer than 200 words. To increase efficiency in such cases, it is necessary to expand
the training sets with longer text data and retrain the neural network.
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