AHOTALUS

Cobko Onena Bimaniiena. Metoaun BUsBiIeHHS Ta Kiacudikauii Kibep3aasiKyBaHb
y TEKCTOBOMY KOHTEHTI 3ac00aMH IITYy4yHOro iHTenekTy. — KpamidikaiiiiHa HaykoBa
npais Ha paBax PyKOTMHCY.

Hucepraliist Ha 3100yTTS HayKOBOT'O CTymneHs AoKTopa ¢uiocodii 3 ramysl 3HaHb
12 Tndopmamiiini TexHosorii 3a cnoemianbHicTiO 122 Komm’roTepHi Hayku. —
XMeNbHUIbKUI HAI[lOHAJIbHUNA YHIBEPCUTET, XMeIbHUIbKU, 2025,

Juceprariitna po0oTa TpPHUCBSIYEHA DPO3B’SI3aHHIO HAYKOBO-TIPUKIAIHOI 3a1adi
BUSIBJICHHS Ta Kiacu@ikauii KiGep3aisikyBaHb y TEKCTOBOMY KOHTEHTI 3acobamu
IITYYHOT'O 1HTEJIEKTY.

KiOep3anskyBaHHs cTanu OJHIEI0 3 HAWOUIBII MOMMpPEHUX (OPM arpecuBHOI
MOBEJ[IHKM B 1HTEPHETI B OCTaHHI POKU. 3a JaHUMU JTOCHIKEeHB, puomm3no 20—40 %
MUTITKIB Y BCbOMY CBIT1 CTAIOTh )KepTBaAMU KiOep3aasiKyBaHb, 1110 HETAaTHBHO BILUIMBAE HA
iXHE TICUXIYHE 3I0POB’Sl Ta COIliaibHy B3aeMojlir0. OJHUM 3 HAHOUIBII MEPCIIEKTUBHUX
MiAXOAIB 70 BUABICHHS KiOep3ayiiKyBaHb € aBTOMAaTH30BaHHWI aHali3 TEKCTOBOTO
KOHTEHTY 13 3acTOCyBaHHSIM 3aco0iB 00poOku mpupoanoi wmoBu. Cucremu 3
BUKOPHUCTAHHAM 3ac00iB i1 00p0oOKHM BXXe JEMOHCTPYIOTh BUCOKI MOKA3HUKU Y BUSBICHHI
Ki0ep3asiKyBaHb B TEKCTaX COIIAIbHUX MEpeX Ta MeceHkepiB. OMHAK, HE3BAXKAIOUU Ha
Te, 110 aBTOMAaTH30BaHI CHCTEMH 3JIaTHI BUSBIATH KiOEp3alsIKyBaHHS Y TEKCTOBOMY
KOHTEHTI, ICHy€e HU3Ka mpoOiem. 30kpeMa, MpoOJeMH €THYHOI Ta COIIOKYJIbTYPHOI
ajanTalii aJropuTMIB Ta 3aJIGKHICTh BiJi SAKICHOTO HA0Opy JaHMX BIUIMBAIOTh Ha
pesynbratu aHanizy. KpiM Toro, Taki MOZIeli 4acTo CIIPUIMAIOTHCS SIK «YOPHI CKPUHBKI,
OCKUTHKM iXHI PE3yIbTaTH BAXKKO IHTEPHpPETyBaTU. BiACyTHICTH MPO30pHX MEXaHI3MIB
MOSICHEHHSI HETAaTUBHO BIUIMBAE HA 1XHE BIPOBAKCHHS B CUCTEMHU MOJIEPAIlii KOHTCHTY
a00 MpaBoO3axMCHI IHIIIaTHBH.

O6’ekmom  O0ocnioxceHHsi € TIPOIEC IHTENEKTYaIbHOTO aHalli3y TEKCTOBOTO

KOHTEHTY JIJIsl BUSIBJICHHS K10€p3aJiiKyBaHb.



IIpeomemom oOocniddcenHs € METOAM Ta 3acO0M OOpPOOKH MPUPOJHOT MOBH ISt
BUSBIICHHS KI0€p3aJIsIKyBaHb Y TEKCTOBOMY KOHTEHTI.

MeTo10 [OCHiIKEHH € TIABUINCHHS TOYHOCTI Ta SIKOCTI BHSBIICHHS
KiOep3asiKyBaHb y TEKCTOBOMY KOHTEHTI 3aC00aMU IITYYHOTO IHTEJIEKTY 3 MOJAIbIIO0
IHTEpIpEeTalI€l0 MPUHHATUX PILLICHb.

Y nucepraniiiHii poOOTI BIEpIIe 3ampONOHOBAHO METOJ OI[IHIOBAaHHS Ta
KOPHUT'YBaHHS PENPE3eHTaTUBHOCTI naracety 3a FATE-npuHITMIOM CripaBeIyIMBOCTI, M0
3a0e3nedye HeIUCKPUMIHAIIIO 32 BIKOBOIO, M€HAEPHOIO, PEJIrHHOI MPUHAJIEKHICTIO,
0 JO3BOJWJIO MIJBUIIUTH SKICTh HaBUaHHS Kilacu(MIKaTOpiB Uil BUSBJICHHS
KiOep3asaKyBaHb.

VY nuceprariiitniii poOOTI po3p0o0IeHO HOBUI METOT BUSBIICHHS KiOep3aisiKyBaHb Y
TEKCTOBOMY KOHTEHTI, SIKMH BIAPI3HAETHCS BiJ ICHYIOUMX JBOCTAITHUM BHUSBJICHHSAM
ki0ep3ansikyBaHb, W0 TIOJATaE€ Yy HeHpoMepekeBid imeHTHdikaiii HasBHOCTI
KiOep3asiIKkyBaHb Ta TOJAIBIIIN HEWpoOMepeKeBiil MyIbTUIIeHOIoBIN Kiacudikari
OKpPEMHUX THIIB KiOep3asiKyBaHb, 10 a0 MOXJIUBICTh IMIBUIUTH TOYHICTh Ta SKICTh
BUSIBJIICHHS KiOep3aIsiKyBaHb.

VY nuceprariiinii poOOTi TaKOX YIOCKOHAJIEHO METOJ| IHTEepIpeTallii pe3yabTaTiB
BUSIBJIICHHS K10€p3alisIKyBaHb, SKUH BIAPI3HIETHCS BiJ ICHYIOUNX, MOXKJIMBICTIO HaJlaBaTH
BI3yaJIbHI TMOSCHEHHS JUIS MYJIbTHICHOI0BOT Kimacudikailii BHUSIBICHUX THIIIB
KiOep3asiKyBaHb B aJIbTEPHATUBHUX ITOJIAHHSIX.

[IpakTuHe 3HaYEHHSI OTPUMAHHUX PE3YIIHTATIB MOJIATAE y TOBEACHHI TCOPETUUHUX
pE3yNbTATIB JAUCEPTALIMHOI POOOTH Ta pPO3pOOI IHTENEKTyalbHOI iH(OpMaIiiHOT
CUCTEMU BHUSBJICHHS Ta Kiacudikallii Kibep3aisikyBaHb y TEKCTOBOMY KOHTEHTI 3ac00aMu
MITYYHOTO IHTEJEKTY, N[0 BHUKOPUCTOBYE PO3pPOOJIEHI METOIW OIIHIOBAaHHA Ta
KOPUTYBaHHS perpe3eHTaTuBHOCTI martacety 3a FATE-mpuHIMmoM crpapemMBOCTI,
BUSBIICHHS 1 Kiacudikarii kiOep3ansikyBaHb, a TaKOX IHTEpHpeTaii pe3yibTaTiB

BUSBJIICHHA Ki6ep33JIHKYBaHB, Ta AO03BOJISIE Hi,Z[BI/IH_[I/ITI/I TOYHICTH Ta SIKICTh BUSIBJIICHHS



KiOep3alsiKyBaHb y TEKCTOBOMY KOHTEHTI 3aCO0aMHU IITYYHOIO IHTENEKTY W BI3yaJabHO
MOSICHIOBATH MPUNHATI PIILIEHHS.

Po3pobnena iHTenekTyaibHa 1H(oOpMalliiiHa cucTeMa Il BHUSBICHHS Ta
kjacugikaii Kibep3aisikyBaHb y TEKCTOBOMY KOHTEHTI. [HTenekTyanbHa iHpopmMalliiina
CUCTEMa HAaJa€ MOXKJIMBICTh OLIIHIOBATU Ta KOPUTYBaTH PENpPE3CHTATUBHICTH J1ATACETIB
JUIsl HaBYAHHS MOJEJEHd MAIIMHHOTO HABYaHHS 3a eTWYHMMM acnektamu FATE-
NOPUHIIMIIOM CIIPaBEUIMBOCTI; BUSBIATH Ta KiIacU(IKyBaTH THUNM KiOep3asiiKyBaHb y
TEKCTOBOMY KOHTEHTI. TakoX I1HTeJeKTyalibHa 1HQOpMaliifHa cucTeMa J03BOJISE
OTPUMYBATH Bi3yallbH1 MOSCHEHHS I MYJIbTHIICHOI0BOT Kitacu(ikallii BUSIBICHUX THUITIB
KiOep3ansiKyBaHb, IO CHOPHUSE MIABUIICHHIO JOBIPH JO OJAEPKAHUX Pe3yJbTaTiB
kiacugikalli TUIB Kibep3aaKyBaHb.

PesynpraTu nucepTtailiiinoi poOOTH BIPOBAKEHO: Y AISUIBHOCTI BIAAUTY MPOTHILT
kiOep3nounHaM y XMenbHUIIbKIA oOnacti Jlemapramenty kiOepnomninii HarioHanbHOI
nouinii Ykpainu; y I1I1 «ABiBi» (moBiaka mpo BapoBamkerHs); y 'O «IT-knactep micta
XMeNbpHUITbKOT0» (HoBigka mpo BmpoBamxkeHHs); ¥y TOB «Cucremu mis OizHecy 2»
(oBigKa Mpo BIPOBAIHKEHHS ); Y HABYAILHOMY Ipoiieci XMeJIbHUIIBKOTO HalllOHAJBbHOTO
YVHIBEpCUTETY (aKT BIOPOBAPKCHHS); TIPH BHKOHAHHI JCPKOIOMKETHOI TEeMH
XMEJIBHUIILKOTO  HAIllOHAJIBHOTO  yHiBepcutery  «Po3pobieHHs  iHopmaliiHol
TEXHOJIOT1i MPUUHATTA KOHTPOJIBOBAHUX JIFOAMHOIO KPUTUYHO-OE3MEKOBUX PIllICHb 3a
MEHTAIbHO-(QOPMATBHUMHU MOAEISAMH MammuHHoro HaBuyaHHs» ([P Ne 0121U112025)
(momatok b).

KirouoBi crnoBa: kiOep3aisikyBaHHS, TUIU KiOep3alsKyBaHb, €THYHI ACIEKTH,
FATE-ipuniunu, penpesentatuBHicTh gataceTiB, BERT, LIME, inTepnperartis

pe3yIbTaTIB, MOSICHEHHICTD.



ANNOTATION

Sobko Olena. Methods for detecting and classifying cyberbullying in text content
using artificial intelligence. — Manuscript copyright.

Thesis on competition of scientific degree of Doctor of Philosophy by specialty 122
— Computer Science. — Khmelnytskyi National University, Khmelnytskyi, 2025.

The dissertation work is dedicated to solving the scientific and applied problem of
detecting and classifying cyberbullying in text content using artificial intelligence.

Cyberbullying has become one of the most common forms of aggressive behavior
on the Internet in recent years. According to research, approximately 20-40 % of
adolescents worldwide become victims of cyberbullying, which negatively affects their
mental health and social interaction. One of the most promising approaches to detecting
cyberbullying is automated analysis of text content using natural language processing
tools. Systems using natural language processing tools have already demonstrated high
performance in detecting cyberbullying in texts on social networks and instant
messengers. However, despite the fact that automated systems are able to detect
cyberbullying in text content, there are a number of problems. In particular, problems of
ethical and sociocultural adaptation of algorithms and dependence on a high-quality
dataset affect the results of the analysis. In addition, such models are often perceived as
“black boxes” because their results are difficult to interpret. The lack of transparent
explanation mechanisms negatively affects their implementation in content moderation
systems or human rights initiatives.

Object of the research is the process of intellectual analysis of text content to detect
cyberbullying.

Subject of the research is methods and tools of natural language processing to detect

cyberbullying in text content.



Purpose of the research is to increase the accuracy and quality of detecting
cyberbullying in text content using artificial intelligence with subsequent interpretation of
the decisions made.

In dissertation work first proposed a method for assessing and adjusting the
representativeness of a dataset based on the FATE principle of fairness, which ensures
non-discrimination by age, gender, and religious affiliation, which allowed improving the
quality of training classifiers for detecting cyberbullying.

In dissertation work developed a new method for detecting cyberbullying in text
content, which differs from existing ones in two-stage detection of cyberbullying, which
consists of neural network identification of the presence of cyberbullying and subsequent
neural network multi-label classification of individual types of cyberbullying, which made
it possible to increase the accuracy and quality of cyberbullying detection.

In dissertation work also improves the method of interpreting the results of
cyberbullying detection, which differs from existing ones in the ability to provide visual
explanations for multi-label classification of detected types of cyberbullying in alternative
representations.

The practical significance of the results obtained lies in proving the theoretical
results of thesis and developing an intelligent information system for detecting and
classifying cyberbullying in text content using artificial intelligence, which uses the
developed methods for assessing and adjusting the representativeness of the dataset
according to the FATE principle of fairness, detecting and classifying cyberbullying, as
well as interpreting the results of detecting cyberbullying, and allows increasing the
accuracy and quality of detecting cyberbullying in text content using artificial intelligence
and visually explaining the decisions made.

An intelligent information system has been developed for detecting and classifying
cyberbullying in text content. The intelligent information system provides the ability to

assess and adjust the representativeness of datasets for training machine
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learning models according to ethical aspects of the FATE principle of fairness; to detect
and classify types of cyberbullying in text content. The intelligent information system also
allows for visual explanations for multi-label classification of detected types of
cyberbullying, which helps to increase confidence in the obtained results of classifying
types of cyberbullying.

The results of dissertation work were implemented: in Cybercrime
Countermeasures Department in Khmelnytskyi Oblast of Cyberpolice Department of
Ukraine National Police, in PE «Avivi» (certificate of implementation); in the NGO «IT
Cluster of the City of Khmelnytskyi» (certificate of implementation); in LLC «Systems
for Business II» (certificate of implementation); in educational process of Khmelnytskyi
National University (act of implementation); in the implementation of the state budget
theme of Khmelnytskyi National University «Development of information technology for
making human-controlled critical safety decisions using mental-formal machine learning
models» (DR No. 0121U112025) (Appendix B).

Keywords: cyberbullying, types of cyberbullying, ethical aspects, FATE principles,

representativeness of datasets, BERT, LIME, interpretation of results, explainability.
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