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PEOEPAT

Tenaa xrani$ixaqifiHoi po6oru: <MeroA crBopeHHs 6esne.IHnx xi6ep$ieu.IHlax

cr.{creM An.s aBToMarr4sarlii nprauiuleur ni4npueMcrB 3 BI4Kop[craHH.sM ouepaqifinux

cr4creM Ha ocHoBi laixpor4pa>

Anrop poSoru: Merssrax Bixropix MuxoraisHa

Kepinuux po6oru: Eepe:rxa I(. M.

flo.scHroea.rrbHa 3a[I4cKa: 75 c.,3 pucyHrcw, I ra6rrvtl]q, 81 4xepeno.

IEPEJIIK KIIOqOBI4X CJIIB : xi6ep$i:n.rHi cr4creMlr; oreparrifi Hi cr4creMu;

vri xpox4po ; aBroMarusarJifl,.

O6'errou AocriAxeHn.s e rpoqec crBopeHHf, xi6ep$iszqHux cllcreM AJI.,I

aBToMarr4sarlii npuuiuleur ui4npr4eMcTB 3 BrrKopracraHH.rlM onepaqifiHl4x crlcreM Ha

ocHosi rraixpox4pa.

Ilpe4laeropr AocniAxeHHf, e MeroAr{ crBopeHHx xi6epSigu.IHlax cucreM AJII

aBToMarusauii npunriuleHl ni4npr4eMcrB 3 BHKopr4craHH.flM ouepaqifiHrrx cr4creM Ha

ocHosi rrair<pox4pa.

Meroro xnaniSixarlifioi po6oru e pospo6Ka MeroAy crBopeHHs 6esnellHax

xi6epSisurrHr.rx cncreM Artx aBroMarugauii npuuiuleHr ni4npueucrn 3

Br4KopHcraHHflM ouepaqifiHrrx czcreM Ha ocHoei vrixpox4pa.

Als posn'xsauux rocraBireHnx 3agarr Br4xopr4croByBanucfl MeroAI4 reopii

xi6ep$iszrrHr4x cr4creMrr,Koun'rorepHr,rx Mepex, apxirexrypu xovru'rcrepin, reopii

MHO}I(I4H.

Hayxona HoBH3Ha orpHMaHHx pe:ymrarin:

- po:po6neHo HoBr,rfi ueroA crBopeHHq 6esue.rHrax xi6epQisu.IHzx cl4creM AJrtr

aBroMarr43auii npzvriuleHr nignppreMcrB 3 BrrKopI{craHH.rIM onepaqifiHl4x cucreM Ha

ocHosi iraixpox4pa.

V ncryni noAaHo o6'eru Ta rrpeAMer AocniAxeHHr, Mery, HayKoBy HoBIz3Hy ra

npaKrr4rrHy uiuuicrr po6oru, a raKox xapaKreplzcrl,IKy crpyKTypu po6otu.

Y nepruovry posaini upoaeAeHo aHanis siAoNdrax piureHr IIIoAo arBopeHHtr
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6esnequzx xi6ep$isu.{Hax crrcreM An;r aBrovrarn:aqii npuvrirqerm ui4npl,IeMcrB 3

Br4Kopr4craHH-tM onepaqifi HI4x cl4creM.

V apyroir,ry pos.(iri sAiftcHeHo AocniAxeHH.s npeAMerHoi o6nacri ra nusHar{eHo

crpareriro ga6esne.reHH, 6esuexu CAE. B .f,xocri ocHonnoi TexHoJlorii o6pana

aJrbrepHarvBHa apxirexrypa uir<pox4pa s NaiHiN,IaJIbHHM SynxqiouzlrloM.

3auponouoBaHa crparerix nigo6paxae saraJlbHocl,IcreMnIafr rourponb Aocryny 3

JroKaJrbHrrM KoHTpoJreM Aocryny Ha rimxox rrpl4crposx. Taxox, rapaHTye Hacxpiruy

6eauexy Haeim y cKnaAHr4x cepe.qoBlruoX, Ae po3ropralorbcf, pisHouanirHi

rporoKonr4 Ta 3acrapini npucrpoi. Becr gs'.flgoK Moxe 6ytu sauruSposanufT,Ha ocnosi

y3roAxeHHfl, ilapv nuAilesux upoxci-cepnepia i ryuenrosarrufa qepe3 crau4aprHi

nporoKonr4 ynpaBniuux.

y rperboMy pos4ini pospo6reuo cnoci6 o6po6xu noni4otuleur ra

xou$irypyBaHHr vrixpox4pa. ftoro peanisaqia 6a^ayerscr Ha Sopnri posuoginy

MoxJrr4Bocrefi xiHr{esux rorroK, rIIo ni46ynaerrcx B KopeHeBoMy iHiqianrnorvry

KopHcryBarlbKoMy npoqeci. TarcoN, pospo6neno MeroA crBopeHHfl 6egne.{Hoi

xi6ep$i:n.rHoi crrcreMr4 AJrfl aBroMarrasaqii npnuiuleHr ui4npueMcrB. Biu 6asyemcx

ua apxirexrypi r'aixpoa4pa.

y r{erBepronay pos4ini sAificneuo npoeKTyBa:g.Hfl. 3BoporHboi cynicuocri i

nipryanisauii npu 3acrocyBaHni pospo6leHoro MeroAy..

V srcHoBKax uiAneAeuo ni4cyvrKn AocflrHeHH.rI pe3ynbra:rin g po:n'xsaurix

3aBAaHb .uocriAxeHHs.

Ha ocnosi npoee4eHux AocJriANens pospo6neHa cl{creMa Ans. aBToMarl4sauii

npv Ml rrleHb n lArrpr4eMcTB.

IlpaxruvHa sua.{zNricm orprrMaHux peeynrrarin noJl.arae y pospo6nenifi

KprrrorpaQiurrifi cacreui ilnfl aBroMarr4:aqii npnntiuleHr ni4npueucrn

Br4xoplrcraHHsM onepaqifiHr4x cr4creM Ha ocuosi rvrixpox4pa. Boua 6aeyerrc-r

rexHorrorii uixpox4pa An.s sa6esue.{eHHq 6esnexu.

3
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CKOPOqEHHfl TA YMOBHI IIO3HAKU
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IIIIK - nporpaMoeaHi rori.rHi KoHrponepld

CAE - crzcreMa aBroMarl43auii 6y.uinenr
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BCTYfI

Cucreua aBroMarlrsarlii 6yaiaens (CAE) ue KoMIIJIeKcHa posuogileua

cr4creMa yupannintfl,, flKa ruprpoKo Br4Kopr,rcroByerbcf B KoMepllifiuux, xIaTJIoBI4x,

npoMucironnx 6y.uinrrflx [nfl, urouiroplrHry ra ynpanniHHf, MexaHi.IHuLa/eleKrpI4rrHI,IM

o6laffrauusl,r. Y 3B'.f,3xy si rpocraroqr,rM rIpoMI4cJIoBL{M i TexHoJIori.{Hut\,I nporpecoM

xepyro.ri KoMrroHeHTr.r CAB crarorb Bce 6inrur B3aeMorIoB'fl3aHHMI4. flopx4 3

uorenqifiHrrMr4 rrepeBaraMrr, iHrerpaqitr TaKox nno4Iam Honi BeKTopu ataK) IrIo

3HarrHo ni4nrarqye pu3urKu Anq 6esneKr{ Ta 3axucry cr4creMra ynpanninru. Icropl4rlHo

cKJraJrocf, TaK, rrlo CAE He Mae apxirexrypz 6esuexu i noxra4aerbcfl, Ha Sisu.try

isorsrlirc ra <<6esrreKy qepe3 nesiAoldicrs>. I-{i MeroAra neupufiurrHi 4nx rexsororifi

(po3yMHoi 6yainni>. fanysi ueo6xiAuo nepeoqi:nuru 6e:uercy ra 3axrrcr noro.rHoi

cr4creMr4 aBToMarusar{ii 6y.uinenr i pospo6rarr,r KoMrrJreKcHe pirueuHx, ,Ke

:a6esneqam qinicnicrr, ua4ifinicm i r<oHSiaesqifiHicrr {K Ha cucreMHoruy, rax i ua

Mepex(eBouy pinurx.

Touy, Meroro po6orn e pospo6r<aHacucreMHoMy piani sa6esue.IeHH.a ua4ifinoi

o6.rlrcrrosarsHoi ocHoBr{ AJrf, npr{crpoin i xoHrponepin. BuropucroByroql4 6aNaHi

$yHxuii 6esueru, raxi sn naAifina MoAyJrbHa KoHcrpyKqix, neneruxuitr KoA rpuBinein

i SopvranbHy nepenipronauicrr apxireKrypr4 vrixpox4pa, notpe6ye onl4cy nocr4JreHa

6esnexa onepaqifiHr4x cucrena : n6yAoBaHHM o6on'.sgxoBl4M KoHTponeM Aocryrry ra

crpyKryporo :n'xsxy Ha ocHoBi npoxci-cepBepa An, xonrponepin aBroMarr4sauii

6y4inenr, ro6ro ga6esne.reHH, SyHxrriouyBaHHs xi6epSiararrHr4x cr4creM. I-{e pirueuur

sa6esuevye 3B'r3oK is rorpr.rMaHHrM norirzxu ra isor.fluirc vrix< Kpurr.rrrHo

BaxJurBr4Mr{ Ta HeKpr,rrr,rqHrrMr4 nporpaMaMu B noreuuifiso BopoxoMy

xi6epcepeAoeHui.

AxryansHicm po6orr4 rroJrf,rae s Heo6xi4nocri pospo6urrl MeroA crBopeHHfl

6esueqHrax xi6ep$isu.rHux c?rcreM AIu aBrorrrarugaqii npuuiqenr ui4upueMcrB 3

Br4KopLIcraHH.rrM ouepaqifi Hr{x cucreM Ha ocHosi rrai rpox4p a.

Merorc xnani$ixauifioi po6oru e pospo6Ka MeroAy crBopeHus 6esneilHl4x
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r<i5ep$iaraqHr.rx eucreM trnfl aBroMarrzsauii npr,ruiulenr nignpneucra 3

Bur(opr4craHHrM onepaqifiHlrx cucreM Ha ocuoni vrirpox4pa.

IlocrasreHa Mera Aocsraerrcx posn'.s3aHHrM TaKlIx ocHoBHHx 3aBAaHE, :

- npoaHanisyearz eiloN{i MeroAH aBroMarl4sallii npzuirqeus ni4upIaeMcrB 3

Br4KopI4craHH.rIM onepauifiHl4x cucreM Ha ocHoei lrixpox4pa;

- po3po6r{rr.{ MeroA crBopeHHs 6egne.rHrax xi6ep$irurlHlrx cl{creM rnf,

aBToMarr4sarlii npr.rnriqenr ni4npueMcrB 3 BIrKopHcraHHqM onepaqifiHl4x ct{creM I{a

ocHoei iraixpon4pa;

- peauisyBartr poapo6neHufi MeroA crBopeHH.,I 6esue.IHlax xi6epSiazrlHl,Ix

cr4creM Ar.fl aBToMarrasauii npwnriuleur ui4npraeMcrB 3 BI4KopI4craHH.flM onepaqifiunx

cr4creM Ha ooHoBi vrir<pox4pa;

- sAificHurlr ecrepr{MeHTaJrcui AocniAxeHH.rr griAno pospo6reuux piueur.

06'exrou AocliAxesu.s e rpoqec crBopeHHfl xi6ep$isnrrHr4x cr4creM AJrf,

aBToMarr4garlii npanaiuleHr ni4npr4eMcrB 3 Br4KopHcraHH.rIM onepaqrfrHllx ctlcreM Ha

ocHosi nrirporgpa.

flpe4vrerou AocniAxeHHf, e MeroAr,r crBopeHHx xi6epQigz.IHl..Ix cl4creM Anf,

aBroMarr.rsaqii npunirqeus ni4npaeMcrB 3 Br{KoprrcraHHrM onepaqifiHl4x cHCreM Ha

ocHoai r',rixpor4pa.

Atts pose'r:auur [ocraB.]reHr4x 3aAaq BprKopr4croByBanncq MeroAI4 reopii

xi6ep$isurrHr,rx cr4creMu, KoMr'rorepHrrx Mepex, apxiterrypz xovrn'rorepin, reopii

MHOXI4H.

Hayxoea HoBLt3Ha orpllMaHl4x pe:yrsrarin:

- pospo6neHo HoBr.rfi ueroA crBopeHHs 6egneqsux ri6epQigu.rnlax cl4creM AJIx

aBroMarrr3auii npranaiqenr ni4nplreMcrB 3 Br4KopucraHH.f,M onepaqifiHrlx cucreM Ha

ocHoei rraixpox4pa.

Ha ocHosi upone4eHlrx AocJri4Nenl pospo6neHa clrcreMa Alrfl. aBToMarusaltrii

upuuiuleur ni4npueucrn, B ocuoni gxoi opranisonaHo SyHxqioHyBaHHf,

xi 6 epQ i sr.r.rHoi cucreMr4.

Ipaxru.rHa sHa.rr4rvricm orpzMaHrax pesyrsmrin noJlflFae y pospo6nenifi
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Kpr4norpaSiunifi cucrerui Anfl aBroMarllsauii npuuiuleur nigupzeucra 3

Br4KopHcraHH.f,M onepaqifiHr4x cr4creM Ha ocHoBi vrixpot4pa. Bosa 6asyerscx ua

rexuoJrorii nairpoxgpa rnf, sa6esueqeHHs 6esnexu.

3a reuoro xnani$ixaqifiuoi po6orz ony6nixoBaHo oAHy ny6nixauirc [81] y

3 6 i pHuxy H ayKo Br4x rpaub s a ir,r arep i arraukr XV B ceyxp aiu crxoi n ayrono -npaxrauuoi

xonsepenuii <Axryanrni rpo6neMr,I KoMn'IorepHI,Ix HayK AIIKH-2023)).

(XvrenrHr.rqrxufi - 2023. - C. 190-192).



10

r AHAJrr3 METOAIB I TEXHOnOTilfi CTBOPEHHfl

KTEEPOT3I,IIIHI,IX CIICTEM [JTfl ABTOMATI'I3AIIIT IPIdMIIIIEHb

IIAIrI4€MCTB 3 BI,IKOrI,ICTAHH.flM o[EPAIIIfrurax CLICTEM HA

ocHoBI MIKPOflAPA

t.1 Ananis upe4rvrerHoi o6lacri

Cucreuu aBroMarasarrii 6yline.rm Ha ocHoBi xi6ep$iqHrlx cl4creM [1-4] - qe

BeJraKoMacruraSni posno4ilesi cucreMu KepyBaHH.f,, axi cnpxuosaHi Ha [oKpau]eHHfl

aBTouoMHoro KepyBaHr{, ra iHAusi4yanruoro yrpaBniuux cepeAoBHUIeM 6ylieni.

funosufi CAE KoHrponrce Ko)r(eH acneKr po6oru 6yainni eia ocnilleuul,

o[aJreHH{, neurulxrlii Ta xouAr.ruioHyBaHHfl nonirpx Ao no}KexHoi 6e:rexu,

KoFrrpoJrro Aocryry, eiAeo rorrlo. Onepauii CAE SesnocepeAHbo BrlJrlrBarorb Ha

eHeprocnoxrrBaHHq o6'ercrin 6y4inni. Tovry, 3pocrae Morusauix pospo6rsrla Hosi

TexHoJiorii an.s CAE ,un-s uiAeraureHH.f, xonaQopry fiaca)Kupin i n roff Ne rlac 3HIaxeHH.fl

eH eproc [oxr4B aHH, Ta e Kcrlnyaraqi fi HHx BrITp ar.

Tpaarauifino CAE cKnaAarorbc.r s Aexirrxox aBroHoMHHx ni4cwcreu,

cueuasi.rHlrx AJrq KoHKperHHx 3acrocynxin. KoNua niAcucreua Ha4ae JIHIUe oAHy

rocnyry, raKy ,K KoHTpoJrb reMrreparypl{, BeHTr{JIf,ui.s roulo. Ilpncrpoi e xoNnifi

ni4cncreui non'.sgani nrix co6oro qepe3 naepexi aBToMaru3alrii 6yAieenr, xxi paHiure

6ytru ei4or<pervrneni sia IT-cucreM y HaBKoJILIIxHboMy cepe4oazuli. Vupanninnx

lorixolo yupanniHux sAificHroerrcg sa AonoMororo IIeHTpaJIbHHx cepuepin

ynpanniuux, .axi Ha3r4Barorbcfl cucreMaMr{ ynpanniuux 6y4inneto, xtci s'e4llyrorbcs 3

rrporpaMoBaHlrMr4 rori.{HuNar4 KoHTpoJrepaMrz GIfK) 3a cxeMoro ne4y.rufi-ni4nernrafi.

Pisi{i ni4cracreuu o6'eAHyrorbcf, e pisui AoMeHrr ynpaeriuux (uanpI4KIIaA, AoMeH

6e:nexu, AoMeH 6esner<ra) i ynpaen*orE,cf, oxpeMo.

3i ursutxr4M KoMepqifinuu roruzpeHn.qNa xi6ep$isuunux cl4creM (K@C) a6o

rxr4poKo niAolrux rexHoJrorifi Inrepuery pevefi (IoT) y rpoMlrcronocti, po:po6nuxu

ra AocriAuuxr,r rparHyJrr nprafiHrua ronqeuuiro (po3yMHI{x 6y,uiaenr> ) flKa

Br.rKopr4croBye piaHi AarquKu AJrf, Kpaqorc po3yMiHuq xllrreBoro KoHreKcry. lde
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gaAae niAxoAra s ni4'rpnuxoro IP An.r KepyBaHHq llaBl{oJlrruluiiu cepeAoBt{IueM Ta

:'e4nye icuyro'ri cHCreMr4 r(epyBaHH-r, uloS BoHI4 I(paue pearyBanvHaiH1r4ni4yantui

norpeSn. Eyainni 3a3Halorb rpauccpopprauii, 111o6 xpaqe oScryroByBaru r<Jrienris i

MeuKaHuis:a AonoMororo repeAoBoi asroNrarpr:auii ra o6'eAuaHtfl, R Mepexy. Ue, s

cBoro qepry BHMarae inrerpaqii ece Sinrru cKnaAHI4x o6.{HcrrcBaJIbHI4x i uepexenux

MoxJrr{Bocreft B CA6, naliftHicru i cra6inrHicrb rKI4x Mae BI4piuaJIbHe 3HaqeHH.[ Anfl

ni4rpuuru rroBc.rrKAeHHoro xr,rrr.s i ga6esueqeHH.rl gx 6esuexLt,Talr. i 4nr nopualrHoi

po6orn, nia qac HaA3Br4qairsux cnryaqifi. I{i .{ocf,rHeHHf, noneruIIaJII4 )KI{Trf,

MerxKaHuflM i .qonoir,rorJrlr sa6yAonur,rKaM zuaitru noni cuoco6n, HanpI4KJIaA,

3MeHrrrHTr4 cnoxr4BaHH.rr eneprii. Als Aocf,rHeHHR Meru eneproa6epexeHH.rl

Heo6xiAua ricHa inrerpaqix uiN AarquKaMu, opraHaMla yupauiHux, Ees

iHrelexryanruoi cKJraAoBo\ 'racruttu qe peanisynaru HeMoxJII,IBo. Croro4ui

cytacuuir, CAE o6'e4uye rilrxa uiAcracreu Ha pinui npncrpoin. IJ5 iHrerpaqix

o3Harrae ne rilsru B3aeMo3B'.r3oK rr,riN co6orc icuylouLtx cvrcreM, €ule fi uoNrasicm

AucrauuifiHoro KepyBaHHfl. Ta s6opy laHux. Y an'xsr<y 3 III,IMI{ s\,Iiuarurz xvrapni

piueHur Marrrr,rHHoro HaBr{aHHf, Ta cr{creMu ynpanninHx, AocrynHi n IHrepHeti,

roqr,rHarorr ua6ynarr4 rur4poKoro norur4peHH.rr s CAE. Xoua, taxi nepeBarLr,sK rHyrrKa

peaxqix ra KacKaAHe ynpaBriuux, He BI,IKJIHKarorb cyuHinin, .sx i iHuri cSepn, xxi

oxonJrrororb rrepcneKrr{By CPS, raxi -aK posyvrHi uepeNi, posuogineHa

po6ororexuixa, aBToHoMHi rpaHcuopuri saco6ura cucreMrr aniouiru, po3Br4ToK CAE

qK cr,rcTeMpr 3apa3 cTr4KaeTbcfl 3 rrrrcJreHHr4MH nepelxKoAa}.4ld Ha lxn.sxy nporpecy,

ocoSrneo B3aeMo3B'q3KoM 6esnexu-saxacry ra npo6reuauu ua4ifinocri,

rtoB'r3aHr,rttau ig 3alpo3oro r<i6eparax.

Iurerpaqix ui>r MepelKero ynpanniuHx ra IT-nrepexero 3Har-rHo :6inuuye

loBepxHro aratr CAE, [ponoHyroLrr4 3JroBMr4cHHKaM 6inrure l,tolKrueocrefi Artx

araKu, ui>x 6yar-KoJrrr panirue. Ki6eparaKn He rirrxu s6inriuyrorb crro)r(HBaHH.s

eueprii rrrJrflxoM BTpyr-raHH, B perenbHo cKJraAesi nnatLt) arre fr vroNyrr sNaiuurra

Oyuxuiouamsicrr, KoMrroHeHrin xepyaa:r.:r^s., Tt4M caMr{M BrrJrrrBarorrr4 Ha 3aranbHy

6e:nexy Syaieenr. Ri4cyrHicm ualeNsoi cyilricnocri ra crau4aprie SesneqHoi
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apxiTeKTyprr crBopro€ noreHrliftHi He6egnexu Ta 3arpo3a AJls KoHTponro, oco6rzeo

Anfl Kpr4TrrrrHo Baxnr{Br,rx An, 6esuexu o5'exris.

CAE sxe uiAxmo.reHi 4o iurepuery. Iurye 21 000 c?IcreM Tridium Niagara

(oana g uafinouynrpuirurax urar$opM AJrf, yupanniHnr 6y4innr.u), niArmo.{eHnx.qo

IHrepHery [5-9]. Ha csoroAui e Hifi 6yno Bu.flBreHo araKvr y rIoHaA 50 000 6yAienxx,

sxi ninAarorbcc Bnnr4By Iurepuery HaBMr4cHo a6o qepe3 HerpaBl4nruy xoH$irypaqiro,

i naox<yrr 6yru ny5:riuuo o6ruyxaui :a AonoMororo raKr4x iucrpyrureHrie, sx Shodan

[ 0, I 1]. I(piv roro, CAE rxapoKo BrrKopucroBye sacrapini uu:rxopinueei

rrporoKoJrr4, qxi ei4npaen-srorb laui y nnuagi ni4xpnroro reKcry i ue Marorb

Halrex(Hrrx Naexani:lluie ayreuraSir<auii. B po6orax 112, 13] rroKa3aHo, flK

3JrOBMr{CHr4Kr.r MOXyrb JrefKO OTpr,rMyBarH AOCTyn AO Kepyrcqzx naXerin,

vo4u$ircyBarr.r [porpaMosatvfii, nori.{H[fr KoHrponep Aosirruo ra Br{KoprrcroByBarr4

pereJrbHo pospo6reui uusr,xopinueei garui, si6paui 3a AonoMororo IIJIK, lnfl
BnpoBaA)neHHq [porpaMHoro sa6es[erreHH, Br4coKoro pinur. Bararo r<onaepuifiuux

roroBzx CAE, raKux xx MetaSys iNiagara U4, 15],3acHoBaHi Ha sacrapinax

oriepaqiiiuux cucreMax Windows. Bi4xprarra nepruoi xi5eps6poi, Stuxnet [6],

ceirqurr IIpo re, ruo c[euiarruo crBopeHe 3rIoBMI{cHe rlporpairaHe sa5e3[eqeHH.[

Molxe Sytu IIerKo 3a[yueHo [porl4 Mepe]K, TaKr.rx xx CAB, Ans ix Br4BeAeHH fl 3 na1y,

uloS xouuoMeHTyBaru ycraHoela, rri safr N4arorrcfl Br4coKoro 6esnexoro.

FlerqolasHi pe:ouaucui araKu npoAeMoHcrpyBanu Nao>Kraei 3arpo3H Ta

noreuuifrui nacniAxu xi6eparaK y cepeAoBr{rqax 6yaiBeJrb. Hanpuxnar.,y 2013 poqi

AocriAuuxa rpoHr4Knr4 B aecrpanificr,xufi o$ic Google Lrepe3 cBoro Mepexy

aB'roMarr.r:aqii Syaieens [7]. Taxox, ni4oriai BHrraAKtl, KoIrH 3IroBMr4cHr4KH crBopvnzl

nepenipxy xonuenuii :roeMHcHoro flporpaMHoro :a6esneueuux, sKe

npoAeMoHcTpyBano, flK 3JloBMr{cHr4Kr4 MOXyTb Br4KOp[CTOByBaTI4 CHCTeMT4 lJ.nfl

g'eAuauuq Mepex is soeHiruuiNa ceiroM [B]. V rofi qac flK MinicrepcrBo eHepreraKa

CIIIA rpaqrce HaA rrrM, u1o6 pa:oM 3 arbqHcaM:a 3arycrr4Tr.r HoBy iuiuiarasy ltrx
llocrrHel{H.r caMoAocraruix 6yAieenr, SyAieensHa iH$pacrpyKrypa iHrerpyerr,c.r 3

pi:uuuu nnyrpiurHiuu ra sosHirrHiurE iH$pacrpyKrypanan [9]. 3norra rILx cucreM



l3

TaKolr( BvrrBtlBcn rpr4BianbHr4M 3aBAaHHrM. FlanpuxnaA, B3rrMr(y 2016 poxy xaKep-

I{oBar{oI( :4ifiurran posno4ireHy arar(y rr4rry <ni4rraona n o6cnyronynauni> Ha cucreMy

olareHHq, eeururaqii Ta xou4uqioHyBaHHrr nonirpx, ruo rrpu3Beno Ao BTparr4

oIIaJIeHH.f, ABox 6ylieenr y (Diunruaii [10]. Tari aratr He riruxa Mo]r{yrb AorroMorrr4

3IToBMHoHHKaM orplrMarl4 KoHTponb uaa CAE, aJre fi lvro>rcyrr crarv oxoArrHKoro Anf,

roAanburofo rrpoHr4KHeHH[ B inuri Kpr4rr4r{Ho r]a)r(nHBi iu$pacrpyxrypu, raxi ,rK

eneKTpoeuepri-a, BoAa, TpaHclopr, oxopoHa:4opoe', Torrlo. 3aeAauH-s :a6e:ne.reuus

aBroMarplgaqii 6ylinenr Mae xirrxa nnnipin. llo-neprue, 6yainni neo4nopi4Hi.

Eyainni npoeKrylorbcfl AIrfl pisuux uineii, a roMy Marorr pi:ui BHMorpr. Hanpurclag,

cl4creMa aBToMarl4sauii cra4iouy Moxe 6ytu 3ocepeAxeHa Ha roMy, .rrK KepyBarr4

ocnitleHulrra, TeM[eparypo]o ra rrocr4JreHoK) neHrurxqiero, qo6 nigrpravryBarrr

HI,I3bKy KoHIIeHTpaqirc ByrneKI,IcJIoro ra3y. 3 iHuroro 6oxy, roJroBHoro npo6leuoro

4rx o6'exta 6ioisorsuii a6o xi\ai.{Horo 3aBoAy Moxe 1yruvriuirrai:aqir nonirpoo6vriny

ui>r< pi:uanru 3oHaMpI, xloS 3MeHrur4TH pH3HK repexpecHoro :aSpyAneuHx.

Apxirexrypa CAE HacrynHoro noxorisus roBprHHa BpaxoByBaru 4erali pisurax

cqeHapiie BHKopHcrattfl, 'ra po:ylrirn eiANaiuuocri BrrMor, ulo nricrsrE,c, B Hrouy. rlo-

Apyre, CAE e iepapxiuHolo crpyKrypolo. Pisui ni4iepapxii uarcrr pi:ui rrorrr-sAa Ha

cl4creMy. Te, re i sx xox<ua nigiepapxix 3acrocoBye pi:ui ilpaBr4ra, Nrae :Ha.rlrafr

BIITTI4B Ha 3araJlbHy 6esnexy, 6e:nexy tawagii,ruricm 6yaieni. Xurreeo Ba)KJrr4Bo Marr4

rloSa:msafi rrornsA Ha cl4creMy 3Bepxy BHr43 : ei4noniAnoro a6crpaxqiero.

(Dopuanisaqix pisur,rx BItMor 6esueru ra 3ax?rcry ra aHaris 3arpo3 g rro6a-usHoi ro.rxIa

3opy cucreMul, a raKox poapo6xa uorirux ra siAuoniAruax ruexallisrvrin 6esueKu Anfl,

ix nigtpaMKn noBl4uni craru KmorroBrzM KpoKoM y pospo6ui CAE. Taxox, He MeHrrr

BaxJIHBolo e cyir,riuricm CAE. BucoxoiurerpoBaHi ni4cucreMr4 He rilrxu ni4xpraro

nos's:aHi uiN co6olo 3a AonoMororo Mepex, aJre fi sgaeNao4irorl 3a AonoMorolo

$isr.runwx oco6rzsocreit, fl:r.krvrvi BoHr4 Kepyrorb, Harrpr4KnaA, ni4xpzri 4nepi

:laiurororb xapaKrep uonirpxHl4x rroroxie. IIpu npoeKTyBaniii EAC qacro HeMoxJrr4Bo

noeHicrrc isorloearr4 oAHy cr4oreMy yupanninHg eiA inuroi.

Eepyura .qo yBarl4 neruxi rraafi6yrui slaiHa e CAE HacrynHoro noKoJriuHs ra
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nepeouiHHTr4 Te , .rrK cr4creMr4 aBToMarv3arlii 6yaiueru
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[epeocMr,rcJtltTvr Ta

rlpoeKTyroTbcfl Ta

opraui:onylorbctr pa3oM. ,4nx roro, IUo6 sa6egne.rurz Heo6xiAni rapanrii 6esuexz e

posno4ineHoMy cepeAoBlauli, 6esneKa He Moxe BBaxarr4cb Apyrop.rrAHoro i4eero, a

II0BI{HHa 6yru O.(HI4M s HafisaNlusiuux iraipxynaub ycboro npoqecy rpoeKTyBaHH.rr

ra pealiraqii. OuiHra 6egneKl4 BKJIIoqae B ceSe ue rilrrz N{exaHigN,rz Sesne.rHoro

Mepex(eBolo 3B'x3Ky, ayrenrusixaqii, aJre raKolr( rroBrrHFra BKJrroqarvr n6ylonaui

nnarSopuz, apxirexrypy cHcreMH, onepaqifiHi cr4creMr4 rorrlo. Kpiira roro, 3

npaKrHrlHux naipxynanr ueo6xi4Ho npaxoByBarr4 :acrapini ni4cucreu Lr ra craH[aprui

rrporoKonr4 rrpoMr4ciroBoro ynpanniHnx n icuylorrr4x cAE.

Taxuu tIIzHoM, Hanp.f,M po6orrz MoxHa y3aranbHuru sa TpboMa xareropi-auz:

AocniANeuHq 6esneKl4 Ta 3axl4uleHocri e czcreMax aBToMarusauii 6yginent; 6esue.{Hi

onepaqifiui cI4creMI4 Anfr n6y.uonauux upzcrpoin; 6esne.rHa eipryani:aqix l1rfl
e6yAonauzx cprcreM.

lIHraHHq 6esnexz ra 3axvcry cr,rcreM aBToMarzsaqii 6y4inerm e rxnpoKoro

TeMoro AocnilNeur i, xova Bce Iqe uepe6ynae Ha paHHix cra4irx, e Ayxe aKTyanbHoro.

Po6oru 3IIHraHb 6esuexa CAE Aalorb y.rrBJreHH.f, npo npo6JreMr4 6esnexu n CAE [l l,
l2]. Po:r,uHyri 3arpo3lI 6esneui Ha KoxHouy pinui cncreMk ra 3arponoHyBaHo

po3IuI'IpeHH{ 6esnexl4 Ha nporoxo,ri. 3Ha.{Ha .uacrwla po6ora 3ocepeA)r(eHa Ha

6esneqi, noe'.fl:auifi i: Mepe)KeBI4M rrporoKonoM. y crarri npoauarisoBaHo

BHKopIrcraHH.s KpI'IrITorpaSivunx rexuolorifi l,nfl sa6esne.reHHg 6esnexa

aBroMara:aqii Sy4inelr 3B'fl3oK qepe3 IP-vepeNi t14]. I]efi MeroA,qy)Ke cxo>xufr ua
Mepe)I(eBplfi ryuenrHwfi nitrxia. Oanax y uifi po6ori niaxia ryHenroBauux uepex<i e

rlacrl4Holo MepelKeBoro 3B'fl3Ky Ila ocrioni npoxci-cepBepa y cnpo6i 3acrocyBara

rouyuixauiilui noliraxn n icuyrouux CAE.

Kpirra roro, y po6ori : 4ocri4rxeHH.q Bpa3nnBocrefr y cr4creMax npouucroeoi
aBToMarl4:ar1ii cHcreMarmqHo po3rn-{Aanrzcfl eilor\ai BeKTopr{ araK 6e:nexu B

cHcreMax aBroMarasauii [15]. B qifi po6ori HaAaHo po:rur.rpeuafi ornrA BHMor

6e:ner<u nilfl :acrocylrxin po:no4ineHoro KepyBaHH, B cAE tl5]. y uifi
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o6ronoproBailptcfl pisni TexHoJrorii saxucry 6esneru, raxi nK crarv,tHuia aruar.iz,

rpopiualrua nepHclrixauir roulo, i uponoHyBanacs apxirercrypa 3acrocyHKiB

6e:ueqrroro yilpaBriHnq Ha Bacor(ovry pinui. Oluax s Hifi po3rnrlAaerbc.r [LIraHI{,

6e:nern ra 3axvrcry 3 Toqxr4 3opy cr4creMu Ta 3ocepeAx(yerbcfl Ha 3axvcri xpuru.rlro

Ba)r(JrHBr4x rrporpaM KepyBaHH.a, saSe:ne.IeHHi AorpI4MaHHq rro6aJlbHl4x norirrax sa

AorroMororo HaAifiuux onepaqifinux cr4creM. I-{x po6ora e Ilepuorc cnpo6orc

po:po6uru 6esneuny o6.rucrrcBanbHy ocHoBy Anq e6yAonauux npucrpoin CAE

Hacry[Horo rroKoJri uHq.

flpourou 6ararrox poxin 6yno AoKnaAeHo 6araro 3ycl{nb Anfl po3po6xu

6e:ne.rHax onepaqifinux cr4creM. OAnprnr s uafiSirru luupoKo aAalroBaHl4x e

Security-Enhanced Linux (SELinux) t12]. Biu 6yn 3acrocoBaHurt s OC Android i

eKcrrnyaryerbcf, B ruirsfioHax rouepuifiHux cvraprSoHin. SELinux sa6esue.rye

o6os'sgKoBe KepyBaHH-rr AocryrroM rrrJrf,xoM crrocrepexeHHf, Ta rlepenipr<u ouepaqift

npoqecin eiAnosiAuo Ao uolirur, a6epeNeHr,Ix sApoM. y SELinux uepeA6a.IeHo

KoMtrJIeKcHe KepyBaHHf, rlpouecaMl{ ra rHy.rxi uoAeni aBTopI{3aIIii. BiH BI4KopI4croBye

MoAyJrb 6egneru Linux 4na peaaisauii nepenipox y flApi Linux. SELinux 3HaxoAl{rbcfl

y uouorirHoMy rapi Linux. E$er<runsicrs eraJloHHoro uoHiropa 3anexurr niA roro,

Lrr.r Bce s,upo Linux, BKrlorrHo s 4pafinepal.r.:a ilptrcrpoin ue rticrsrb [oMI4JIox 6e:nexu.

Ea:oea OC Linux BaKoprrcroBye uoso;riruy apxirexrypy s[pa.Kpirra roro, qepe3

crlaAuicrr Linux, cr4creMa BHMafae crcraAHoro [peACTaBJIeHH.[ crauie 3axzcry, rqo

BKrrroLrae BenrrKy xirrxicrs .f,BHo Bu3HarreHux uirox runis i noni'rax Anfl BZpa)KeHH.f,

Bcix ueo6xiAsnx eiAHocru Aocryry [11]. -f,x riacriAox, Ba]r(Ko, flKUlo esara,'ri

Mo)KJrr4Bo, 3po3ynriru i o6rpyHTyBaru npanuriruicrr npaBl4n SELinux.

3anpouolroeaHafi niaxia BHKopHcroBye nepeBarH apxirexrypn uixpor4pa.

Mo4ynrua crpyKrypa n apxireKrypax nrixpox4ep 3MeHrxye finaonipnicm npa:rnsocri

rrpocropy s.Apa. Itpiu roro, BoHa crocyerbo.r Jrr4rue npauirzay IPC. Ue Kpaue

ni4xo4urb An, n6yAoeauoro cucreMHoro AoMeHy. Kpivr roro, 6yno 3arrporoHoBaHo

6ara'ro OC na ocHoei vixpoa4ep [ 6-l B].

3 po3Br{TKoM arraparHoro ga5e:ne.{eHHq 3'qBHroc, 6araro npono:uqifi



16

rinepei:opa Ha ocHoei r,aixpor4ep. Cepe4 raKLIx naixponieopin ea4in.f,Iorbc.f, NOVA,

L4Re, OIC4. B ocrroeiNOVA Jrexr,rrb rr,rixpoxgpo rperboro noxolisns s 9000 px4xin

xoAy B rpocropi nnpa [12]. finepni:op NOVA BI4KopHCroBye auarori'{uy MoAenb

6e:nexu, 3acHoBaHy Ha MoxJltlBocrqx, i peani:ye VM y rpocropi r<opacryBarra.

OAnax NOVA 3acrocoBye niaxia eiraynrqii iucrpyxuifr Anfl nipryani:aqii, Iuo

yc1naAHloe KoHcrpyKuiro VM. Ha tralvrfi MoMeHr NOVA AocryrHa rilmlt Alx

apxirexrypra X86 [19]. L4Re - qe Ir1e oAr4H SpefivrnopK onepauifinoi cl4creMu Ha

ocnoei uixpox4ep, sxuir, rporcycyerrcr Ha nrauynauui B peanbHoMy '{aci 113].

Iloai6uo Ao laixpoeiaopa sel4, L4Re BoHa HaAae isorrroeani Aouesu. L4Re

ni4rpanaye .f,K napaeipryalisaqiro, raK i alaparuy aipryani:auiro : xilrxoua

nrarcpopnaMrr, BKrrrolraroqr4 X86, ARM i MIPS. ll-le olrau vrixpoeisop OI(L4, sxuit e

norepeAHr4KoM sel.4, ni4rprzuye napaaiprya"uiaaqiro i 6ye onruMisoeaHwia 4o pinur

eucoxoi rpoAyKraeuocri Antr KoMepuifiuoro BI4KopHCraHH.f, ai $pefinanopKaMI4 VMM

i4pafinepaHara [14]. Kox<er{ 3 Hr{x Mae csoi [epeBarl4, oAHaK, )I(oAeH 3 HI4x He Mo]I(e

saSe:ne.rnrv raxuit >xe pineur rapaHrii $yuxuiosaruHoi [paBl'InbHocri ra isorquii

120-221, sx sel.4.

Taxuvr qnHoM, npoBeAeHo aHani3 npeAMerHoi o6nacri lnq AocJli,uxesss. B

pe3yJrbrari scraHoBJreHo, ruo xi6ep@ieuuui crcreMll, sri axtuaHo BllKopl4croBylorb a

aBroMarr4saqii 6yrinenr, norpe6yrom po:po6JIeHH, saco6is i vreroAin gaSegneqeuHq

ix 6esnexu niA soeniuHix araK, ocxiruxu Br4Koprlcroeyeaui ouepaqifiHi cucreuu ue

opieuronani na Br.rKoHaHHfl caMe raKr4x 3aBAaHb. 3a ocnony An.s Hanpf,My AocniAxenr

B r{acrr4Hi sa6esner{eHH.rr 6esnexa Moxe 6ytu po3rnrHyro po3po6leuu.s naixpox4pa

onepaqifiHoi cprcreun.

1 . 2 Meroau aa6esnerleHH{ 6esuexu r<i6epQisuqHl4x cl{creM

Byainni e roHrefiHepaMrd 6egni.ri pisHrax elaAis uroAcrxoi 4irlrnocri, uo

ui4rpravrylorbc{ pi:nuuu BHAaMrr rexHoJrorifi. Tnu i xopzcnicrr 6y4inli nusHa.{arorb

ii ynixanrni uorpe6u B 6esueqi 123-25). Bigcyrnicm HarlexHoi cyuiurocri ra
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eraHAaprie 6esre.rrroi apxireKrypr{ crBop}oe no'ren(ifiHi He6esueKI'I ra 3arpo3l4 AIL

Kor{TpoJrro, oco6runo Ans r(pHTr4LrHo Ba)r(Jrr4BI4x Ans 6e3rIeKH o6'eKTis. 3 iHilroro 6oxy,

6yain:ri Heo4nopitrui p\. Pi:ui Syainni rpu3Har{eHi Ar.r pi:nux qinefi, roMy Malorb

pi:ni Br4Mor[. Hanprzxn aD, cr4creMa aBToMarusaqii cra4iony Mo)I(e 6yru 3ocepeA)I(eHa

Ha roMy, flr( KepyBaru oceirreHH-rtM, TeMneparyporo ra rlocrlJreHolo BeHT[rqqieto Arq

uigrpraurr.r Hr43bxoi KoHueHrparlii uyrreKl4clloro fmy, roAi sx ocHoBHoIo ilpo6neM0lo

Anf, 6ionoriqsoi isorsqii a6o xiuiqnoro 3aBoAy Moxe 6yru rraininaisaqix

nonitpoo6vriHy l,rix pisnuvrn 3oHaMr{ An.a 3MeHrIreHH.rI p}I3I,IKy IlepexpecHoro

ea6pyAHennr.

3arr,ricrr roro, ulo6 noxra1.arkrafl, Ha rpaAurlifiHi niAxoAw 4o 6e:nexu 125-271,

raxi ,K KourponB rrepr{Merpa ra nocrifrnufi uouiropuur i nraupaureHHq, Mr4

BBa)r(aeMo, rt1o e6yAonaui xourponepr4 noeuHui npwituxtu paAnKanbHo Hoeafi

apxirexrypuufr niaxil 4o 6e:nexvra3axzlcry 128-31], rqo6 ocHosui upnuirunn, rrlo

ni4rpr.rnayrorr ui Brracrr4Bocri, uorru 6yrw n6yroeaui, a ue Aolaui uisnirue. V sn'raxy

3 BpoAXeHoro 4rauauixoro HaBKoJrr.r[rHr,oro cepeAoBprrqa 6yaiui KoHTpoJ]ep14

noennHi 6yrw s sluo:i rapaHryBaru wap.iitrly 6eanexy B ar-pecr4BHux yMoBax, Hasirl

.f,KUIo re-sxi 3 HHx ue 4oniprrorb a6o cxounpoueronaui 132). Ayx<e BaxJrr{Br{M

reprur4M KpoKoM e AocniANeHH.,r 6esni.ri npo6nevr 6eeuexu/gaxl4cry, xri uoNyrr

Br4Hr4KHyrr4, i uare>xse ix uo4erloBaHHq, uro6 Kox(eH e6yAoeauufi xourponep y

r{aBKoJrrrruHe cepeAoBulle Mae .{irxo BH3HaqeHi sraNaora 6esnexu/6e3rreKrr, sxIzx siu

rroBr4HeH Aorpr4MyBartrcr [33].fpyuryrovracr Ha ananisi cqeuapiin, Mo)r(Ha

no6yAyaaru vro4yni KoHKperHoi cucreirau aBToMarr{sarlii 6yginri Ta Brl3Harrr{Tr.r

o6iraexeuus 5eznexul3axr,rcry, srci uosr,rHHi 6ytu ga6esne.reHi pi:nuvru pieuxvru

cr4creMlr [34], uo npaqrce Ha uLTx n6yAonarurx KoHrponepax. Hapeurri, MoxHa

crBopurr4 6araropinHeBy apxirexrypy ans n6yAonauax unarSopnr, uqo6 nporpaMr4

MorJrr4 BrrKoprrcroByBarlr qi elacrueocri An, AocflrHeHH.rr 6esnexu ra 3axr4cry caMe

Ars csoix KoHreKcrin [35].

Touy, npoeKTyBarr4MeMo piueHnx Br4xoA.rrrrr4 3 Toro, ruo OC Ha ocHosi

uirpox4pa e flApoM nrar$opiuu n6ygouauux rourporepin, 3aB.{flKH rrepeBaraM
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MlKpo.rrApa.

.flaPo g 6asoeorc araparuoto ui4tprzMKoro sa6esueqye rari QyHxrlioHanrui

lroxlunocri [36]: isorxqi]o rpouecy 3 Meroro sa6esne.rurIa rlinicuictr loriru
KepyBaHHfl; tnaHyBaHH, s o6\,IeNeHHrM y peanbHonay uaci 3 Meroro sa6ezilewru

oreparllBsicrr ra AocrynHicm; naiNnpoqecHy KoMyuixaUiro ra crrHxponisauirc s

Merolo sa6esneqraru uinicsicrr ra aBTeHTraqsicrr floroKy naHrax; MepexeBr{fi gs'sgox

3 Meroro sa6esuequrv 3axr4[\esui,t 3B'r3oK ra xonsi4enqifinicrr.

Kpina 3aBAaHb KoHTponrc nonirpxuoro roroKy irzcxy, icuyrcu inuri sae4aHH.f,

ynpaeniuHx, xxi cniaicuyrorb Ha olHr4x i rux xe KoHrponepax s soHi 4ocli4xeuHx
6y.uinenr.

PosrrqHeMo 3aBAaHH{ KoHTponro 6esnexIa l37l pxsa6esne.reHHq AorpHMaHH.s

nolirax KoHTponrc Aocryrly. KoNria xiirasara caMo3ar-rr4Htrrorbctr i 4oseolxe Iocryrr
iII4IrIe aBTopH3oBaHI4M MeIrrKaHrI.rrM. Crzcreiraa KoHTponrc locryrry s xoNuift soHi

yrlpaBnflerbc-s ToKaJIbHHM KoHTponeporra 6e:nexu i qermpanisoBaHo yrrpaBItqerbc,

cepBepoM $iszuHoro rocryrly. Y peNravri po6oru BxoAr{Tr4 TaBuxo1ztrr4, KoJir{ Aocryn

6yae:a6oponeHo He Mo)r(Ha, IoKr{ He6egnexa ne 6yle 3H.sra.

Kourpomue 3aBAaHHf, 6roxynauHx rr.fl isorqr{ii xoxsoi na6oparopii

norpi6uo, trIo6 yHuKHyrrI repexpecHoro :a6pyaueHH-s Mir( na6oparopixnau. I(ox<ni

4nepi B soHi saxarqeui traruiruuu 6roxynauuxna, sKr4M Kepye KoHrponep

6"uoxyeauux. Biu sauporpaMoBawttfr rua re, uo6 y lylr-nrcvrfi \ac MoxHa 6yno

ni4ul'tuuu4 JIHIxe o4Hi 4nepi, sa Br4H-f,TKoM Toro, uto nil qac roxerxi uaruirue

6roxynaurux 6yte BTMKHeHo 4rx 6esneKr4 repcouany [38].

3anAaHu.s Ha KepyBaHH.a pexl{MaMu rlrfl. KoopALrHaqii pisnzx pexurvrin po6orz

6yain,ri ni46ynaerbc, r{epe3 ynpaeniuH,a pe)r(r4MaMLl ra KoopAr4Hyerbc, rro6a6sav
KoHrponepona i xiuuarnaMlI KoHrponepaMu [391. /(lx 3oHu nepe46aueHo pe)KHMr4:

pe)KHM 6es eulireHHr, qxvrit BKa3ye Ha erar iuiqianisaqii goHV Io roro, xx rf i:zuue

cepeAoBuule rocrrue uorpi6Horo pinur, HanplrKnaA, TeM[eparypa, TrrcK nonirpx;

pexl'IM po6oru, xxuitt cni4.rurr rrpo re, ruo sci na6oparopii roroni Ao B]rKopvrc-ra11fl;

pexl{M noNeNi, sxuit curualisye rpo roxexy; pexuM gesaxrunaqii, sxuir
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cnpausoBye, KoJrr4 ni46ynaerbcfl npoqeAypHe rlopylxeHrus, a6o $israuue cepeAoBl,Iue

fiakae.{o He6axaHoro pinHx HH){(r{e noporoBoro 3HarIeHm [40].

3asAaHHq yupanniHH{ noxexHoro cr4rHanisaqie}o Anfl ynpanriHu.fl noxe)KHo}o

iuuuAesroM aKTyaJrbHe rpr4 BnrBleusi noNeNi. Micqeeufi Al4cnerr{ep ni4uoni Aae 3a

pearyBaHH{ Ha pexl4M roxeNi ra BKJIIoqeHHtr curHanisaqii.

3asAauus KoHrponrc reMneparypr4 In, ynpaBniHH, reMneparyporo B KoxHifr

xinruari po3rnsraerbcq lJr.rr KoHTponlo uarpiearrnoi cnipali, repuocrary ra AarqI4Ky

reMneparypu B npl,ruiuleuui.

Vnpanniuux KoxHoro 3oHoro sAificHroemcx niguocHo He3aJIexHo 3a

AoroMororo uo6arbHoro KoHTponepa, -aKI4M Kepyrorb cl,IcreMa ynpaeniriux 6y,uirnero

i cncreua eHeprerr4qHoro MeHeAxMeHry [41]. y soHi xo]irponb Aocryny Ars ecix

4eepefr s4ificuroerucx KoHrponepoM 6e:nexu, flKHM Kepye cepBep $isaunoro

Aocryrry, rori .sx KepyBaHH-a 6noxynaHHf,M KoHTpoJl[oerbcfl oAHI4M KoHTponepoM

6loxynauur : uaruirHnMr,r [pr4BoAaMr4 6roxynaHu-r ra AarrrI4KaMI4 rloJ]oxeHHfl

4nepefi, qxi gacrocoBylorbcs Ao KoxHr4x 4nepefi. Y rcoxuift xivrHari e loxalrrrrfi

KoHrponep Ans scix iHurux 3aBAaHb KepyBaHH{ 3 siAuoeiAHI4MH AarrluKav,vr ra

Br4KoHaBqr4Mr4 Mexasi:ruatru. I-{i xonrponepl4 o6naiurororbc.t ,qaHI4MI4 oAI4H 3 oAH}IM

rrepe3 nporor<on [42].

Ha ni.qNainy ni4 cqeHapiro AJrf, crrcreM, rrlo uorpe6ylorr igonsqii, 6yainni

yHinepcurercbKux ravruycin, TaKi sx 6i6nioreKl,I, ryproxl4TKu, cryAeutcrxi ueHrpLI

Torqo, npu3HarreHi Anq sa6esne.reHHf, JrerKoro ra xouQoprHoro ny6niuuoro Aocryrly

AJr{ BeJrr{Kr4x rpy[ Ta npoBeAeHHf, pisHzx HaBqarbHr4x ra Aocli.qsuubKlrtx saxogin

[43]. y 6y.uinnxx KaMnycy igongui.s upralairqeHb ra o6ueNenHf, HecaHxqioHosaHoro

Aocryny He Br4KJrr4Karorb BeJrr{Koro 3aHerroKoeHH.fl. BIaxraAa.ri, cninpo6itur,txu ra

cryAeHrr4 npoBoAflrb 3HarrHy rracrr,rHy cBofo Hec[aHH.[ n yuinepcl4rercbKHx 6yAinrrx.

flilsuqeuux pinnx 6egnercu ra rcorr,l$opry Meruxanqin, a raKox eneproe$errusHicm

6yaieens KaMnycy e oAHTIMII 3 roJloBHrrx npiopuretie CAE.

OcHoeHoro Merolo ynpanniuHr errcreMaMrr orraJleHH.fl, neutwlxqii Ta

xouAurlioHyBaHHfl uorirpx 4ru Sy4ieri xal,{nycy CAB e eSexrrznHe s6irsIUeHH.rI
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rroBirpoo6vriHy fi\. Ha nigvriuy ni4 cqeuapirc, 4e npI4nnI4BHe nonirpx noeHicrro

HaAxoAHrs is sosHirrrHboro nonirpx qepe3 {tinrrpu, : ivripxynaHr 6egnerv Ans.6yaiui

KaMrrycy eHeproe$exrrasHi[re MaKcrrMaJrbHo noBTopHo BI,IKopHcroByBarH

rlrapKynroro.re uoeirpr. 3a":nu.uafa cniNe sonHi[rHe noBirpr, uo HaAxoAI4rb y 6y.uinnro,

wae 6ytu o6po6nene AJrf, Br{A€LJreHH.s safisoi BoJrorH Ta oxoJlogxeue/uarpirrx go

3aAaHoi reMrreparypr{ repeA noAar{ero B 6yAisrro. OxonoAxeHHq, HarpiBaHHn ra

ocyrxeHHr uonirpx craHoBr,rrb 3HaqHy rracrr4Hy 3araJrbHr4x Br{Tpar Ha eKcrrJryaraqiro

clrcreM o[ilreHHf,, BeHTr.{Jrqrrii ra xouAzrlioHyBaHHfl nonirpx, oco6rueo n pafionax, 4e

rroroAa, -rrK npaBuJro, cneKorHa ra BoJIofa. Taxuvr rIHHoM, 3MeHIrIeHHg norpe6u e

o6po6ui gosHiurHroro uonirpf, rrrJr.rrxoM orrutr{eHH{ Ta rroBTopHoro BI,rKopI4craHHf,

nHyrpiurHroro nonirpfl e BaxJIHBIIM MeroAoM enepros6epeNennx [45].

IIonropHe BHKopracraHH.rr peqlrpKyrgqifinoro uoairpx nignnulye pineHr

ByrneKucJroro ra3y y npuuiqeuni. Byrnexucrufi ra3 e rIpHpoAHI{M KoM[oHeHroM

uonirpx. fliAsr,rrueHa xonqeHrpaqix Moxe BHKJrr4KarH coHrznicrr, N{rssicrr i

cr4HApoM xnopoi 6yainni. Touy ui4rpralaxa xonaQoprHoro pinnr KoHueHrpauii s

6yainnxx KaMnycy, Ae Benr,rKi rpyur nroAefi nocrifiHo Br41uxatorb ByrJleKuctltit raz,

uae eupiuraJrbHe :Haueunx [46].

f,nx:oH 3 Br4coKoro ulinruicrro HaceJreHH-rI ule orniero upo6neuoro e eKcrpeHa

enaxyauix niA qac noxexi ra 3aAr{MIreHH.rr. fliAcucreMa ynpaBriHuq clrcreMaMr4

oflalreHH.s, BeHTr.rJr{qii ra xon.quuioHyBaHHfl nonirpx CAE niAnoeiAae 3a BuflB.[eHH-s

TaKr4x iHqn4eurin, 3MeHrueHH.f, noreurlifiHoi IxKo,uI4 Ta IIoJIerIrIeHHfl rtpolleAyp

eeaxyaqii Anfl rpoMa.ucrroi 6esnexu 3a.qonoMororo raKr4x :axo4ia, xx ai4xprarrs a6o

eiAN,rraxaHHs 4nepefi noxexHrax nuxo4in, ynirraxueuux curHanisauii noxe>xnoi

crrHarisauii ra 3MeHrrreHH, rro4ar{i csixoro uonirpr B 3oHy, rrro ropnrr p7l.

[UoAenna nocri.qosuicrr po6oru cr{creMr4 orraJreHH.rr, neHuarxqii Ta

xoHAauioHyBaHH, nonirpx HacryrrHa. Cno.rarxy, Br4xoAflr{H g :oeuiruHsoi

reMreparypLr ra BoJrorocri, xepinunx 6y4inni 3anycKae po6ory n peNnni o6irpiny

a6o oxoloAxeHH.rr s norpi6uuvr pinueM Bolrorocri. Konu po3norrHe:rrca po6o.Iufi

AeHb, B 3a[JraHosayufr. qac KoHTponep nepeBeAe crrcreMy s zaiftirrrvfi peNIavr. Inrui
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KoHTpolrepu nepioAr,rr{Ho nepeBipf,rorb 3a AofloMororo KoHTpoJrepy :iraiuy pexr,rMy.

Kourporep 3BoporHoro nonirp.r crex(r4Tb 3a BoJroricrro, TeMrreparypolo, pinneu

ByrneKprcJroro ra3y, a raKox 3a craHoM nox(exHoi rpznoru. Biu perynloe sacniurcy

3BoporHoro nonirpx i ni4xpHnae/saxpnsae ii sa 6ax(aHuxr,r repinHuKa. Y safiu-arolry

pex<uui KoHrpoJiep :oauiurHboro uonirpr nocrifiuo perynroe :osuiruui sacriHxra,

rrocr4Jraloqr4cr Ha IaHi Aarr{r{Ka BiA KoHrponepa 3BoporHoro uorirpt [48].
y :afiHxrovry pexzui KoHrponep o6po6nxe noAarry nonirpr. Klanan

perynroBaHHf, oxoro.qxeuoi BoAr4 sNaifiosnxa oxoJroAxeHHfl ni4rprauyerbc.f, Ha

rreBHoMy pinrri Ha ocHoei 3BoporHoro :e'-asxy AarqhKara 3aAaHoro 3HaqeHHfl pexr4My

Anfl 3HI{xeHH.rI BoJrorocri s noeirpr, rlo BcMoKTyerbcr. Ll[eulxicrb rrpu[nlrBHoro

BeHTHr.qTOpa aBTOMaTUTTHO perynroeTbcfl. 3a AonoMoforo AaTrrr4Ka nepe[aAy Tr{cKy

3BoporHoro sn'xsxy lrix nos4yxoBoAoM i xoprz4opou. Taxox e uoeirpxuwir, Sinsrp,

xxuir. AoroMarae KoHTpoJrroBarr4 urar. MiN rBoMa cropoHaMra uonirpxHoro $inrrpa

BcraHoBireHo cratu':^ttuit Aarqr4K, gxuit BI43HarIae, KoJII4 Qinmp sacNaiqeHplft

uacriruxu, u1o ftoro Mo)i(Ha saNaiHrarz.

flnononepxoei KoHrponepu sacriHox po:ropnyri B HraNHifi .{acrr,rHi

nonirponpoBoAy. Kourporepu ni4noroBr4x 4enrnSepis eugHaqalorb pisnr.rqro rr4cKy

uiN nonirponpoBoAoM i niAnoroslala Kopr4AopoM i nuxopucroByrorb :noporHr.rfr

3B'fl3oK lnfl yfipaBriHHx exiAur,rNau HanpaBJrrrorruMr4 JrorrarKaMu i sacriHKoro. 3a ue

siAnoeiAae KoHrponep AIIMoBLIAaIeHH{ Ars eiAne.(eHH.rr Ar{My a 6yaisni. Y safiur:rotry

peNuvri KoHTponep nileeleHHf,.qr4My zazsuqait nepeBo.4zTbc{ B cfilts,ruir. pexiaM.

IIi4 vac uoNeNi Ta 3a[LrMJreHH{ cnpauboBye cr4creMa noxexHoi crrsalisaqii

ra cnosituaerbc, KoHTponep. [e slriHroe 3aAaHe 3HarreHHf, pexr{My s :afiusroro

pex(LIMy Ha pexnM ni4ee4euH-s Ai4My 149-541. Ilorivr sNaiHa pexrrMy roruaproerbc, Ha

sci KoHTpoIIepH cHcreMH orraJreHHr, neurulxqii Ta xosrnqioHyBaHH, nonirpr.

Kourponep 3BoporHoro nonirpx noruicrro 3aKpr4e :acliuxy Anfl saro6iraHHs

peuupKyn.rqii 4nvry B 6yaiani [55]. Ilpunrunur.rfi BeHrr4rr.flrop y BeHrr4rr{uiinriit

ycraHoBlli npaqronarl4Me Ha noBHy uoryNuicrr. Mera noirflrae B ToMy, rqo6

3MeHirIHTI4 norxr4peHHf Ar4My Ha Bcro 6y.4innro, sa6esne.{yrcrir4 npn r{boMy,qocrarHro
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xinsxic6 csix(oro noeirpx, HacurreHoro KI4cHeM, AIIx 6esneru ilepcoHany [56-61].

Y unNuifi qacruHi Bo3AyxoBoAa KoHrponepl4 ni4lorou4x 3acniHoK BiAxpurorb

sacriuxy An.s siAseAeHH, noAaqi nonirpa. Ilpra.ruua Irboro IIoJLsrae B roMy, Iuo6

3MeHrrrr4Tr,r rocrarraHH.f, Kr4cHro B oSicurzx npr,rvriqeHHqx, Ae uafiiuonipnirue

craHerbc-fl roxexa, i s6imui.rru KoHueHTpaIIiro KI{cHIo B Kopl{Aopax Anfl

rroJrerrrreHHrr eBaKyauii 1621. Trau qacoM KoHrponep niAne.qeHH.fl AI4My nignpne

sacniuxy i :anycrurb BHT.sx(Hufi seHTr4lrtrop, ulo6 uaxcHMaJIbHo BrrrrrHyrkr [vM,

rroKrr roxexHa crarHarisarlix He 6yae BuMKHeHa a6o pyvuuM cKl{AaHnxna [63].

AHanis rIHx ABox cqeuapiia noKa3ye, rqo CAE qe ,qyxe cxlaAui cwweww 164-

75], opieurosaHi ua Aaui. Icuyml piaui aHaJloroBi, qraSpoei ra uepeNeni nprzcrpoi s

[aH,awvt: pisnrx Aar.ruxie 176-79]. Touy Ayxe JIerKo posry6wrw,cs, i zary6uruct' e

rexHi.ruux Aeralrrx. 3 iuuroro 6oxy, cyrraicuicrr niAczcreu CAE ycKnaAHroe

rrpoeKTyBaHH.s iurerponanoi CAE. PisHi KoMrIoHeHTlr B3aeMo4irors oAI4H 3 o,uHrrM

r{epe3 Mepexy ynpaeriuHa, a sN,{iHu y Sisuunonry cepe4oelzrqi TaKo)I(

o[ocepeAKoBaHo B[Jrr4Barorb Ha npuirurtrlx piureHt iHmlauu ni4cucrenaaivrz [80].

Haupuxna4, svriua reMneparyprr Moxe cnpuqI,IHHTI4 KoJII4Ba:r^tfl. TI,IcKy nonirpx, roMy

nuuiprcnaHHfl nepenaly rr4cKy raKox Mae BpaxoByBarl{ TeMneparypy B upnvriulenHi.

gacro craH i ycniurHicru saeAaHH.f, yupauiHllx, Ha[pI4KJIaA, craH IloBirprHoro

$ilrrpa a6o ni4xpuTT.s 3acirillxu, o[ocepeAKoBaHo [o3Hatlalorrcx SisrarIHI4M craHoM,

saSixconauana Aarr{r4KaMu. Kpina roro, rorixa pisuux KoHTponbHI4x 3aBAaHb

sNaiHloemcs niAnosiruro Ao iucruryuifinoi noliruxu n pisuax curyaqixx. floMurxu e

noriqi ynpanniHua i Heupanr.urui rpunyrleHHq B CAE Moxyrb afipvrukruLrrLt

cepfio:uy 3arpo3y 6esneqi. Hanpurla.q, y MexaHisNaax BIIflBJIeHH.TI Aesaxrrsaqii

Moxyrb 6yru peali:onani aei B3aeMocyneperlrl4Bi sala.Ii. -flr<ulo BnpoBaAl4ru 6es

perenbHoro o6uipKoByBaHH-s scix MoxJIrrBI4x cuTyauifi y cqeuapii, xourponb CAE

Moxe npr43Becrr4 Ao roro, Ir1o :a6pyAHeHH, sixoru ne 6yle BII{BJIeHo HaJIexHHM

I{14HOM.

Taxuu rrHHoM, npoBeAeHo auarig npo6neru ra pisuux cqeuapiin n po6ori CAE.

Bcrasoueso oco6fiusocri ix SyuxqiouynanHf, B qacruni ga6esreqeHHfl 6esnexu.
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BaNrasoio oco6rusicrlo cl4creM aBToMarr4saqi 6yaiBeJrb npaBr4JrbHe rpoeKTyB aHHfl.,

na6opra anaparHoro ga6egue.reHHf, ra 6egnocepeAHbo 3a6e3ne.reHHfl npanunruoi

oprauisaqii QyuruioHyBaHHfl raxkrx cucreM.

1.3 BucnoBKr.r Ao nepuoro pos4iay

B pesynrtari rpoBeAeHoro AocriAxenn.s upe4nrerrroi o6lacri 6ylo
BcraHoBJIeHo HeAonixz ni4oulax pirueHr i nu4ineno ix s Meroro po:po6ru piruenr,

rlpoBeAeHo aHanis npo6nelt ra pisnux cqeHapiin B po6od CAE. Bcrauoueuo

oco6rltsocri ix SyHxqiouyBaHHrr B .{acraHi ga6esne.reHHx 6egnexh. BaNrHeo}o

oco6naeicrlo cllcreM aBToMarzsaui 6ylinens e ix npaBr4JrbHe npoeKTyB aHHn Anfl

sa6esne.Ienrls 6esnexu.

1 .4. flocraHoBKa sa4aui 4ocli4xenHx

floctanleHa Mera Aocf,faemc.a po:n'f,3aHHf,M TaKr{x ocHoBHr4x 3aBAaHb:

- rlpoaH€ulisynaru silolai MeroAI4 aBroMarusaqii upuvriulenr ni4upueMcrB 3

Br4Kopr{craHH.,rM ouepaqi fi HLrx cucreM Ha ocHosi rrai xporgpa;

- poepo6urz MeroA crBopeHHf, 6esne.rnrax xi6epQisnr{Hux cprcreM Anfl

aBToMarllsaqii npanairqeHr ni4npl4eMcrB 3 BrrKoptrcraHH.sM onepaqifrHprx cgcreM Ha

ocuoei vixpot4pa;

- peaniayBaru poapo6neHzfi MeroA crBopeHHf, 6esueqHr.{x xi6ep$isuqHt4x

cl4creM rn, aBToMarlrsauii npuiraiqenr, ni4nprzeMcrB 3 BaKopHcraHHflM onepaqifiuux

cr.rcreM Ha ocHoBi nrir<pox4pa;

- :lificnurll ec[epHMeHTaJIrHi AocniAxeHHfl sriAHo pospo6neuzx piureHs.
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KIEEPO13ITTIHT4X2 MOAEnb 3AEE3IIETIEHH^fl EE3fIEKII

CIICTEM

2. 1 .{ocriAxeHHf, rpeAMerHoi o6nacri

llponegeuo gocni4NeHHr, xxi ni4o6paNarorb ocHoBHy crpyKrypy,

Synxuionalruicrr i euN,Ioru.uo cyqacuoi CAB. Cnouarxy po3rn.sHeuo a6crpaxTHy

noriuuy crpyKTypy uepe>xi KepyBaHH.a CAE, a uorinr npo6leuz 6esnexu Ha KoxHoMy

rori.ruouy pieui.

Cyuacua CAE nepe46auae rur.rpoxafi o6cqr :a'a:xy ui>n yciva B:a1.aMvr

npacrpoie i xourpo,repin Lrepe3 SararopiaHeBy rpoMlrcnoBy Mepexy ynpanniHHfl, sKa

Ha3uBaerbcfl Mepex(ero aBroMarr43arIii 6y4ieerr (MAE). MAE e ocHoBoro cucreM

aBroMarraauii 6yainenr. Crau4apruy KopnoparuBHy MAE 3araJroM MolKHa

po:4inuru Ha rplr iepapxiuui pieui. Bnusy 3Haxoramcr pieeub roJrfl, 4e uenelaxi

nSyAoaaui npucrpoi nrznaiprororr i KoHrponrororr Si:urrHe cepeAoBarue. Pieeur rorq

zarevqair cKnaAaerbc-fl 3 MepexeBux 4aruuxin, HanprrKJraA, 4arunxin pyxy a6o

TeMneparyp14, i nuxosaBLrux uexauisuia, Ha[pHKnaA, BeHTHJr.f,Topa, :anaxin,

sNaifioeuxin oxoloA)KeHH.f,. Ilpacrpoi esaeuo4irorb oAHH 3 oAHHM 3a AoroMororo

AporoBl4x a6o 6e:4poroBl4x cprna.rrie 3a AoroMororo rporoKonin. Cepe4uifr pineur -

qe uicqe, Ae :4ifrcuroerrcx ynpanniuur aBToMarr4Koro. llporpanroeaHi nori.+ii

KoHrponepa, 6loxra s6opy Aatvrx i gacneruepcrxi KoHTponepr4 3HaxoIflTbc, Ha

uboMy pinui i nuxouyrors poano4ireui 3aBAaHHfl ynpanniuul 3a AorroMoroto

Mepe)I(eBpIx nporoKorie. 3an4auux uouiropaHry ra HanarxryBaHHr peani:ylorrcfl Ha

pieui ynpanniuus. Ha qboMy pinui iurerpyrorbc, cHcreMH yrpasriHux o6'eKraMr.r,

cHCTeMr,r ynpaeriuua eHepriero ra xnrapni rperi cropoHr4.

3a Aonouororo MAE npucrpoi perenbHo KoopAprHyrorbcfl lvriN coSoro Atrx

BI4KoHaHH-r rIoBcflKAeHHHx onepaqifi ua o6'exri. Byainni 6yearom pisuax po:naipin i

Synxqifi; Taruu rrI4HoM, KoMnoHeHTr4 yrpaBriHHs e CAE Ayxe ueogHopi4ni i .racro

HaIxoAf,Tr ni4 pisnrzx [ocrar{aJmuuxin 3 BJracHr,rMr4 KoMyHixaqifiHr,rrrau piureuHxuz.

Taxuvt xotr,tyHixauiillrnnr piureuuxl,r qacro He Br4crarrae 6egnexu. Kpinr roro, 3aBAsKr4
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TpvBaJIoMy )I(HTTeBoMy III4KJIy, EAC qacro cKJraAalorbc, 3 rrr4creHHnx 3acrapin[x

niAcucreuu.Taxuirpisuouauirr^uit crreKrp saco6in :n'.asxy ra npr4crpois e cKJrarHr4M

3aBAaHHsM lr.f, 6e:nexu sciei cr4creMr4.

MepeNeni nporoxoJll,I e ocHosorc CAE. flporoxol sn'xaxy BACnet e 9AHHM 3

uafi nonylrpHiruux rlporoxonin a nrepexax aBrovrarz:aqii Ta ynpaBniHHx 6yaiBJrflMr4.

I-{efi nporoKorr po3po6neHvrfi, Irfl ynpauniuHtr cucreMaMr4 orraJreHHs, seHrunguii ra
xou4nIlioHyBaHH, noni'rpx. -flx craHgapr ss'x:xy : ei4xpvrLr.,,i- nporoKoJroM rxr4poKo

3acrocoByerbcfl 4o pi:uax rtlnis npaxTr4r{Hl4x cr4creM y 6ara:rsox rany3rx, TaKHx flK

orIaJIeHI-Ir, BeHTpIrrqir, oceirreuux, 6esnexa Nzrre4ixlrnocri. L{e craHAapr

aBroMarl4:aqii 6yainenr 3aBArKI4 csoifr ei4xparocri, ruyvxocri ra cynricuocri. Bin

nigrpauye xilrxa pisuux tlporoKonin cpi:uuuoro ra KaHaJrbHoro pinux. fioro Mo)r(Ha

BrlKoprcroByBar[ Ila iu'rerpaqii pisunx runin i nocra.{aruuuxis 6es neo6xi4uocri

BI4KoppIcroByBarH cueqialrue o6,ra4ua:otfl. Ilporoxon ni4rpnnaye rua6lou14 Ta

cepnicu :n'texy (onzryBaHur-ni4nosiAb) ra <ny6nixaqix-ni4[r4cKa)), BKJr]oLiaroLrr4

BHTBTIeHH, Irpllcrpoie ra o6'exris. fani BcepeAr4Hi npucrporo opranisosaui sK prA

o6'exris. Koxua qacr?IHa inQopNrarlii iHraucyJrboBaHa n o6'exri. KoNeu o6'err uae

run i na6ip Brlacrr{Bocrefr. Oruax ocHoBHa yBara 3oceperxeHa Ha cyrraicuocri ra

$yuxqirx ) alre s icropu.ruoi fipvqLrHt4 Ha npax:rzqi siH He Mae Hare>xnoi

Kpr4rrrorpacf ivuoi ni4rpuuxr4 ra Mexauisiuy ayreuru$ixauii.

Kpivr Hboro, TaKox e inrui nporoKoJru. HanpuKJraA, e Mepexena nnar$opMa,

crBopeHa An{ 3aAoBoJIeHH-[ norpe6 Kepyrcrlux 3acrocyHxie. I-{e alaurufi narugapr

3B'f,3Ky, uro BKrIloLIae B ce6e xinrKa [poroKonin cirreitcrna, pospo6neHp{x Ha [orrarKy

90-x poxin. Craugapr :acHoeaFll4fi Ha Hr43bKopinuenovry rporoKoni :e'x:xy. fl.x
KoHKypyro\ui crauAapr nporoKony rporoHye iuruufi run nnpirreHHr npo6neuz

cynaicuocri. lli4rpranaye pi:ui Tvttrr4 uociis uepe4aui, raxi .sK Br4ra rrapa, ninis
eneKrporepegaui, pagiouacrora, orrroBorroKHo a6o IP, sx TCP/IP, rax i UDP/IP. Bis
BHMarae cueqia,risoBaHoro xol,tynixauifrrioro nrixponpoqecopa i pa:onr 3 rrporpaMHnM

sa6egue'IelrHqM, uro fioro cy[poBoA)Kye, nporoKo.]r sa6esne.{ye se'x:ox ra o6naiu

inSoplvraqierc iuiN rlpl4crpo.trMrr. Inruzfi rporoKoJr Br43Har{ae sNaicr i crpyxrypy
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iH$opvrauii, xxoro o6rvrisrororbc.f, .

U{e oAHrrM rxr{poKo BHKopr,rcroByBaHI4M nigxpuruu [poroKonoM B

aBToMarr{3aqii 6yainenr e [poroKoJr Anf, BI,IKopI4craHHfl B cl4creMax rlpoMl{cflosoi

aBroMarr43arlii 3 nporpaMoBaHr4Mr4 KoHTpoJIepaMH. Ue o,uun g uafi6inru IxHpoKo

Br4Kopr,rcroByBaHlrx gaco6in rnfl uiAxruo.IeHHs eneKTpoHHoro o6laAsauss B

rrpoMr4cnoBr,rx uil.sx. Biu uigrpuvrye rpa.ulruifiHi nocliAosHi nporoKoJII,I Ta

rrporoKonra Ethernet i rrrae npocri rrriHiuanrHi slalaorrl Ao anaparHoro ga6e:ne.IeHHs.

Ilepenara lroJlsrae B ToMy, u{o siH Br4Kopr4croBye rpaHcrlopr:nuitt [poroKoJl TCP/P,

orxe, Moxe 6ytu JrerKo iHrerponanuit s Inrepnerou. OAnaK caM qefi nporoKoJl He

sa6esue.rye 3axucry niA uecanKrlionosaurrx KoMaHA a6o rrepexonJleHH.rl AaHkrx.

Kpinr uux nporoxorin, icHyrorr i iHuri craHAapr?I :n'xsxy B o6nacri

aBroMarr4sarlii 6yainelt. KNX - ue ni4rpurufi uporoxon MepexeBoro :n'.asxy Ala

aBroMarr4gauii 6yainenr, xxuit Br,rKopr4croByerbc{ noHaA 20 poxin i ui4rpravryerbcf,

corHf,Mr4 rrocraqaJmHnxin. DALI - ue craHAaprl{3oBartuir, iHrepSefic AJrfl KepyBaHHfl

ocsiueHHsN,r. EnOcean qe 6e:4porona rexsororis :6opy eneprii, flKa

Br4Kopr4croByerbc.[ B ocHoBHoMy B cr4creMax aBToMar]Isaqii 6yainenr y ni4noniAb Ha

rcosqeuqirc po3yMHoro 6yluuxy. HepiAri nr,rnaAKl{, KoJII4 B crrcreMi aeroN,Iarugallii

6yainni cuinicuye 6inrure olHoro nporoKony. Pigni qacrLrHr ni4cuc'rerrau CAE,

oco6ru.reo saAaui pisuunrra [ocraqanbHr4KaMl,r, Moxyrb BI4KopHcroByBarH pi:ni

flporoKonr4. Tarcox< qacro Mo)KHa no6a\urv, Ir1o pi:ui pinHi cl4creMlr

BHKopr4croBylorb pisni trporoKonr4. Hanpzxra4, y czcreui uix ToJIoBHI4M i

lirlerlprM rrpncrpo.f,Mu BoHr4 Mo)Kyrb o6ruriHronarucfl, LaHvrv.L1 are 3s'.s3ox uiN

npr.rcrpoflMpr aBToMa'rusauiiTa cucreMoro KepyBa:unfl. Mo)Ke BrrKoprrcroByBarn lpyrwi.t

rrporoKoJr roruo.

Ha pinui vrepeNi aBroMarr4sarlii 6yaiani 3HaxoAflrbcfl pisni Aarr{uKI4 ra

BZKoHaBqi rraexanisMrr, HarrpvrKlra[,, Aarrrr4K TeMneparypur, AartrI4K T]IcKy uoei'rpr,

ri.{rarrnr,rK eneKTpoeHeprii, TepMocrar, o6irpinav, sacriHKa, KJIaIIaH uoBirpqHoro

noroKy rorrro. f,arrurcu ra BHKoHas.ri rurexauisN,rz niAxrrcqarvrcfl, ro KoHTponepin

rrepe3 nprvri iurep$eficua6o npocri uepexi, raxi gx Aporoni rur4ntr rxi nigtpllMylorb
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KpyrreHy napy ,K Mepe)KeBi Hocii. ,{aruuxu [epeBo.uf,Tb aHailoroBi cururalu sa

qn$ponrafi nxi4 AJr{ rourponepin. Buronas.Ii uexauigtuu npufituarctr suxilHi

xepyrc.r i ckrrHuru Anf, perynIoBaHHtr @i srauHoro cepeAoBI4IIIa.

Tpauzqifiuo IIJIK nigirparorb BaxJrr,rBy poJlb y cucreMax KepyBanHs. IIJIK -
Ue Uu$po suir slylosauufi upucrpifi , xr<uir. BrlxopucroByerbc.r AJIfl aBroluarusallii

rrpoMr{cJr0Br{x npoueciB. Bonu sAificH}o}om yttpaBniHHr eneKTpoMexaHiqHI4MI4

rpoqecaMr4 B peNralai peanbHoro qacy. IJIK npaqrce IuJIf,xoM nocrifiuoro

cKaHyBaHHfl rrporpaMr4, rrlo :r,a3uBaerbcfl. qI{KJIoM cKaHyBaHH.rI. I-{e nepe46auae

6araropasone 3qHTyBaHH.f, nuvripronaur AarrII{Ka, BI4KoHaHH.rI nporpaMl,I lorixu

KepyBaHHfl Anfl o6qucneHHs nuxiAHoi uoryNnocri ra rIpI{BeAeHHt B lito
eneKrpoMexaHi.rHr,rx upoqecin. IIJIK siAnosiAalom 3a nocrifine HaJIaIuryBaHH-r

Qi:rzuHoro o6naAnalHfl. Ha ocHoBi nrauiproBaHH.rl AarrrldKoM, a raKox Synxqionylorb

f,K rrrJrro3 rr,rix uarur,lHoro raJrroAbMlr-oleparopaMu.|IJIK neperBoplolorb 6*nepepnHi

aHaJroroBi curualu n quQponi sHa.reuHs. O6po6xa BlaKoHyerbcfl, 3a ,qonoMorolo

ur,rxny BBeAeHH{, o6po6xu ra BrrBeAenHs. JIoriKa ynpaBJrilrux o6po6xoro, flK npaBIaJIo,

np e.qcraBJreHa 3 a AonoMorolo penefi Hoi Apaluntacroi n ori x vr, Hanutcanoi rp aQ i qHolo

MoBorc. Hafi6inrru rrrapoKo Br.rKopr{croByBaHoro crpyKryporc ynpasniHHq IIJIK e

npouopuiil;rruit iurerpalurufi noxiAutrfi (IIID KoHrpoJlep. IIefi aJIropI{rM

KoHrponepa Mae rpr{ oKpeui xoucraurui napaMerpu: npoilopuifine, inrerpa-nrHe ra

noxiAue. Illf-peryJrrropr4 BuKopr4croByrorbc.r AItfl gznauiuHoro peryJIIoBaHH.a

sraxiAHoro cprrHaJry rrrJr.flxoM uopirnrHHf, 3aAaHoro 6axauoro 3HarreHns i SaruauHoro

3HarreHHfl sruiHnoi npouecy 3 KoHrpoJrroBaHoro npoqecy. OAnax raKy noriry

ynpanninH.rr MoxHa JrerKo 3MoAeJrroBaru 3a AonoMororo nporpaMHoro ga6esleqeHHfl.

TenAeuuix 4o 6iluu inrererryanbHoro ynpanniHHfl B CAE BI4Marae iHrerpaqii

AaHr4x i Hosux MoxJrr4Bocrefi s npucrporx yupanniunx. ,{nr roro, Iqo6 saAoBoJIbHI{TI,I

rllo Br,rMory, cyqacnrafi CAE Br4Marae 6inruroi o6.rucrlosamHoi noryll(Hocri. Ha

svriHy IIIK upufiurnu n6yAonaHi rcoHrponepu HoBoro noKoJriHHx, Iqo 3anycKalorb

npouecr4 s 6ilrurunr SyuxqioHaJroM. 3 poeeurxoM arraparHoro sa6esue.{eHHfl 6araro

rocrairilrrHraxis KoHTpoJrepie anrouarugarlii nocrytloBo rlepexoAqrb na apxirexTypy
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flK ocHoBHy o6qucruoBanbHy unarsoprvry rloroqHrlx i rvrafi6yrnix xourponepin

6yainenr. OAuuna ig npuxna4in e KoHrponep, s.xwir. BuKopl{croByerbc.r rpLI

aBroMarusauii 6yainelr. I-{i npucrpoi Bl4Kopl4croBylorb rpouecop i nepeea>xuo

ilp aqrcrorr nil ynpann i uHqN,{ UNIX-noli 6uoi ouepaqifr uoi cucreMrl.

flopt4 : loriroro ynpaeniuHfl nporpaMHuM saSesne.IeHHsM, xiraapui xlienra,

Be6-cepBep, aHaniTr{Ka r{acro po3roprar.orbcq Ha oAHI4x i rux )Ke n6y4osaHux

KoHrpoJrepax, uo ni4erarqye cx.rraAnicm cHcreMI4 i po6art ii cxuJIbHoro no

noreHqifiuux epa:lnnocrefi i excnlofirie. Tpaarauifini onepaqifrui cucreMn Ar.s

n6yAosaurax xoHrponepie e oAHoqacHo xouepuifiHnMu OC, HarpI,IKrIaA, Linux,

Windows, lxi oxonrrororb nci cnyx6u OC y npranirefroeauoNay pex(HMi :angaur y

upocropi slpa ra po3noAirsrorr pecypcr4 3a AonoMororo 4ucxpeqifiuoro KoHrponrc

Aocryrry. Kounponaerauiq 6yAr--axoro KoAy, rqo rpauloe B npIzeinefroBaHoMy

pex<uvi, Aae 3JroBMr{cHr4KaM nafiefiuli npueirei B cucreMi, taxuiu LIt{HoM oSxo4ruu

6yar-xxi saco6u KoHTponro 6esnexlr. [na roro, uro6 3axrlcrvTLr KpLtrr4quo eaxrrei

Ars SesneKH 3acrocyBaHH, 6ylinenr y raKux cncreMax sNairuaHoi xpurnuuocri,

uailtir:aa posno4ineua n6y.uoBaHa apxirexrypa noBuHHa isorloBarl4 3acrocyHKl4 ra

perynroBara BuxopvrcratHfl JroKaJibHHx pecypcin, rqoS Haeirr KorIpI MeHITI xpurauui

lporpaMr4 6ytw cKoMnpoMerosaHi 3JroBMr{cHLrKaMkt) xpauauHi 3 HlIx 3alrvrnarvrcfl

6esneqHprMn y 6esne.{Hufi cnoci6.

CAE Mox(e Br.rKopr4croByBaru [porpaMHe sa6esner{eHHtr Arx uouiTopr4Hry

o6'exrie aBToMarr{sauii. SCADA Lracro BuKoprrcroByerbc, n po:uo4irreHr{x cr4creMax

eiAAareHoro uouiropaHry ra y[paBliulrx, rxi $yuxqioHyroru Iro Mepe)Kax sn'.r:xy.

SCADA sAificuloe qeurpani:osaHrafi naoHiropnur ra ynpanniuux o5'exranru Ha

Berrr.rKax sircraHsx, TaKr4MruK eJreKTpuuui veperxi, yuinepcurercE,I(e victeuxo,

BKJrroqaro.ru NaoHiropprHr rpr,rBor ra o6po6r<y AaHHx rrpo craH. Ha ocHoni in0opuaqii,

orplrMaHoi nia eiaaaJreHr{x npucrpoiB, A}rcrreruepcsxi KoMaHAr4, aBToMarngonasi a6o

r.vr4ati oneparopaMa qepe3 Jrro.u{Ho-Marur{HHrzfi inT ep$efic, tr,toxytr 6yua nepe4aui

Ha npr4crpoi 4racraHqifi Horo KepyBaHHs. SCADA-cepBepr,r, .ari auropllcroBytorbcf, B

CAE, qacro He ni4pisHqrorbcfl ri4 po6oqux craHrrifi IT-rouu'rcrepis. Eirsuicu
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SCADA-cr4creM, rr1o BnKopr4croByrom CAE, qacro npaurcIorl nil ynpanniuHru

craHAaprHr4x ouepaqifinux cr4creM Windows a6o Linux 3 nporpaMHl4M

saSegne.reHHflM na SisuuHoMy xocri a6o y eipryanurifi in0pacrpyxrypi. flerxi

rocraLrarbHriKn HaAarorb cBoro iu4uni4yanbHy onepaqifiHy crIcreMy, oAHaK, sriAuo s

nociSuuxorvr e Sesnexu [poMncnoBux cl{creM ynpauiuur, BoHa r{acro He Mae

usyAoeaHux MoxJll4Bocrefi 6eguexu. B x;anwu .uac, y :n'l:xy 3 TI4M, ulo

oSquclroearsHi noryxuocri pi:xo 3pocnr i 4ocrynni 3a eKoHoritiqso eLIriAHorc

qiuoro, 6inr,ur nory>xui npr,rcrpoi aBToMarr{3auii Ta Al4cnervepu:aqii 6ytru po:ropuyri

Ha pinui aBroMarr4:aqii, ruo 3a6e3nerrye nigAaneruafi 4ocryn qepe3 ne6-inrepQefic.

Tuuonuu npvKJra,qorra e piruenHf,, .f,Ke urae 6inrury qacrr4Hy QynruioHaJly yrpaBlinss

MepexeBoi anrouarusarlii i npaqroe ui4 yupanriHHxu n6y.{onanoi Windows. B

pe3ynbrari CAE roqlrHarorr iHrerpyBarr4cfl.3 KoproparuBHoro IT-in$pacrpyKryporc

i .racro ynpaBJrflromcfl IT-xoMaHAaMz. OrNe, KoHrpoJlepu CAE s'eAHaHi uiN co6oro

3araJrbHoro uaricrparbHoro Mepexerc TCP/P qepe3 suAineHi IuJIIo3I4 ra VLAN.

Cran4aprui uporoxorrulyrrupospo6neHi n 80-x poKax. Bonn ne nigrpnMylorb

cyuacui rraexaHisN,rra 6egneru, i uacro He BpaxoBylorb 6esuery s cnoifi KoHcrpyKqii. Y

2012 poqi 6yna ouy6niKoBaHa ocraHH.rr cuequ$ixaqix iraepeNi, lxa npeAcraBl{rla

xepinni rpr{Hrlr{nz uigrpraMKrr craHAaprHoro Kpl{nrol-pa@ivuoro 3axucry. O4uax,

uoni npncrpoi ue ui4rprantyrom qi cneqa$ixauii: lripxynaub 3BoporHoi cyrlicHocri.

flx uacniloK, orreparopaM CAE AoBoAr4T[,c.f, rroKJra1.arr4cfl Ha 6esneKy 3 neBHo]o

firraonipuicrto. Hi6raro Mepe)Ki isoruoeani eil sosHituHsoro BrrII4ny, ocxilbKl4 BoHH

ue niArlro.{eui Ao sosHiurHix Mepe)K. V sn'asxy 3 rnM, r{o cyqacui CAB repexoA,srb

lo 6inrur iurelexryalrbHtrx cr{creM ynpanniuHx, xxi 3HaqHoro naiporo noKnaAarorbc,

Ha 3B'q3oK is sosuiuruiu cnirorr, raxwit uiaxia Mo)I(e 6yru uaeirr ues4ificHeHHI,IM.

Ilicns roto, .f,K noeirpxuufr rpouapoK 6yae nopylxeHo, Becb npocrip cral{e

Bpa3nr4Br4M Anfl ATaKV.

Eararo saxraAis noKnaAalorbc, Ha 6pan4rr,rayepz-IxJllo3l4 p.nfl 6egnexu.

OcraHuivrlr poKaMlr raKox 6yno AoKJraAeHo 6araro 3ycl{nb Ans po3po6ru cI4creMI,I

BlrflBJreHHf, BroprHenr (IDS) AJrfl rrpoMI4cJIoBlIx cllcreM yupanninux (ICS), qri Ndalotr
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6araro cuilrsoro s CAE. HesnaNaroq{u Ha re, uo BoHH sa6esue'{yrorb AoAarxonufi

pineHr 3axr4cry, caMrrx Jrr4rrre 6pangl,rayepin ra IDS HeaocrarHbo. Bpan4raayepu

nonvnui [ponycKarz uenHrafi rpaQir, a xi6eparaKl4 Moxyrr ycniurHo sAificu]oBarl4cfl

3aKoHHr4MH KaH€uraMr4 sn'xsry. y sn'xsry g o6uexeHHflMrl peanbHoro qacy B

6irrurocri IKC BaxKo pearyBarvr Ha ui4ospirzfi rpaQir, BLI{BJIeHIafi IDS, IDS i

vrixuepexeBi eKpaHr,r Heo6xiAni Alx 3yrrr,rHru prAy araK 3 niAounuu cllrHarypaMl{,

aJre HeAocrarsi An{ 3ynraHKr4 araK 6es sHaHHfl ceMaHTur<u pisuux lorir ynpanliuur,

oco6nzso 3 ornf,Ay ua rofi Saxr, tt1o rpaAl4qiftno IDS vrae renAeHrliro nnpo6lxru

Benr,rKy xilrricrt IroMI,IJIKoBHX crpallboByBaHb. Ue Moxe 6yru oco6lzno

npo6nenaarr4rrHo B cepeAosaqi CAE, Ae rrpr4crpoi 4yNe neo4nopi4Hi. Kpivr roro,

c14creM14 s 6pan4vrayepaMr4 nepeBaxHo Br4KopI4croBylorb 4r,rcxpeqifini naoAeni

KoHrponrc Aocryry. Ilporpanru a6o uosHicrrc Ao3Borlrlorbcq, a6o ina ni4uouxrorb y

4ocryni Ao Mepex(i ua ocuosi iAeuru.ruocri nporpaM. I]iei uoaeri ueAocrarHbo,

ocxirsxu cKoMrrpoMeroeaHi 3acrocyHKr{ 3 aBTopI43oBaHo}o i4euruSircauiero

Ao3BoJrflTb 3JToBMHcHHKaM AoeimHo 3JroBlr(HBarz MepexeBI4MI4 pecypcaMu. Ticua

inrerpaqiq Mi)K ni4clacreuaM:a Br4Marae rorlHoro KoHTponlo Aocryfly.

3arposn [oxoA.srb He Jrr.r[re : naepeNi, aJLe fi i: nporpaMHl4x Bpa3nl4Bocrefr y

KoHrpon epax aBroMarusaqii. f ocni 4>xe :erus, :nailiirnocri npotpaMHoro s aS esrleqeHH.f,

iloKa3ye, uo [poMr.rcJroBa [porpaMHa cr4cTeMa, B 3araJIbHoMy BHIaAKy, r'aicrrarr siA

Sara'ro pr4xia BuKoHyBaHoro KoAy, rlo 3FrarrHo nepeBuluye Hopuamuufi xoA. 3

iuruoro 6oxy, BHnpaBneHHfl npa:lunocrefr 6esnexz B ct{creMax ynpaeniuux

yrpylueue i zaseu'taia. AoBoAHTbc, r{eKarl4 tIpH npone4euui rexHi.rHoro

o6clyroayBaHHfl. Ui upo6neuu po6narr crlcreMl{ ynpanliuux, tari f,K CAE,

upnna6lunoro uiuresnrc Errfl 3JroBMr4cHurcis. CucTeirtu yupaeniHur

Br{coKoaBToMarlr3oBaHuMra Ta qraQpono B3aeMo[on's3aHuM]t 3 Bl,IcoKopinnenuuu

3acrocyHKaM[ Ta Iurepuerou. 3 ornflAy Ha nerKy 4ocrynuicrb, fiora:nufi zaxucr r

norenqifiHy BHroIy, rKy Mox(yrb orpuMarr4 xaKepv, KoHTponepl4 aBToMarl4sauii

craJrr4 oSeexrauv Enfl ri6eparax. 3uiur.uocq cepeAoBalle i yrn:reuuq rpo onepaqifiui

cr4creMu peanbHoro qacy Anfl CAE. Ha croroAui He MoxHa BBaII(arH, xlo sci
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3acrocyHKr4, ruo [parlrcroTb noBepx oc, e .4o6poqxicHl4Ml4. Hanprarndl,, 3 HoBoIo

xoHsirypauiero nporpaMa 3 ypa3Jrr4Bicrp reperroBHeHHfl 6ySepa Moxe Ao3BoJII,IrI4

3JroBMr4cHr4KaM BiA4aneno BrrpoBaAxyBarv urxiAnrasufi KoA: o6tutaHroroqt,t

rrJraHyBaJrbHHK, 3Myruyroqu CAE [opyulyBaua o6uexeHH.x B pe€LJlbHorvry uaci.

Tpalnuifi Ho KoHrpoJrepr4 aBroMarl4sallii ilpaurcIorb Ha npocrux orepaqifi nux

cr4creMax peanbHofo rrasy (RTOS), xoqa ur4x RTOS .{ocrarnbo, BoHH B ocHoBHoMy

3ocepeAxesi sa $yHxqioHaJrbHr4x MoxJrllBoctrx s6ipKu Ta BI,IMorax ,qo peaJlbHoro

.uacy, a He Ha 6egueqi ra 3axracri. [i sacrapirri KoHTpoJIepI4 rracro He Marorb cyrlacHl,Ix

SyHrcqift OC, raxux .rrK nipryanrni uo4yni uau'sri ra gaxucui xinrq.s. Besuexa

rpyHryerbc{ Ha $isu.trouy ni4orpeurenHi, Bl{Kopl,IcroByroqr pisHi

uixpoxoHrpoJrepr4,qJrf, KoxHoi @ynxqii. Taxe piureHnx He e BI4rparHI{M trlarepialovt.

Icuye 6araro uixporoHrponepin [rrfl siAHocHo HeBeJI]IKoro cqeHapiro. Konu

po3ropraerbcs sce 6irsue i 6insure uixpoxoHrpoJlepin, uepeNa crae cxlaAuoro i

BaxKoro B yupanninni. Bonu Br{Mararorb 6araro ra6elin, cnoxulBalorb 6araro

eueprii, roJroBHe ue re, rqo rvrixpoKoHTpoJrepu KoIUTyIorb HeAeIrIeBo. IJg npo6neiraa

ycKnaAHroerbc.f, sSiruueHnqNa xirr,xocri Aar.{nxie, sxi noeuHHi 6yrv cni,rruuirav Anfl,

pi:ulix npuc'rpoin.

B lasuit Lrac cyqacui xourponepr4 aBToMarl43auii qacro uicr.srr nory>xuufi

rpouecop i poeuiulyrorb 6esri.{ 3aBAaHb yupanniuus. Bostt qacro npaqrcrorr niA

ynpanninH.f,M KoMepuifiurax onepaqifiHr4x cr4crev, xxi Ayxe cxo>t<i Ha olepauifrni

cucreMr,r A,T.f, KoMn'rorepin 3araJrbHoro rrpr43Harte:r.Hfl) raKi -f,x e6yAoeaui Windows,

VxWorks, QNX, Linux rorrlo. Einuuicrr xonrepuifiHux onepaqifiurax cl4creM

po:po6nxrcTbcq Ha ocHoBi ruronon irHoi apxireKrypr{ xp;p a. Y naonor iruifi apxirex'rypi

nci Synxuii OC, BKJiroqaroun o6po6HuKra repeplrBanr,4pafinepla rlpucrpoin i Synxqii

cr4creMHr4x Br4KJrHKin, pealisosaHi xx Synrqii n oAnorray BenI{KoMy Aniftrcououy Safini

fl[pd, rqo Br,lKoHyerbc.r B oAHoMy aApecHoMy npocropi Ha uafinuulouy pinni

npneinein. Taxuu rrr4HoM, 6yar-xxi Bpa3lrr,rBocri a o4uifi qacrzni fl[pz, taxi sx

Apafieep cropoHHboro [pucrporo, Moxyrb,qo3BoJr?rrrr 3JroBMt4cHI4Ky BI4KoHaru 6yl"-

xri xou$iaeuuifiHi onepauii ra orpr4Marlr npr4Birei sapa. Kpirrl roro, uosoliura
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apxireKrypaHa1vBae Bci Syuxqiouamui MoxJrr,rBocri cucreMr,l B oAHoMy aApecHoMy

npocropi, rqo po6rarb KoA s.lpa po3Ayrr.rM. Tunose {Apo Linux uicrum rroHa.q ABa

uinrfiosn px4xin xoAy. I-le yHeMoxJrr,rBJrroe rapaHTyBaHHfl r.ra.qifinocri

HafisaNrlasiuoro KoMnoHeHTa KoHTpoJrepa aBToMarr,rsaqii, a orxe, crasum ni,q

3arpo3y 6esnexy ra 3axraueHicrr cr4creMr4 aBroMarr43arlii 6yaiui.

]IIe oAnuM BaxJII,IBITM III,ITaHHIM, [Ke uoB's3aHe 3 orrepauiftHoro cr4creMolo

KoHrponepa aBroMarlasaqii, e isonsqis npouecy. Y 6inrurocri Unix-nogi6uux cucreM

vriNupoqecnufi gB'.f,3oK (IPC) sAificHloerscx a6o qepe3 rreprr,r nosiloNareut, a6o qepe3

roxamsi coKerI,I Unix, xri peani3yrorbcf, qepe3 Safinony cr{creMy. Taruira rrr,rHoM,

aBTeHTurruicm uoniAotureHH.rl 3axr{ulaerbcfl, 3a AonoMororo Ao3Bonin Ha Aocryn Ao

Safinin i ua4aerrcfl sa rofloMororo Ar4cKpeuifisoro KepyBaHH.rr AocryrroM Ha ocuoni

ponefi. PirueHns 3a AorroMororo rHyrrKocri sa6esueqye Aocr4m o6ueNeny 6esnery.

.f,rcuo qi 4ecxpunropl4 $afinonoi cucreMr4 He HaJraurosaHi HaJrexHr{M rrrrHoM, To

BoHI,I Moxyrb 6ytu BI4KopIacraHi srosvrucHyKaMr4. -flxulo npoqec cKoMrrpoMeroBaHo

3JroBM?rcHr4lraML\ rlinxorr,r MoxJrLrBo, It1o cKoMnpoMerosaHrafi flpoqec Moxe

BI4KopI4croByBar?I IPC ans nsael,{oAii 3 oAHopaHroBlrM npouecoM i nupona4xye

nosiroNareHH.,r upo niapo6xy.

3 iuruoro 6oxy, rpa4uqifini Unix-noai6ni OC crnopeui lrrfl HaAaHH.rr

arraparHhrx pecypcis Ans 4o6poconicnoro Bl4Kopr.rcraHH.rr rpotpaMarvrn. Eylr-txui,t

rpouec Mae oAHaxosnfi npraninefi 3anr4ryBarr4 nocnyruy lpaianepia upncrpoin. lIIo6

Becrl4 MepexeBl4fi gs'ssox, npoqecu Moxyrb ni4rcpznarr4 [oprtr, [pocro 3anpocr4Brxr4

coKer i sanuc Ao Safiny, sicranneuoro 3 uau'qrrro. flo cyri, 6y4r-xxi

cKoMnpoMerosaHi [poqecu Moxyrb HaAcr4Jraru nuxi4urafi as'.f,goK i npono4nua DoS-

araKvr n lrrepeNi. Einuue roro, trKIrIo urxi4rranufi npoqec orpr.rMye 6inrure npuninein,

ro siu Moxe KoHTpoJIIoBarvr Becb npr4crpifi i 4onirsno uaninyJrroBarr,r nxi4Hrzu i

nuxi4ulau MepexeBI4M rpaQixona. Ha ni4vriHy sia o6.rvcnrcBaJrbHr,rx nnarsopu

3araJlbHoro npI{3HarIeHH.fl, n6yAonaHi rpucrpoi, raxi flK KoHTpoJrepr{ CAE, qacro

cnilrso po:vrirqyrorb 3acrocyHKr{ si gldiuauoro KprzTrr.rHicrrc ra pisnzur4 BrrMoraMr4

Ao peallbHoro rracy. flo6y1ona raKI,Ix crrcreM 3 BHKopr4craHH{M rpa4raqifiuoi vro4eli
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cniJrbHoro Br4KopHcraHH, pecypciB OC crnopvrb avryaqii, rolu cKoMnpoMeroeaHi

[pouecr4 B CAE Mo)r(yrr, JrerKo 3JroB)KHBarr4 MepexeBI4MH pecypcaMu i nouruploBarl4

urxiArr4ee nporpaMHe sa6esneqeHH;r no ncifi uepeNi. HeuloAasui Macosi DDoS-

araKn, sxi Br{Kopr4croByBann cKoM[poMerosaHi 6orseru IoT, e cIzMBoJIi.IHIaN,Iu

rrpr,lKJraAaMr4 rliei npo6leir,ru. B Kpr4Tur{Ho BaxJIrIBIax Anfl 6esnexu cucreMax

MepexeBr,rft gs'sg oK rroBprHeH 6yrv, [pr4Bi JIefi oBaHo]o olepaui erc.

Cucreirra yupanninHf, clrcreMoro aBroMarusauii 6yainenr Ayxe cxoxa na IT-

cucreMy ni4upueucrBa. OrNe, 3arpo3r,r 6esueqi raKox cxoxi e IT-cucrerrtoro. flo-

repure, cepBepu rracro cxnlrHi Ao Koiran'rorepHrrx ripycin i 6erc4opin. Eararo

MexaHisruria ynpauinnx CAE rparlrcrom niA ynpanniHuxnn n6yAonasoi Windows

qepe3 ypa3JruBocri n rporpaMHovry sa6esue.{eHHi ra cI,IcreMHoMy cepnici. Czcrerrru

yupann i HHf, Marorb Br{Mory,qo Br4coKoi Halifi uocri, JrerKo KoHTponrc Baru oHoBJIeHH.f,

cr,rcreMr,r ra 3 acrocoByBarr4 BI{np aBIreHHf, nporpaMHoro sa6esue.reHHll.

CyuacHa cr4creMa yupanniung CAE qacro ni4rpurraye Be6-iurepQefic i gocryn

,qo Hei MoxHa orpr4Marrr qepe3 6paysep. -f,rulo cucreMa He HanarlroBaHa HaJrexHrrM

rrr,IHoM, To BoHa Bp€BJrLrBa.{o rr4noBrax se6-arax. HaupraKJIaA, sKlr{o ceprn0ixar se6-

cepBepa HaJraurroBarruit HerrpaBHJIbHo, To 3JroBMrzcHI4KI4 Moxyrb rlpoBoAHTr4

rpocnyxoByBaHH.f,, araKrr rxrry "JrroAuHa [ocepeAuui" ra iHuri noruupeui iurepHer-

aratn. Kpina roro, An, 3pyrrHocri 6araro cr4creMuHx aluisicrparopiB HaJIaIUToByrorb

eiAAareu[fi 4ocryn B Mepexi ynpanniHHq CAE. Hessaxarcrll4 Ha re, u1o raxufi

Aocryn Ao nepeNi rraoro 3axrruleHrzfi VLAN, VPN roluo, -{Kruo B Mepexax e

uenpanzlrui xoHSirypaqii a6o a4vriuicrparopvt MaJrur cna6xi napori, ro MoxHa

BvrflBvrrvt cra6xe naicqe i 4osnorurrr araKaM orprrMara Aocryn. I ocrasue, aJre He MeHrrr

BaxJrr.rBe: ay'reuruSircaqix ruiN rcnieurona i cepBepoM CAE uae nupiruaJrbHe 3Har{eHH.fl.

fy.rgi ctrcreuui 3JraMH r{acro rror{r4Halorbcfl 3 KoMnpoMemqii napontr a6o vepes

eKcrrnyarauiro cucreMlr, Hanpr4KnaA, cra6Kr4fi srorvr rapoJl.rl, o6xia anreuruSixaqii,

a6o qepe3 eKcnnyarauiro Kopr4cryBauin, HanprrKJraA, SiurzHroai araxu ra iiruri

MeroAH coqiarruoi iHNenepii.

BuxoAg.ru 3 BurqecKa3aHoro, rrr4TaHHfl 6esneru cyqacHr4x cr4creM
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aBroMarr43arlii 6yginenr MoxHa pos.4iru,rtl4 Ha HacrynHi rpra pinHi araKl4:

1. Araxa Ha cl4creMy yrpaBninHq.

2. Araxa Ha BHyrpiruurc Mepexy ra nporoKon.

3. Araxa Ha KoHrponepu aBroMarl43auii ra npncrpoi.

3arposa 4la a4vriuicrpaTopa cI4cTeMI4: 6ergop; nipyc; Bpa3JIlIBocri n

[orrrHpeHr4x nporoKonax; araQa "rroAI4Ha nocepe4laui"; araQa crry$inry nrepexi;

siAr\aosa n o6cnyronynaHni; ui4cnyxoByBaHH.a; araKaHa Bp€lrJlptsocri rporpaMHoro

sa6e:ue.reHH, ra cepnicin ; nuyrpiruui 3arposkl ; coqianrna inxeuepix.

3arposu rpv npoeKryBaHHi rvrepeNi aBToMarl4sauii: MepexeBufi cui$inr

(nepexonnennx); MepexeBa cuySiHr-araKa (Qa6pzrallix); BcraBKa HeIIpaBI,IJIbHo

cQoprr,ronaHr{x AaHr,rx; BcraBKa (palrurunux KoMaHA; arana MepexeBoro [oBTopy; araKa

"rro4uHa nocepeAr4ui" (uo4ra$ixauix); araKa rvny <ei4uora n o6clyronynauui >>

(nepepu naHu.a).

3arposu aBToMarzsaIlii: @isuuHe BrpyqaHHf,; 3JIoM napolie; araKa

o6rraaHy; rroBropHa arata; Br4AaBaHHs ce6e 3a inury oco6y; MepexeBa araKa;

niAsraqeHH, npvBinein; in'exuis HerrpaBAvrBvrx [aHkrx IPC; pyrxiru; Sanruruna

KOMaHAa; ATAKa Ha ir,rOHOUOlirO pecypcin; aTaKa Ha cflo)KI4BaHHf, pecypcin;

iH'erqis KoAy; cna6xicrb EUIropI4TMy eKcrlnofiry.

3BOAHTbCf, AO

Ilparnyuu nupiruutrvr Btrr\esraAaHi upo6reula 6esuexl{, po3po6lsrurr,levto

uagifiHy o6.rucrloBulJrbHy nnarsopMy, sKa AorpraMyerbcs TTpI,IHIII{rIy 6esuexu,

uo6 uovr'.srcrtutu upo6nel,ru. Ans

unarSopua

nnarsopMy Mo)KHa po3rn.rrAarv r,K 6araropinHeBy apxirerrypy. y rpaazqifiHoMy

-flrcuto rpe6a crBopLTTLr 6esneuuy unarsopMy, To rpe6a repeKoHarr4cs, uto sci ui

I-{e neluxa .v.acrvlna

r<oAy.

eJreMeHTr4 saxuuleHi.

yp axyB aHuxivt pxgr<i n

uigrpumyBarra c?IcreMy

isorsuii, aBTeHTr,Tquocri

Toro, qo6 ttap'iirlna o6.rzcrroBaJlbHa

sN,riruaHoi rcpraruuuocri, apxirexrypa

ra 6esneqHoro sn'xsxy. O6.{vcrroBsulbHy

uilxo.qi 4o n6y.uoBaHl{x cucreu nci

6asu, a qe o3Haqae, uo BoHI{ Marorb

piuHi e r{acrrrHoro 4onipqoi o6.rucmosanrHoi

eup iruanbHe 3HarreHHfl Ar.s 6esueKLI cI{creMI,I.

cvrcreukr, flKy rlorpi6uo y6e3[eql4Tla 3
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Taruu qr,rHoM, rAificseuo AocliA>xeHH.s EpeAN{emroi o6nacti 'ra Bu3HaqeHo

crpareriro ga6e3ue.reHH.f, 6esuexr CA6. B CAE HeAocrarHbo KoMIIJIeKcHo

nupilreuo [r4TaHHfl :a6esue.reHH.fl 6esuexu. I-{e ton'.s3aHo 3 BHKopHcraHH-sM

pi:nux rexuolorifi i rau, ruo po:po6Hrarcu TexHoJIori.IHux pirueur He

BpaxoByBzurr4 raKy npo6leruy. IIpn AocriAxeuHi pisuux apxirerryp onepaqifiszx

cracreM 6ylo BcraHoBJreHo, rtlo apxiTeKTypa olepauifinux c]IcreM, B trKifi B flApi

BKrlorreHi sci czcreusi $yuxqii, Moxe lyruycuiuruo araKoBaHa. Touy, s -sxocri

ocnonuoi 'rexHonorii o6paua anbrepHarllBHa apxirerrypa vrircpox4pa 3

rvr i n i rvr anrruavr Synrcqionalou.

2.2 ApxireKrypa vrixpor4pa npoeKroBauoi cucreun s 6esreKolo

Y cyvacHoMy nporpaMHoMy saSesueqeuui onepauifini cI4creMI4 e .,IApoM 6yar-

sxoi o6qr4cJrroBaJrbnoi cucreuu. florarouz Mexy uiN auaparHuM i nporpaMHrlM

:aSesreqeHHflM, OC xepylorb anaparHr{Mr4 ra Si:rauHl4Mtr pecypcaMn, TaKI4Mvr flK

raM'flrb, nepn$epifiHi upwcrpoi, BI4KopI4cTaHH.f, flpoqecopa, eHeprix ToIrIo Ans

isorsrlii ra cnimuoi po6oua. 3 ro.rKz 3opy nporpaMl{, OC a6ctparye cxnaAui Aerali

pisHrzx araparHzx MexanisN,{is i saAae nocJlyrla 3a AonoMororc npocrux y

BaKopr4crausi inrepQeficin. OrNe, 6egnera ra cra6inrnicu c?IcreMrl 3HarIHoIo rraiporo

3aJrexarb sia sa.qifiHocti Ta 6egnexu onepaqifinoi cLIcreMH. OcHonHa Lracruna

oneparlifiuoi cr{cTeMrl Ha3l4Baerbc.s f,ApoM. .f,Apo - qe rrepua flporpaMa, I[o

Br{KoHyerbc{ B cracreui. Ilpauuorru B safi6inru npznirefioBaHoMy pexIEIrri, niH

siAnosiAae ga iHiuianigaqiro nnarsopvru ra rlorlarKoBe 3aBaHraxeHHf, iuruzx cepnicin.

Bgarali Kaxyqu, iurye 4ni ocHonni apxirercrypu fl.Apa uonotirHa apxi'rexrypa

xlpa ra apxireKTypa laixpox4pa. Eyay.ru rvriniivranicrurlHolo clacreMolo, vrirporlpo

Mae npzuirunu uixupoqecHoro sn'lsxy, qo Bl{Kopl{croBy}orb nepeAarly

nosiAoNaresr i yupanninH.rr npouecavrz, a raKox suAirtse BBeAeHHT-BI{BeAeHHfl. Anfl'

nnaHyBaHHs goeuiurHix npoqecis. Mixpof,Apo craJlo Ayxe tpunalrrununr piureHHsM

y ni4noniAb Ha icuyroui npo6lerrlra 6egneru ra IraAifiuocti s tr,toHolirulax onepauifisux
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cucreMax Ha ocHoBi x4pa.

3a nesuufi nepiog rracy 3'ssurocs 6araro eKc[epuMeHraJrbHr4x l,rixpor4ep,

oAHpIMI4 r ni4oirnux e MINIX, QNX, AmigaOS, xxi Bce rqe 3HaxoA;rrbcfl Ha cralii

axrusHoi poapo6xr,r.

flonrzfi qac repMin <vrixpo.fl.qpo) acoqironaBc.,r 3 Hr43bKo]o [poAyKTunnicto.

OAuax raKe crrprafiusrrs, He o6os's3KoBo siAnosilae lificnocri. HacupaBli, npo6neMr{

3 rlpoAyKrIasnicrrc He rpl4raruausi apxirer<rypi rraixpox Aap, d uos'ssaHi si cxla4uicrro

icnyrounx napiaurin apxirex'rypz. Hanpuxra4, 6araro laixpox4ep HaAarorb .sK

cI4HxpoHHi, tax i acaHxponni IPC i ni4rpurr,ryrorb noHaA 100 cucreMHr,rx ezrtrrzxie

AJIfl roro, 111o6 6yrz cytrticualu4 3 cl4creMolo LINIX. Ilepure vrixpor4po L4 uoxa3ye,

uo rrairpor4pa He o6os'.f,gxoso uoeuuui 6ytw nosimHr4N4r4. Harrtcattuit Ha

acena6nepHoMy xoli i cneqiaJrbHo opieHroeauufi Ha BHcoKy nporyKrr4sHicrr.

Ilpnnqan uiuiuansuocri: <Kouqeuqix 4onycKaerbc.f, BcepeAr{Hi r,rixpox4pa rilrxu n

ToMy BHrIaAKy, -sKluo uepeuiulenu.s if sa N,{exi flilpd, ro6ro 4o:nil KoHKypy}or{r4x

iirauleiuesraqift, repelxKorxae peani:aqii neo6xi4noi Synxqioua,rrHocri cucreMr4)).

llicns ycnixy repruoro noxoriuus nrixpox4ep L4 g'xszrocq 6araro uixpo.agep

ciMeficrsa L4 .tK B axa4euiuuutx, eKcneprrMeHraJrbHrrx, TaK i s xovepqifrnzx

po3ropraHHf,x. I]i peanisaqii sxrloqarorb ue riruxu L4, arre fi iuuri: xouqeuqis

uixpor4pa, cKoHcrpyfiosaHoro Ha nzcoxopinneeift Nlosi C++; xoHqeuqiq s.lpa

rpl43HatleHa AJIfl uigrprarvrxl,I xopcrKoro pexr4My peaJrbHoro qacy ra Sorycynanui na

.4ocsmenni sugrroi 3arpI4MKI{ nepepr{BaHb; xonrleuUis flApz, .,rKa uigrprauye

6araroupoqecopHicrr. MixpotApo rperboro noxoninns sel4. SeL4 - qe neprue

SoprraanlHo nepenipeHe Ivrirpo.qApo y cniri, rxe opieHToBaHe Ha BrrcoKy Ha4ifinicrr. 3

po3BLITKoM anaparHoro sa6esne.reHH, Ta 3pocraroqorc ryp6ororo npo 6esuexy, i4ex

ruixpox4pa B,upyre roBepHyJlacf,, ocximxr 6yno 3anponoHoBaHo 6araro

eKcrepr4MeHraJrbHrzx OC ua 6asi naixpor4ep.

Koncrpyxqix uixpor4pa siAuosiAae npr.rHrlr{ny nafiiueHurrax npuninein B

iu$opvraqiftsifi 6esneqi. Ha nianaiHy ni4 iuouorirHoi apxireKrypr.r flApd, Ae nci

clyN6Ia OC i Apaftnepu Br{KoHyrorbcfl B aApecHoMy rpocropi x4pa, apxirerrypa



po3po6JreHa B Mo.{ynbHifi rHyqKifi arpyKrypi. Y rranoBl4x orrepaqifiuux cucreMax Ha

ocHosi tvlixpox4ep sApo o6po6nre Jrr4rue HIasrxopiBHeBy Synxqionalrsicrr i

npuuirzu4 rrpoqecis, raxi lrK Hlr3bKopinHene KepyBaHHf, aApecaMr4, ataparHi 6noxrz

KepyBaHHfl upoqecaMr4 nepepr{BaHb ra IPC. Bci inrui cucreir,tni cnyx6u OC, ralci m

Qafinona cacreMa, ynpanniuHx aipryarbHoro uaM'flttlo, MepexeBufi crer i 4pafinepu

npucrpoiB, f,Ki Tpa.{uUifiHo 3HaxoAf,Tbc[ B npocTopi slpa, Bl,IAanf,rcTbc, 3 x.{pa i

Br4KoHyrorbcfl .,rK rpoqecr4 B pexr{Mi ropucryBaqa. Apxirexrypa 6inrru uaAifiHa n

nopinHxuHi s NaoHolirnuu ni.{xoAoir,r upa. I-{e nurluKaHo 3MeHIrIeHuxu posvripy

Ko,4y, rqo rparlrce n upznirefiosaHoMy pexaMi, uo pisxo vriHivrisye naracrpo@i.tri

[oMr4JrK]r. Kpirra roto, eci npoqecr4 B pe]Krurai r<opucryBaqa He Marorb rroBHoBaxeHb

An.lt [pqMoro Aocryfiy Ao raM'flTi, flKa He HaJrexrlTb ur{M npouecaM, ToMy BoHI4 4o6pe

isomoeaHi.

B apxi:rexrypi uilcpos.lpa vriNupoqecuufi 3B'fl3oK e ocHoBorc. Ha ni4nainy ai4

uouolirHoro flApd, Ae sci SyHxrlii cr4creMl4 3HaxoAsrbc{ B nafi6inuu

npwninefioBaHoMy peNr,rui rpoqecopa, pi:ui qacrHHI4 cI4creMH Moxyrb

6e:uocepeAHbo BHKITHKaTH oAHa oAHy 3a AoroMorolo BI4KII,IKy Synxuii. Mixposapo

opraui:oayerbcf, 3a AorroMororo Br4Knr4Ky eiAAaneHoi npoqe4ypz IPC. Ocxinrxu pisHi

cnyN6u npaqlororr n igomoBaHoMy npocropi [au'xti, AaHi .snso nepeAalorrcn a6o

r{epe3 pericrpu, a6o'repes cuinrny nalt'stl.

Morueaqix, txa Kepye nu6opona apxirexrypra naixpoflI;pe, roJr{rae B ToMy, -f,K

cupnfiuaerbc, ,Apo. Tpa4rauifino s.qpo po3urf,.qaJrocfl f,K IIeHTparibHa oco5a, xxa

npufflaae piueuur, .f,Ka Mae ua ueri yupanniHH.s pecypcav^Lr, tlpuxoBye cxraAuicrr

arraparHoro sa6egneqeHH.rr ra HaAae clpaBeAJr[si uocrtyrpr .rlKoMora e$extunuitue,

npranycKaroqu, ruo Koxen SparvreHT KoAy e 4o6porricnzu. 3 roxsoro c?IcreMHoto

cnyN6oro, tqo npauroe B npocropi x4pa, pe3ynbraroM e po3Ayre MoHorirue sgpo. Bi.4

Apafinepin npr,rcrpoiB Ao Qafinonoi clrcreMr4, KoxHa KoMrIoHeHTa cI,IcreMLI Moxe

rrricrHru npasrurocri. Cyuacui onepaqifini clrcreMl4 e cKJIaAHI4M rrporpaMHl/IM

ga6esue.reHH-sM. .flapo Linux Mae noHaA 2,5 wirrriroHa psAKin xo4y, a ctrcrev,qr

Windows ute 6inrui. fapanryBaru QyHrcrliouairbHy roperrHicrb MoHoJliruoro s,lpa
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HeMoxJrr,rBo. CrpyKTypa rraixpox4pa nou'rxuye ni4noniganruicrb fl.ilpa i posrnx4ae

trApo -rrK opraHafisep, noli6no Ao Synxqiosarssocri xouyraropa tuepexi, xxuit JII4Ixe

aa6esueuye uexasigun 3s's3rcy Alg ninruoro sa'xexy pisHrax rurouynin. Taxa crpyKTypa

sa6esnevye Hacrynni cymeni nepeoaru n nopinnsHui g tuosorirHoro crpyxryporo

sqpa. flo-nepure, isorrqi, cr4creMHrax cnyx6 i 4paftnepin upncrpoie gHa.IHo 3MeHIuye

finroaipnicrb ropyueHHs 6esueru B rrpocropi xgpa, 3aralruonigouo, uo y Apafirepin

nprzcrpoiB rracrora [oMraJroK e3-7 pa:in Br4rrle, nix s iHruux KoAax. B OC 3araJrbHoro

npr{3Harreurut gpaitBepu npucrpoiB cnpr4f,rorb BeJrr,rKouy ni4corKy Bpa3nr4Bocrefi. V

vrononitrift apxirexrypi flApa KoMnpoMerauir apafinepin npucrpoin Haracrb

3JroBMr4cHr4KaM Hafisuqi npnninei, ro4i flK y rvrixpox4pi 4pafinepu upr4crpoie e

[poqecaMr4 npocropy Kopr4cryBar{a. .f,xulo rimxu flApo cKoMnpoMeroBaHo, To 3JraM

go6pe o6uexeuufi Bpa3Jr?rBrrMLr rpoqecaMr{. Ercnnoftru xoAy .upafinepa He

rrpr{3BeAyrb Ao uiAsraueHHx upuniteio, a pelura SyHrl{ioHary 3alrulxaerbc.rr

HeAoropKaHoro. llo-gpyre, uixpor4pa 6inrur crifir<i lo s6oin qepe3 sN,reHueHr4fi

posvrip xoAy B rrpocropi r,gpa. @ynxqionarrbHaxopexruicm 6araro B rroMy nos'{3aHa

a poavripoM.r.qpa. Tnnone vrixpox4po cKJraAaerbcs rrpr{6nzsHo g 4000 - 6000 px4r<in

xory. HeserpIKLIfi posnaip roAy n uixpox4pi noneruye ay4urr xoAy. .f,x uoKasye analis

sel4, MoxHa naniru 3acrocyBaua Sopvra-ubHy Bepu$ixaqiro Ao fioro xoAosoi 6asu i

MareMarr4rrHo AoBecrrr cuequQixaqiro i peanisaqiro. Kpiu roro, vrixpox4pa, .,rK

npaBrrJro, AuHaMi.rHo He er,rAiJr.rrrorb rlaM'rrb. I-{e pisro 3Hr{xye finronipnicrb araK Ha

ocuosi raM'xri, raKlrx .rrK nepenoBHeHHfl 6y$epa ra excnlofiru <uiclx

Br,rKopr4craHHf,)) B upocropi s,Apa. Hapeumi, yHirarsHa Mo.{yJrbnicrr vrixpoxgpa

rapaHrye isor.rqirc rpoqecy i rapaurye, Ir1o icuye rimru o.qraH cuoci6 sa'xsxy uix
pisnuura rpoqecaMu. e4urrufr uixupoqecnuft 3s'.s3ox y crrcreMi vrixpox4pa - 

qe

npzvrirnnvr fl,g.pa, raxi -sr< [epeAarra nonironanesr. 3 TorrKr4 3opy 6esnexu, qe.qo3BoJrf,e

poapo6nuKaM JIerKo ni.qcreNyBarvr uoeeAiHxy [poqecia, cucrerviHi sraxrnxr4 Torr{o ra

BLrflBIrflTvr norenqifiHi excnlofiru. Kpivr roro, qepe3 uro nuumxonicm, .[Apo

3HaxoAI{Tbc{ B ynixamHoMy craHos[ui Ao3BoJr.rrrr4, 3arrepevtyBaryt a6o iHurraM rrr4HoM

peueH3yBarr,r 6yAr-rKy KoMynirauiro. Y uopieHqHHi s rvroHoriuroro OC, nci Synxuii
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B OC Br4KoHyrorbcfl BiA inaeui rpouecy Kopl4cryBa\a i nepeMHKaHHt rpoqecis ue

si4Synaerscr. Baxrxo silcrilxoByBarl4 IIi BIIKJIIIKII SyHxuiii nicls roro, -tIK

KepyBaHH, nepeAaHo f,Apy.

B apxirercrypi uixposApa ni4cucreuu ra KoMrroHeHrH rpocropy KopucryBaqa

MoAynboBaui n isorsosaHi npoqecu. MiNupouecuufi gs's3oK n apxirexrypi vrixpoflApa

no4i6nufi .qo :n'x:xy B po3no4ineHl4x Mepexax, Ae f,ApO noBoAI'ITbcfl flK

Mapupyrr,r3arop. [lx roro, u{o6 npoqecu MoriII4 :aaqcvnaru l.a:r.i a6o carHanr qepe3

npocrip naM'xri, npoqecu uoszHHi Br4Kopr4croByBarl,I npuuirzn flAPZ, repeAarly

uosiAoN,rreHr. 3asAqxra qifi eKcKJrro3r4euocti, sApo 3HaxoAI4Tbc.[ n ynixanbHoMy

craHoBr4rrli 4osnorxrlu, sigxurrflTvr a6o inrur,rM r{IzHoM peueH3yBaru sci IPC. 3 iuruoro

6oxy, y e6y4onaunx cucreMax IPC, f,K rpaBrIIIo, Aorpl4Myerbc, easAareriAr

Br43HaqeHr4x ura6ronie nriN npoqecaMr4 rlpocropy KopplcryBarra. Peryluovu

Br{Kopr{cralHfl. npuuirunis IPC, sApo ap6irpaNye BaeMo4iro MiN isorboBaHlaMu

npoqecaMH. BiH Moxe 3acrocoByBarr4 in4rani4yaJlbHy uoliruxy KoHrponrc Als scix

noroxis AaHlIx Ha ocHoBi cuequ$ixaqii cLIcreMI4.

Taxurvr rrr{HoM, Als ga6eglerreHHr .{orpr,rMaHHf, KoMyHixaqifinoi noriTI4KH An.f,

cr4creM sl,{iuaHoi r<pzru.rHocri, iAeamuuu piurennau e pospo6xa uexauisvty

KoHrponrc Aocryry AJr.r peryJrloBaHH{ IPC s apxirexrypi uircporApa. Cavre raxuia

HanprM AocniANeHHfl e rrepcneKTIaBHI,IM i norpe6ye po:po6neHHfl.

Iloruupeur.rn npanairunon IPC B apxirexrypax uixpox4ep e cI4HxpoHHa

ileperaLra noeiAoN{reur. Buxopr4croByroqlr crrcreMuzfr sHxrI{K, rlpoqec 3a[I4Tye sApo

ua4iclarn a6o orpuMarrr noei4oureHH.fl. Ha qronry eraui q,4po Mo)I(e Bvr3HaLrr4TV

o6rpyuroeaHicrr i anrenrn.ruicrr rrboro 3artuTy Ha ocHoBi sasAareriAr elagHaqeHlrx

nolirux IPC. IIicn;t roro, sx noeiAoMJieHH.s nepenipeHo, .f,Apo repeAae uoni4ovreHHfl

qepe3 laeNi aApecHoro [pooropy qepe3 eraAireHi pericrpn ra [aM'qrr. Kpiira roto,

slpo AoAae ueraAani s iH$opnaaqiero npo AxepeJro ra [pl43HarleuHx, xt<i He Moxyrb

6yrw ui4po6neHi. Ocxilrrv ni4o6paNeHHf, nipryanrHoi nau'qti raKou(

KoHTponloerbc.fi flApoM, cnimua raM'.f,Tb uix< npoqecaMr4 TaKox Moxe ui4rxraru

no[epeAHbo Br43Harrenifr noniruqi. Perynuor{r4 Br4Kopvcra:r.nfl, upuvrirunis IPC, trApo
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ap6irpaxye B3aeMogiro rr,riN isorboBaHuMl4 npoqecaMla. Bin Moxe 3acrocoByBarLt

iuaasilyanbHy norirraxy KoHrponro Anfl Bcix noroxie AaHI,Ix Ha ocHosi cnequ$ixauii

C14CTCMI,I.

Itopucryror{r4cb Br4ule3raAaHo}o yuixamHorc oco6rt{eicrrc B apxirexrypi

lairpox4pa, 3acrocoByeMo oSos'.f,sxosfifr xoHrponb Aocrylly Ao MexaHiairay nepe4aui

noBiAoMnens. 06os'flgxoer4fr KoHrpolb Aocryny - lie 3araJibHocl{creMHl,Ifr MexaHi3M

KoHrponrc 3a AorplrMaHHflM rrpaBrrn. FIa siaN{iuy ni4 4IacxpeqifiHoro KoHrponro

Aocryry, qxrafr. u?rpoKo 3acrocoByerbc.f, B KoMepqiitrtux onepaqifiHax cl,Icreuax, xxi

Ao3Bon.qrorb KoprzcryBaLraM Br43HalrarIa noriruxy KoHTponro Aocryrly Ao ceoix AaHHx

He3arrexHo sil rlo6alruax nolirltx, o6os's:xoeufi KoHTponb Aocryrly

3acrocoByerbo.r uoSalruo i ue Mo)Ke 6ytu sl,{iHeHplfr caMr4ur4 KopzcryBa'raMw a6o

rrporpaMaMrr. To.rHrafi o6os'.ssxoslrff xourponb Aocryny peali:onaruuir y euur4i

MoAyns flApd, flKy HaBr4BarHMeMo Marpr{uf, KoHrponrc Aa]Hux (MKD i gsaxoAumcx

ITtr[re B npocropi r4pa, s,xui,t HeAocryrrsurt z [pocropy KoplrcryBarla, orxe, niH

3axr4rrleHr4fr ni4 noreuqifisoi araxa, flKuro flApo 3acnyroBye Ha 4onipy.

LIIe oluielo qacraHoro cr{creMrr, ,rKy rrorpi6uo peryJlroBarn, e uepex<eerfr

3B'r3oK. FIa eiaNaiHy eia OC sararbHoro nptl3HaqeHH.f,, B flK]rx cI4creMI4 :ocepe4Neui

Ha :a6esre.reHni c[paBeAnuBoro o6cryronyBaHHs ecix npoqecie, y nSyAonatr4x

cr4creMax eNaiuaHoi xpuruuHocri Aocryrl Ao naepex<i rIoBI4HeH po3rn-rlAartrefl flK

npraninefi i uaAaearr4cs 3acrocyHKy rirrxu B ToMy BI4rIaAKy, ,Kruo qe Heo6xiAHo Als

AocflrHeHHrr fioro tpyuxuioualrsocri. I-{e [oB'fl3aHo 3 TI4M, Ir]o B cxnaAuifi

posno4ineuifi cucrenri 6araro xourporepin cninnpaqrororb rui>x co6oro AIrfl

Br4KoHaHHq 3aBAaHHfl y[paBniuus. CxovrnpoMeroBaHl{fi npoqec Moxte ei4xpuea:ru

rroprrr, [pocro 3anuTyroqu coKer, i ni4po6nxru a6o [poBoAIaTIa DoS-araxu na inuri

rcpurnuHi [porpaMr4 ua isruux [pl4crpoqx.

O6uexresH{ MepexeBr4x pecypcie ni4rr,ruoNlrHn [pouecie He e rpaeialbHI4Ma B

OC sararbHoro rpu3HaqeHHfl rrepe3 uosorirny apxirexrypy slpa. Briril, uboro JIerKo

Aocflr-Tr4 3a AonoMorolo nrixpoxepuelr,soi apxi'rexrypa, oco6JII4Bo 3a AorloMororo

uexaui:vy MKA, ocriltxz n apxirercrypax rraixpor4pa cl4creMHi cnyN6ra ra Apafrnepu



4I

[pr4cTpoiB BHKOHyTOTbCs 'K KOp]rCTyBaUbKi [pouecu, a cI4cTeMHi BI4KJII{KI4

Br4Kop2rcroBylorb npuMiTuBr4 IPC fl,;4pa raKi,IM )Ke qIaHoM. Taxuu trI4HoM, ulo6

po3rur4pprrr4 noriruxa sa AonoMorolo ynpanninux MepexeBI4M 3B'{3KoM, TaKa

KoHcrpyKuiq nog6aBnfle npoqecr4 MoxJII4Bocri gs'qgxy 3 MepexeBI4MI4 clyN6auu, sa

3aMoBr{yBaHH-rrM BnKopr,rcroByrorrr4 MKA. fn.a nporpau, flK:avr norpi6eH Aocryn ro

uepexi, uq KoHcrpyKuis 3acrocoBye rxa6noH npoKci-cepBepa, BBoAflr{I4 nerKrfi

cneqialrurafi upoxci-upoqec Anfl nporpau ia BI4MoraMH Ao MepexeBoro an'x:xy.

Ilarepu upoxci - qe eiAoNaufi uarepH rrpoeKryBaHnn nporpaMHoro sa6esne'IeuHx. IIo

cyri, rua6noH npoeKryBaHH, uporcci ni4oxpenuroe lorixy yupanniHHr 3acrocyBaHHflM

r.a inrepS eirc y cnpo6i sa6esne.rvrw cyporar Aocryry ra 3axva'rr4Tl{ KoMrroHeHTI4

KepyBaHHfl sia ua4vripHoi cxla.quocri. Ilpoxci-npoqec e JIoKaJIrHI4M AeJleraroM

eiAAareuoro [pouecy Ha oKpeMoMy KoHrponepi. Ycx nrepexeBa xonryHixauiq s

eiAAarenr.rMr4 rrpouecaMrz crrpflMoByerbc.f, qepe3 szAireHi npoxci-cepBepl4 oAI4H Ha

oAr4H rrepe3 IPC, uro Ao3Bonre nonirnqi IPC aur<ryBarzr aificnufi, ni44aleHnfi ss'sgox.

Konu rpoqeclr KepyBaHHtr CAE uorpe6yrorr BI4KopIlcraHHfl. iraepexi, rpa$ix

nepeHa[p aBJrf, erbctr cuer{i alrur,rM JrerKHu uporci -npoqecoM. flia qac uboro rp oqecy

sApo nepenipxe 3arrtrr IPC niAuoeiAHo Ao xonxperHoi uoliruxu an'.asxy 3

3acrocyHxou. Ha puc.2.1 so6paNeHo cxeMy, n xrifi KoxeH KoHTpoJIep 3acrocoBye

rno6alruy uonirzKy noKaJrbHo, Ao3Bor.fircqu [poqecy A o6rraiitoBarucs. AaHIIMI4 3

npoqecoM B .repes sirAareHi npoxci.

[l poqec

Mixpongpo

proxy proxy

Mixpongpo

Pracyuox 2.1 - Cxeua o6naiuy AaHI4MI4 rlepe3 eiAAareHi npoxci
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3 iuruoro 6oxy, MepexeBa 6egnexa aBroMarl4sallii 6yainenr Mae ABa ac[eKTrI.

Bi4cyruicrb aBTeHTucbixaqii ra urucppyBaHH-q B rlporol(olIax sn'x:t<y Malorl eeruxuil

BrJrrrB Ha SesneKy Mepex{eeoi cHcreMH aBTonaarilsauii 6yeinent. Haeiru .sxulo nci

naaifiui npr,rcrpoi o6naeNeui 4ocrynoM Ao naepeNi, niuto He 3aBa)t(ae 3JIoBMI,IcHI{KaM

niArurcqarlr ruKiAJrr{ni npucrpoi Ao Mepexi qepe3 Sieu.trrafi Aocryn. IJ5 upoOnenra

HerpunialrHa. Xo.ra pospo6xa HoBlrx uporoxolin ig n6yAonaHoro HaAifiuoro

aarenru$ixaqiero ra uafircy.racHiuuNru aJrropLlTMaMH urz0pyaaHHf, MoxJII4Ba, ue

HaBpflA atu 6yae 3acrocoBaHo Ha npaxrr.rqi qepe3 vriprynannx cyvricnocri 3

icuyro.rraur,r sacrapillrvrlr [prrcrpo.rrMlr ra c]IcreMaMI4. @axtuuHo, ocraHHr

cueqra$iraqix vrepeNi BBoAHrb xepinui TpTIHIIHTII,I ui4tpravrxu craHAaprHoro

Kpr,rnrorpa$iuHoro 3axr{cry. O4Har, Hasirr Hosi upucrpoi He ni4rpnvryrcm qi

cneqircpir<auii : nripxyaaur 3BoporHoi cynaicuocri. Atrs roro, uo5 :aSegneqatu

piureuux, cynaicue : icuyrouuuu CAE, are raKo)K Mae Mox.n[sicrs saxzcrurla ui

xpzrHuHi 3aBAaHH, Ta rpuorpoi xepynaHHq siA noreuuifiHl4x araK, po3rnflAarl4MeMo

Infl po3ropraHH, cnapeHi npor<ci-cepBepu. Ocxirrxa Ko)KeH MepexeBufr :n'qeor uae

rapy uponci-cepnepin, po3ropHyrl4x Ha o6ox riuqxx, npor<ci-napa Mo)I(e

AoMoBJr.f,Tr4c{ npo ryueni Sesuexu Ha rrpHKnaAHoMy pinui He3a-re}KHo siA flporoKony

:e'x:ny ra aBTeHru$ixynarr4 o[LrH oAHoro. faui 6yaym repeAaBarr4cfl 3 npoqecy

CAE Ao npoxci-npouecy qepe3 IPC. Iloriu eiu 6yae :aruu$poeaunir i

nepecrrpflraosaHufi Ao MepexeBoro 4pafinepa. flpuiriualrnufi KoHrponep

rrepeHarp aBrrfle nxiAnu fi rya$ix na uporcci-cepBep AJI.I npocJlyxoByBaHut, xxuir. uotir,t

posruzspoBye ra :r,a1cvrae uoeiAoMJreHH.,r qimosoN,Iy rpoqecy CAE .repes IPC.

[orpranayrorrr4cb Siroco$ii ura6lony rpoeKryBaHHf, nporcci-cepoepin, a raKox

AoAaBaHHfl rura$pynauux orpHMyBarI{MeMo rlepeBarr.I o6ox Uux $yHxIIifi

apxirexrypu: npoxci-cepBepn: TyHeruoBaHH-tr. Bin igorloe norixy ynpaeniuul i

perynrce BHKopr4craHH, Mepe)r{eBr4x pecypcie. CxounpoMeroeaui rporpaMl{ He

Moxyrb MoHorroJrisynaru Mepexy, i nxiaui irrepeNeai 3arpo3l{ crorrarKy 6y4yrr

nepeBipeHi xorvryuixaqifinoro crpyKrypon. Bin ni4orpevrruoe QyHKqiiyupanniHHs siA
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KoMyHiKauifinux. Mepexenufi gs'sgoK crae rlpo3opIaM Artx 3acrocyurin, .sxi noriv

MoxHa nepepo3roAiruru Ha He3aJre)I(Hi rpucrpoi, He ryp6ylotll4cb npo

B3aeMo3B'q3oK. Biu aaxrauae Kpr4TI4rrHo Baxruei nporpaMl4 ni4 npxuoro BnnI4By

uepeNi Ta Ao3BoJrxe po:po6HHKaM cl4creM BH3HarIarI4 noniTI4KI4 IIpHKnaAHoro pinHx.

3a1aicru Toro, ruo6 npocro nepe chrarv vrepeNeni rIaKerH :/ua upouecl4, B flApo

Moxyrb 6yrra BcraBJreHi piaui crerlr4$il{Hi lrq KoHKperHoi o6lacri upannla Anfl

p erenbHoi nep en ipxu nxi4Hoi/euxiluoi i HS oprvrauii.

Taxuu rrr4HoM, ue Ao3Bonxe pospo6Hr,rKaM cl4creM po3rn.qAatz 6esnexy ua erani

npoeKTyBa:nHfl. Ha Bucoxolry pieHi. Biu ni4o6paxae 3araJlbHocucreMuufi xontponb

Aocryry 3 JroKaJrbHHM KoHTponeM Aocryny ua ximxox upl4crposx. Biu rapaHTye

iracxpi:uy 6e:uexy nasirr y cKJIa,UHHx cepeAoBl,lru&X, Ae po3ropralorbc{

pisuouanirui rporoKonrr ra :acrapini upncrpoi. Becr 3n'sgox Moxe 6yrw

saurrz$posaHtrfi, Ha ocuosi y3roAxeHH-,I rrappr suAireHux npoxci-cepaepin i

TyHeJr boB arumfi, qep e3 craHraprHi nporo xonl4 ynp asr i HHs.

2.3 BwcuoBKI4 Ao Apyroro pos4ily

3lificneHo .uocliAxeuug npe4lrerHoi o6nacri Ta BlI3HarIeHo crpareriro

sa6e:ne.reHHq 6esuexra CAE. B xxocri ocHosuoi rexuolorii o6paua aJlbrepHarvBHa

apxirercrypa naixpo xlpa s ruiHiN{arbHHM SyHxqiouaJloM. 3auponouoBaHa crpareria

nigo6pax<ae 3araJrbHocrzcrerrauufi KoHTponb Aocryrly 3 JIoKaJIbHTIM KoHTponeM

Aocryrry ua xilrxox npzcrpoflx. TaxoN, rapaHrye Hacxpiany 6esuexy nanitr y

cKJraAHr4x cepeAoBr4rrl&X, Ae po3ropralorbc, pi:Houauirni nporoKoJll4 ra sacrapini

npucrpoi. Becr 3n'q3ox Moxe 6yru earuuSposauuit Ha ocHoBi y:ro4NeHHfl ilapLI

sraAireHrax upoxci-cepnepin i ryHerirosaHufi qepe3 craH4aprui rporoKonl4

ynpaeniuHx.
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3 MET9A crBopEHHfl EE311ErrHoi KIEEpeI3rarIHo[ cncrBmu

trIrfl ABTOMATI{3AUII TIPI,TMIIIIEHb IIIATIPU€MCTB 3

BTTKOpIICTAHHflM OIEPAIIIfrHUX CIICTEM HA OCHOBI

MTKPOflAPA

3.1 Cuoci6 o6po6xu noeiAoldJleHb ra rcoH$irypyBaHHf, urixpor.4pa

,[nx uporor1arry e sxocri unarQopu pospo6r<n o6paHo 4na rvrirpoflApu MINIX

3 i sel4. 3anAsru .{ocniAxeHH.rrM apxirexrypa MKI ala4inxeucr -sK ocHoBHa

o6.rracmoBaJrbHa nnarsoprr,ra xonrponepin 6y,uinenr. OAnraivr ig npraxna4in e

KoHTponep Ha 6asi MK,{, urupoKo Br4Kopr{croByBaHufi routponep aBToMarrlsaqii

6yainenr.

MINIX - ue siAoiua OC ua ocuoei uixpoxgep) flKa porpo6leHa f,K TIpI4KJIaA

uixpoxgpoBoro ni4xo4y. OcraHnrorc nepcielo e MINIX 3, flKa uaqilena Ha

n6yAonani npzcrpoi s axrIeHToM Ha Br,IcoKy na.qifiHicm. 3 roqrl4 3opy Kopl4cryBar{a,

MINIX 3 4yxe cxoxa Ha rpaAurlifiny czcteMy B cuali UNIX. Hacnpan,4i, 6inruricm

rporpaM Anfl po6oua 3 KopucryBarreM 6ytu nopronaui n MINIX 3. OAuar<

apxirexrypa MINIX 3 nonuicrlo ni4pisuxerrcr sil rpa4uqifinux cl4creM, sxi

Kepyrorbcfl rr.rroBr.rvr vrixporApoM. flapo MINIX 3 crnaAaerbcfl Bcboro s 6 000 pxArcin

xoAy. Kog r4pa uicrurb anaparHi a6crpaxqii, nepepl,IBaHHfl, 6noxu ynpanninnx

rpoqecaMu, rairwrepr4 ra npuvrirunra IPC. OC uo6yAoBaHa B rpbox pinHlx: pinenr

,upafirepin npracrpoin, pineHr cucreMHllx cnyN6; pineHr 3acrocyHrin xopucryBarla.

Oxpivr 4pafiaepin upucrpoin, MINIX 3 crnaAaerbcfl s xirlKox cepnepie, rIIo

[pauroro6 xx iso;troeaHi rrpouecu B npocropi xopracryBaqa, BKJIIoqaIoqH MeHeAxep

upoqecin, nipryanlny QafinoBy cucreMy, MeHeAxep niprya-rrruoi ualra'qti, cnyN6y

cr,rcreMHoi insopvraqii, Ar4cnerqep upucrpoin roll{o. MINIX 3 e nafi6inrur

ycraJreHorc OC Ha ocHoBi l,rixpox4pa s ei4xpl4rl{M szxiAHIaN,I KoAoM g nafi6inrrro}o

ui4rprav6oro gpafinepin npncrpoin. Tovty, BI'IKop?IcroByeMo fioro f,K oAHy 3

unarQopvr Anf, po3po6xu npororl{ily.

Mixpoxgpo se[,4 e HafiHoeiuuu npeAcraBHlIKoM citr{eficma uirpolAep L4.
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L4, .sApo sel-4 ni4rpr,rvrye a6crpaxqii ilnfl

uipryalrnr4x aApecHr,rx [pocropin, noroxin i n,rixnpouecHoro :n'x:tty 3 BI{coKoIo

npoAyKTrreHicrro. Hafiroroeuirue, tr{o sel-4 e treprurlM MareMarl{r{Ho [epenipenuu

rporpaMHr4M flApoM. Bnpona4>xeua ra nepeeipeua $opuansua eepr.r$ircauia

AoBoArrrr,, ulo BrrKoHyBasufi uaurm:n:nuit KoA, cKllatreruurt is 6irrue, Hi>x 10 000

pnaxin Kony sel4, e $yHxuionaJmHo rrpaBI4nbHI,IM IrIoAo froro BI,ICoKopiBHeBoi

cnequrpircauii sa lortoMororo AoBeAeHHq reopeM, IrIo o3Harrae, ruo KoA r^lPa sirsHlafi

ni4 epaslueocrefr, TaKHx trK rrepe[oBHeHHq 6yQepa, HeBI43HarreHa [oBeAisxa rou]o.

Ha ni4rraiuy eia MINIX 3 i rpa4raqifiHoi Unix-noAiSnoi cI4creMH, sel-4

Br4Kopr4croBye MoAeirb 6esnexn, 3acHoBaHy Ha Mo)IUII,IBocrflx. 3 roqKla 3opy fllpa,

pecypclr po3rnflAarorbc.r rx pi:ui -tvrrwr o6'exrie np;pa.llpana BJlacHocri a6o Aocryry

4o o6'exra fllpa, HarrprrKna4, HeBr4Kopr{oroByBasi o6lacri nau'.s'ri, ra6luqi cropiuott,

5lox7 KepyBaHHq 3aB1anlflv.Lt, xiuueei Tor-IKI4 IPC roulo, o6nixoeyrorbcfl 3a

Mo)r{JraBocrflMr4. I{epynauua AocryrroM Ha ocuoei MoNltzsocrefi 6e:nocepeAHbo

[oe'q3aHe 3 KepyBaHuxrra nipryanbHoro [aM'qrrro r{epe3 MMU. Moxnrzeicrb - ue

neni4po6Hnfi ToKeH, sxuit flpeAcraBn.f,e qeHi rIoBHoBax(eHH-[ BJIacHI{I(a ra

6esnocepeAHbo r(epyerbc{ flApoM. Us rroAert, saSesneqye rHy'Ixtl}i ntexauieiu 4lx

o6fpyuryBaHH.fl ra :a6eeneqeHH.f, AoTplIMaHHq noIirHKIl KoHTpoIIo.

y MINIX 3 upznairus IPC slpa - ue cr4HxpoHHa nepeAaqa uoBiAoMJIeHb.

CuuxpouHa rrepeAaqa noniAoM.rreHb Br4KopucroBye MexaHisNa y crrani pau4eny. IIpu

Br4KnHKy npnuirunie IPC rpouec Br4KnHKy 6yrc [pr{3ynl4HeHo Ao rax nip, IIoKI4

ilosiAoNareHH.f, He Syae cxonifroeauo eiu ni4upaeuuxa Ao oAep)(yBar{a.

IloeiAoN{reHH.f, e 64-6ai,rcoBr,rMr 6y$epauu Sixconanoro po:naipy, xxi BKrlroqalors 4-

6afirosuir i4eHracpircarop xinqesoi rorrKr4, 4-6afirose rIoIIe rury noni4ouleHH.f, ra 56-

6afiroee KoptrcHe HaBaHTaxeHHq. Itiuueea ror{Ka npI43HaLIeHHq Mae 6ytw .sBHo

BKa3aHa D,nfl.:nailcvtraHnf, a6o orpunaaHH.tr noeiAoNareHHfl. Kinuesa roqKa i4eH'uaQixye

rpoqec yuir<alrHo cepeA onepaqifiuoi cucrerrru. Bin oKJlaAaerbcq 3 HoMepa cJlora

npoqecy, o6'e4uaHoro 3 HoMepoM reHepaqii Anq aApecaqii IPC, sxuit s6epiraerbcq B

5noui KepyBaHHfl rrpouecona. e 3 cucreuHl4x BnKrliaxra: ipc_send0 ipc_receive0 i
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ipc_sendrec0. CucreuHi BHKJrr,rKlr 6noxyrotbc-a Ao rux rip, noKI4 noeiAoNIreHH, He

Syae AocraBJreHo B npouec, uo npufitrrae. CucreuHi slarrlaKla 6lorymr Ao

orpr4MaHH-f, noeiAorttrreHH.fl siA Uimosoro npoqecy. I-{e sa6esneuye aroMapHa

ouepaqix Anf, HaAcvrraH:ufl. Ta orplrMaHH.f, sn'.asry e o6nlsi cropoHl4. Y noro'rHifi

nepcii, cr,rHxpoHHa nepe.qaqa nosiAoNaJleHb 3ape3epBoBaHa grrx gpafieepin upzcrpoin i

K6MrroHeHris cr4creMHoro cepBepa 3 po3po6neHI4MI,I nporoKonaMl,I 3B'-,I3Ky.

Ilpunai'rraer.r MINIX 3 IPC € e(rexrunuwvr saco6oNa An, BrpoBaAxeHH.f,

o6os'sgxoBoro KoHrponrc Aocryry Ar.s iso[sqii npoqecie ra peryn]oBaHux :n'rsxy.

Moav SixyeMo s.upo MINIX 3 'rax, rqo6 nepe laBartt uptruirueu nosiAoNaleur yciu

[poqecaM KopucryBa.ra. OcxiJrbKH sApo roJlerlrrye sci IPC, BoHo e iAealrsuu uicqeu

Ars gaSesrer{eHH.tr Aorpr{MaHss uoliruxu IPC. EesnocepelHbo Ha.4alorrl4 npuuirunu

IPC sciNa npouecaM Kopr4cryBar{a, TaKo)K crlpoulyeMo tur.sxu an'x:xy ra norix

insoprr,rarlii. Kpina roro, .UoAaMo rpr{ crlcreuni BI{KJIHKI{ ua cepnepi KepyBaHH.a

ilpoqecaMrz Anfl roKpaulel{Hfl onepaqifr, iloB'.f,3aHl4x : IPC: reperBoploe

i4eurucpixarop npouecy ra rroBeprae eiAnoni4Hy xiuqeay ror-IKy; orpl4Mye xiuqeny

roqr(y rpouecy sa iN4eHei\a; Ao3Bonfle npouecy 3arr{ryBarLr eci nosiAoMreHH.q, luo

ouircyrom, Ha po3uqA.

3rraiuurrao crpyKTypy AaHr4x ApyKoBaHoi n.natu, AoAaBIUI4 [oIIe ni4 Ha:noro

i4euuasir<arop KoHTponro Aocryry i nos'.s:aHi clacreuui BI4KJIHKI{: fork20;

srv_fork20. Ui cacreiraHi BHKJTHKpT Mo)Kyrb rpu3Harlaru Ko)ItHoMy rpoqecy, cepBepy,

yuiralturafr uouep niA .rac nepio4y 3aBaHTax(eHH.[. Bouu [pu3Hat{eHi Anq saNaiuu

oprariHalrHnx cucreMHux nuxrr.rxie fork0 ra srv_fork(0 ena 3aBaHraxeHH.,I cepnepin

npoqecie ra crrcreM:a B 3araHuMrr HoMepaMlr npoqecin. I4euru$ixaropu npoqecie

lpr43Haqarorbc.s BH[aAKoBr{M rrHHoM i rraoxyrr :NaiHroearl4cq, ToMy norpi6eu qefi

HoMep An.s roroMoru y no6yaoei susHa.resr norirerxu IPC. BtzxopucroByeMo rIoJIe,

rqo6 yuixanE,Ho i4euuzcpixyBarv KolKeH rpoqec i :acrocosyBarv nonirnxy KoHrponro.

3Aificuunao raKolK peali:aqiro iraexauisvy uepenipxu nolirux MKll B

npuviruni nepe4aui noeiAolaJreHE,. Tenep -sApo nepeeipre MKA An.f, Kox(Horo IPC,

ruoS nusua!^vrrr4, trr4 Ao3BoJreHo ABOM flpouecaM o6naiHrosarvtcg. AaHHMH. Eyayur
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eIIr4Hr4M r(oAoM, rrlo rrpaqrce B [pr4Binefionauorry peNntri, flApo uae a6collorHy BnaAy

iral IPC. Ocxilrxra MI(A :6epiraerbcrr B npocropi fllPa, noro He Mo]I(Ha JIerI(o

sN,rirrr4rr4 6es rreper(oMrrinquii euxi4uoro xoAy ilJpa. Taruu rII4HoM, flpaBl4nbl{a

peari:auil MI{/[ y ilpocropi xgpa Mo)r(e rapaHryB arv rrpvtuycoBy nepenipxy 6esnexr.

-fx BHIIJIHBac 3 Ha3BI4, MKA e ra6llaqHoro crpyKryporc AaHI4x. MKA

Br4Kopr4croBye po3piAxeHy Marpr4rrHy crpyKrypy laqkrx rJIfl IxBI4AKoro rouyKy ra

er<osorr,rii rpocropy. Korxsa ra6tvnJs, BKa3ye Ha 3afir4c iHEexcy B Marplrui. Ko>reH

prAoK varpraqi Br43Harrae ,3 flKvrMvr npouecaMl4 Mo)I{e n:aeuo4irru rlpoqec niTlnpanxu

3a AoloMororo nepegaui noeiAoNareur, i xxuit ran noni4oMJIeHH, Ao3BoJreHwit. Tvtn

nosiAoNareHHs - ue qIzcro is sagHa.{eHHsM, xxuit rnn cnill(yBaHl]q AossoJleHlafr.

Iurepnperauis rr4ny noni4oureHH.f, 3ape3epBoBaHa Artlt oKpeMHx [pouecin, i ,IAPo

nepe46auae, ulo BoHo:asAareriAb y3roAx(eue vix< ni4npanul4KoM i o4ep>xyna''IeNa. V

eKcnepr{Meuri euxopprcroByBarrzMeMo roJIe rrlfly noeiAoNarel{H.[ An.[ [peAcraBJIeHH.r

pi:nrax siAAareuux BnKJrr.rxin upoqe.uyp, xxi nenHuft rpoqec Hal.ae inuronay rpouecy

AN' BI4KJII,IKY.

Vci nosieoMJreHH, npo ni4raepAxeHH-s uiN npouecaMu 6ytw Ao3BoneHi. IIia

qac Br.rKoHaHHfl q.4po 6yae Br4Kopr4croByBarlr MKA Anfl ayl.vry iu$optraauifiuoro

lroroKy. Ocxirsxra pacrpoBe so6pa>xeHHr BH3HaLIeHo, To noni4ouleHHq 6yae

Ao3BoJieHo. 3 iuuroro 5oxy, flKUlo run nosiAoMreHHq 4opinuroe 1, noni4oMreHHq

6yae ni4xureuo, a 3arl4r Syae ai4xrauyro.

3a Aonouororo MKA apxirexrypy npoKoi uoNe Syru JIerKo peali:ona:uufi..3a

3aMoBLryBaHH.f,M eci rpouecH ga6roxoeaHi sia MepexeBnx xorr,tyHixaqifi. I-{e

Aoc.f,raerbo.r rxr.sxoM o6NaeNenuq o6ruriuy 1.a:n:aMrl, IPC uixt ilpouecaMn Ta

Mepelr(eBrrMa cepBepaMrz. Y upororrani MINIX 3 npoxci-cepnepy rpt'I3Ha'Iaerbcq rofi

cavuh HoMep, uo fr eiAAareuoMy rrpouecy fioro Aenerar. Or>xe, eiu niAnalae nil liro

oasiei i riei >x nolirnxrz MK[. I]e 4oseon{e po3noBuoAxyBaru cnilruy yui$ir<oBaHy

nonirury MI(A Ha eci s.lpa KoHTponepis y rtrepex<i. BrlxopucroByroql4 oAHaKoBy

uoniruxy MI{A Arq ecix KoHrponepin, npoqecu Mox(yr, 6yru repeHecesi sa pi:ui

KoHTponepn, aJre rprr uboMy :a6esueqyrorb oAHaKoBI{fr pi aenr perynboBauoi isorslli i
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Ta iHTerpaqii. TaxuM qHHoM, rlo6alrHe :a6esner{eHHf, 6esnexu Mo)I(e s.ui ft cH}os aructr

nosuicrro posno4ileHuM cuoco6ou Ha KoxHoMy JIoKanbHoMy KoHrponepi. 3 rouru

3opy cucreMr4, inQopnrauifi:rruir, uorix niA6ysaemc.f, N,Iix npoqecoM A i npoxci-

rpouecoM , srxvrit repeAaerbcq f,ApoM IPC-upravirunin, qxi niAtarorbc, MI([. Toruy

:icrasrsenao aiAAaneHy IPC s JroKaJrbHoro IPC, Ao nxoi MoxeMo 3acrocoByBarul

noriruru.

BraxopzcroBylorru npoxci-cepBepu, MoxeMo e$er<rranno 3HI43HTIa uorenqifiHi

pkr3vln, Br{KJrrrKaHi ruxiAlunr4Mu BHyrpiruninara npoqecaMa. OAuax iuruuu na5opor,t

nexropin araK An, npracrpoie CAE e rolxupeui rraepe>xeei araxu, rari .sK araKl4 rlrny

"rto4r4Ha nocepe4nui", DDoS-araxu, araKu cuidriury, cny$iur-araKvr rolqo.

HaupurclaA, sKrrlo soeHiurHifr ruxiAnunuii npucrpifi orpuMye AocrYn Ao Mepe)KeBoro

cepeAoBr{rla, Ha qefi npnc'rpifi He nour4proerbc, }KoAua nolitnxa ruixpoqApa, xlo

craFroBrrrb 3arpo3y. Kpiu roto, CAE qacro BKrloqalorb xi:rlxa uporoxolin

[poMr.rcnoBoro ynpaeriHus oAHor{acHo, rxi qacro 3aJle)I(arb eiA nocraqaJlbHl4Ka.

CxnaAnicrs i sareNuicrr CAE yHeMo)KnrzBJlrororb nepexi4 Ha 3axl4lrleui nporoKoJll4

Ha npaKrr.tui. Ei;mtu npaKrHrrHHM piureuurna Syno 6 sa6esneqvrr4 VPN-noai6ruwfi,

3axr.ruleHafi uepeNennil ryuels uix< npncrporMl4 Ha CAE 3a AoroMororo Nrexauisiuis

ayreurr.r$ixauii ra urrzQpyeauHr Ha rpHKnaAHoMy pinHi. I-{e ao6pe BI4BqeHa

npo6,reva B KoM['rorepHr{x Mepexax. Taxi nporoKoJlu IxHpoKo Bl4KopncroByrorbcs B

IHrepueri Ta Kop[oparuBHr{x Mepe)Kax. Xo.Ia Br.IKopI4craHH.s :e'tsxy ua ocuoei

npoxci-cepBepa e i4ealrur4M cepeAoBr4rrleM An.s crBopeHHfl 6esne.Iuux MepelKeBux

ryuenin Ha ocHosi nporpaMr4 vix< 3acrocyHKaMr{. y 3anponoHoBaHoMy ueroAi

BuKopucroByBarr,rMeMo rrolepeAHbo po:no4ireHy rapy uy6niuuuxlzaxpwrux xmo'IiB

y npoxci. Crarraerprz,TTtvrit ceciftuafi KJrloq y3roAxyerbcfl uiN npoxci-napaMl4 3a

AorroMororc ix acrauerpaunoi fiapw xmoqis 3a Ao[oMororo craHAaprHoro anropl4TMy

o6uiuy KrrorraMu.

IJe pirueHur Moxe 6yru po3rxr4peHe 3a AoroMotorc cneuiatmuoi

Kpr4nrotpa$iunoi a[aparHoi ni4rpravrKr4, Harrpr4KJla.4, 3a AonoMorolo MoAynfl 4onip'roi

nnarsopvru AJrf, sa6egue.reHHfl rrniquiuoro JIaHuIora 4oeipn. Hanpurla.q, npl4
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ni4rprauqi fioro aBropu3oBaHa rrapa KopeHeBrIx rcruo'{in i: ceprnQixaroM Moxe

:6epirarn o6laAsauw,. l\pailBep MoAyIL MoxHa Bl4KopucroByBaru [Ilfl, HaIaHHfl'

rocnyr Ans npoKci-upoqecis Ars BHBeAeHHx xlttouin, 3aneqaryBaHH, AaHI4x ra iuruux

Kpr.rrrrorpa$iunux (lyurcuifi. y uboMy BI4rIaAKy acuuerpnulti napr xruo'ris Anfl

npoxci-cepeepis Moxyrb 6yru orpr4MaHi niA .rac BrIKoHaHHx, i npoxci-cepnepaira

uirolu He rrorpi6Ho 6yAe s6epirarn Kmo.Ii B eHeprcHe3anexHift nau'xri,

.{oganauuq scix qux nerKr4x rrpoKci-upoqeciB Ao3Bon.f,e cl,IcreMi sicrasrsru

MepexeBgfi gs'.f,gox y noKaJrbszfi IPC, a raKox ,qo3Bonqe uixpoa4py perynrcBarl4

iraiNupgcrpoi IPC ixJr.,rxoM ap6irpaNy noKanbsrax IPC ui>x loraJIbHI4M npoqecou i

npoxci-cepBepoM 3a AonoMororo nolirux MKA. I-no6anrna 6esnerca Aocflraerbc.f,

3aBA.rrKr4 eAr4Hr4M JroKaJrbHr4M nepenipxana 6esnexn, qxi 3acrocoByrorbc, Ha

uafruaNqouy pinui s xoNHonay upracrpoi.

Konu npouec Ha2Lcvnae noeiAoN,{reHH, upoxci-cepBepy, gs'.sgox ri46yaaemcx

3a raKolo rorixoro. Kpoxu MeroAY:

1) ynpanniuns CAE o6po6nxe Br41ariy uoni4orrueHb IJIfl iHiqiroeaHux :n'lsxy;

2) zarmr norpannfle B {Apo, a f,Apo uepenipre sariAilicrb uboro:n'xsxy s MK[;

3) aapo repecunae uoeiAoNaIeHH, npoxci-cepBepy, sxuit ouircye Ha

noniAouleHHr;

4) npoxci-cepBep orplrMye noeiAoNtrleHH, qepe3 HaAiclase fiouy

nos i Ao Nar euux - ni.qtBeprxeHHfl ;

5) upoxci-cepBep nepenipxe BaniAnicrr nnricry noniAouleHb An-s xourperuoi

nporpaMI4;

6) npoxci-cepBep uuaSpye i nepecrznae nzxi4lte nosiAoNaJleHHtr Ha Mepexesuir

cepBep;

7) upoxci-cepBep siAuosiAae Ha npoqec KepyBaHns CAB, BKa3yloql4 Ha re, Iqo

uosiAoNareHH.fl 6yno uaAiclaHo.

fru nepe.qa.ii eeruKoro o6cmy AaHr4x Moxe BnKopucroByBaracr 3arallbHa

raM'.qrb. MINIX 3 ni4rpurvrye onepaqii cnilrnoi nau'.sti. Ane peanisaqix

peanisyerbcfl 3a AorroMororo IPC-cepBepa npoqecy. lIIo6 HaJlalxryBaru cuilrHy
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[aM'rrrb, flpoqecu o6uiuroromc.s AaH:aMH s IPC-cepBepoM 3a AonoMorolo

repeAaBauuq uoniAoMJreHb. Bseceuo sN,IiHIa Ao cepBepa IPC, ruo6 sin sirnosiAas

Br4MoraM noliruxa. Ilpoqecu, txi iuiqianisyrorr cnilruy nau'xrb, flBHo Bl(a3ylorb

xiuqeny rorrKy npouecy, ,Ka Moxe orpl4Marl4 locryn Ao nei qepe3 cerMeHT uaM'qti.

Ycniruue crBopeHHf, cerMeHra cnilruoi nau'qti noneprae Bl,lrlaAKonufi cexperuufi

KJrroq. Ilpouec Moxe fiepeAarr,r ceKperHl,Ift rlroq uimonouy By3IIy 3a AonoMororc

craHAaprHoro IPC, rqo Moxe crrtvcfl, JIHITIe B ToMy BrInaAKy, rKIUo irra lo:noleuo

o6MiHroear1rcfl. laHkrukr. Tinrr<a .rrBHo sxazaHvrit flpoqec 3 BI4rIaAKoBrrM ceKperHI{M

KirrorreM Mo)r(e rrpueAHaru cnimHy raM'flTb. Cuoci6, y g.xwit' cnilsua raM'flTb raKox

orocepeAKoByerbcx MKf.

Ha puc.3. 1 so6paNeHo nponoHoBaHy crpareriro 3 BHKopI4craHH.tIM vrixpor4pa.

3acrocyuor
crcren,luNfi

Qaranr lpurcrpoi

CNcteuHa naM'flTb

Anapame sa6egneqeHHs

PeNHr,t qapa

Pucynor 3.1 - Cxeua pexrauin sapa OC

flpororun 3 Br,rKoplrcraHHf,M urixpox4pa sel-4 Mae aHaJloriuuy peanisaqiro i

Aocrrae riei x( Meru. 3asAqxra naoAeni KoHTponro Aocryny, :acHosauifi Ha

MoxJrnBocrflx, rraixpor4po sel-4 Bxe Mae naliftnuit KoHrponb .uocryny. 3Nlinu s

npocropi s,Ipane uorpi6Hi. flonirraxa peati3yerbc.t y $oprvri poeuo4iny MoxJll4Bocreft

xiuqenzx rorroK, ruo nig6yBaerbcfl B KopeHeBoMy iniuianrnoMy Kopl{cryBaubKoMy

npoueci. Mepexeeufi gs'sgoK Ha ocHosi upoxci-cepBepa [paqrce rar caMo. I]e

['lnaHyaanuurr

BipryanuHa naM'fiTb

AnaparHe sa6egne.leuHq

1
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cBiArrnrb npo re, ulo o6paHa apxireKrypa Ao6pe npallrce 3 apxiTeKTyporo rvrirpox4pa

n qinovry.

Taxzvr r{r4HoM, po:po6neHo cnoci6 o6po6ru nosi.{oNaleHb ra ron$irypyBaHH.g

urixpox4pa. Bin peanieyerbc.r y Qopvri posno4iny MoxJILIBocrefi xiHqesux rorloK, IrIo

ni46ynaerbc.rl B KopeHeBoMy Kopl,IcryBarlbKovry npoqeci.

3.2 MeroA crBopeHHs'6esne.{uoi xi6epQisuvnoi cacreMz AJIfl aBroMatvsauii

npunriu1eHr ni4upraeMcrB

PosrrxHeMo BuKopr4craHH.f, npororrrny MINIX 3 g nilsuueHorc 6egnexorc.

Oqinrauo 6esnexy cr4creMr.r, eQexrznHicm saupolloHoBaHoro piurenua, a raKox

npoAyKTr4sHicm n nopinHsHHi s uervro4nQixoeaHlaNa uir<pox4poM, a raKox IUI4poKo

3acrocoByBaHr,rM Linux. lloAinuuo aHali: Ha rpI,I erallu: BBeAeHH, cqeuapiro; MoAenb

3arpo3 ra aHari: 6e:nexz; auari: npoAyKTl,Isuocri.

Atrs roro, uo6 pealicruvHo oqisurz apxirercrypy, B xxiir, inriryertcr

peanicrnunufi cqeriapifi BlrKopr4craHns\ IrIo ni4o6paxae cyrb po6oru cucreMll

aBroMarr,rsaqii 6y.uinenr BBeAeMe ABa cqeHapii xoHrpoJrlo reMrleparypl4 na npuxla4i

cr4creMr,r orraJreHH.,r, BeHTHJrf,qii ra xonAzr{ioHyBaHHr uonitpx n na6oparopii 4nx

.qocriAxeHr.

Cnovarxy po3rnrHeMo cqeuapifi KoHTponrc TeMneparypl4 Ha oAHoMy

npracrpoi. fleprunfi cqeuapifi - ue cqenapifi KepyBaHH, 3 orHI4M KoHrpoJIepoM.

Meroro cqenapiro e ni4rprauauux na6oparopnoi reMneparypu B uorpi6uonry

Aiauasoui. -f,xulo He BAacrrca ni4rpuMyBarr4 ra6oparopHy reMneparypy rporflroM

TpuBanoro qacy, clpaqrce clrrHaJr rprzBorr{. Aanrinicrparop}I Moxyrb KoHTpoJIIoBarIa

craH cepeAoBr,rua KepyBaHHf, ra peryJrroBaru 6aNany reMneparypy na6oparopii a

ne6-noprany.

fna peanisaqii rpororr4ny B rlboMy eKcnepnueHri Bl4Kopl,IcroByerbc.s .qnf,

irvrimqii KoHrponepa 6yainni. [arur.rr reMueparypuvudupae 6apouerpIauHIafi AarrIIaK

rr.rcKy, sxuia Moxe nuivriprcsarra flK rt4cK nonitpr, raK i reuneparypy. llpr,rni4
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o6irpinaua - Ue ilpocro uprani4 BeHTr4Jr.f,Topa pa3oM 3 HeBeJII4KI4M ereKTpuqHI4M

HarpiBanblrr4M MaroM lnfl eMynqqii. Etrs npI4BoAy clarnanisauii

Br{KoprrcroByBarrMerrao 6opr oevfa ceirroAio 1ttufi, nixrap. I(oureiirrep Blilroqae s ceSe

4ni neperopoAr(r4. Olrau 3 Hr4x Br{KopucroByerbcrl An, MoAeJIIoBaHHT naSoparopii.

IHure BuKopr4croByerbcfl Alq iNriraqii upraviuleHHq, Ae MoHTyerbc-s BeHTI'IJr.trTop.

3aeAaHHq ynpaBniHHq peani3yerbcrr B r'rrl4 Ilpoqecax: IpaftBep Aarql,lKa

reMneparyprr, apafinep npHBoAy BeHrr{Ilf,ropa, Apafinep rpHBoAy clarualisaqii,

rpouec KoHrpolrro reMneparypvr ra npoqec ne6-iHrep$eficy siAuosiAHo. KoxeH

npoqec o6uiuroerbcfl, AaHkrMu 3a AorroMororc cuHxpouHoi uepe4a'ri uoni4oiuleHr.

Kpinr roto, KoxeH rrpoqec rraae na6ip nolepeAHbo B?I3HarIeHI4x ruuie noni4oulenr,

sxi niH nprafiuae, ro4i xx NaexauisNa MKA o6uexye, xxi runu uosiAoNaleHb Moxyrs

Ha1cv1rarucfl.3lrKoro npoqecy. flpoqec Aarrrl4Ky reMrleparypu nepio4uqHo ni46upae

3pa3KH TeMrreparypr4 HaBKoJrr4ruHboro cepeAoBHUIa ra Hahcvrrae csix(i Aani 3a

AorroMororo He6noxyrcrroro Br{KJrr4Ky crrcreMl,I HaAcLrraHH, Ao npoqecy KoHTpoJIro

reMneparypr,r. -flr< rpoqec npr4Bo.qy curuarigaqii, rax i npoqec npI4BoAy BeHTHnf,Topa

H€uraruroBaui Ha nacr{BHe ouixynanH.f, KoMaHA BiA [pouecy KoHTpoJI[o reMneparypu.

Hap e ruri, rp o qec n e 6 - i urep S efi cy Ai e sr 6 asosuia JIIoAHHo - M aruuuuuir, i nrep S efi c. If e

craru..ttruit ne6-cepnep HTTP s 5 Qixconanravru gouipHirr,ru rIoroKaMI4. Ilpouec

ni4rpuivrye coKer TCP Ha nopry 8080. Y cqeuapii nafisaNrusilxlaNa rlpouecoM e

npouec KoHTponlo reM[eparypr.r. Konu [poqec 3anycKaerbcfl, To eiu BI4KoHye

cbyurcqirc iuiqiarisauii, uo6 orpr4Mara xiuqeey ror{Ky Ko)KHoro rlpouecy, 3 qKIaM

fiouy norpi6uo 3B'f,3arr4cs. floriu npoqec nepexoAurb y IIpIKn while, ouixytouu

HoBr4x ralvrx Aarrrr4Ka eil upoqecy Aarqr4Ka reMneparypLr. Kolu HaAxoA.srr 4aui,

4aui 4aruuxa nopinHrororbc, is sa4auraM 3HaqeHHflM TeM[eparypv, rqo5 nrapiruvrrzt,

BMHKarr{ rrr4 BIrMI{Karr4 BeHTrrJrflTop, Tr4M rlacoM 6yae nepeeipeuo rafiuep, .fiKluo

TeMileparypa BHxoAHTb sa MelKi 3aAaHoro 3Har{eHHr. -f,r<u1o nporqroM rleBHoro .r,acy

peryrtarop reMrreparyprz He 3Molr(e ni4rpnnayBarr4 4iana:oH y Mell{ax 3aAaHoro

3HarreHHfl, c[paurce cnrHa.[ Tpr4Borr4. Ilorina rrpouec nepeeipvrb, rlv e ouixyroui

nosiAoNareHHf sia npouecy ne6-iHrep$eficy ,uJlfl oHoBJIeHHf, HoBoro 3aAaHolo
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3HarreHH.r. HanpuxiHqi uraxny while iHQopMauix upo cepeAoBl4ule 6yae 3arrr4caHa y

Saftr xypHarly.

PosrrrgueNlo uepexenufi cqenapifi KoHrponrc reMneparypu. [pyrufi

eKclepuMeHT - rle cueHapifi xourpoJno reMleparypr4 3 Aexiltxoua rpl4crpo.rMu.

Auarori.rgo tro[epeAHboMy [pHKnaAy, Meroro Uboro KoHTponbHoro 3aBAaHHfl e

perynr.oBaHHs reMrreparypr{ B ira6oparopii. Ilparnyuu 3po6url,I crlMynfluilo

pearicrn.uro pe$neKcr,rBHorc CAE, i nepenipl4rl,I MepexeBy 6esnexy unarSopvrv,IJfl

cxeMa KoHTpoJrro reMneparypu pearisonaHa B KouTponepax. Konrponep A

rrpeAcraBnf,e KoHrpoJrep 6yainni ra uicrutr rpoqec ne6-inrepQeficy, rpoqec

KoHrpoJuo reMrreparypu ra 4pailnep rpuBoAy crarnanisauii. Konrpolep B

npeAcraBlse 6lor o6po6rcu noairpx ra uicruru 4pafinep AarqI4Ka reMneparypu ra

4pafinep rpi4BoAy BeHrunflropa.

MiN ruuu npoqecaw;t, r.xi o6uiurororbcs AaHuMI4 rlepe3 Mepexy, upot<ci-

cepBepu clonyqarcTbcf, 3 rrolepeAHbo po3rloAiresuuu rrapaur4 ni4xpraruxlzaxpvrcvtx

xmo.{ie. I-{i upoxci-cepeepu BKr}oqa}orb rrpoKci-cepnep KoHrponrc reMneparypn B

KoHrponepi B.

Peanisauis sa Linux Ayxe cxoxa Ha peanisaqiro na MINIX 3. eAznoro

cyrreBoro siANaiuHicrro e re, rqo y Linux rraiNnpoqeoawit gs'q3oK sAificHloerbc.f, 3a

AorroMororc qepr noniAovrleur POSIX. r{epru nosiAoNaleHr sa6esleuyrorr

acrrHxpoHuufi nporoKoJr sn'x:xy. Einruricrb onepaqifiuux cl4creM peanbHoro qacy

3aoxoqylorb Br.rKopvrcraHHfl. qeprr4 nosiroNareHb rK ocHoBHoro ltexauisrrly sn'rsxy

naiN npoqecawr Anfl 3acrocynxin y peanbHorvry uaci. Y Linux qeprz nosiAoi\areHr e

neprxr{Mr,r. Bosu peani:yrorbcf, rrepes nipryanrny SafinoBy ctlcreMy i ui.qtpl4Myrorbcs

6i6niorer<orc peanbHoro qacy. Kpirr,r roro, ni4cyrui npoxci-npoqecu Anfl Mepe)KeBoro

:r'.a:xy. Kox<en rrpoqec Moxe SesuocepeAHbo ei4xpIanaTlr Mepexesvil coKeT.

Aani npoaHani3y€Mo ruoAeni 3arpo3 ra :4ificuuvro ariaris 6esneKla. I!o6

nosHicrrc nepenipvrrr.r x(HTTe3Aa:ruicrr 3anponoHoeaHoi cHcreMI4 :e'x:xy

:acrocyuxin, 3MoAeJtoeMo tt,roxrr,tei BeKTopr4 araK i nopinufleMo pe3ynbrarl{ 3

peani:auiero B rpaar,ruifiHoMy cruni. fpyHryroqucb na icuyror{I4x peanbHl4x araKax,
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MOAenb 3afpo3 flepeA6ar{ae, qo 3JroBMr4cH?rK}r MOXyrb MaTH AOCTyI AO Mepexi cAE,

a AeflKi rrpoqecu Mox(yrb l,ricruru apa:runocri, flt(HMI4 N,Io)I(Ha cKopl4crarLtcfl.

Bianosilrro Ao raoAeni 3arpo3, 3MoAeJIboBaHo rppl Kareropii arax eiA nafivesut

rroq arKoBoro Ao uaiiS inrru rpaMorHoro 3JIoBMHcHIrKa.

Tunu araK: MepexeBi araKl4; aTaKI4 Ha cKoMnpoMeroeaHi uepeNeni

iurep$eficv; araKr4 Ha cKoMrrpoMeroBaui npoqecl4 KoHTpoJIIo. Y tcoNlloMy 3 III,IX

cqenapiin aHaliayerrro, .sxi npr,rninei Moxyrb orplaMarl4 3JIoBMI4oHI4KI{, uo6

nepen ipurl,I BJlacrl,Isocri 6esuerz/s axlacry KoHcrpyKqii sn'xsxy.

Aua-rria flpr{rrycKae, u1o npoqec [pr,rBoAy clarnanisaqii, rpoqec KoHrponrc

TeMneparypr{ e Kpr4TlrrrHo BaxJrr4Br,rMlr 3acrocyHKaMu AJIx cHcreMI4. Kpivr roro,

rpr4nycKaeMo, rqo upoxci e naAiftnuuu KoMrIoHeHTaMv\ gxi e SynxqioHaJlbHo

npaBr,rJrbHtrwvt. Ha uparcrnui snaxarr,rMeMo, I{o ue 6egnerlHe nplanylrleHHf, qepe3

npocry Synr<qioualruicrr upoxci-cepnepin i uoreHqi alr Anfl. aBroMarI{.IHoi reHepallii

n iAnosiAHo Ao Br4corcopienenoi cneqraQ i xallii.

MepeNeni ataxu crBoplororb serzri npo6nevrra Anfl po:uo4ineHl4x CAE.

Eararo arar( c[euia,rruo uauineui ua cra6xi Micqq B [poMI4cJIoBI,Ix [poroKonax

ynpaeniuux ra sn'x:xy. flpoauani3yeMo rpLI Tkttrtr araK: araKr s niANaiHolo

oco6ucrocri; araxa rurry "ruo4uHa rrocepeAl{ui"; DoS-araKkr.I]i araxu craHoBJlsrb

6iruuicrr 3arpo3 lilfl CAE. Bpaxonyroura cqenapifi 3 ABoMa rpplcrpoqMu,

BcraHoBr{irao rperifi npacrpifi y uepeNi 3a AorroMoro}o l(ali Linux Anfl BHKoHaHH.f,

MepexeBr4x araK. Bararo rpoMucnoBr4x rrporoxoris sn'xst<y Mo)I(yrb ni4rpIauyBarl4

Maprrpyrugaqirc rya$ixy qepe3 TCP/IP ra Ethernet. V rpa4IallifiHifi pearisallii

3lroBMlrcHux e o4Hiia i riit xe Mepexi uoxe AosimHo ei4upannrrn cny$iur-naxeru

Ha Kepyro.ri upucT poi. Ees po3ropraHH.f, rpoKci-cepnepa roMI4JIKosi laHi rlpo reperlaA

Tr,rcKy, uaAicraui n npoqec KepyBaHH, nonirpxHl4M [oroKoM, BTpyr-IaruMyrbos B

rorixy KepyBaHH-s.

OAnax uifi araui BAanocf, gauo6irua 3a AoroMororo npororr.Iry. Ue [oB'.s3aHo

3 rHM, ruo nporci-cepBep o6po6nre aareuru$ixaqiro ra uru$pynaHnx vrix

rrpr4crpoflnru. Ti rraKerlr niguiuu, sri ue 6ytu sauruQpoBaHi [paBI4JIrHI,IM KlIorIeM



5s

ceaHcy, Br4KopucroByrorbc, vrixr npoxci-cepBepoM KoHTponrc TeMneparypll Ta

npoxci-cepBepoM Aarr{HKa reMleparypr,r, orxe, noni4ovtreHHq npo uiArr,tiuy He Mo}Ke

6ywr anreurusixosaHr,ri\,r, i fioro [pocro 6yno BTIAaJIeHo a6o uoeiAoMJIeHo npoxci-

cepBepoM. Asaloriuuo, npz npanunrHift peani:auii saxuueHoro MepexeBoro

TyHeJrro, 3a yMoBr4, rrlo KplrrrrorpaQiuHa iuQpacrpyKrypa peanisonaHa npaBI{JIbHo,

3JIOBMr{CHr{KI4 He 3MOXyTb [pOBOAr4Tr'I UtAKkr TI4rIy "ffO4HHa nOCepeAHHi" 6es

orprrMaHH.rr ceprzsironaHoi acyruerpuuHoi uapu xffo'IiB. Maxczlvtytvt, uo Moxe

spo6urr,r 3JroBMr4cHr,rK, rle npocro nepecnarl4 rIoBiAoMJIeHHf,. ,(nx rnx IxI4poKoMoBHlIx

npor<ci-cepnepin, sxi o6po6nxrorr sacrapini npouecu, 3aJIexHo nia xoHrperHoi

peanisaqii, uoni4oMJreHH.,r Moxe 6yru ne saruraSpoBaHo. Kpivr roro, upoxci-cepBep

Moxe BKJtotrarpr uiaxil Ao 6itoro crrr4cKy, IrIo6 sano6ir, u orpLIMaHHro cuy$inroBplx

rxHpoKoMoBHI,Ix noeiAoivuleHr.

-flrcuto KoHrpoJlep ni4rpuvrye MoAyJIr 4onipuoi nnarQoPMH, ro npoKci-ceprep

Moxe cxopr4crarracx ueuigpo6nrau i4enuaSir<aropoM nptlcrpolo ra BuKopucroByBarll

fioro Anfl nepeniprcn pos6iprrusocri ni4npanHuKis. KnroqonuM MoMeHToM e re, Iqo

apxirerrypy npoKci-cepnepa sa6e:neuye pineur a6crpaxrsocri AJI.a aBreHru$ircauii

ra Aorpr4MaHHfl nolirur Ha cr4creMHoMy pinHi, i rvroNe 6yru aAanroBasuitzauotpe6n

3a AonoMororo HoBHx rexHolrorifi. Taxuna qLIHoM, uinicnicrr lorixa ynpanniHHf, Ta

xousi4eHqifiuicrr Aauux/xoMaHA npl,Icrpolo :6epirarorrcx is 3anponoHoBaHlrM

rrpororr4rloM.

3 inuroro 6oxy, oAuiero s Hafisnrunosiuux araK Ha CAE e DoS-araxra. DoS-

araKa cnprMoBaHa Ha BHcHa)r(eHH, o6.IIacmoBaIIbHI4x i uepeNenzx pecypcin y

cncreui. Orpzivranrur,r Aocryrr Ao Mepexi, snonlral{cH}IKll Moxyrb HauoBHI{Tu Mepexy

Ta rprMrracoBo nopyurrrra 3n'.sgox ruiN rcourpoJlepoM na6oparopii ra KoHTpoJIepoM

KaMepr4. Xo.ra 3JIoBMI4oHHKr4, MoxJrIaBo, Ho 3Moxyrb npoHI{KHyrI,I B c?IcreMy

KepyBaHHfl, 3a AonoMororo DoS BoHr4 Moxyrb gano6imz a6o 3arpuMarl4 AaHi

4arruxin, rxi 6y4yrb AocraBJreni upoqecoM KoHTpoJIIo reMlreparypl4 rlepe3 Mepexy.

Ees uporcci-cepnepa ilpoqec yupan.niHHg nosirprHl4M rloroKoM 6yY 6u safiHstuit

o6po6rcoro ncix qux noMr4JrKoBr4x sanllriu s uepexi. OAnar, BLIKopI,IcroByIoqLI
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3anpo[oHoBaHy cTpyKTypy 3B'r3Ky, LIe 6e3nocepeAHbo BnJIHHe JII4IUe Ha rpoKci-

cepBepr4, r(oHTyp KepyBaHHfl B npoqeci xepynaHHs noBiTpflHI4M noroKoM 3aJIHirII4Tbc,

HeAoropKaHlrM. HesBa)Karo.ru Ha ro, u{o nig He Mo}I(e orpl4MyBarl4 nororrHy

ra6oparopHy reMneparypy B pexr4Mi peaJlbHoro qacy, siH Bce oAHo s6epirae

r(oHTponb i uoxre BMHKarur caruali:aqiro a6o perynloBarl4 BeHTlln.srop. 3nauafruo,

flKxlo rpouec rpr4BoIty cr4rHani3auii raxoxt e BiAAaneHI4M npouecoM, ue raKox MOxe

Brrnr4Hyrr4. lfu rapaHri-f, sarexruTb ni4 roro, -sK cl4creMa iurerpoBaHa ra po3ropHyra.

Ane s qinouy npor<ci npaurorcrb flK 6paHAMayepa Anq KoHKperHHx :acrocyuxin i

$inrrpyrors HeAificui sauuru 3 BucoKoro ro.Inicrro. Kpirvr rolo, xoqa An.f, r]oBHoro

Br4KrrorreHus uacliAxie DoS-araKr4 ueo6xiAsuit lolatxoeufi 3axucr Ha MepexeBoMy

pinHi, To npoKci-cepeep Moxe AorroMotru ByrflBvrrl4 HecaHKqiouonauufr ntepe>xerufi,

rya$ix eiAnoniAHo Ao cr{creMHoi noli:ruxu ra nosiAoN{zru [po noMI{nKoBy

none4iuxy s 6oxy CAE.

,flx i 6inruricrr Mepe)r(eBr4x 3acrocyurin, xi6eparaxa e nocrifisoro 3alpo3olo.

-flxuto 3IroBMHcHrrK Moxe slaiaru HerpaBl{nruy xouQirypaqiro a6o npaslnsocri e

npoqeci ee5-iurepSeficy, To 3IroBMHcHrzK Moll(e Aoeirtuo KoHTponroBaru npoUec. 3

qr{M [pu[yueHrrflM 3MoAeJrrceMo noee4iuxy cKoMtlpoMeroBaHoro rlpouecy ee6-

iurep$eficy. Ilo-nepue, 3JroBMr4cHprK Mox(e cnpo6ynarz uaAiclaru noni4oMreHH.s

npo ni4po6r<y o4nopaHroBrrM npoqecaM, HarIpI4KJIa.{, [pouecy [pI,IBoAy cI,IrH€uIl3aIIll

Ta npoqecy npr,rBoAy BeHTr,rJr{Topa. Ie aanponoHoBaHolo crpyKTypoto gs'qgxy ra

6 asonraNd o6 oe'ssxoBprM KoHTpoIreM .{ocryly, cupo6a cnyQ iury, HaqileHa na 6yAr-xxi

11poqecu, xpivr flBHo aBTopr,r3oBaHoro npoqecy 3 flBHo aBToprI3oBaHlIM TurIoM sn'x3Ky,

niH npocro 3a3Hae HesAa.{i. Tarurra quHoM, qinicnicrb BLlcoKoKpurvrqHvrxsacrocyurcin

s6epiraerrcs sanirb 3a HasBnocri cKoMnpoMeroBaHllx upoqecin.

Kpina Toto, sKIIlo tlpklllycTrtTtt,, Ulo [pouec KoHTponrc TeMlepaTypH e

npotpaMorc 3 Bl4coKoro rapauriero, orxe, [epe[IKoAI4, cnpnuaHeui

cKoMrrpoMeroBaHrrM ee6-iHrep(reficorta, Ayxre o6uex<eui. OAuar y rpa4vlrifiuifi

cucreui 3JToBMr4cHHK Molr(e Br4KJrr4Karr4 cacreMHi snxrrlru, taxi rx kill, fork rouo,

are Lrepe3 isorsuiro, nepeA6aLreHy no:rirulxoro MKA, oSuex<euHq Ha cHCTeMHi
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Br4KJrHKr4 HaKnaAarr4Myrbc, HaBiTb Ha Be6-iHTep$efic i: npraninetMl,I root, qo, e JII,IIUe

KoHrleruiero y Safinoaifi cucreui 4nr apxireKrypl4 vrircpox4pa. Xo.ra AJIfl roro, Iqo6

noeHicto uiuiui:ynaru BTJTHB raKoro pieux KoMlrpoMerauii, sacrapina rporpaMa

rroBr4HHa rpaurcBara B oSve>xeuonty pecypcaMH po:4ili 3 rnaHyBarbHI{KoM

peanE,Horo Lracy. Kpim roro, upoxci-cepBep Moxe 6ytu pospo6nesufi : NtexaHisNaoi\,{

r,rouiropuHry, y qroMy Br4rraAKy, HaBirB TKIIIo iHrep$efrc KoprcryBaqa rpoAoB)Irye

ni4poSurlr [poxci :afieui\au noni4oMreHH.f,M14 Ha elacoxifi IxBI'IAKocri, neAifrcnufi

3B'fl3oK Moxe Sytu [pocro [purrrrHeHvtit, a [opylxeHHf, Mo)I(Ha 3apeecrpyBarr Ta

noeiAoNauru npo ropyrueHus. Y KpaxloMy Br4rraAKy npoxci 6yrc 3aBaFlraxyBarucL' B

rroMr4JrKoBr4x noeiAoNareHHqx, aJre ocHoBHa lorira ynpanrtiuHr 3arI,IIUI4Tbc.f,

ue:naiusoro.

llpoqecu Ha HH3bKouy pinHi, rari sK npouec AarrlnKa reMneparypr4'ta rpouec

rrpr4BoAy curHarisaqii, TaKo)r( Malorb llraHcpl 6ytu ct(oM[poMeroBaHI,IMH. Taxi

ropyueHux 6y4yrr pyfruinuuMlr B 6y4r-xrcifi cnryaqii. Te x< caMe i s nponoHoBaHlrM

rpororr.rroM. I-{r npo6JreMa norpeSye AoAarKoBux piureHr, HarpHKnaA, IrlrrxoM

po3ropraHHs pe3epBHr.rx AarquKis i suxouaBLll4x N,rexaHisr\4in. OAuarc Ha npaxrraqi

lorixa r(oHTponlo Herarr4BHoro la6oparopHoro rl{cKy, IuBHAIUe 3a Bce, [oeAHyerbctr

s iHuorc norixoro ynpanniuur Ha roMy x npracrpoi, HarIpI4KrIaA, no)KexHoro

curuarisauiero. Hasiru y curyaqii, KoJrI4 rlpoqec npI4BoAy claruanisaqii

cKoMrrpoMeroBaHo, rrpororu[ cppefirianopxy :n'xaxy :acrocyuxin sano6irae

noAanbrrrifi ecxanauii srosi\ar4cHr4KoM ceoix npuninein Ha npl{crpoi ra e uepe>xi.

IlocraHosxa eKcnepHMeHTy rroKa3ye, flK noreuqifiui pH3HKI4 rIoIxI4peHI4x

MepexeBr4x araK Mo)KHa sano6imta a6o rrainivri:ynaru 6es uerafinoi saNainr icuyrouux

nporororin [poMr.rcnoBoro KepyBaHHq ra sacrapirvtx rrporpaM. Hasirs qKU]o

3,ToBMr{cHHKaM BAacrbc.f, cKoM[poMeryBarl4 Aesr<i [poqecu, BoHH He MarI4MyrI)

noenoi BJrarr4. Orx<e, )r(oAeH npracrpifi ue ei4noni4ae nurcrror{Ho :a 6e:uery eciei

CI4CTEMI4.

y CAE Lrac ei4ryxy ra 3arpr4Mxa Marorb BeJrr4Ke 3Har{eHH-f, B peanbHoMy

Br4Kopr4crauni. Taruu qLrHoM, 6yar-rxi uoni $yurcuii a5o KoHcrpyKuii nosnHui Syru
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3Ba)r(eHi 3 TorrKlr 3opy [po,qyKTr4BHocri 3 rIopiBHrHHf,M icuytoulzx cl4creM. Eegnexa ue

.uaerbcs 6egxouroBHo. Apxircxrypy Aorae pf,A rlpoKci-npouecin i rpunrorpa$iune

TyHenroBaH:nfl., a TaKo)n xirrxa nepeN,IuKaFIb I(oFlTexcry ni4 qac oflepauifi. Or>xe,

po3yMHo laqurv nouipuo s6irbrueHi saxlaAsi nurparn n nopinurHHi s cucreuoro 5e:

BqKopr4cra1Hfl, urnQpynanH.a, flKrrlo npoAyKTl{nuicm upufiHxtua B cepeAonurqi

yrrpaBniHHn cAE.

Icropuuuo cKJraJrocfl TaK, ulo oAnielo 3 roJIoBHHx npo6nerr,t rtpu rtpui,tlrsrri

apxirexrypz iraixpo s.lpa6yrra ii Hux<.ra npoAyKrl4eHicm y uopinu-anHi s uouolirsurrau

apxirexrypaMr,r. OAnax qe npoSneuue nHTaHH{ 6yno rvriniuasoBaHo cyqacHl4M

arraparlurra sa6esner{eHH.sM i n4ocrouaJleHH.f,M apxirextypu OC. Cyuacui uir<pox4pa,

raxi xx sel4, Aocqrarorb BHcoKoi upo4yrcrasHocri 3a paxyHoK 6esriqi MeroAie

orrzuigaqii r<o4y. Orxe, ui cneqa$i.rui se,qorixu Moxyrb He 3acrocoByBarl4c,

oAHaKoBo Ao cr4creM laixpox4pa B AoMeHi CAB. 3oxpeua, 6yno npoAeMoHcrpoBaHo,

uo xapaKrepHHfi eraJroH cr4creM vrixpo.agep, 3arpl{Mxa IPC, craHoBI4Tt iraeHrue 100

HaHooeKyH,q Ailfl AerKHx peanisaqifi. 3aralou, rpoAyKrl4sHicru IPC e

HafisalKnraeiruuN{ rroKa3HHKoM [poAyKTHBHocri vrixpox4pa, ocxillxu nci ssaelaoAii

r(oMrroueHrie ni46yBarorbc, qepe3 IPC. OcxiJIbKI{ nrixpoa4pa cHJIbHo HaJIaIIIToBaui ua

rrpoAyKrl,Ianict IPC, qefi asalia nucyHyn rinore:y, ulo ,4oAarxoni BHrparI4 Ha

npoxci-npoqecu Syayrs B Mexax Aorrycrl{Mr{x lnfl xourpolepie aBroMarl4sallii

6ylinem.

Ha ocHosi cnocrepexeHb sa rpaSixorvr CAB 3 JIoKaJIbHzx yuinepcl4rercbKl,Ix

Mepe)K CAE-npracrpoi o6minrorcTbcfl [a:a:zMr.r B rraepeNi 3a.qofioMorolo npo:roxolin.

Ha npuxnaAHoMy pinni 6nox AaHrrx nporoKolr iHxaucylroeauufi y qacrl4Hi 4anr,rx.

MaxcnuaJIbHa AoB)r(r4Ha Moxe ,uoctrfarr4 BeJII4Koro 3Har-IeHH-f,, oAHaK 4lx :noporuoi

cyivricuocri po:rr,rip rraKera zaznvcafa. o6ueNeuufi 480 6afrravu, tuo BKa3yerbc, B

KoxrHoMy uoni.

Taxnu qHHoM, rrs ouisxa oqiHroe Jrr4rxe rpoAyKrllsHicrr 3arpI4MKI4 uepeNi 4o

1024 6ai,tr y KoxHifi curyaqii. Kpiu roro, rpa0ir< CAE niAHocno pospi4xteruwfi. z

6russxo 35 naxeralru/cexyHAy AJrf, uaricrpani i sxrloqae 6nl43bKo 40 npucrpoln.
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rlepe: qi cuocrepexeHHr 3 Hr43bKolo flponycKHoro 3AarHicto, ouinxa ue anuiproBalra

ilponycxHy :4arHicrb cracreMHo, xoqa MorJIa nepeBI4IIIutu 35 naxeris Ha ceKyHAy.

3.3 BracnoBKrr Ao rperboro pos4iny

PospoSneHo cnoci6 o6po6xu noBiAoMJIeHb ra KoH$irypyBaHHr MiKporApa.

fforo peanieaqix 6asyerrcfl.Ha Qopui poano4iny MoxJll{soctefi xiuqenux ror{oK, IrIo

ni46ynaerbcr B KopeHeBovry iniqianbHoMy KoplzcryBaubKoMy upoqeci.

Po:po6leno MeToA cTBopeHH, 6esue.Iuoi xi6ep$isu'rHoi cI4creMH Lnfl

aBroMarr{gauii npulriuleus ui4npzeMcrB. Bin 6a:yerbcf, Ha apxirexrypi Mircporgpa.
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4 OPTAHT3AUIfl 3BOPOTHbSI CyMTCHOCTI r BIPTyAJII3AIIII

4.1 Peanisaqix 3BoporHboi cyuicnocd ra nipryaliraqii

TenAeHuis Ao 6inuu iurelelcryaJrbHoro ynpanniHHs B CAE BI4Marae inrerpauii

AaHr,rx i uosux MoxJrzBocrefi n npr{crpo.sx ynpanniHux. ,{nr roro, ulo6 sa.qoBoJIbHI4TI4

urc Br{Mory, cyqacHr,rfi CAE Br4Marae 6imruoi o6qucrrcBanbHoi [oTyxHocri. 3

po3Br4TKoM anaparHoro sa6eene.reHH{ 6araro rtocraqalruuxin xonrponepin

aBToMarr{saqii nocrynoBo rrepexoAflTb Ha apxirexrypy f,K ocHoBHy o6.IucrIoBaJIbHy

unarQoprray rrororrHr{x i vrafi6yrHix roHrporepin 6yainenr. Y niAuosiAr Ha ui

pospo6rra anaparui rexHorrorii CAE KapAHHaJrrno sNaiHultvcfl, ni4 8-posp.,I.{Hl4x ao 64-

po3prAHr4x rpoqecopin, niA oAnoflAepHr,rx Ao 6araro.aAepHl{x. flopx4 s rorixorc

yupanninHf, nporpaMHr,rM sa6egue-{eHHflM, xlaapHi t<rienru, ne6-cepaep, auarirnxa

qacTo po3roprarorbcs Ha oAHr.rx i rux Ne n6y.uoBaHlrx KoHTpoJIepax, Iuo ui4nulqye

cxraAHicm cr4creMr4 i po6zrs if cxr4JrbHoro Ao noresuifisux npasrunoctefi i

eKcnrofiris.

Hesnaxarcqa Ha re, ruo e AocriANesui 6esneKa e 6araro nepcneKTrIBHI4x

rrpono3r4uifi, gyNe pigxo MoxHa no6aqzru, m qi pirueHHx Bl4xopl4croByrorbcf, B

peanbHrrx rpoAyKrax. 3ae4aHHx rrro4epni:aqii icnyro.roi CAB Anfl 3aAoBoreHH.s

Br4Mor sNairuaHoi cucreMrr xpr.rrauuocri e ABoflKr4M. Ilo-nepure, 6e:uocepeAHe

3acrocyBaHH.rr 6eguexu B sacmpinifi cucrelri € HeMo)KJIHBI{M qepe3 anaparHi

o6ueNeuHflTa ni4cyrnicru iraiprcynanr 6egueKr4 rtp]r rorrarKoBoMy npoexrynaHui. 3a

ocrausi 10 poxin 6yno po3ropHyro 6araro icuyro.rux xonrponepin 6yAinenr,

Harpr4KJraA, uporpauonaHi nori.rHi KoHTponepr4. Ui KoHTpolrepr4 rracro He

pospianxrcrb pexaM KopucryBaqa ra pexuM upraninein. Kpivr roro, B ul4x craplrx

MoAeJrRx pislri 3aBAaHHtr ynpanniuux e6y,uosaHi e orlrH i rofi xe npocrip nau'xti 6es

onepaqiftHoi cucreuu, u1o6 AonoMorrlr isorrcnarvr o[vrr oAHoro. 3 ornx4y ua ix nix,

uogepnisynaru :raxi upucrpoi no cyri HeMoxJrr4no. Braxpr4TTfl III4x npulcrpoin e

I urep ueri [o B'q3 aHe 3 BeJrr4 Kr4M Lr ptl::aKav^kr.

IIosHa sauiua sacrapinoi cucrerran e uenouipHo Aopororc. IlepeHeceHHfl
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rpylovricrKuM npouecoM.

icHyrouoro nporpaMHoro

sa6egne.reHHs Ha inuri nnarsoprvrra, f,K npaBHJIo, Kollrrye30o/o siA saranruoi naprocri

po:po6xra rpo.qyKry. Eararo rocrarraJnHuris Malorb sracHi auaparHi nlarSoprr,ru s

in4uni4yanbHLruu onepauifiHtrur4 cr{creMaMtr Alrfl. ni4rpzvtxl4 cBoro rporpaMHoro

3a6e3[eqeuus. Hanpr4rJraA, Iff BiAoMoro piueHH, aBToMarI,I3aIIii nuropucroBylorb

n6y4onaHrzfi xourpoirep IoT, Ars f,Koro pospo6neHo cBoe rlporpaMHe ga6esnerreHHf,

ua ni4uocHo HoBoMy npoqecopi ARM i ouepaqifiny cucreMy peaJlbHoro qacy, f,Ka

Br4Kopr,rcroByerbcf, rrporf,roM ocraHHboro Aecf,TIalirrs. I-{e piurenut, fiuonipHo, e

oAHr4M s uaft6imru cxoxux rolaepuifiuux 3acrocyBaHb y nopinHrnHi is

3anponoHoBaHuM HaMH npororrrlonr OC s uiAsuqeHorc 6egnexoro 3 TorIK,I 3opy

arraparHoi nnarsopMlr ra apxirer<rypu OC. HessaNalovruHa cxoxicm, uerpunialruo

rrepeHecru iuryrcuy KoAoBy 6azy ua 3anponoHoBaHy OC g niAslaIueHoro 6egneKoto,

He Kaxyqr4 Bxe npo nepeHeceHHf, 6aramox crapl4x nporpaM ua iHuri piureuHx. 3

iuruoro 6oxy, HoBr,rM OC .racro He Br4crauae ni4rpHMKI,I ApafinepiB npl4crpoie nia

croponHix rrocrarrzurruzxie, Ir1o ue 6imure ycKJIaAHroe [poqec npIafiHxrrx.

I-{i nrarcnuru uiArnepAxyrorbcf, rrpaKruKoro. Pospo6nurcu CAE ni4tpr.ruyrou

croNus.ri ra npoMr4cloni piuenHx ArIfl aBroNaarusauii 6y4inenr IoT. Ilparnyuu

iurerpyaarr4 npoAyKTr,r yflpasrinH-s 3 xMapHLIIran nnar$opMaMu Ar.g sa6e3nerleHH.a

(po3yMHHx>> niArruoqeHux axrunin i posruzpeuoi asaliuarz, flApoM llboro pinreHHx

e po3yMHufi rulrog IoT. IIInros niAnosi Aae 3a s6ip ,uallux rpl4crporc ra gs'sgox ig

xMapHHMr,r nlarsoprr,rauu. OrNe, 6esnexa rrrJlro3y Mae nzpiuralrue 3HarIeHH.s,

ocxillxu KoM[poMeraqiq un]o3y Ao3BoJrr4Tb araKaM orpl4Maru .uocryfl Io xMapHI4x

ax'rzsis i xepynau{ BHKoHaBTIHMH rrpl4crpoflMlr.

Tovry, Kpaqe uo6yAynaua rarcuit rulrro3 3a AonoMororo nuulesraAaHoi

nnar$opvru uixpor4pa 6esnexu. B ocsNHoMy rraafi6yrnroMy HepeaJlbHo ei4uonurzcx

nig icHyrovoi po6orkr Ha Kopracrb xparqoi 6esuexz. OrNe, 6y.ur-rrce rpaKrlaqHe

piruennx urae 6yrra seHas'.sgJrr4Br,rM i cnpzmr4 uboMy nepexoAy B nocrynoBoMy

rrocrynoBoMy npoqeci. Bi4rvroanxrkrcfl. sia :acrapirux crexin nporpaMHoro
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3a6e3neqeHHrr AJrfl 6i:uecy uenouipno roporo. Heuo>xruno ouixynarr4, rrlo xouuanii

crBoproBarnMyrb 3acrocyHKr4 3 Hyns Ha Kopr,rcrr 6eguerr.

OAnurr,r is piueur Anf, KoHBeprenqii aactapinoro rrporpaMHoro 3a6e3rerreHH.f,

ta Hosoi urarSoprrau e nipryanigaqis. Bipryanisaqis niAnocr4Tbcfl .qo rexHolorifi,

lpI43HarIeHI,Ix AIrfl sa6esne.{eHHf, nipryanrHoro cepeAoBrrrqa Br{KoHaHHtr Alrfr

pogN,IiueHHs rporpaMHoro 3a6e3ileqeHHrr, ,rre rpaAraUiftno nparlrce ua Sisuuuux

xoirtu'rorepax. Bipryanisaqix 6ym K[rorroBr4M Saxroponr rexuotorii xMapHux

o6.Ilacrenr. I-{e Ao3BoJr.rre pisnuu onepaqifiHrair,r cr4creMaM e$errznno

BI,IKopI,IcroByBarH oAHaxoei anaparni pecypcr4 ra s6epiraru HegarexHicu. Uefi

MeroA pos4irue $isnuui pecypcu ua rimra qacroK, u1o po6uu, 3acrocynxa 6irrru

AocryrHr4Mr{, 3MeHruye xilrricm Heo6xiAuux pecypcin, :a6esueuye Kpaue

ynpae,riuru i, raxaM qr.rHoM, cxopoqye Br,rrparu. Haftrolonuirue, rqo [porpaMr4 He

noevuui 3alrex(arr4 ni4 xouxperuoi OC.

3 uipxyeaHb Baprocri 'ra 6esnexh nepeBalKae nipryanisaqir na nSyAoeanifi

cucrenai Ha KpHCTani. Trau 6iruue, uo 3 nepeAoBr4MLr ataparHuMr4 acr4creHTaMn

BTIJII'IB Ha 3HH)KeHH, [po4yKTr4BHocri e naininrarrbHr4M. OcHosua i4ex nipryanisaqii

IIoJI.rIfae B ToMy, Iuo6 a6crparyButv anaparHe sa6esue.reHHfl, HalpraKJraA, [poqecop,

raM'.f,Tb, Mepexy i r.A., B isolronaHi cepe4ou,rua Br4KoHaHHf,, ulo6 AosBoJrr{Tr4

KoxHoMy oKpeMoMy ceperoBl,rqy npauroBarr,r rax, ui6u Ha npr{BarHoMy xoun'rcrepi.

Biptyanisaqix upuuocl4rb 6axauy Kopr4crb a6yAonanuM rrpr4crpo.trM. Bipryanisaqir

Ao3BoJI{e xouconiAyBarl{ rilsra pisuopignux xocrin s 6ararzN4ra SyHxrIioHnJrbHr{MH

MoxJII4Bocr.rIMH Ha oAHoMy npoqecopi. Buxopr4craHHf, a6yAonauoi nipryanisarlii He

tilrxu 3Hl4xye Br4Tparvt, ate it sa6esue.rye Moxnunicrr posrraiulenHx sacrapitlzx

nporpaM. HaitcutrcHiruoro Naorusaqiero AJr.r n6ylonanoi nipryanisaqii e re, rqo BoHa

nigelaulye 6esnexy CAE rlJrflxoM isor-sqii nporpaMHoro aa6esre.{eHHq B

cepeAoBnlrlax nnAireuur. LI{ ileq creqiamuo ni4xo4vrb lnfl cr4creM sN{iruaHoi

Kpnrl4rrHocri e CAB. flxulo i:onsqiq naiN nipryarrbHuMu cepeAoBr4rrraMr{ Moxe 6yru

rapaHToBaHa, a noriruKa 3B'q3Ky Mox(e cyBopo 3acrocoByBarvcfl. ni4noni4no Ao

cueunQixauii, ro xpurrauui rpoqecr4 B CAE MaruMyrb eracHrafi nrz4ileuufi
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nipryanruufi npoqecop i eracHuit eu4ireuufi eip'ryans:auir. npocrip naM'flri, Hasirs

flKrrlo BoHr4 posruiqeHi cnilsuo B olHr4x i rux Ne QisrzuHux KoHrponepax. Bnlnn

no.renqifiHr4x nopyrueHb Mox(Ha irainiuisyn aru, 3atycrI4BIrIH qi xonrpomHi saeAaHHfl

y nipryanrsift naauruui. II{e Kpaule re, ruo:acrapine nporpaMHe :aSesnerIeHH.,I Moxe

Br4Marartr Ayxe uiriiuanrHrlx MoAH$ixauifi .

Y gararuHoMy Br4naAr<! n6ygoBaHa nipryanisauifl Ha apxirerrypi ARM Moxe

6yrw sa6esne.reHa ABoMa cuoco6 aM:a'. ilapa-eipryanisauis; arrapar:na eip'ryanisaqi.q.

Ilapa-nipryani:aqix qe rexuororix nipryani:aqii, ,Ka BuKoplzcroBye

uo4ra$ixoBaHy rocrboBy onepaqifiHy cl4creMy y cninnpaqi : rinepni:opoM Anfl

i1.riraqii cepeAoBlrura Br4KoH aHHfl.. Ilpra napaaipryanisaqii roorboBa OC upaqroe B

Kopr4cryBa.ris sK zeu\airHufi npoqec. finepnisop npaqroe B npocropi -a4pa. focrroea

OC sn'-asye'rrcx s rinepni:opovr qepe3 a6crpaxruufi u&p, s.xuit Ha3rrBaerbcf,

uouiropou nipryanuroi uaurrann (VMM). VMM Ha1ae rocrsosifi OC .qoaau<osi API,

qxi Ha3r,rnarcTbcf, rinepnur<Jrr{KaMr{ AJrfl Aocryny Ao IIocJIyr, non'sgauux 3 arIaparHI,IM

ga6esue.reHH.rrM, TaKr{x .rrK KepyBaHHf, nipryanruoro uau'sttto, [epepl4BaHH.f, Ta

vrepeNi. Ocxilrxu o.rixyemcf,, rrlo sev.rafiHi OC upauloBarl4Myrb y npoctopi r4pa,

sxufir 6e:uocepe.{Hbo Kepye ataparHtrM 3a6e3nerleHH.sM, i ui OC nosl,IHui 6yru f,BHo

rrepeHeceui Ans Br4KoprrcraHH, API VMM. Ilepenara qiei MeroAIaKI{ tloJlf,rae B roMy,

ruo He norpi6ne cneqialrHe o6laAnaHHx, i BoHa niAuocHo upocriura ra e$exrusHirra

nopinnxno g nosHicrro 3MoAeJrboBaHr4ru o6raAuaHHRM Hl{xqoro pinnx, ocxinmu OC

ra rinepnisop, rxi npaqrcrcrb prBou, qo6 s6eperru po6ory AJI.,I eMyJlxqii pecypcin

cr4creMa. Taxi npoeKra, xx Xen, L4Re i VMware ni4rplznaylorb Irefr niaxiA. OAHax

nao4uQircaqiq senqafiunx OC ue e rpunianbHoto. Kpill roto, ocxilt ru rocmoea OC

He Molr(e orpr{Marr4 npxwttfr, Aocryrr Ao a[aparHux rlpl4c'rpoie, .upafinepu s rocrE,oeifi

OC nosuHni 6yru eiluosiAHrzM r{HHoM sNaineui. VMM i ynpanniHHq ilaM'.tlrr}o B

rinepui:opi 4o4arorb AolarKoni nrarparr4, ulo s6ilrruye BIJII4B Ha npoAyxrrnuicm, n

nopinuxuHi : po6ororo pi4uoi cucreiiara 6esnocepeAHbo Ha araparHoMy sa6esne.Ieuui.

flapanipryanisaqix Mae HeAonir y nurnsAi BlrcoKr{x BLIrpar sa inNenepui pospo6xu,

noB'fl3aHi s Heo6xiAuicto rr,roIu0ixarlii rocrboBl{x OC 1721. Inrurafi niaxia
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Br4r(opr4craHH, araparHoi nipryanisauii. Anaparrua nipryani:aqix noxra1aerbcfl Ha

AoAarKoBy araparHy ni4rpravrxy Anfl crBoper{Hx nipryanbHl4x cepeAoBl4ul. Ilepenara

rlboro ui4xo4y rroJlrrrae B ToMy, uto niu Ao3BoJIf,e BI4KopI4croByBarI,I HeMoAI{SixosaHi

gsu.rafiHi OC y nipryanrnlrx MarrruHax 3 vriniuanrHlaMt4 AoAarKoBI{MH BI{TparaMu.

Bnuararcqrr Br,rMor nipryanisaqii, qx ARM, raK i apxirexrypa X86 ga6e3reqr4rr4

unarSopvry,.,IKa nigrpranrye Bipryanigauirc 3a AonoMorolo anaparHoro 3a6e3rler{eHH.[.

3 Br4xo,qoM ARM rerep ni4rpravryerbc.,r po3rxrapeHHf, nipryanisaqii y csoifi

apxirexrypi. Ui po3rrrrapeHHf, cKJraAarorbc.q 3 rpbox ocHoBHr4x rracrr4H: po3rxr4peHHtr

nipryanisaqii npoqecopa; nipryanisaqix uau'-ari; po3rxr{peHHfl nipryanisaqii

BBeAeHH.rr-Br,rBeAeHHr. Bipryanisaqir rpoqecopa AoAae Honufi upraninefiosa:rruit

pexr4M npoqecopa, pexraM pinur nprninein. Ilefi pexr4M Mae Br{rrli nprzninei, uiN

zeulaiakrufa pexlrM flp1pd, rrlo Ao3Bonf,e riuepuisopy BI{KoHyBaru xonQi4eHqifiui

incrpyxqii. Kpivr roro, qe po3ruzpeHHf, AoAae AoAarKoBuirna6ip BeKropHI4x ra6ruqr

i pericrpiB Ans inrirarlii nzAirenux nipryanbHr4x rrpoqecopin, Ha {KIax rocrsoni OC

Moxyrb [paqroBaru, He ni4uycxarovu ni4 trac [epeMunaHHs, KoHreKcrHoro pexr4My.

3aeAsxra ui4rpunrqi niptya"rrisallii raM'xri, ARM ga6esne.Iye ximxa pinHin rpaucnxqii

aApec nau'lri, 6esnocepeAHbo pearisonaHr4x B arraparHovry sa6esneqeuHi. Tara

peanisauiq cnpoqye po6ory riuepni3opa 3 ynpanninHx nipryanbHoro nau'smlo ra

ui4aurqye npoAyKrr,reHicrr. BuxopucraHHfl rrporpaMHoro sa6esne.reuH.rr Arrfl

eirrynxqii npucrpoin nnogy/nueoAy e Aoporr4M, po3rxr4peHH.rr nno4y/nneoAy

sa6esne.rye nipryamny o6po6xy [epepuBaHb AJrf, rroJrerrrreHHfl rlboro npoqecy.

BuxopzcroByroqu nipryanruufi poeuo4i"nbHraK rrepepHBaHb, rinepnisop Moxe

repeAaBarr{ KoHKperni o6po6Kr4 rrepepuBaHb 6eanocepeAHbo ua nipryarssi iraaurunz

6es AoAarKoBr{x Blrrpar Ha Maprxpyrugaqiro ra ni4crexeuux rcoxsoi onepaqii

BBereHH{-BVBeAeHHf,. I.ll.s Aef,KHx ocranHix ruoAerefi ARM ue Hanirr Ao.uaHo

cr.IcreMHprfi npzcrpiit, xxuit Ao3BoJrf,e rinepnisopy 6esuevHo HaJrarxroByBarr4 npxrr.rrafi

Aocryr Ao nau'.sri (DMA) 3 rocrboBuua OC, uo 3MeHrxye pH3r{K roro, ulo urxiAlrzni

apaircepu DMA 3aIIoBHsm SisrauHy uau'.srl. I-lefi uiaxig e xpaur4M.qrrf, n6yAoaaHoi

nipryaniaaqii ne tinmu roMy, uo siH 3Huxye cxraAuicrr peanisaqii rinepnisopa i
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3a6e3neqye BipryaJrbHrrM MarrrHHaM Mafix(e uinirtarrui saxraAui BHrpara FIa

rrpoAyKraeHicrl. [{afironoBuirue, ulo raxaft niaxia ni4nuulye uauifinicrr i 6e:rexy

CI{CTCMI4.

Piureuuq rinepni:opa noKa3ye repcreKrueuuil HarprMoK Arrfl ni4rpauxu

uorpe6u B 3axr4rrleHoMy KoHrpolrepi CAE Ha npaKrl,Iui. O.unax 6esnexa roHrporepin

CAB He rroB'tr3aua3 ripryaniraqiero. IIpu raroury nigxoAi nupiulanbHe 3HarIeHHf, Mae

QyurcqioHaJrbHa ropexruicm i Halifi uicm rinepnisopa. OcxinbKl4 cucreMa 3aJlex(rlrb

ai4 rinepnisopa, qo6 rapaHryBarr4 isorrqiro, 6yar-xxi HecrpaBHocri s rinepni:opi

3arpoxyBarr4Myrb $ynxqionamsocri Kpr4Tr4rrHzx 3aBAaHb KepyBaHH.[. Tax flK

rinepni:op npaqroe B pexuui, ro rpr4 Ha.rrBnocri Bpa3nl4Bocreff s rinepaisopi ix

MoxHa eKcrrnyaryBarv, rrlo Aacrb 3JroBMracHr4KaM 6innru sucoKi npunirei, uix< caue

qApo.

OAnHn 3 norrynflpHux riuepniaopin e Qpeftnanopx nipryanisaqii, xxurt,

neperBoproe flApo Linux ua rinepai:op. Biu Mae nepeBary y surrxAi rxr4poKr.rx

cepnicin ra ni4rpranrxra 4pafinepin. Ane uepes NaoHorirHy KoHcrpyxqirc fl,lpa 3a3Hae

Tr4x )Ke 3arpo3, ruo i Linux. HeuoAasHi AocriAxreHH, noKa3arrvl) Iqo MolKyrr 6yrir

Br4Kopucrani 6araro Bpa3nr{nocreft, TaKr,rx flK eKpaHyBaHHf, BHKoHaHHs rocmoeoi

cucreMr4, r{HTaHHfl rocrboBulrz iuruzur4 rocrboBvru:a AaHulau, ni4nnrueHHr npraninein

niA xinsq s 3 Ao xinnqq 0, sel,4 xx nrixponi:op.

Bpaxonyrcrrr4, rqo uouorirni r^gpa 3a cBoero cyrrlo HeMoxJIIaBo 3axlrcruru 6es

rxKoAr4 .qff 3pyr{Hocri Br{KoplrcraHHfl, ra cyuicuocri, uiaxia vrixpor4pa [peAcraBJrfle

alrbrepHarr4BHe piureuHx. ltts roro, u{o6 spo6urrz [pr1[yuleHH.rr npo 6esnery

o6rpyuroBaHrrM, 1asosuia riuepnisop EoBraHeH 6yru naAifinuivr, SynxqioHaJrbHo

lpaBr4nbHuu 6eg HeBr{3HarreHoi uoseAiHru i, 6 aNaHo, v.arvrlrKoMora uenruufi po:vrip.

3 qux rprrrruH $opvranrHo nepnQixoeaHe rrair<por4po sel-4 e siANaiHuravr piueuuxir,r

4nr peanisarlii riuepnisopa:na ocHoni rrrixpox4pa, raK 3BaHoro rraixponisopa.

Mixpoaap qe uiHiuaJrbHa cr{creMHa 6asa Arrfl, sa6esue.reHHf, auaparHoi

a6crpaxuii [rrr uo6yAonu pisHr,rx cr4creMHr,rx cnyN6. I-inepnisop npusuaueuufi

BI4KrrorIHo AJI{ yupanninux 6asosuN,r anaparHr4M sa6egne.IeHHtM AJIf,
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nipryamuunau cepeAoBI,IrIaMI,I

Br4KoHaHHfl, f,Ke Bxmoqae xx cryxr6r4 Kopr4cryBarlbxoro rrpr43HarreHHtr, rax i xo4 s,[pa.

3asA.sxr cxox<ocri SynrqionaJty ra crpyKrypla, uixpox4po Moxe 6yru BI4KopHcraHe

Anfl peanisauii rinepni:opa. Civreficrno rvrixpo.a4ep L4 6yno uo6yAonaHo f,K

naixponisop Ans ui4rpr,rrrarcv flK napa-nipryanisaqii, rax i araparHoi nipryanigauii

rpor.rfoM rpr{Banofo r{acy. ix peanisauii upo,ueMoHcrpyBaJrr4 HaJrexni pesymrarr4 rK

riuepnisopu B npoMracJronocri Ta HayKoBlrx KoJrax. O.unar )KoAHe : icuyrovux

vrixpox4ep He Moxe ga6esue.rvrrv raKufi Ne pinens rapaurii n nopinusHlri s sel4.

Pospo6neno vrixponisop ua 6asi sel-4 Arrfl npoqecopa ARM. BraxopzcroByror{r4

arraparHy nipryani:aqiro, Btrrycrr4rrr4 6i6niorexy Anf, no6ygoua VMM. Touy,

vrixponieop sel-4 BlrKoprlcroByerbc.fl rx Syn4aMeHraJrbHa unar$opMa AJrf, peanisaqii

rpororury r(oHrponepa CAE.

Mixponiaop isonroe 3aBAaHHs yrpaBniHuq e pi:Hi nipryansui uaruuun, aJre B

Aoiraeui CAE Sararo 3aBAaHb ynpaaniuHx raKo)r( noeprHui esaeuo4ixru ra

cuienpaqroBarl4 pa3oM AJr.f, Br4KoHaHu.f, rroBc.f,KAeHHr{x onepaqiu. Touy, neo6xiAuufr

o6oe'rr:xoeufi MexaHisN{ KoHTponro Aocryfly, sxvtit Ao3BoJr.se pospo6uurcarra

3acrocoByBarn ToHKi uoriruxu xouyuiKauii Jrr4rre uloAo rax 3aBAaHr, rxi 4oseoleui

Ao cnienpaqi. MoAenr, Aocry[y, 3acHoBaHa Ha MoxJrr{Bocr-f,x sel4, :a6esueuye

ruyuxrzft MeroA rlpo3oporo [ocepeAHr4qrBa 3araJTbHocr{creMHax no.uirux 6esuexz

uiN eipryarruuutz cepeAoBr,IUIaMH. y apxirercrypyi sel-4, 3acHoBaHoMy Ha

MoxJIpIBocrflx, Bce e o6'exrou. Ko>xes o6'exr s1pa rrpeAcraBJrre qacrxy pecypcie,

HarIpI4Kna4, cropiHKr4 [aM'qri, upun'xsaui Ao rrpucrporo o6lacri, KaHaJrrr :e'.a:xy

Toluo. MoNrueicrb e neui.qpo6JrroBaHr4M ToKeHoM ig uos'ssaHyruvr rrpaBaMra Aocryrry,

s,xui,r rocr4Jraerbc.rr Ha siAnosiAHufi o6'exr xrpa. KoNua Moxrlrsicrb Moxe 6yrw

npr,r3HarreHa Ar.rr KoHKperHoro rpoqecy. -fl4po Kepye roKeHoM Moxlrr{Bocrcfi siA ivreui

npoqecin. Koru crBoploemcx o6'exr, .rrApo rroBeprae islerc y ra6rraqi irroxrusocrefi

npoqecy BIIacHHKa, r^xuit. Moxe 6yru Br,rKopzcTasuit npoqecoM Anfl nocr4JraHHf, Ha

$axruvni o6'extur sp1pa ra BHKJrr,rxy ftoro SyHrcqifi. flApo 3axr4rrlae uro ra6lnqro

MoxJlnBocrefi, ToMy ii neuoxJrr4Bo niupo6uru.
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,{nx roro, uo6 ABa npoqecl4 MorJrr4 B3aeMo girr:ru oAr.rH 3 oAHr4M, npoqecr4

rIoBI4HHi BonoIiTI4 Mox(JlnBocrflMr,r KaHany :n'.asxy, xiHqesoi TorrKH IPC. Orxe, .f,KIIIo

rrpoqecl4 He BonoAircrr raxoro g.4arHicrlo, Bouvr He Mo)Kyrl cnilxynartrcr. flo cyri,

3araJlbHocucreuHi uoliruxu 6esuexz 3acrocoBylorbcfl y Soprr,ri posno4iny

MoxJll4Boctefi, sri Moxyrb 6ytu no[epeAHbo HaraunoeaHi crarrarrHo. IIIo6

[oJreflxr4Tr,r po3po6Ky, sel4 Hallalra npe.4MerHo-c[euu0irrHy MoBy Ins onr4cy

po:no4iny Mox(naBoctefi crrcreM sel-4. Bona 3rrr4Tye cnequsixaqiro i nepeao4[m rr e

HusKopinHesufi xoA C. Bosa Bl4Kopr4croByerbc, Anr crBopeHH.rr ra po3noBcloAxeHH,

,K MoxJlplBocreft xiHqenux rorloK IPC, TaK i cnilsnr,rx cropiHox na\a'sri naiN

rpoUecaMa ra nipryaJIbHlIMI4 Malrrr4HaMz. 3reHep osauuir guctpu6yrr4B MoxJrzsocrefi

n6yronairo B neptunfi npoqec, xxvrit raKox cnyxr4rb 3aBaHTaxyBarreM npoqecin ni4
IIAC 3ABAHTAXEHH'.

BraxopucroByroql4 laixponisop sel-4 ra o6os'sgxonzfi KoHTponb Aocryny, 1110

[pl4MycoBo KoHTpoJIroeTbc, noliruxolo, MoxeMo HaJraruTyBaTH ABa cepeAoB4rrla

BI4KoHaHHx, piguuir pos4in sel-4 ra nipryanbHy Marur4Hy Linux. Pi4urafi pos4in - qe

cepeAoBrrlrle BI4KoHaHH.f,, qxe 6esnocepelHbo IIpaUrce noBepx sel.4 3 AoaryrroM Ao

API qlpa. Poelin :a6e:ne.rye Hagifiuy isorsrlirc ra nuuy 6esuexy 3aBilrKvt

HeBenHKoMy TCB, a raKox uoAeni Aocryny Ha ocHosi ruoNrusocrefi nucoxoi

BrIeBHeHocri, u1o sa6esueqyerbcq 6e:nocepelHbo .qlpoM sel,4. 3acrocyuKrr B UboMy

pos4ini 3aJIexarb rilrxa eia roHKoro ruapy xoAy y szrr.flAi rrpoqecy se[,4 3

ni4rpzuxoro icHyrorlnx cncreMHux cnyN6 i 4pafinepin npncrpoie. BriNa, : riei N
ilpkr-c,u]F^l,1,, uo fi BI4IrIe, rIoKI4 IrIo He icuye cyuicuHx is POSIX cr4creMHr4x uaxlaxin, a

,upafinepa nprzcrpoin o6vrex<eni. Orxe, 3acrocyHoK Mae 6yru pealisonarurfi

yuixalrHI4M crloco6ona. 3 iuuroro 6or<y, pos4in Linux ga6esne.rye 6arar:e ceperoBr4rrle

BI4KoHaHH.[ Anfl icnyrouHx sactapirtzx a6o Hr.r3bKoKptrrztqHr4x nporpaM. 3a

AonoMororc anaparHoro sa6esne.IeHHf, uerr,ro4vt$ixonaue sApo Linux [parlrce .rrK

rpouec sel4. Ocrilrxu snu.Iafiue q,upo Linux He :e'l:yerbcq 3 6i6niorexauu se[-4 i

Bl4KoHyerbefl y BnacHoMy npocropi [aM'flTi, BoHo He 3Hae npo 6a:onnfi seL4, i rouy
HCM0)I(JIHBO nsaelto4ilru 3 llpotpaMaMr{, 3a[yx]eHr4Mr4 B pi4uoiuy po:4ini.



6B

3acrocyuKr,r B cepeAoe[ui Linux raxi >r<, .f,I( flI(Iuo 6 eoHH [pau]oBaJIH B 3BI4r{aitttiit

cr4creMi l,inux. Boura Mo)r(yrb orpuMaru Aocryrl Ao craHAaprHl4x API, cacreMHl4x

eraxruxis, 6i6niorex rolrlo, i 6inuuicm is HI4x Mo)I(yrb Btrt(oHyBarvcfl 6e:

rrepeHeceHnx. Kpirvr roro, Aesri Apairnepu npucrpoin y a4pi Linux raKox Moxyrb

6yru rroBropHo Br.rxopucraui, ruo6 rroJrerllll4ru ni4cyruicrs 4pafinepin upncrpoin y

SEL4.

Ilpuvrycoer4fi gs'xgox nix pos4inorur Linux i pi4ulaur pos4inovr Moxe 6yru

AocflrHyruit za AoroMororo 3aBaHraxyBaHoro MoAyu s.^pa.Mogyri sAPa Linux -
qe SparvreHrra Asifirosoro KoAy, sxi MoxHa 4uHaui.rHo 3aBaHTaxyBarI{ Ta

Br4BaHraxyBarr4 uiA.rac Br4KoHaHHx. Mo4yni rgpalinux 3arlycKalorbcf, B x4pi Linux

npocrip. [{e po3rurlrproe $yHrcrlioHamuicrl xtpa. y qifi ronQirypaqii MoxHa

no6yaynarr,r MoAynb fl,Apa3n'x3Ky, xxuit 3Hae MoAeJrb MoxJrutsocrefi sel-4 Ta BI{KJII4KI4

xtrpa. Kolu 3acrocyHxy n Linux norpi6uo BcraHoBrarra 3n'q3ox is pi4unuu cryN6auu

a6o npoqecaMr4, [pofpaMa Moxe Br4KJrr.rKarH 3apeecrponani czcreuHi nzxrzxlr, i :a

AorroMororo qboro MoAyn, slpa Moxyrb Ha1.cvrlrarvcfl, a6o orpuMyBarl4

nosiAoNareHHfl a6o Aani s xiHuesoi ro.{xz IPC.

Taxzu rrHHoM, qe piureHux z6ataucoBye spyunicrr BrIKopI4craHHfl ra 6e:nexy,

po:uiulyroqu flK cepeIoBr4rrla BuKoHaHH.s Linux, rax i npupo.{He cepeAoBaIrle nucoxoi

na.qifiHocri AJrfl npaKTr4rrHr4x rlirefi. B cupo6i rroJrerrrrr4rl4 flpoqec vrirpaqii 3

rpa4raqifiHoro Linux 3araJrbHoro rrpr43Har{eHHfl Ha KepoBany naixpo-sApoM crcreMy

nncoxoi uaAifiuocri ilnfl xourponepie B roueni CAE, qe pirueuux Ao3Bor.se

iHxpeueHTHy crpareriro cno.rarKy Ha KoHKperHux cbyur<qixx,4oseolr.sroqr4 npr4 rlboMy

rlpoAoBlr(y BaTIl] cTBoproBaTr{ peuTy cHcTeMH.

4.2 P eaxi:rarlis npororr4ny

Posrflquei\,ro peanisaqiro 3anponoHoBaHoro nporort4rry 3 Br4KopHcraHH.rrM

Iraixpoaisopa sel-4. Brar<opacroByrorrr4 nrixponi:op sel-4 a ni4xpr,rruM eI,IxiAHlIM KoAoM,

qe piureuHtr HaJrarrroBye nnar$opury 3 ABoMa cepeAoBr4rrlaMu BHKoHaHHfl, oAHr4M
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po3AinoM Linux, peari:oraHnM HaJrarrrroBaHoro nipryanbHolo Marrrr4Horo Linux, i

oAHrrM pi4urana pos4irou 3 rpr4poAuinra rpoqecaMu seL4.l(piria roro, BrrpoBaAxeuo

6esneuuy cncreMy 3aBaHTalr{yBaJrbHoro JraHurora Ans 3axucry qinicnocri

[porpaMHoro gaSesne.reHHfl. Ilpoue4ypa 6es[e.ruoro 3aBaHTa)KeHHfl 3acrocoBye

aBTOpr,r3oBaHi KOMIOHeHTI4

xouqenqii sel-4, rpororr4n

3aBaHTa)KyBaq; ruouirop

Kpl4rlrorpaQivHi MeroAIa B npoqeci 3aBaHraxeHH.rr, sxi uepeniprrcru qraQponufi

nlAnr{c KoxHofo KoMrroHeHTa Ta rapaHTyroTL, ulo JrI4IrIe

Moxyrb 6yru 3aBaHraxesi sa nnarSopuy.

BuxopucroByroqu piueuux vrircponisopa Ha ocsoni

crpyKrypoBaHo. HaqsHi rar<i ocnosHi KoMnoHeHrr,r:

nipryanrHoi MaITIIIHLU rocrboBa OC Linux; cepBep sa'rsry. 3asaHraxyBarr e

KopeHeBI{M npoqecoM Ta iHiqianisaropoM Kopr4cryBa.ta Arrs. clrcreMu sel4. rlacuana

iuctpyrvreurapiro uicrum Qyuxqii, rxi uepernaAarorbcs 6esuocepeAHbo a uonu nig

r{ac KoMrlinsuii. Biu 6epe orluc si sreuepoBaHux Safinin C si cuequ$ixaqii cr4creMr4

Ta BI4KrII4Kae sApo sel-4 An.s po3no4iny pecypcie, TaKax qK crBopeHna xiuqeBr.rx rorroK

IPC, 6noKis KepyBaHH{ rpoqecaMa ra po:no4iny Nro)<rasocrefi norpi6uorray

BnacHI4Ky. ll{e o4uiero Meroro uboro rpoqecy iniuianisauii e sasaHraxeHH-r rrporpaM

y cl4creMy n o5'e4I-IaHoMy apxiei. Haperuri, nicls roro, sx eci 3aBAaHH{ ni4 .rac

rpoqecy 3aBaHraxeHHfl eLIKoHaui, rleit MoAynb 3a[ycKae eci iurui npouecr4 i

repexoAr4rb y crn-suufr peNuu.

Pospo6neHe 6esueque cepeAoBr4rrle BLTKoHaHHf, 3 Br4Kopr{craHHf,M

nrixpoei:opa sel-4 soSpaxeHe Ha puc.4.l.

IJ-{e o4HzM Ba)IUII4BI4M KoMroHeHroM e uouirop nipryanrHoi uaruauz (VMM).

VMM - ue rporpaMHe sa6esneLleHHfl, ,rKe crBoproe nipryanbHe cepeAoBr4ue. y
rlpororurli BMM peanisonaHa 3 BI4Kopr.rcraHHrM rrpoqecy s sel4. froro pospo6neHo

3 Meroro rIoJIerruI4TLI [poqec cTBopeHH, 3acTocyuxin i cepnepiB 3a AorroMororo

uixpox4pa sel4. 3an4xxIa ynixanrnocri sel-4 BoHa aigpisHxemcs niA rpa4uqifinoi

Unix-noli6noi cI{creMLI. 3oxpeua, 3acrocyHKr4 B crrcreui Ha ocHoei sel-4 Br{Mararorb

qacroro BHKopI4craHHfl, IPC, BpyrrHy peali:yrouu nci nsaeuoAii upoqecin i

ni4cteNyrouz MoxJII{Bocri, rIo He e rpunialruuvr. Bin ,{orpr4Myerbcf,



KoMrroHeHTHoro ui4xo4y,

flporpaMHoro 3a6e3nerreHH.fl

r.xufa MoAeJrroe clrcreMy -rrK

ra Ha4ae pisni noflepeAHbo
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ua6ip nsaenao4iroqoro

Br43HaqeHi naoayni Anfl

pospo6Hzxin, qo6 a6crpaxrHo BKa3arH 3B'f,3oK, He ryp6yrcrrucb rrpo AeranbHy

peanisauiro.
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Pucyuor< 4.1 Po:po6nene 6esne.rne cepeAoBr4ure BrzKoHaHH-s 3

BHKopr4craHHrM nrixpoeisopa seL4

VMM crexurb 3a cl,IcreMnuur4uo4ixnau ra nepepr4BaHHflMr{ AJrf, rocrboaoi OC,

a raKox repexorlJlroe incrpyxqii upranirein, qo6 nepeAarkt ix czcreui sel4. lli4.rac

3aBaHraxeHHf, VMM iniqianisye aipryans:nmit npouecop, r.rcuir HaJrarrrroBye npf,Me

ni4o6paNeHH.rl nau'.sri ra rlpoxoAurb rrepe3 anaparHe sa6esueqeHHq. flicns

HanarxryBaHHf, cepeAoBrrrqa vMM 3aBaHTaxye .qApo tocrboBoi oc, .qepeBo

npucrpoin i xopeneny SafinoBy cucreMy y uau'srtr i uepe4ae KepyBaHHx xgpy. IIi4
rrac BHKoHattfl. VMM Kepye Mox.,Tr4BocrflMr4 rocrboBoi OC, [pocropalru nipryarrsoi

[ana'.:ITi, nepepplBae ra sSepirae/ei4uoBJrroe cra:ar ueHTpanbHoro rrpouecopa lnfl
KoHTeKcrHr4x rrepeMlrxa.{i e rorrlo.

dra rocrroeoi OC Linux cr4creMa 3anycKae HaJraruroB aruwfr zsu.uairHvril Linux,

sxrzit repexpecHo xounimoerbc.r Antr qinronoi AorxKH. -[Apo Linux ra o6pa:

no6y4oeani sa AonoMororo e6y4oeauoi cucreriara s6ipxu Linux, oAHoro 3 noryn.spHrzx
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incrpyrvreurin, xxi asroNaarlr3yrorb npouec. Linux lricrurn MoAynb flilpd, xxufr. npu

3aBaHraxeHHi B cr4creMy 3apeecrpyerbcf, xx niptyanbHufi npracrpifi, flKLriL Moxe

sgaeNroAiqrr.r 3 3acrocyHKaMr4 Linux qepe3 cucreMHl4fi slaxrux.

Ocranuinr KoMrroHeHToM cprcreMrr e cepBep sn'xsxy. Cepeep sn'r:xy e pi4Hzna

npouecoM sel4. Meroro rlboro npoqecy e o6naiH AaHI4MI4 rrai>x upoqecaMl4 Linux, axi

Br4KoHyrorrcfl y nipryanrnoMy cepeAoBr4rui, Ta 3acTocyHKaMr4. cepnep u'x:xy TaKox

e KoMrroHeHToM. Cucreua HaJraruroBye cninrHy cropinxy rau'r'ri vriN aipryaJrbHoro

MaiuuHolo ra cepBepovr 3s'q3xy. Ans xoNsoi \apu gn'qsxin rraiN cepaepoM an'xsxy ra

isuruun npouecaMu seL4 6yrc Br4KoprrcroByBarrrcr nz4ireua xiuqena roqr<a IPC.

Cepnep an'xsxy BHKoHye Synxqiro Aucnerrrepa. Konra nosiAoi\fieHH.rr orpuuauo a6o

si cuimHoi nau'xri, a6o g 6yAr-xxoi xiHrleeoi rour<lr, uosiroNareHH, 6ya. rocraBlreHo

B rrepry ra nepeAano eiAuosi4nonry oAepxyBarry.

HessaNaro.ru Ha re, rqo piureuu.a nipryari:aqii ao6pe niAxoAram AJrs

pos4inenufl. 3acrapinnx i uoreHrlifiHo Bpa3JruBkrx 3acrocyHxin, nouo He 3aBaxae

3JroBMr4cHI4KaM Sisn.tro BTpyrrarucr n po6ory npucrporo a6o gNaiHloBarr4 npouec

3aBaHTaxeHHt p.Irfl 3aBaHTaxeHH.rr urxiArr,rsoi OC. KoHrpsaxoAoM e nalifine

3aBaHTaxeHHr. Eesne.IHe 3aBaHTaxeHH.rr e Kpr{Tr{qHo BaxJrHnoro Qyuruiero 6esneru,

f,Ka fapaHTye, I]Io 3 npl4cTporo MoxHa 3aBaHTaxvTtt rwlrue aBTopr43oBaHe nporpaMHe

sa6esue.IeHH.x 3 quSponuu ni4nlacou. EegueqHe 3aBaHTaxeHH.rr non'xsye nporpaMHe

sa6esue.reHHf, 3 6asonr,rNr o6raAnanH-rrM,3acrocoByroqu KpzrrrorpaSiuni uero4r,r, raxi

qK qra$poni ui4uucu, Ha KoxHoMy erani upouecy 3aBaHTaxeHH.rr cucreMr4,

rorII4HaIoqI4 3 MoMeHry iHiqianisaqii o6naaHaHHr. Ocximxu Jrr4rue 4nifixonufi @afil

i: HaIIer(I{HM niAnLrcopr Moxe 6ytu nepenipeuzfi i sasaHraNeuufi y cr4creMy,

6egne.Iue 3aBaHTaxeHHf, rapaHTye, ulo Jrr{[re aBToprr3oBaHe nporpaMHe sa6esneqeHFlfl

Mo)I(e Bl4l(oHyBarvcfl Ha [eBHoMy o6laAsauui. Br.tcopzc'roByrorra rle piureuur,

rporpaMHe sa6esneqeHH, Molr(e AeneryBaru 4onipy qepe3 TaK 3BaHr4fi <<lauqroxox

4onipu>, rtolll4Hatoqu sia 3aBaHTa)KyBaqa i saxiH.ryrorru 3acrocyHKaMh,

rpI43HarreHHMI4 Anfl KopucryBaqa. Icnyrom pi:ui crau4aprui pirueuu.a Anfl

6esue.IHoro 3aBaHTa)KeHHr, rxi npouoHyrorb flr( c[eurSiraqirc, rar i peali:aqiro,
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repeBipeHe 3aBaHTaxeHHq roulo. y excnepzueu'ri [Jrara Br4KopprcroBye

3aBaHTaxyBarr. PearisosaHo npoueAypy 6esneqHoro 3aBaHTalKeHHtr, flKa Ao3BoJrf,e

KoxHoMy KoMnoHeHTy B cucrervri nepenipxrra HacryrlHufi xounosenr niA qac rpouecy

3aBaHTaxeHHtr Ta BKrrorrarr4 fioro s uepeaipeHrrM 3aBaHTaxeHH.rrM. Ilpouec

3aBaHraxeHHfl sel-4 Ha ARM cxoNnfi Ha rrpoqec 3aBaHraxeHH.rr Linux. Atrs

KOHKpeTHOi rrJrarr4 po3po6Kr4 npoueAypa 3aBaHTaxeHH[ po3ilorrr4HaeTbc.fi [p]1

exrro.reHHi. llpoqec 3aBaHTalKeHH.r ei46yeaerr,cx B HacrylHoMy nopflAKy.

3asaHTax(ynarr,urzu ll3l/ iuilliari:ye oreparrrBHy raM'.f,rb, 3aBaHralKye Broprrurtwi,r

3aBaHTa)KyBaq y raM'qrb i nepe4ae KepyBaHH-s BTopr4HHoMy 3aBaHTax(yBaqy 3

ri4xpuruna euxi4ulav KoAoM An-s n6yAoeauux rpr{crpoin. 3asaHra}KyBaq 3r{urye

sNaiHHi cepetroBr4ula 3 3aBaHTaxyBanbHoro rrpprcrporo, Brr.f,Bnre araparui pecypcra,

HanarlroBye [pouecop y pexuM i sasaHraxrye flApo sel-4 Ta [poqec KopeHeBoro

3aBAaHHs B orreparr.rBHy [aM'flTb, nepru Hix< nepeAarr4 KepyBaHHfl 3aBaH'rax(yBar{y.

3asaHraxyBar{ uepeuirqye flApo sel-4 i xopeueBe 3aBAaHH, B norpi6uy aApecy

Qisauuoi nana'.sri i sararuroBye 3aBaHraxynanrui :nainni ilnfl sel4. florina eiu

repeAae ynpanninHq sel-4. Biu uanaruroBye anaparui pecypc[ ra rnaHye KopeHeBe

3aBraHH-a n pexuvri Kopl4cryBarra, repu niN spo6urlr Aocry[HraM AJrf, 3anycKy. Aani

3aBaHraxye inrui 3acrocyHKr4 B pe)Karrai xopracryBaqa i po:no4i[.se pecypcu y nuur4i

MoxJlHBocrefi. Y qrovry KoHKperHoMy [porouani lqJ1^Mu npouecaMH e cepBep:n'xsxy

ra nroHitop nipryanrnoi MaITITIHI{. VMM HaJrarxroBye nipryansne cepeAoBt4rrle

BI4KoHaHHfl Anfl. rocrboBoi OC, 3aBaHraxye 4nifixonufi Qafin s.lpa Linux i 4epeno

npacrpoin y nana'.arb ra repeAae KepyBaHHx silpy Linux.

IIicnlr npoqecy 3aBaHralr(eHHq pealisoeauo rporreAypy 6egne.{uoro

3aBaHTalI(eHH.[, [otlaHaror{r4 B cr4creui sel-4. f"rrx qroro BcraBJreno ni4xprarufi xnroq i

BrIKopI4craHo 3aKpurufi xrrc.r : ni4nracoria sel-4 slpa i gasaHTaxyBaLr, a raKo)r( AoAaHo

ix ni4nuca B xiuui Ko)KHoro 4nifixoeoro $afim. llepe4 3aBaHra)r(eHH.sM

3aBaHraxyBarl o6.Ilacrroe xerl KoxHoro 4aifixonoro Safina ra :nipae quQponnfi

niAuuc si 3HaqeHHqM xelxy. 3anauraNyBaq [poAoBxr4Tb po6ory Jrra[re B ToMy

BI4rIaAKy, sKIUo nilnr,rc g6iraersc.s. florirvr BKJrroqeHo ananoriuny [poqeAypy B
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rpoqec iHiqiarisauii 3aBaHTaxyBaqa, uo6 [epeKoHaructr, Iuo 3aBaHraxyBar{

uepenipurl cepBep rn'rsxy ra VMM. Hapeuni, y VMM AoAaHo npoueAypy

nepeniprcz, LrIo6 sa nrtari Br4Kor{yBarrvreflJrrlrue ni4nacaui l4po Linux ra o6'err AepeBa

npzcrpoie.

Itpirra roto, iurerponaHo rle : nepenipeHnM 3aBaHTalKeHH.f,M 3aBaHTax(yBarI.

3aeaHraxyBar{ peani3oBaHo 3 TexHonorierc 6esneqHoro 3aBaHTa)r(eHHr, flr(a Ao3BoJIfle

pospo6Hrarcavr n6y.uonyaaru Kpr4rrrorpaQiuni xmo.ri B 3aBaHraxyBar{ 3 MeroIo

nepenipr<u. Kpivr roro, uepenipeHe 3aBaHraxeHH, BHKopHcroBye Houafi $opvrar

Qaftny, xxuitr :na3trBaerbcfl. 3BeAeHraM AepeBoM so6paxeHr. I{e ruyuxufr,

crpyKryponauufi Sopnaar ronrefinepa, xxvri,r nigrpnvrye rimxa o6pa:in flApd, AepeBa

npncrpois. 3a AonoMororo rrboro Sopnaary MoxHa JrerKo Ao4aBarv ni;;nucu ra inrui

iraera4aHi, uo6 sxa3arvr 3aBa*TaxyBarry, .rrK 3aBaHTaxIrrI4 cl{creMy. CronrninroBaHo

sel-4 ra fioro KoMrroHeHrH n o6par, Iqo6 Br,rKopracroByBaru rlefi uexanisNr.

Y nwpo6uuursi 6araro rocrarraJmrurcis ni4rpr,rrrayrorr pinreHHs 6esneqHoro

3aBaHTaxeHH.f,, cyuicni :i cueqzQixaqiero 6esne.rHoro 3aBaHTaxeHHf,. Bonn qacro

HaAarorb 3aBaHTaxynansHi II3y : ui.4rpravrxoro 6esnerlHoro 3aBaHTaxeHHfl, a raKox

Ao.uarKoBe ataparHe cxoBrrrqe rJrf, rrporpaMyBaHH.rl KJIroqa ruu$pynaHH.s, ulo He

niArsrae orrr4uleHHro. flpaqrororru 3 Hr4Mrz, MoxHa n6yaonynarl,I Kpl,InrorpaSivHrafi

KJrroq ua nrari s lrafi6yrHboMy. Taxwit, Krroq Moxe 6yru Br,rKopr4craruufi, gnr ni4nracy

BTopr4HHoro 3aBaHTaxyBarra, uo6 Aossolrr4Tu lrrrure aBToprr3oBaHoMy 3aBaHTaxyBaqy

: uorpi6uoro xonSirypaqiero 6yru BHKoHaHITM Ha urari Anfl HacKpisuoi rapanrii.

IIIo6 ouisura 6esnexy ra npaKrz.rHicru uboro piureuux s AorvreHi CAB,

npororr{n npufiuxn cqeuapifi unro3y IoT eia 6isHecy i peanisona:uvriz y cracrenai.

OAnuna ia xpnrnqHo BaxJrr,rBrrx KoMrroHeHris 6esueKlr B CAE HacryrrHoro

noxoriunf, e rxJrros IoT. Y roft qac ,K 6araro npucrpois CAE sal,{iHro}orrcs ix

ocrausil,rr4 aHaJroral,r^:a [rrfl ga6esneqeHHfl 6inrur <iurerexryanbHoro> ynpaBniuux,

npucrpoi ece 6imrue i 6inrure noKna.qarorbc.f, Ha xMapHi o6.rracruosamui cnyN6ra.

lllnros IoT - ue rpprcrpiir, nxuir zlvrpae'ra s6epirae Aasi 3 rrpeAMerHoro norq i

sa6esne.rye 3B'{3oK ruix roxarbHr4Mra clrcreMaMu ra xMaporc. -f,r nepuQepifinufi
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[pr4crpifi, flKvrfr. cny]Kr4Tb ror{Koro Bxory B o6'eAuauns Iurepuery, Aoiraaruuix i

rrpoMr4cnoBr4x cr,rcreM aBroMarrasaqii 6yAinem, IIIJIIo3 IoT siairpae KnloqoBy poJrb y

rpa4raqifisrax CAE ra Iurepuery nocnyr. Or>xe, fioro 6e:nexa Hepo3puBso uos'qgaua

s 6egnexolo ra gaxuqesicrrc o6'exra.

3axr4cr KJrroqa aBreHrr4oixauii, sKr4ft Br4Kopr4croByerbc[ nJr[ aBTeHrr4oixaqii, i

sa6esne.reuns 6esne.{Horo :a'rsxy ui>x ruJro3oM

rrpoAeMoHcrpyBarn nepeBara 6esnexa 3anporroHoBaHoro

uefi excnepr.rMeHT Br.rKoprrcroBye yupanninH, KJrlorraMlr

repeBar 6esuexa piureuur ruixponi:opa.

i xnaaporc. Ilparuy.rra

Cepea ycix @yHxrlifi urnrcsy IoT nafi6insruoro npo6JleMoro .qnx 6isHecy e

piruenua n Aoruesi CAE,

f,K npuKnal, Anfl. orlinxr,r

Y seu.{afiHux cracreMax ynpaeniuux KrrorraMr,r noKJraAaerbc.rr Ha Safinony

c?rcreMy i r<onrpolrb Aocryny An.lt 3axrrcry Kpr4nrorpa$iuHr,rx xffo.rin. IIi4 uac

Br4KoHaHHf, cepBep KepyBaHHf, KrloqaMra 3aBaHraxyBaruMe Krroq y cnifi npocrip.

Cepnep KepyBaHHfl KJIIoqaNaH si.{uoni4ae 3a Ha4a:oHtr KpranrorpaSiunux nocJryr.

Hanpuxna4, rurzSpyBaHHfl, aeuru$pyBaHH.f,, qra$ponoro ui4nracy, nepenipxu ni4nzcy

roIIIo AJIf, aBropl43oBaHoro oAHopaHroBoro npouecy. HanpuxnaA xMapHoro rcrienra.

3a norpe6u xuapHIafi xrienr 3B'.gxerlc.s is cepBepoM KepyBaHH.,r KrrorraMra 3a

AonoMororo coKera JIoK€LJrbHoro AoMeHy IINIX. fitx zaxucry rlux Kpr4rrrolpaQiuuux

posvrirqyerbc.a B pos4ini Linux. Konz xMapHoMy xnienry uorpi6ni Kpr4nrorpa$iuni

rlocJlyrkl, xvrapHufi rrieHr sAificHroe cucreivrHnfi BHKJTLTK, HarrpuKJraA, 3anrzTye

cnyN6y sgpa a6o apai,rnepin. Moayr" s.Apa uepenipuru upuninei upoqecy. -flru1o

IPC. 3peruroro, gs'-s3oK rlepeAaBaBc.rr Ha cepBep KepyBaHH.rr KJrror{aMu, a pe3yrrbrar

noBepraBcs Ao xMapHoro xriesra 3a aHaJrori.rrrraN,r rrrJr{xoM. 3 ro.rxn 3opy nporpaMr{

Linux, Saxruuua peanisauix e rpo3oporc, orxe, norpi6uo ,{yxe MaJro :rr,rin y

KIrOr{lB BIA rrrKlAJrHBOfO AOCTyny, y

3 rracruHr4 Linux 4o pos4iny sel4.

pos4ini sel-4 i saeaHraxyrorbcs Ha

qifi peanisauii nepel,rirqeHo KepyBaHHfl KJrrorraMr,r

IIiR .rac 3aBaHTa)r(eHH.f, xmo.ri 4ocrynui rirrrcu e

cepnepi ynpaeniuH-s Kruoqairav. Xuapuufi xlieur

3arrur 6yae 3aAoBoJreHo, MoAyJrb flApa

pos4ini sel4, BHKJrHKaBruu niAnoni4ny

lepeHarrpaBlrrb 3arrr{T Ha cepBep :n'xaxy a

uoNrznicrb 3a AonoMororo npuvriruny sel-4
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Br4xiAHoMy KoIi.

IIo6 oqiHuru uefi nilxiA, npoanari3oBaHo MoNrrzsi BeKropr4 araK y

nopieuauui gi gsl4qafiHolo peanisaqiero. fpyHryro.rucr Ha icuyrovux peanbHr4x

araKax, MoAenb 3arpo3 nepe46auae araKr ABox piauia. flo-nepure, araKr4 siA4areHo s

MoxJIIIBI4MH cKoMrIpoMeroBaHHMlr npoqecaMz. Ilo-4pyre, araKa s Sisuunwu

AocrynoM nprzcrporo. 3asAqxra rapaurii SyuxqiouanbHoi KopexTHocri, ulo HaAaerbcq

Qopnaanruoro eepz$irauiero sel-4 uepe46auaerbfl., rqo vrirponi:op Mae Br4coKy

naAiftHicm i ue uicrnrr Bpa3nr4Bocrefr nporpaMHoro ga6esne.reHH.s.

Bpaxonyroqla, IrIo IxJIIo3IoT e nepu$epifiuurr,r rrpr4crpoeM y 3Br{araianifrcucrerui,

.f,Kulo s olHifi i: nporpaM, 3aryuleHux y po:Eiri Linux, e Bpa3nr4Bocri, 3JroBMHcr-rr4Kr4

Mo)l(yrt, orpLIMarI,I eitrAareuwit gocr_yrr, BuKopr,rcroByroqu rari cna6xi rtaicqs. Ilicns

TOIO, .tIK 3JIOBMT4CHIjKLI OTpr4MarOTb AOCTyn AO rrpHCTpOrO, 3JIOBMHCHI,IKH 3MOXyrb

orpuMara Aocryr Ao I(pI4rITorpaSiuuax xruo.rie 6esnocepeAHbo : $afrnonoi cucrelru,

flKIrIo 4osnin Ha Qafin HaJIaIrIToBaHo HenpaBr4lrbHo a6o ruJr.rrxoM noAaJrbrxoro

ui4ualqeHnx npuninein. O.{nax q.,I 3arpo3a uou'f,x[yerbc.r piureunxu rr,rircponisopa.

Ocxinrru Kpl4rlrorpaQiuHi r<rro.Ii ra cepBep KepyBaHH.rr KrroqaMu posvrirqeui y

BiIacHoMy po:Aini sel4, AoKLI Sys4a*euramuufi IPC ra KepyBaHHs [au'.smro n sel,4

He 3IIaMauo, nanitb 3JIoBMI4cHHKI4 3 KopeHeBr4Mr4 npznilerrrau Linux He Moxyrb

orpnMarrz xmo.{i.

y zsuqairrvrx crrcreMax, .f,KIIIo ix He HaJIaIrIToBaHo HaJIexHI4M r{r4HoM,

srosN4zcul4fr trpoueo Mo)I(e ni4po6uru JroKalrbnrafi IPC i sroB)KraBarLr cepBepoM

KepyBaHH.[ KJIIoTIaMu 6ez orpplMaHHs xrrcqis. I]efi BuA araKr4, xoqa i uoxlunzfi,
npoc'rirue roM'flKrrHTH B posvuui naixponisopa. y piureuni uircponi:opa, {Krrlo

ruri4lzna nporpaMa xoqe 3afivrrarvt [ocnyrr4 ni4 cepnepa KepyBaHHfl xlrouauu, ifi

norpi6uo 6yae BI{KJIzKarI4 HaJlarrrrosaHzfi cr4creMHr4fi sraxrax. Mo4yns fllpd, sxuit

o6po5n.ae cl4creMHlrfi euxrzx, 4ie rx npoxci-cepBep i lroNe perenbHo lepenipxru

3arll4r. Ocxinrxu MoAynb npaqrce B upocropi s4;pa 3 Br4coKr4MH npaeilexnaa,

po:po6nuKlz Mo)Kyrr peanisyBarLr MoAynb In-s nepeBipxra i4enru.{Hoc'ri npoqecy, uo
Br4KJrHKae . [o rrax uip, noxn flApo He cKoMrrpoMeroBaHo, a MoAynb s,Apa BcraBrqe
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HaJIe)I(HHfi 3axucr [epeBipuTLr rpe6a, neptu Hi>r< anropvrcyBaru 6yls-txwfi zartul, 6o

3JIoBMI4cHI4KI4 He Moll(yrb 3JroBlKHBarlI nocJryraMr4. Jlxuo 3JroBMI,rcHr4KaM BAacrbc,

cKoMtlpoMeryBarl4 qApo Linux, To BoHH Mox(yrb niapo6urtr 3a\r4T i snoBx(HBaru

c,uyN6alall rax, ui6a BoHI4 e BJracHr.rKaMr4 Kiuoqa. Q4uax, flKrro [pr4nycrr4Tu, ruo

3JIoBMI'IcHI4KIr Mo)Kyrb cKoMnpoMeryBarn -rrApo Linux, BoHH, no cyri, saaolo4imr

cl,IcreMolo i vrox<yrt po6l4rl4 nJIaHoBaHi Aii. Taxuvi r{r4HoM, y [opiBHqHHi 3 Ur4M,

pirueuu.a vrixponisopa Bce Iqe e KparrIHM 3 Tor{Kr4 3opy 6esnexu cr{creMr4.

3 inuoro 6oxy, f,KIrIo 3JIoBMrrcHr4KH Marorr Si:uuHuir gocryn Ao rpr4crporo,

no'rpi6uo BpaxoByBatu 6insure eexropiB araKlr. V ssu.rafiuifi cucreMi srosNazcHt4Kr4

Mo)Kyrb sar\aiuzru 3aBaHTaxyyatrcwuir o6pa: i zanycrurw ruxi4nraay nepciro, 3a

AofloMoroto sxoi BoH]I MarrrMyrb noeHr,rfi KoHTponb HaA AocrynoM Ao cxoBuxla ra

orpI4MaHH-f,M KJlroqie. 3a ni4rpuuxH 6e:ne.rHoro 3aBaHTaxeHH.rr raxi sronMlrcHr4Kr.r

Moxyrb 6yrw ycyneHi, ocximxu ueui4nracani o6paav fllpa ra nporpaMr{ He Moxyrb

6ytw 3aBaHraxeHi. flnx roro, qo6 uoanicto 3axr4crtrrrr cncreMy sia $iauunoro

BTpyrraHHa, n o6ox qux pirueHHflx roslrHHi 3acrocoByBarzrcfl, AoAarKoBi irrexaHisr\av

6esuexn, raxi .aK urraSpynanur Bcboro .qr4cKa, auaparHi Kplrrrrorpa$i.rui uinu,

HanpI'IKnaA, Molynb 4onipuoi nnarSopura. O4uax, rarci MexaHisNau npocrirue

3acrocyBarn n pi4noMy po3Aini sel,4 qepe3 MoAynbHy KoHcrpyKr{iro s sel4, a raKox
r{epe3 re, rqo s raxifi cucrerui HeMae sacrapiloi sareNHocri.

Oxpirrr aHani:y 6e:nexa, TaKox po3rr.sHeMo oqiuxy rpoAyKrr4nsocri.

lone4eHo, Irro naixpor4po sel-4 e Hafiruu4Arxr4M naixpor4poM y csiri. Boro Ha

apxirexrypi ARM 3HaxoArlrbc.rl B Mexax ilapv coreHb HaHoceKyHI Infl ni4upanr<ia

oAHoro noni4oiraleHH.fl naiuiuanruoi 4onxraHu rvriN ABoMa noroKaMr4.

IIIo6 oqiHlatu rpoAyKrl4eHicrr eipryanisaqii, uopieuxno nporyKrr{eHicrs

cI4creMI4 Linux i eipryarisosaHoro Linux 3a loiloMororo urr4poKo

BI,IKopI4croByBaHoro iucrpyvreHTy nopinuxuHfl rrpolyKrrzBHocri cracreuu. I-{e ua6ip

rvrixpo-6euuttaprin, txwitnprz3Harreuuit gttr-nuuiprceaHHfl rrorrrnpeHux By3bKHx nlicqr

rpoAyKrr4eHocri.

Y po:uttlpeHHqx sipryanisaqii ARM e[LrHLrMLr sgaeNaoAisruru uiN nipryanruoro



77

Marur4Horo ra MiKpoBisopou e [epeMr4KaHH.f, KoHTeKcry Iuix< ABoMa poa4ilaul4, Bxolll4

nipryanrnoi uaruuukr,,Bvrxo4aTa rrepepr4BaHHfl. Orxe, Harua4ui Burparvuisiuamni.

LIs ouiuxa s6iraerbc.rr 3 Harrrr.rMr4 pe3ynbraraMr4 6eu.rvrapxy, nipryaJlbHa MaIrII4Ha

rroKa3ye nafiNe piany rpoAyKrr4sHicrr. Eararo uixporecrin Hanirr noKa3yrorb

Herarr4BHi HaxraAsi svrcparvt, raxi .qK 3arrr4c, 3arpHMKa KaHany ra coKer LNIX. Ui

pe3ynBTarra, fiuoaipHo, IIoB's3aHi 3 TI{M, Iuo uipryamua MaIIII4Ha Bl4Kopl4croByBana

cxoBrrrqe s ni4o6paxeHHrM rtaM'{Ti, a He cxoBraule a6o r<ou$nircu4, noB'r3aHi g xeueNr.

Taxnrra rrHHoM, B cepeAuboMy AerpaAarlix eipryanrHoi Marur4HH Moxe

craHoBr4rr4 Jrurrre 4%. fo4arxoni srarparra Ha nipryani:auiro 3HaqHoro luriporo

3aJrexarb ni4 po6ouoro HaBaHTaxeHHq ra araparnoi nnarSopMl4.

Ha upaxruqi icnye ximxa o6ueNesr raKoro ni4xogy. Ilo-neprue,

o6oe'qsxosafi KoHTponb rocry[y 3a AorroMoro]o rraarpuqi KoHTpon]o Aocryny

Br4Marae nro4u$ixauii a4pa KoxHoro pa3y, Kolrr4 BBoArrbc-f, uoei noriruxz. r{acrxono

qe non'qgauo 3 KoHcrpyxqierc npxuirzeie IPC s4pa MINIX 3 ra crpyxryporo

uircpor4pa. HanpHKJraA, oAHr4M is nepcueKTHBHHx piurenr e aBToMarr4r{Ha reuepaqix

naar:puqi KoHrponlo .qocryny, npoxci-upouecy ra apxireKrypr.r xoAy nporpaMu 3

uoAeri cI{creMI4. MoAenr sel4, 3acHoBaHa Ha Mo)KruBocr.rrx, AeMoHcrpye ue oArrH

nepc[eKTwvuvtit uiaxia. IIoAaeruH 3a-sBKy Ha Aocryn Ha ocHoBi rraoNraeocrefi y rqpi,

nonirur<y MoxHa BlpoBaAr{rrr y Kopr4cryBaqiB, f,Ka e 6insru rHyrrKoro. llorpi6Ho

6irrrue po6oru 3 rropryBanHx iuryulrxgpaftnepin ra BnpoBaAxeHHf, 6i6niorer, tqo6

zpo1uru crlcreMy upocriuroro y Br4Kopr4crauHi, a raKox onruvrisyBaru

rlpoAyKrllsuicrr ra e$exrneuicrr. [oxni4xeHHx e@exrznuocri IPC arlx Linux i

MINIX 3 uoAano s ra6r. 4.1.

[h ouinxa MoAenloe po6oue HaBaHraxeHH.rr cr4creMr4 aBroMarr4garlii 6yaiani.

flnx nopinHf,Hn.rl, npoAyKTusHicm vrepexi Linux ovrrraiproerbcfl flK 6a:osa. Pesylrraru

uoAani e cepeAHinr apu$uerurrHr.rM Ans g6inrrreHr4x recrin. MINIX IPC upaqroe

ITIBLIAIIIe, HiN Linux IPC npu nepeAa'ri HeneJrr4Kr.rx QparrvreHrin 4aHrax. MINX 3 IPC

o6tuexenufi uarcunayu 64 1airravru. OAnax 6insuri uepega.ri Hafi6inrur onruiualrni

rrepe3 cninruy [aM'.str. ,{nx rvrepexeBoro sn'x:r<y 3a AonoMororo UDP MINIX 3
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1tpaqrce nosimHiue. I{e uoB'qgauo s ni4cyrnicuo 3araJlbHoi otruuisaqii

rrpoAyKrr{eHocri B MINIX 3 i uee$eKrr4BHr,rM MepexeBl4u 4pafinepovr. OauaK raKa

npoAyKrrrsHicrs Bce rqe nprafirurua B AoMeHi CAE. ,,{ru aarpIaMKH tvlepeNi npoxci-

cepBep AoAae Jrr{[re 6nzsrxo 4Yo lolarKoBl4x BI4Tpar 6es rynerrcBaHHfl ra npu6ru:lto

ein 10o lo 30Yo AoAarKoBI4x Bl{rpar rIpLI ryHelronauui uoli6Ho ,Uo Linux.

Talnwts 4.1 - IPC ars Linux i MINIX 3

Po:naip (6airru) Jloxamnufi IPC (u ixpocercyH4ra)

9epra uoni4oureHr

Linux

Corcer Linux Unix MINIX 3 IPC

I 20.5 s9.6 14

64 23.4 59.3 14

128 25.2 60.4

256 27.3 60.7

512 25.1 63.2

r024 26.6 62.5

I-lq ouiHxa He e eraJroHoM AJrfl cr4creMarulrHoro nopinu.aHH, nporyxrueuoc'ri

slpa pi:urax OC. OanaK orplrMaruuir, pe3ynbrar Aae rorepeAHro oqiurcy ni4xo4y 4nx

CAB. 3anponoHoBaHa crpyKrypa :e'.r:xy rroKa3ye pe3ynbraru 3 AoAaTKoBHMH

BzrparaMr,r Ha rrporyKTr4sHicrr lnfl 3araJrbHr.rx [epeBar 6egnexn :n'x:xy.

fpyHryrc.rLrc,b Ha rrzx saNaiproBaHHflx i :iSpaHoMy peanbHoMy HaSopi lalr4x CAE,

piureuux e AocrarHiNa Anq Br4Mor Ao rpoAyKrr{BHocri CAB.

Taxuvt tII4HoM, pospo6neno 6esueuHy o6qucmoBaJrbHy nnarQopvry trrrfl

cHcreMH ayreurudlixauii 6y,uieenr HacryrHoro rroKoJriHu-{. V npoqeci er4s.reHHx

npo6nerraHoi o6racri npoee4euo erranipr4r{He AocniAxeHH, ABox peanbHo icuyrouux

cr4creM aBroMarr4saqii 6ylinenr. Ilpoauani3oBaHo pi:ui noreuuifiui pv3vKv p.nfl

6esneKu i sanpouoHoBaHo 6esneuuy o6.{ucruoBanbHy nnar$opnay Ha ocHoei

nrixpox4pa B cnpo6i nrapirunrra ui upo6relru 6e:nexu Lnfl CAE HacryrrHoro
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roKoniHH.fl. 3 ornf,Ay Ha cyuicHicrr s icHyrouuuu cI4creMaMI4, rle pirueuH-a

Br4Kopr4croBye apxirexrypy onepaqifiuoi cHcreMLI vrirpor4pa i gacrocoBye

o6oe'ssxosufi xourponb Aocryny ra Mepe)Kesuit 3B'fl3oK Ha ocHoBi npoxci-cepBepa

Ars sa6esfleqeHHf, Aorpr4MaHHs rro6aJrbH]rx norirux B KoHTponepax aBToMarrr3auii

I-{e piureHHq sa6esneqye 3BoporH}o cynaicuicrr.

Pospo6neHr,rfr MeroA e HarifrHr4M 3aBrsKr,r uiuiuamuift Syuruiouamuocri

uixpox4pa B rrpocropi x4pa ra MoAyrmuifi apxircxrypi. BiH rrrae 3BoporHy cyvriclricu,

ocrcimxu sacrapini nporpaMr.r Moxyrb 6yru po:vriuleni y nipryanbHoMy cepe4ouaqi,

a apxirexrypy upoxci-cepBepa 3axr4rrlae rporoKon MepexeBoro 3s's3xy CAE :a

AonoMorolo MepexeBoro ryHeir[oBaHH.rr. Ang oqiHKH 3anporroHoBaHoro piurennx

6ytu pearisonaui pisui cqenapii aBroMarr.lgarlii 6y.{inenr, rari f,K cqeHapift

na6oparopHoro KoHrpoJrlo reMrreparypr{, cqenapifi yupanninHa KmorraMr4 ra

ni4uoni4ni ararra. I-{i ercuepr4MeHrr4 noKtByrorb nepeBarn 6esnexu 3anpoloHoBaHoro

piureHHx ra ni4uyrHy e$exrzsHicm.

Taxox<, rpeAcraBneuzft uiaxia nipryanisagii, xxuir Bl4Kopr4croBye Qopuanrno

nepenipeHwir seL4 rx vrixponisop AJrf, po3Miuleusg sacrapinux czcreM CAE. I{efi

uiaxia rpyHryerbc.rr Ha noJrerueHni aAanraqii 6isFrecy, oAHorracso g6alaHcoByror{r4

KoMnpoMicu vriN Bl,IrparaMu ra 6esueKoro. Kpivr roro, nin nnropr4croBye Sopuanruo

uepenipeue uixpox4po sel-4 Ars fioro yniranrnux nepeBar MareMarurrHo AoneAeuoi

rapaHrii 6esueKra ra rporpecy B rexHonorii nipryanisarlii ARM.Ueft MeroA lnaqae ABa

pos4inu. OluH An.rr po3Miulenns sacrapinoro nporpaMHoro ga6esue.reHHs s 6ararorc

Syuxqiouamsicrro. IHurufi 6esuocepeAHbo npaurce noBepx cepeAoBuula nucoxoi

na4ifinocri SEL4 AJrtr posrvriqenHtr Kpr4rr4r{Ho BaxJrr4Br4x nporpaM. Posrr.liqenua

nipryanruoi Marrrr4Hrr Linux noBepx sel-4 Ao3Bonfle po:po6Huxau cnorrarKy

3axvcrvrrvr xpuru.rui eJreMeHTr4, a pelrrry clrcreMrr 3alrvruvrrvr B ocHoBHoMy

uesNaiunoro. Cucr:eMa Moxe po3BlrBarztcfl, 3 rracoM, ocxilrxu nporpaMHi upo4yrcra

gMinrororrc-f,.
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4.3 BucuoBKr4 Ao r{erBeproro poslily

Pospo6ueuo 6ernevny o6.rucrroBanbHy u.nar$opvry Anfl cl{creMra

ayrenruQixaqii 6yaiaenr HacryrrHoro noKoJrinus ga rexHoJroriero xi6ep$iau.rHnx

cr.rcreM. I-{e piruenHx sa6esue.rye 3BoporH}o cyvriuricrr. Pospo6neHufi MeroA e

saAiftuuvr 3aBAqKr4 uisiualruifi $yuruiosalrsocri vrixpoqApa B rrpocropi ngpa ra

uo4ynrHifi apxirexrypi.Biu rurae 3BoporHy cyrr,ricHicm, ocrilrru sacrapili nporpavra

Moxyrb 6yru poruiqeuiy nipryanbHoMy cepeAoBurri, o apxirexrypy upoxci-cepBepa

3axr4rrlae nporoKoJr MepexeBoro sn'xaxy CAE 3a AoloMororo MepexeBoro

ryHeJrroBaHHf,. Tarox, npeAcraBreHufi uiaxia nipryanisaqii, xrufi naropucroBye

$oprvransno nepenipeuuir, sel-4 xx rrair<poni:op AJr.,r po3Mirqenux sacrapinux clrcreM

CAE. Uefi niaxil rpyHryerbc.rr Ha nonerureHni aAanraqii 6iauecy, oAHorracHo

g6alaucoByroqz KoMnpoMicra uiN Br4rparaMura1ezrreKoro. Pogivriuleunr nipryanrrroi

MaITII{HH Linux [oBepx sel-4 Ao3BoJrf,e pospo6nuxaM cloqarKy 3axtrcrkrua xpuruuui

eJIeMeHTH, a perxry cHcreMH 3arrurJrkrrkr B ocHoBHoMy He3Minuorc. Cucrerua Moxe

p o3Bl4Barucfl, 3 r{acoM, o crilrrz nporpaMHi upoayxru sl,riHrororbctr.
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BI,ICHOBKI,I

y po6od 3a pe3ynbraraMra Br4KoHaHHx reoperr4rrHux ra npaKTHqHZx

AocriANesr pospo6reHo Houafi MeroA crBopeHHf, 6esne.{Hzx xi6ep$i:rarrHr4x

cr4creM AJr.rr aBToMarrasaqii npr,rnaiqenr ui4npraeMcrB 3 Br{Kopr4craHHf,M onepaqifinux

crzcreM Ha ocHoBi ir,rixpor4para orpLrMaHo rari pesyJrbraru.

1. llpoanarisosaHo nilopri MeroAlr aBroMarr4saqii nprauiulenr ui4upraeMcrB 3

Br{KopucraHHf, M ouepaqi fi HHx cracreM Ha ocuoni vri r<pox4pa.

2. Pospo6JreHo uonzfr MeroA crBopeHHs 6egne.ruux xi6epQisnvnux cr4creM

AJI.,I aBroMarzsaqii upzuiqeHr ui4upraeMcrB 3 BZKopracraHH.sM onepaqifiHr4x cr4creM

Ha ocHoei rraircpox4pa. Pospo6neuufi MeroA e HaAifiHzrr,r 3aBAsKr4 vrinirraanruifi

rlpeAcraBrre:auitt niAxil nipryaniaaqii, .axufi BuKopracroBye Sopuranruo nepenipenuir

sel-4 lIK vrixponisop Anf, posuirqeuux sacrapirnx cr4creM CAE. PoslairqeHH-{

aipryanrHoi MaIrrI4HI4 Linux rroBepx sel-4 Io3Bonre poapo6Hzxau crorrarKy

3axvrarvrru xplrrauHi eJIeMeHTr4, a peurry cl4creMr4 3aIrulJJVTLr B ocHoBHoMy

HesNliHHolo.

3.34ificneuo peanisaqiro po:po6neHoro Merory crBopeHH.rr 6e:ue.rHux

xi6ep$isztIHux crlcreM Anf, aBroMarr4saqii upravrirqenr uignpzeucre 3

BI4KopI,IcraHH-sIM onepaqifrunx clrcreM Ha ocnosi vrixpor4pa. Cucreua Moxe

po3Br4Barvrcfl 3 qacoM, ocrilrxu [porpaMHi npo4yxru sNaiHrororbcf,.

4. 3aifi cneHo ecnepl{MeHTErrrrHi 4ocriAxeHHs sriAHo pospo6reHux piurenr.

SynxuioHamnocri vrixpox4pa n

3BoporHy cyuicuicrr, ocximxz

nipryamuovry cepe4ouauli, a

MepexeBoro sn'rsxy CAE 3a

upocropi s,Apa ra MoAyJrnuifi apxirexrypi. Bin uae

sactapini rporpaMlz Moxyrb 6yru pogMiuleHi y

apxirexrypy upoxci-cepBepa 3axlrqae nporoKoJr

AonoMororo MepexeBoro ryHeJrroBaHHr. Taxox,
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AOAATOK A llpesenraqis po6orz

---l
Anrop po6oru: I

Menruprx
3- tri KsprBHrrK
I

[iqperhra

Arryansuicru po6orm noflRrae B Heo6xiAHocri po3po1urvt
Merog crBopeHHs 6eane.lHNx xi6e-p$isrvuNx c?rcreM Inr
aBToMarilsaqii' nplrruiqeHu nignpileMcrB 3 Br4Kopt4craHHfi M

onepaqiriHr4x cr4creM Ha ocHosi ruirposapa.

l{oc;ri;1xeutta, rpc:tcrau:reni y nra:ridlirituiiirrifi poSuri, lpouo;Irr-,rrrcl, B

pa\,ri(ax c'r't;leHrcbrioi Hayxonoi po6orri xarfe;11:ri Fior\trr'ioreprroi iuxreuepii ra
irrtlroplraqir"uurx c)uc're\l Xl.re;l,urrrllrtor'o ttlruioin.:ri,il()r () yrriuepcrlrery.

3a reMolo KBafii$ixaqifinoi po6orn ony6niKoBaHo oAHy
ny6nixau,iro [81] y 36ipnraxy HayKoBt4x npaL{b 3a

MarepianaMH XV BceyxpaiHcuxoi HayKoBo-npaKTLIL{Hoi

HoHSepeHrlil <AxryanbHi npo6neMr KoMn'rcrepHnx HayK
AnKH-2023>>. (Xnnenun nqr,lnfl - 2023. - C.190-192),

nisrenixl
po6o'rn: l

LY--l

xMEnbHuublo4fi rnutouenuHnfi yHmEpct4rer
Ka$qApa roun'rorepnoT iuxenepif ra ixgopruaqifixr,rx cncreu

Merog cr*openHa 6-esrl*Hnt,lx

I
I
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I-I

Merorc xeaniSirca4inoi' po6oru o pospodKa MeroAy crBapeHHn 6esnequux
xi6ep$isnunnx cncreM gnn asrouarusaqii' npwaiu"qena nignpneMCrB s

BuKopt4craHHnM onepaqifinux cHCTeM ua ocuosi ruixponstrpa.

I locT lg.rrcttt'r Nle'l'il ,{oc:rlr-rr('rl)crI po'lll'}I3ilIIItrl\4 'rArir'lx ocIIoBIIIlx lirBIaIIL:
-npoauanisysarw aiqoui i4eroqn asrouarnsaqi nptruiuleuu nignpucucra s BHKopncraHHqu onepauiiuux
chcreM ua ocuoai uixDoanlta;
- pospo1nru MeroA crBopeHHn 6egne,ruux xt6eDbisn,unx cficrei4 Ann aarouarusauit npuatiuleua

ni1nl:ueucrs s BuKopficTaHHnu onepa1iuunx cucTeM ua ocuoai ut4popgp.p;
- peanisysaru posl:o6neuwi MeroA crBape+us 6eaneqxux xi6ephieuuuwx cticreM Anfr aarouarwaaqii'
npnuiuleua nignSsueucra s BHRopucraHHnu onepa4iuxux cficreM xa ocuoei uixoonapa;
- sgiticunru ecnephMetrrafiaxi gocnigNeuua srigNo pospodneuttx piwexa.

ITL
. O6'eKToM gocnipKeHHfr 6 fipoqec cTBopeHHfr

Anfr aBraMarwauii'xi6epSiswttuwx CUCTCM

nphMit4eHb nignpweMcrB BnKOpt4CTAHHfrM

onepautfiHux ct4cTeM Ha ocryCIBt MtKpofrApa.
' fipegMeroM fiocnifi)KeHHfr e Merofit4 c-.T"BQp.eHHfl

ilnn a-8_i:oMaTu_aaui/ipa-vanx cwcreM
npuMtweflb nir*npwe Merg BAKapHCTaHHfrM
ofiepautytHt4x cucTeM Ha ocHagt MtKponqpa.

-Ir-.
Hayxoaa HoBusHa orpuMaHux p$ynbrari*:
p w p o 6n e H o H o B n t4 M ero & cr B a p e H H fr 6 e s n e q H u x xi.6ep"@-i a il lt Hux
cficreM Anfr a7roMarusauii' fipfiMiqeHb nignpweMcTB 3

B t4 K o p t4 cT a H H fl M o fi e p a qi rt H fi x c u cr e M H a o c H o B i Mi$p-9.fr.fr p'a.

lTpaxruuxa sHaqHMicrb orpuMaHux p$ynbrariB nafifrras y
pospodneHirt Kp.$_no_rpA"Q"i:lnig" cncreMi frnn aBroMarwa1i|
npvtMiqelb nifrnpweMcrl s BuKaphcraHHffM onepaqifinwx ct4creM
Ha ocHaai uixppag7*. Eoua iasyeracfr Ha rexHonorii' aix"ppn4p_a

frnn sa6ffirTeqeHHn 6ffineKu.

n ffi

I
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Ir-,
Cucreun aBroMarfisaqii' 1ygisena Ha ocHoli xi1epbiuHnx cucreu [t-a] - ue
BenuKoMacwra6ui posnogineui ct4creMn KepyBaHHn, nxi cnpnuoeaui Ha

noKpaueHHn aBToHoMHoro KepyBaHHn ra ingwaigyafibHoro ynpaaniuun
cepe1oBt4uleu 1ygiBni. Twnoauw CAb KoHrponrce Kox<eH acneKr po1oru 6y4isni

sig ocuirneuun, onafieHHfl, BeHrhnn4ii' ra xongwqiauylaHHfl nonirpn Bo
nox<ex<uoi' 6esnexu, KoHTponrc Aocryny, nigeo raulo. anepatlii' CAI;

6esnacepeguaa BnnuBafiTb Ha eHeprocna)KfiBaHHfl o6'exrie 6ygisni. Totvty,

spocrae uornaatlin pospodnnrw Hoei rexuonorii' gnn CAb gnn nigsuqeuun
xou$os:ry nacaxapia i a rafi )t<e qac sHt4)KeHHfl eHeprocno)KnBaHHfl Ta

e Kc fi ny ar a tli w u ux B urp ar.

rrL
Tpqp,w4iuno CAI; cKnag.arcTbcn s p,exinurcox aBToHaMHux nigcwcreu,
cneqw$iulilx frnfr KoHKperHfix sacrocynxia. Kexna nigcwcreua Ha4ae nnue
op,Hy nacnyry, TaKy frK KaHTponb reMfi.eparypt4, BeHTunnuin rotrlo. [lpwcrpo'i
s xoxniu nigcucreui noe'neaui uix co5orc qepes uepexi alroMaT4aauil
1ygiaena, nxi paniwe 6ynw aigoxpeuneui aig lT-cwcreu y HaBKonnwHboMy
cepe\oBt4ui. Ynp.aoninnn n.orirolp ynpasninun s$ificnrceTbcn aa fionoMoran
ueHTpanbHux cepeepia )tnpaanint!fl, nKi HaSuBafiTbcfl ct4creMaMn
ynoasniuun 6ygianerc, nxi s'eAHytorbefr a fiporpaMoBaHt4Myt noriqnwuw
KoHrpanepaMfi finK) sa cxeMon aegyluit-ni+nernufi. Pisni nigcwcreuw
o6'gguytorbcn B pieryi AoMeHfi ynpaaniunn (xanpwxna1, AoMeu 6eenex.u,

AoMeH 6eene xn) i ynpaannrcrbcfl, oKpeMo-.

Ift (lxeua odnrinlz IaHr.rr\,rr{ rrepe3 sirfgareHi uporcci

t-lpoqec A

Mirpongpo Mixpongpo

I

l-lpoqec A
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Eri\ ;r{;}i!! :.,I{l ! {r.r} ;

l) ynpan-:ritrir C:AE o6po6irs(: Br,{Aatry noBiAorviJrer(b .{r.q illiuircpaulrrr 3B'q3Ky;

2) :anur ttp.Tp-i]nflfl"q: B r.{po, a f,.(po n9p-e-EiB.B.e p_a.rr.iggip.rq uhl)ro iB-ifl3x"y r MI(A;
3) ,r;-tpo uqpecirltac r-tqgixtrnl:tgn.nl upo(.ci-cepBepy. ,I"Ktrii o::iKyq Ha

il<)Riller'UlerlHfi;

4) upoxqi-cepBep o:prtMys t-rop.iAol{npHng qepe3 uaric..Taue (tp-rr.qy us-riaoil{JleHgf,-.

s iarnepxl"x.e.HH..E-;

5) upqtssi-cepBep rsp-eB-u?{€. Baniai{i-c..Te Bl.ligry- Lr.aB-ifia.iyl,,-1eg*b- rnrr KaHKp-ErE-p-t:

tl.l).o.fpaMI:li

6) np-o,x.ci-cepBcp Iil.LI-Qp-.v.s i u-gpg'qrirae- p^rrxierle r,raEiA0MJI-o-HH{ Ha uepexenr,rir
cepBep;

7) nporcci-cepBep nilnqxigaq rra lr-peu.ec Kep-yilitHrr.{ CA6, Bxa:y}e.ut r{a re, rro
t I e u iiror,l,tr ei1 r 1 

g 5y,'l o t{a,rl i.c.la ue.
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r-- Pe':ly':tl,'t"u'rtt eI(cilepII Nlel Il'y
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128

y pa1ori aa pesynbraraMu BuKoHaHfix reoperfiLtHux ra

tt,lxiri,""i,;rii ii;c 1u iiprrilq15),r,,(uj

tlcpla
il.A..liri;etr:pt.atrr, I Co ner: ti1:"rx.

ITL
BilCHABKH

npaKTuLlHt4X ilOCniAX{eHb pffipo1fieHo HOEUU MeTOfr

Kpfinrorpa$iuuoro sax4cry nporoKoniB B sace1ax KoMyuixa4|t'
iurepueTy peqet4 Ta orpnMaHa raKi pesynbraru:

l . llpaauanisoBaHo aigoui Merogt4 aBroMarnsa1ii' npnMityeHb
nignpneucra s BuKopucraHHflM ofiepaLliuHux cttcreM Ha

ocHoBi uixpangpa.

2. Pospodneuo uoaui4 Meropt crBopeHHfr 6esnequnx xi6epfiiswvut4x ct4creM Ann alroMarusaqii'
npwuiulexa nipnpneucrl s BnKopucraHHnM onepaqiiiuux cucreM ua ocuoai uiNpoaAFa.
Poapo1neuni uero,q e uagiiunu 3aBp,frKk utuiuanauin (syux{iouananocri uixpongsla a npocropi
frfrpa ra uogynauri apxirexrypi. Biu uae aloporHy cyuicuicra, ocxinoxn sacrapini nporpaMh
Mo)t<yrb 6yru posuiuqeui y aipryanbHoMy cepegoanuqi, a apxhexrypy npoxci-ceplepa 3axilu1a€
nporoKon Mepex<eBara sB'flaKy CAE sa AonaMarorc Mepex<eBora T,v.HenloBaHHfl. Taxox,
npel,cralneHnn niqxia eipryanisa4ii, nxuii auxopr4crolye $opuanauo nepeeipenwh seL4 sx
uixpoaisop gnn posr',rit4eHHn sacrapinnx cucreu CA$. Posuir4enNn sipryanuuoi'uawunu Linux
noBepx seL4 Aesao,nfle poapoduuKaM c!1o:taTl<y saxilcrt4rt4 xpuruqui efieMeHrh, a pea\/ ct4cTeMll
3an14ahrh B ocHoBHoMy nesuinnorc.
3. Spiucneno peanisaqita pospo6neuoro Meroqy crlopeHHfr 6esnequux 1<-16.9pQiy.11ul,lx ct4creM

Ann alroMarusa4ii'npnuiuqeua nignpneucra s Bn<opficraHHfrM onepaqihnux ct4creM ua ocxoai
uixpongpq. CwcTeua MoNe.pesBuBarucF s LtacoM, gaKpbK!4 nporpauni nDoAyKrt4 suiutoprucn.
4. 3giwcueuo ecnepkMeHranaui pocni,qxeuun sriguo pospo6neuwx piweua.

lv{INIX 3 IP(.

I 1il{ 59.6 t4

23.4 59.3 l,tl+

25,2 60,4

27.3 60.7

25. L o-1 .I

26.6 62.5

!n :
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AOAATOK E HayxeBa npaux s4o6yrava

Jr:rt$'rrr*xil;.u".*ci.'irtlltrt:s-l$t'l3ilis:]hlarldr",l:

lrIK 0*4"5

S'{e.rruux B " },I., Copo"rxxc rxmi O" iO,, Ilqxerunnfi O. A., Cerreruox 6.8.

,t;teuxuqrxuri xnryiox*rrrxul) 3'xieqpsl{}ro}r

tI ETOI CTB O PEHII, E[3 XErilrOi XrS np$rSrrrlH Oi CNCrn:\rg .{" Ul
ABTO&fATII3.{"tr$i qpIf\IffIIEIIb IrI}IIIpHS}fCTS 3 BI{I{OpXCT-q.HH}I}I

OIIIPAI$}IH}IX CHCT[]{ I{A OCHOBtr :\ItrKPOffIPA

.FoqpoS.:e.to .v*nto$ 6rffssp8x!{s Sbsft**{}roi"xfSep$isurr;xoi cacnr*,rru S"ae aorro.vcrxusarSii"
lp:rrriug*xt xi$npur,vrnto , $$ir$Sr{o$rs{ns.x oneprqi*r"nur cus}ile.x Hr? ocxooi -vrqua"r@,
.F*errrsgg#Ho rffr frtglxs.l.i,rr6-rqy pi*xr r*s6ss*eqs,xlifi x*dl$rylrs odqucteu& rcgl orxgei lipucmpoib i
r:onmpo.r*pis. ,Sxroyxrcna$l?o/,,bra rraxi oex*sNi $y.xxlyii-ceslr#xq .s); xcSirix*S"rr*{.lraxxli $umilx,
x*saruxu* rto$ rpueirsib l,r+cur*.ltrcicrno $qp"uc,euxof nepaolgxu qqxlni*'r*p.plr.rrixpnx{rq

.Fo:go6-:*xo a;oxrycnqiio oxep*rXi$Noi" rusrrs.vu -r rui$euLyex*x pioN*.r* Se;rleru s
o{r'So*cxulr o$os'n:xgs*irf xs}r}}ts*,tax $o*rgrry: i xc.r*xir:*ryu}r*, o*xo*r, H# osl/osi lrpor:cl $.ra
xo.tnpo;rryte *erne-t*rnnrxnpl'qprrrriu;exu" -ffspnr*ertx*:n6*:rrer3.'* ,ro.wpxixoryip r*sr iso.taryiro "rri:e
lgrl:tlrt/**:.lfllwu rr# Hsl:p$$u$$rlrxfl rt$sryJflxsrl*J $ r.'omexryi$xo *x:*dxu"r,ry, xi6*pcepeSoorrtli.

..rl nr*r}l*.d oJ'crscrlrrg .c s$b *p$erir{rxlcaf .qlur*ru .&r rJr* dritsrrrerri{}n o;f exleqpr*se
gr*rnls*s resirry mierofuruteJ-S€sed opercrilg s3sl*nu &an .lsen dsveJoped * S rmgf*rxenfed str #tr
$lsls$l lmsl lo, slt$r*rs r*#n$le ccrfculsri*ns $*sed orr der,ic*s nrydeor*rclfers. Core sucurig,_$cJurcs
strr* r*s ru$rcsf $rsdsl&s desig& smc#J prnfiqg* codc, arrd Sre cSrtrrrr, to fomrrd&, verifl., trJre

lnicre*ef,x*I arelrrf**tur* sre uied

"* smurlry,-ex&mrc*dop*"*rrng slsts$r ss${qpr rr'ir} &ur#'ix rruarl&ror;.'tr(&.ss rpn*'ol rlmd
crrrorS:-$oirsdcanprxrxi**iicrfr;x*u,or*Fr roorn *r$onrofioll c*:.u$tpll*rs ftcs $erln del'*/oped lh.ls
solurlort pror,iriss eor*m*nicsiiopl tffict' iso/*fiofi &*$re*rr criiicoJ srxC nox-rrllic*l qpglisorioru irl tJris

compI*x ct'$e." sln'jro rrmetfi.

Cxcteux a&Tcl,{arx3a.qii npmriu{exr flunpge}rcrs qe Ber}rxCI}ra{mtafrsi
po:no3i.:eui cnc-re:tN liep\"saHlIJI, gKr ]ralor6 Ha ]rert nor\patrIeHH8 a8ToHoltHoro
IiolITpo;.I}{) ra iu;rrni.A1'ersl{or$ }iep\rBsr{}$i cepeJsBrrtrIeu npxlrirUens. A rl{noBa raria
cHcr*IIa Lolsrpo;$CI( sci acnelirK p$Ssrx 65'Xinii s,i"I gcgir.:eH]Lq. on&'reH]ui, seHTmr"sr{ii

ra $sldllfi{ior*1'eanirx ns8.iT.p,s ,qo npsrrfioxexrrci 6eg*ex}I, Ko}rrps,li}o,{scq,'q", niseo ra
Sara:o irmltro. Onrpaqii B nifi desnocepejrxrbCI BrlTr.rsarcrb Ha cna;t""r{Bax}ls eueprit
51';ire'lrultssl.t g$'sxr*rru. Tox,v- axT\"airelflr"r c t&Erar{sr, B pa,rps$x}r BoBoI xi$ephxxxoi
clIcre$u Jtr.s npxuirqex* niAnpnexcru. Iqs6 lloHparqr{T:r xorr$opt, r$eHrrrHTrtr
elrsprocno:&una$tr{rr ya rxcrrirx'ararliiir{i B}rrparr{.

Tpa:wrifiHo ralii c.$cr*lt$ [i-5J c$lJ,asamrsc"fi s Ki.'rbr(o]i asroxo\{Hsi ni;cr{cre}r
&'1s lisHKpsrirCIt nporparm" Koxsa c,y$cNcr*ue rafirsrleq}:{ x}'!ute strnf, noc.ryry'"

1S0 "":drT'?$r-;s$ 0a
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,{ l:rrn,a:axi rtrcfir g,rru xo t{t i' to m e px tar Ndr.}:

nr':,';:lsxs]ri qeprs ueprxi &BTo rarrr'rauii 6ixisexr, .trxi paxirue i53,,:m xi;i.:ixeni xir IT-
cHCr*N 

"Y 
cepeJ')BMqi".Jlcrixa 5'mpax$mm, rxiilcmosmcs qepes qexr,pewl*e }.npan:ixxscepsrpo\r. sxi xas$ua:oTbc"s cl{crc}ra}ru r"upan:ixru npmri:qeur_ ,sxi s'erni}CITec.fi 3

npsrpe\{6BaHl"Ixu ;oriqwr:n{ IisI{T$s."IeFa\rH }" cxerri ro.:onwrit-niflrer"udi. pi:xi
niJcscr*uH os'srxaxi s pi xi xoxxl:nmxi ilsl$*iin (Nanpir:xna.r, ,ilsllf;ri 6ernexq .doll*i{
6esnexx) i nepi:orucs ol.pelr$.

3i IIIBIfiKHII xrlrtepqiitxNu p$3ufi{peu}rrr}r uiSep$i:xxxxr c}rcre$ asu
sara;Ihxspi.lnlru:i r*xus':lorifi l*rrepxerl' pex*ii ). [po-\t]rcJoeocri, puspo6xxill.l ra
.q0tet-qrmu'u rI$arH\:"{H CI"\sffi'IT:{ xuxuenqiio {.rpi}t}r*{$rx fi1',ruxxis:r. **, Br{r(sp}{clo8'q
pi:xi "1a$ml*i;[tq $pas{srs porS'rrlxrx $or{Teric"l'}rir{rrs. r{afla{ ixp$$o$r: ni-rrprnmom
IP ;;lq x*pYBaHtt.{ H&Exo.T}ilrxiu ceperon}{rtr;\r i i'c,nr{'e icr4.g1. cr:rcre}!}: }iep}"Ba;1}ffi ,\r$Ir, tur)$ $}:arqe psar,vnarr{ Ka iruxnUs'a.lrxi norpeslr. 61,.dltx,xx sa}Harsre
rpanc$opllaqil xpaqe osc;ul'roB!'*srlr Lqisxrits i ls*Hil".a]fi{ie sa aono}raroio nep*gonoi'
aBT0)rar?$aqir'ra i\r€pex.

Cucrerra aBrslr&n$arii"i qrxsrirqexr nignpxe,rrcrg * ur cLqa"Iua po3rroAl-re$a
CHCI*Na XSp"\'Bal${9, SXA Ux}IpSeS BI{IiSpH{TSBy{Tb{.fi B tloltepqifiXgX ;1;UT.:Ists}r}i i
nporlllc'loBK\ IIpHItlulfHlLtx ,Irx rtoxiroplfirv ra Hq)yBaFIH.q ttexaxi.*1$t e.-IeI\Tpl[tIHrI-\fqs':4.$rainr,*1. 3as&sx$ Spocr&Hg:o npsltlrffIspllli, i rexxo;r*riqgl.Ix 

"&$c.fi$itl{8"f,CIsIIloHeHTsI jrspau:irnrx crffIsrg ECe Si,,trru Bsae $snon'flsax$xu. pa:ou i:
novrxuiiix*nfH nepeBara:m ixrerpa.qfs ral(or{i crnopn}€ H'rEr Eer\Top}r arax" uI$ sgaqxsnkslilulr FI$}IK$ 6esn*r.ll :a $esnerr{ B c}rcre-ur Kep}Bar$Ls. IrrCIpnxxo {L,&1o*s ra*
I{s cll(Te}{a He }{ae l}r:aiirr," 6ernexw r& IIoI{iTaJ&rrBCs xa Si:u.rx1' lro,rxqir* ta <r$etnerx
qel)ffi seni"lorsicruu. I-{i r{erssx xenpxiurxrsj s rexno.-roriq.rfi{ (po3}.}rxoro 6i,;rilu;,*.
farl"rs norpr6r'r ntpeoui*nis Strncrut ra 6esne$n $oru.il{oi fiBT$}rar}$aqiii r;plllriuelrx,
{H(m}x,y :a pcupadr*. Hs}fir"Tericxsrs piuexirr ;lq$ sa6esnsreHxs lii;licxocri, riaJiltnscri
ra xo*$fi*xqrfisocri ari Ha piaui {.$cre i:r, rax i sa piexi uepxxri.

Pe*ti:oeaHo Ha cl{cre}Ixo}$\: piuxi sa$e*n*.{ru&8 xaaifir*int o6..I$cnegb Ka
ocuoBi npxcrpoi's i xn'rrpo.rirpin. Sm;optr{crss1'rsrbc",q raxi ocliosx,i $3.r*qi3 6esnrxg. sx
xariiixufi lto'Et'.xitHl-i gx*s.itx, xene.:Nmr$ !is$ npuai{*is i uo;xn:rnirra $oplrau,nu l
nep eaipr*rr apxirelmp[ ]ur\pof,,Ipa,

Fospo$":exs Korru(m{i:o ocepaqiih*oi cxcre}r$ :l ni:rsn${exiru pirilerr fie,sfiexu s
r$.vroaaxxN n$sn'xsxcgls.x lisxlp{.:xt.\{ .rscryr$' i xsrn.sixauifrri;- oo"*u3. xa ocxosi
npoxci &:ts xcxrpo.:epie aerortarxsaqir spmrir&exr" I{e piruexrrr sa6e3fieEr,e
xortlxixaqim rB isu"lfl{i}s ui:x L?HTI{IrI$$I$ ra $erpuTrrq}$r}r}{ npsrpaga}1$ s
norrxqi ihro cuTa.xuo rr,v ni$epcepegns$ui.

1$1
a0.t/&;H:Jsli
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ДОДАТОК В Результати перевірки на антиплагіат 
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ДОДАТОК Г Заява та висновок про аналіз результатів на антиплагіат 
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