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ABSTRACT

The article deals with professional certification and advanced training of
cybersecurity professionals in the UK. It shows that researchers in the UK, as well as in
Western Europe, are debating the meaning of “recognition”, “accreditation”, “certification”
and “licensing” of professional qualifications. The reason for such an interest is the
legitimate try to implement the employment freedom principle, the specific need to make
full use of professionals’ working capacity and professional competence and the promotion
of mobility and exchange in the European space. The article indicates that professional
recognition of higher education qualifications in the UK somewhat differs from that in
Western Europe. Professional recognition lies in obtaining the status of a certified
professional in the field of cybersecurity under international standards, rather than
obtaining an appropriate academic degree. The article proves that certification and
advanced training of cybersecurity professionals in the UK is provided at the level of
universities, international organizations. Besides, they take various forms (mainly online
learning) on a paid basis, differ in the duration of the study and the content of courses. The
following structures and companies are considered as most prestigious for employment
(internship): "Accenture”, “Canary Wharf”, “Indonesian Ministry of Finance”, “JP Morgan”,
“IBM”, “Ministry of Defence”, “Royal Mail”, “Singapore Police”, “CISCO”, “Facebook”
and many others. Importantly, they put forward significant demands on the certification of
professionals. The recognition of cybersecurity professionals’ qualifications lies in two
forms (state and certified). Certification takes place in the Academic Centres of Excellence
in Cyber Security Research, the National Cyber Security Centre, as well as in public and
private companies and international organizations. They create opportunities for obtaining
the status of a Master in Cyber Security, a certified cybersecurity engineer, a certified IT
support professional.

Keywords: certification, advanced training, cybersecurity professional, the UK,
cybersecurity.
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AHOTANIA

Cmamms npuceauena npoghecitinitl cepmugpixayii ma niosuwjennio Keanigixayii
Gaxisyie 3 xibepoesnexu y Benuxiti bpumanii. 3’scoeano, wo y Benuxiii bpumanii, sx i 6
Kpainax 3axionoi €eponu, 6ueHi OUCKYMYIOMb W00 3MICMY NOHAMb (BUSHAHHAY,
«akpeoumayiny, «cepmu@ixayisy, «IiyeH3y8anHs» npogeciiinoi xeanigixkayii gaxisyis.
Ipuuuna makoi 3ayixasneHocmi noiseac He auule 8 3aKOHOMIPHOMY OAXCAHHI MITUMU Y
oHcumms RpUHYUN c60600U Npayesiaumy8anHs, aie i y KOHKpemuiil nompebi noeHO20
BUKOPUCIMAHHS NPAYE30amHOCmi ma npoghecitinoi komnemenmuocmi Qaxieyie, nowupeHs
npoyecy MobinbHOCmi ma 0OMiHY y €8PONEUCLKOMY npocmopi. 3asnaueno, wo npogheciiine
susnanun keanigixayiu y euwii IT-wxoni Benuxoi bpumanii mac dewo inwuii xapaxmep,
Hidic Y Kpainax 3axionoi €eponu. [Ipogeciiine 8usHaHHA — ye He OMPUMAHHS 8IONOBIOHO20
akademiuHo2o cmynems, d, Hacamnepeo, OMPUMAHHA CIamycy cepmughikosarnozo gaxieys
6 eanyszi Kibepbesnexu GiON0GIOHO 00 MINCHAPOOHUX cmanoapmie. Busuaueno, wo
cepmucpixayis ma nioguwenns xKeanigixayii gpaxieyie 3 Kibepbesneku 3a6e3neyyecmvpca Ha
PIHi yHigepcumemia, 8i00MUX MIJICHAPOOHUX Op2anizayill, 8i00y8acmvbCs y pizHux opmax
(nepesasicno oAU HABYAHHS), HA NIAMHIU OCHOBI, PI3HA 34 MPUBATICMIO HAGUAHHS I
3MICMOBUM HANOBHEHHSAM Kypcie. Hatibinow npecmudichumu 015 Npayeeiauimyeants
(cmaoicysanns) € cmpykmypu i komnanii: «Accenturey, «Canary Wharf», «Indonesian
Ministry of Financey, «JP Morgany, «IBMy, «Ministry of Defencey, «Royal Maily, «Singapore
Policey, «CISCO», «Facebooky ma in., saxi eucysaromv 3HauHi eumocu 00 cepmugpikayii
¢axisyis. IIpoyedypa susnanus npoghecivnoi keanigixayii axisyie y eanysi xibepoesnexu
Mmae 06i hopmu — Oeparcasny i cepmughivamny. Cepmugpikayis 6iobysacmvcs 6 Akademiunux
YeHmMpax 00CKoHAIoCmi 00caiodicensb Kibepbesnexu, Hayionanvnomy yenmpi xibepoesnexu,
a maKoxc y 0epHcasHO-NPUSAMHUX CIPYKMYPAX, MIDCHAPOOHUX OP2aHi3ayisX, o CMEOpIoIomb
MOJCIUBOCME OISl 00EPIUCAHHST cmamycy cepmuixosanozo mazicmpa 3 Kibepbe3nexu,
cepmughixosarozo indicenepa 3 Kibepoesnexu, cepmugikosanozo npoghecionana 3 iHgopmayitinoco
3abe3neyenns.

Kniouosi crosa: cepmughixayis, niosuwenns keanigixayii, gpaxiseysv 3 kibepbesnexu,
Benuxa bpumanis, xibepbesnexa.

INTRODUCTION
To begin with, researchers in the UK, as well as in Western Europe, are debating
the meaning of “recognition”, “accreditation”, “certification” and “licensing” of

professional qualifications. The reason for such an interest is the legitimate try to
implement the employment freedom principle, the specific need to make full use of
professionals’ working capacity and professional competence and the promotion of
mobility and exchange in the European space. Furthermore, there is no single approach to
interpreting the terms “recognition” and “accreditation”. In some cases, they can be
interchangeable and synonymous. In educational terms, recognition implies that a certain
degree programme, institution or person meets certain requirements and quality standards.
Besides, the main focus is on the availability and provision of appropriate quality for
potential customers (students, businesses, NGOs) or society as a whole.

In 1994, the European Commission identified 4 types of "recognition" for
professional and academic purposes: de jure professional recognition; de facto professional
recognition; general academic recognition; academic recognition by substitution. The 1997
Convention on the Recognition of Qualifications concerning Higher Education in the
European Region defines "recognition" as formal confirmation of qualification by a
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competent authority with access to education or employment. Qualification is considered in
two aspects: qualification as the level of education obtained; qualification as a degree,
diploma or certificate issued by a competent authority, which indicates successful
completion of the relevant curriculum (Council of Europe, 1997).

Professional recognition of higher education qualifications in the UK somewhat
differs from that in Western Europe. Professional recognition lies in obtaining the status of
a certified professional in the field of cybersecurity under international standards, rather
than obtaining an appropriate academic degree.

THE AIM OF THE STUDY

The article aims to analyze and justify the features of professional certification and
advanced training of cybersecurity professionals in the UK.

THEORETICAL FRAMEWORK AND RESEARCH METHODS

According to the Skills Framework for the Information Age (SFIA), certification is
diversified by three levels of competences: chartered professional, incorporated expert,
professional expert. The main certification criteria include the following: autonomy in
performing various complex tasks; business and project skills; experience; critical thinking;
corporate management skills, responsibility. They confirm one's ability to use and
implement technologies, apply information and/or cybersecurity tools, employ security
mechanisms in decentralized systems, as well as effective means of limiting the risks of
creating and using cryptocurrencies, smart contracts, blockchain technologies (SFIA, 2020).

Certification is one of the most optimal ways of developing and training IT
professionals who face global cybersecurity threats and strive to change or start their career
in cybersecurity. The certification confirms knowledge of key cybersecurity concepts,
standards, guidelines and practices.

It is professional organizations/associations that enable the content-related
development of curricula on IT, monitor the provision of future professionals with practical
experience, carry out certification and determine the necessary programmes of certification
and advanced training (The Chartered Institute for IT Professionals, 2020).

There is the ranking of the top 15 international IT certificates that allow graduates
and professionals to be competitive in the global IT labour market, including in the field of
cybersecurity. Listed below are some of them:

— the certified ethical hacker (CEH) certification allows professionals responsible
for online data security to prove their ability to test security with hacking tools and
techniques;

— CISSP (Certified Information Systems Security Professional) is an independent
information security certification awarded by the International Information System Security
Certification Consortium,;

— the CRISC certification enables cybersecurity professionals to conduct a risk
assessment, as well as implement, develop and maintain information system control tools;

— the AWS certification provides cybersecurity professionals with the experience
of developing and maintaining Amazon cloud-based applications and enables them to
effectively use AWS software developer tools to optimize application performance (New
Horizons, 2019).

The National Cyber Security Center (NCSC, part of GCHQ)’s Certified Cyber
Professional (CCP) scheme has been developed in collaboration with government agencies,
academia, industry, certification bodies and developers of the previous framework (CESG,
CLAS and CREST) (see Fig. 1). The document contains updated terminology, requirements
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for the level of professional competences, certification procedure. The following three
certification bodies designated by the NCSC manage the certification process: APM Group,
BCS, The Chartered Institute for IT Professionals, the IISP, RHUL ta CREST Consortium.
They evaluate applications, determine the previous level of professional competence
(knowledge, skills), involve leading IT professionals in training sessions, organize testing
and develop certificates (indicating the level and status) (The National Cyber Security
Center, 2018).

Certification Framework

Governmant ‘Academia &
Depariments Industry
i

Tesdback

Advics &
Advice &
Teadback

B,

Salect Ceriification
o e

b
Aty e

Fole and Skill

Public Sectar
organisations

Fig. 1. The National Cyber Security Center (NCSC, part of GCHQ)’s
Certified Cyber Professional (CCP) scheme

Source: The National Cyber Security Center. (2018). Certified professional scheme.
Retrieved from https://www.ncsc.gov.uk/information/about-certified-professional-scheme.

The main goal of the scheme is to increase the level of professionalism in the field
of cybersecurity under the British Cyber Security Strategy, as well as to eliminate
contradictions between the needs of the industry in highly qualified professionals and
ineffective mechanisms for quality training in higher education and certification and
advanced training centres. One could observe how particularly acute is the need for public
data protection and information risk management in the public sector. Subsequently, the
complexity of the skills and competences needed by such professionals continues to grow
(Cabinet Office, 2011). The main objective of the scheme is to involve cybersecurity and
information support practitioners in an effective certification and knowledge examination
process. Accordingly, the International Organization for Standardization (ISO) developed
the ISO 1724 standard “Conformity assessment — General requirements for bodies operating
certification of persons” (ISO, 2012). The important components of the scheme are a list of
skills grouped according to their levels of development and professional functions (roles).
These roles include the following: accreditor, security engineer, cryptographer, security
auditor, IT security engineer, system manager, security management system engineer,
security and information risk advisor, chief information security and cybersecurity officer.
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Given the conditions of informatization, it has become essential to develop online
certificate programmes which reflect the real quality of the acquired knowledge and
experience, enable employers to select the best cybersecurity professionals, provide certain
benefits in employment and create favourable career prospects. Besides, such programmes
make it possible to increase the status and demand for cybersecurity professionals and
indicate their determination. The advantages of online certificate programmes are as
follows: speed of training and certification (depending on one’s capabilities, such as free
time, Internet access, determination, one can complete training in a short time and obtain a
certificate after receiving a certain number of points); flexibility (one can train at any time);
territorial independence; comfortable learning conditions; interactive communication.

Research methods include systematization, generalization, analysis, synthesis.

RESULTS

Listed below are the most well-known certification cybersecurity programmes in the UK.

Cyber Security Certification Programme with Job Guarantee has been developed
by CompTIA Network +. It is an international (six-month, part-time) programme, which
allows one to become the certified ethical hacker (CEH). The programme provides students
with the basic skills and knowledge they require for a successful career in cybersecurity and
good employment opportunities. It also involves practical training and participation in
laboratory classes with a team of expert trainers who have experience in the field for over
15 years. Importantly, the programme prepares future professionals for subsequent
employment (partial or full). The forms of learning include the following: practical training
in the workplace; laboratory training; seminars; interviews; meetings with employers. It
must be noted that the course on e-career within this programme has helped more than
4,000 students to become certified professionals and successfully start their careers in IT
and cybersecurity. Many of them work in the world’s largest companies such as Apple,
AT&T, HMRC, Exponential-E, Rackspace and Swiss Quote in the positions of
cybersecurity analysts, ethical hackers, incident handlers, web application experts, network
administrators.

One should also pay particular attention to the certified cybersecurity professional
(CCS-PRO) training course. The programme focuses on understanding the importance of
cybersecurity, identifying potential cyber threats to businesses and business organizations
and providing relevant recommendations to reduce cyber risks. Future professionals have
the opportunity to study the motives and tools of hackers, phishing and participate in
discussions on other areas of cybersecurity (threats related to social media, the Internet and
mobile devices).

The first module of the program is aimed at a comprehensive understanding of
cyber threats affecting business in today’s technological world (hacking, phishing, web
security, social media, mobile devices, spyware, malware, physical security). The second
module involves developing the skills one needs to prevent cyber-attacks at the enterprise
(password protection, encryption and two-factor authentication,). After completing the
programme, students are well informed and understand how to combat cybersecurity threats
and prevent malicious attacks. The third module seeks to improve students’ skills in
detecting unauthorized access or security threats, which will lead to data or financial loss
and serious damage to the enterprise. Also, students work with the samples of malware and
vulnerabilities detected by ethical hackers and often corrected during testing. Although
ethical hackers tend to use the same tools and methods used by cybercriminals and attackers,
ethical hackers have the permission of an authorized party to commit hacking. Ethical
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hackers, commonly referred to as penetration testers or white-hat hackers, are experienced
professional hackers who identify and exploit vulnerabilities in target systems or networks.

Also, this programme offers modules developed together with EC-Council at the
core, advanced and expert levels. The most common dual certificates offered by the
programme are SANS/GIAC Penetration Tester Certification (GPEN), Offensive Security
Certified Professional (OSCP), CREST Certification, Foundstone Ultimate Hacking
Certification, Certified Penetration Testing Consultant (CTPC), and Certified Penetration
Testing Engineer (CPTE). Certificates qualify a professional as a certified ethical hacker and
provide various benefits since it helps one to understand the risks and vulnerabilities affecting
the activities of companies and businesses. One can obtain such qualifications in training
centres throughout the UK. Interestingly, exams are conducted by independent experts, and
professional associations issue certificates to their members. Such a distributed system acts as
a guarantee of independent confirmation of professional skills and competences.

The EduCBA advanced training course is designed to help software professionals
to gain an overview of hacking techniques with practical examples. It provides insights into
hacking strategies, research configurations, topologies, network types and improves ethical
hacking skills. In turn, future professionals can enhance their knowledge of cybersecurity
and Internet security and appropriate skills. The course contains 105 lectures with 19-hour
HD video. Learning tools involve the latest IT and hacking technologies, such as Port
Scanning, ICMP Sweep / Scanning, ICMP Echo-fping, gping, Nmap for UNIX, Pinger
Software-Rhino, Ping Sweep for Windows, NetBIOS Hacking, Internet Application Security
and Vulnerability. Besides, students learn attack techniques, types of attacks (passive,
active, distributed, insider, closed, phishing, kidnapping, fake, buffer overflow, password
and passwordless), methods of user identity defence (social media, profiles, privacy
settings, use of multiple passwords, phishing emails, HTTPS for online transactions), ways
of reducing risks of online theft identification, features of phishing (and anti-phishing.
Table 1 shows the scheme of professional development for cybersecurity professionals.

Table 1
The Scheme of Professional Development for Cyber Security Professionals in the UK

Academic (fundamental) profession-oriented training

Universities

Duration Two years Three (four) years

Qualification level Master of Science Bachelor of Engineering

Professional (practical) training

Gaining practical experience Independent work

Acquiring  professional and  practical . T

Kknowledge Training under individual programmes
Acquiring professional skills Internships

Professional certification and advanced training

., " Complex projects .
Professional functions management Team management Expertise
Educational level Chartered Incorporated Professional expert

professional professional

Source: National Cyber Security Centre. (2020). CIlISec, CREST and RHUL
Consortium (CCP). Retrieved from https://www.ncsc.gov.uk/evaluation-partner/ciisec-

crest-and-rhul-consortium-ccp
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A professional must have an appropriate diploma of an accredited higher education
programme) and work experience in the field to obtain professional certification.

As one can see from Figure 2, 60 % of respondents (51 business participants)
indicate the need for professional development based on in-house training.

‘Which of tha following activites I} do you cumenty undernake and
I} would you conslder underaking to support the developmam of
cybar professionsls within your organisation (sslect all that
apply)?

[l Currenily underake B'Would consider underaking ]

Iniemal cybeer iraining programmes.

Extemal cyber raining progmmmes

Mentoring

Apprenliceship schame

Formal graduate scheme

Fig. 2. Types of advanced training for cybersecurity professionals

Figure 3 contains information on the ranking of countries with the largest number
of certified cybersecurity professionals. The UK occupies the leading position, which
proves high-quality certification and advanced training for cybersecurity professionals.
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Fig. 3. The number of certified cybersecurity professionals in the world

The article funds that employers prefer certified professionals accredited by
organizations such as CISSP, CISM, ISO27001LA, CLAS and others (see Figure 3).
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qualificafionsfaccreditationa do you look for when you are
recrulting staff (ssiect all that appiy}?
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Fig. 4. The survey of employers on the certification of cybersecurity professionals
in international organizations

Source: AMP International. (2020). Cybersecurity. Retrieved from https://apmg-
cyber.com/products/ccp-cesg-certified-professional

CONCLUSIONS

Therefore, certification and advanced training of cybersecurity professionals in the
UK is provided at the level of universities, international organizations. Besides, they take
various forms (mainly online learning) on a paid basis, differ in the duration of the study
and the content of courses. The following structures and companies are considered as most
prestigious for employment (internship): "Accenture”, “Canary Wharf’, “Indonesian
Ministry of Finance”, “JP Morgan”, “IBM”, “Ministry of Defence”, “Royal Mail”,
“Singapore Police”, “CISCO”, “Facebook” and many others. Importantly, they put forward
significant demands on the certification of professionals.

The recognition of cybersecurity professionals' qualifications lies in two forms
(state and certified). Certification takes place in the Academic Centres of Excellence in
Cyber Security Research, the National Cyber Security Centre, as well as in public and
private companies and international organizations. They create opportunities for obtaining
the status of a Master in Cyber Security, a certified cybersecurity engineer, a certified IT
support professional.

Further research should aim to determine the characteristics of professional
certification and advanced training of cybersecurity professionals in the EU countries.
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