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MOJIEJIb HEJIETITUMHOI'O ABOHEHTA 3ABE3IIEYEHHS BE3IIEKA
IP-TEJTE®OHII

Y poboti 3anporoHoBaHa iMOBIPHICHa MOAE/Ib BUSIB/IEHHS HE/IETITUMHOIO a6OHEHTa Ha OCHOBI a/lroputMy [igpdi-Xenmara.
Bupiiye HacTyrnHi 3a4adi; Hagae MOXIMBICTb BUSBUTU GKTUBHOIO HENEMTUMHOIO A60HEHTA, SKUM BUKOPUCTOBYE [POrPamMHE
3a6e3r1e4eHHs] CUHTE3Y [o/10Cy; BUSHAYUTU aKTUBHOIO HEIEMTUMHOIO a60HEHTa IP-rIpOTOKO/IB B KaHasiax 38 513Ky IHTEpHET-Te/1eqoHIi npym
BIACYTHOCTI 110MEPEAHBLO PO3ITOJINIEHOI CEKPETHOI K/IHOYOBOI IHGOpMaLi MK KopecrioHAgeHTamy, AOBIpeHoro UeHTpy. Mogess
HEJErTTUMHOrO a6OHEHTa MOXE BUKOPUCTOBYBATUCS TPy OLIHLII METOAIB KOHTPOJIIO PIBHS 3@XULUEHOCTI TOTOKY AGHUX 3 TGKETHOO
KOMyTaLjieto B IHTEPHET-TE/IEQOHI, 1O HAAACTH MOXXITUBICTb 3a6E3MEYEHHS HAIMHOCTI IP-TeNIeqOHIi Ta nigBULLEHHS 3aXMLLEHOCT,

Kimto4oBi ¢/10Ba. IMOBIDHICHa MOAE/b, HENErTUMHMY AOOHEHT, [HPOPMALIIHa B33EMOAIS, KPUMTOrPaQIidHmi 3axucT,
KaHa/m 3B 53Ky.
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MODEL OF ILLEGAL SUBSCRIBER OF IP-TELEPHONY SECURITY PROVISION

The purpose of the work is cryptographic protection of information in IP telephony sessions, which will increase the level
of security of voice flow over Internet networks and, based on the use of software key distribution, reduce the time of the session
to establish a secure connection.

An analysis of possible active successful attacks (threats) and a study to identify their possible sources. Knowing the
vulnerabilities and security level of the object for which protection is required, an active fllegitimate subscriber can perform a
combination of attacks, which can lead to unauthorized access to the data of the object.

Based on the analysis of algorithms of behavior of illegitimate subscribers, a model of the violator is proposed, which will
take into account the level of capabilities of violators. The model of an illegitimate subscriber takes into account illegitimate
operators who have the appropriate level of access to secure IP-telephony services: employees of this organization; software
developers or suppliers of technical means, employees who provide improvement, maintenance, repair of means at the object on
which protection of information resources is necessary. The purposes of illegitimate subscribers at carrying out active attack for the
purpose of receiving unauthorized access to a stream of data of IP-telephony are defined. The ultimate goal of each active attack is
to gain unauthorized access to the IP telephony data stream.

The illegitimate subscriber model can be used to evaluate methods of controlling the level of security of packet-switched
data streams in Internet telephony, which provide the ability to ensure the reliability of IP telephony and increase security.

Keywords: probabilistic model, illegitimate subscriber, information interaction, cryptographic protection, communication
channels.

Beryn. IlommpenHs Tenedonii depe3 Internet mepeski MOCTaBWIIO MmiJ 3arpo3y NPHUOYTKH OIEpaTopiB
teneponanx Mepex. I[Ipore, omepatopum AT&T, British Telecomunications, Deutsche Telecom, moumHaroTh
HajmaBaTu mociyru Internet-tenedownii. Deutsche Telecom mpupbama wactuny Vocal Tec. Ilocmyramm mepenadi
rosocy 4epe3 Internet Mepexxi MOXKHa CKOpUCTaTHCs B OaraTbox Micrax i kpaiHaX. AHAJOTIYHI IMOCIYTrH nepenayi
rosocy 4epes Internet Mmepexi HamatoTs kommnasii Lucent, WorldPort, ITXC rta in. HalinepcnekTuBHIIIMMYU pHHKaMH
nepenadi rosnocy uepes IP-mepexi st [P-tenedonii BBakaroThest ABctpanisi, CIIIA ta SnoHist.

[ommupennro IP-tenedonii B VYkpaini mnepemkomkae Kigbka (akToOpiB: HE HOCTaTHRO HaJiifHA
iHppacTpykTypa Internet mepex KaHamiB 3B‘sA3Ky; HE 3amiKaBlieHI opradizamii B po3BUTKy [P-temedonii, ski
3a0e3MeuyioTh TeJIeQOHHI MEPeXi MOCIyraMu 3B‘s3Ky. TakuM YWHOM, BEIHMKI KOPHOpATHBHI KOMITaHii HaOiIbII
IHTEHCHBHO BHKOPHCTOBYIOTH IP-Teneponiro BcepennHi. Jlume Kifbka mpoBaiaepiB HaxaoTh nocayru [P-tenedomnii —
Infocom, IP Telecom, Sovam Teleport. Tlepesaroto Internet-remedonii € HU3bKa BapTICTh MIXMICHKHX i
MDKHapOIHUX TEPEroBOPiB, J03BOJISIE 3MEHIIUTH BUTPATH HA MOCIYTH Iepenadi GpakciB 1 MyIbTUMenia 3B'SI3KY, 32
paxyHOK IM(pyBaHHsS i CTUCHEHHS T'OJIOCOBOTO MOTOKY. Internet-renedonis He BUKOPHUCTOBYE Ha HULIXY Iepenadi
iHpopMamii makeTiB 3 TOJIOCOBUM CHIHAJIOM A0Opore ycraTKyBaHHs. |P-TenedoHis — BUCOKOSKICHA TEXHOJIOTIS, HE
BUKOPHCTOBYE JIOPOTi KOMYTaTOPU-MapUIPYTH3aTOPH.
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IMocranoBka 3agaui. [IpoBeneni gocHiKEHHs MOKAa3yIOTh iICHYBaHHS JEKiIbKa MOJEJel HEeJNeTiTHMHOTO
aboneHTa B [P-tenedonii B [HTepHeT Mepexax. IMOBipHICHAa MOJIeIb HEJIETITUMHOTO abOHEHTa MOKa3ye sIKi Jii Ta 3
BHKOPUCTAHHAM SKOTO iHCTPYMEHTY IPOBOIHTH HENETITUMHHI aOOHEHT aTakl IMPH eKCIuTyaTarii 3axumieHoi [P-
tenedonii B [aTepHeT Mmepekax. IMoOBipHICHa MOJens HENETiTHMHOTO aOOHEHTa MPOBOAWTH aHAJI3 Ta BPaXOBYE
PI3HOBHAM aTaK, a TAKOX BPAaXOBYe OCOONMBOCTI Ta XapaKTep aTak Ha orepamiifiHy cucteMy Windows, 3 BpaxXyBaHHIM
BHKOPUCTAHHS OIEPAIlifHOI0 CHCTEMOI0 3aco0iB 3axmcTy. IMOBipHICHA MOIENh HEJETITUMHOTO a0OHEHTa He
BpaxoBy€ MPOTPAMHHI PO3IMOMALN 3arajbHOI CeKpeTHOi iHdopmamii (3aKpUTHX KIIOYiB), 3 BUKOpUCTAaHHAM [P —
MPOTOKOJIIB po3HeceHHs KimouiB [P-temedonii B IuTepHer wmepexax[3]. PosrmsHyra iMOBipHiICHA MOIENb
BUKOPHCTOBYE IIOINEPEHIM PO3MOALT CeKpeTHOI iHdopMalii, ToOTO 3aB4acHa YCTaHOBKAa CEKPETy Yy4acHHKaM
ceancy. [Ipu 3acTocyBaHHI IMOBIpHICHOT MOJENi HEJETITUMHOTO aOOHEHTa JJs 3IIMCHEHHs aTakd, 3ajada sSKol
OTpUMaHHS HECaHKI[IOHOBAaHUH JOCTYITy 10 roylocoBoi iH(opmaii [P-rexnosorii B IHTepHET Mepexax, BUpIIyEThCS
TUIBKK 3a7a4a NemuQpyBaHHs MEpeaHoro MOTOKY JaHHWX IPH IBOMY BHKOPHUCTOBYETHCS «aTaka B JI0O» (MeTox
nepeGopy), BIpOTIIHICTh YCIILTHOTO 3aBEPIICHHS IaHOT aTaKH JOCTaTHHO HU3bKa MPY NMPAaBUILHOMY BHOODPY KITIOUiB
cecii. Takum unHOM Mouikaris makeTiB iHGOpMAIIil MOXKIINBA B pa3i YCHINIHOI aTaky, pe3yIbTaToM SKOI € miidip
TapoJIs A1 pearizallii mporecy Aemu(pyBaHHS IePEXOIUICHUX MOTOKIB TaHUX.

Mopenb HeNeriTMMHOrO a0OHEHTa HaBe[EHa Ta ONHMCaHAa B CTAHAApTI MO MUTAHHAM TEXHIYHOTO Ta
€KCIIOPTHOTO KOHTPOIO [1, 2]. Y 3ampornoHOBaHOMY CTaHAAPTiI HABEISHHH OIMUC 3arajbHOI MOJEITI HEeJeTiTUMHOTO
aboneHTa. OmpcaHa B CTaHIapTi MOJENb HE BPAaxOBYe TaKOX ocoOimmBocTed pobotu B IHTEepHET Mepexax
3axumeHoi [P-terxedonii. Texnomoris [P-tenedonii Mae B cBoeMy po3mOpsKeHHI B 3acTocyBaHHi [P — mpoTokoim,
SIKi TIPU3HAYCHHI IS MiIBUIICHHS e(heKTUBHOCTI Ta 3abe3medyeHHs Oe3neku [P-tenedownii, croqm MoXKHa BiTHECTH
3aXMCT CHUTHAJI3aIll, PO3MOJiI 3arajbHOi CEKpeTHOi iH(opMaIii MiX yJaCHHKAMHU CEaHCY 3B’S3KY, 3aXHCT
roJiocoBoi iHpopMalii, mpu uboMy He HaBeZeHO iHdopMauii mpo 3aiiicHeHHs aTak Ha IP-nporokonu IP-Tenedonii.
B npoBeneHomy anaiizy poOit [7] pekOMEHIYIOThCs 3arajibHi BUMOT, SIKi )KIyTh OyTH 3alpOIIOHYBaHHS JI0 MEpEexi
[P-tenedonii B IHTEepHET Mepekax, TaKOXK HABOIMTHCS ONHUC 3arajlbHUX XapaKTEPUCTUK Ta BUKOHYBAaHHX Jid MpH
3ailficHeHH] atak Ha Mepexxy [P-tenedoHnii. PiBeHb onucaHnx aTak BiJIOBiAE OisIM CEPeIHLOCTATHCTHYHOTO XaKepa
Ipu TpOBeNeHHI atak Ha cepicu IP-tenedonii. Ha oCHOBI MPOBEICHOIO MOCITIMKCHHS Ta aHATI3Y BIATOBIIHUX
po0iT MOXHa 3pOOUTH HACTYMHUI BUCHOBOK: B PO3TIISIHYTHUX POOOTaxX HE HABOAMTHCS JeKoMmmo3umis IP-porokomnis
IaTepreTr Mepex Oe3meunoi [P-tenedonii Ha BIAIOBIAHI CKIIAOBI, TAKOXK HE HABEIECHO OMIC YCHIITHUX aTak Ha IP-
MPOTOKOJIM [HTepHET Mepex sKi Oe3rmocepeTHhO0 BHKOPHUCTOBYIOTBhCA B OesmeuHiit [P-tenedonii. B posrmaayTnx
poboTax [6] BUKOPHUCTOBYIOTHCS Ta OIMICYIOTHCS 3arajibHi MiIXOAX Ta MPHHIIITN 3a0e3MeUeHHsI MM ABUIIICHHS HaIIITHOCTI
Ta 3aXHCTy cepBiciB IP-tenedoHii, a TakoXk 3araibHi MiIXOIH Ta IPUHIUAIN MOKIMBHX Jii HEJIETITHMHOTO a0OHEHTa
mpu atakax Ha cepsicu IP-temedonii. B poOorax He NPUIUIAETHCS HaNEeKHOI yBarW arakaM Ha HPOTOKOJIU
PpO3Moiy 3arajJbHOI CEKPEeTHOI iHpOpMallii MiXK y4acCHHMKaMH CeaHCy 3B’sI3Ky, 3aXHCTy ToJIocoBoi iH(opMalii, npu
LLOMY HE TPHUBOAWTHCS iH(pOpMaNii mpo 37ilicHeHHs atak Ha [P-nporokonn BukopucToByBaHi B IP-Tenedonii.
TakuM YMHOM BHHHKAa€ HEOOXiTHICTH PO3POOKH MOJEIi HENEriTHMHOrO abOHEHTa sika Oyae BpaxoByBaTH il
HEeJIETITUMHOTO abOHEHTa, sIKi OyJIM HEe BpaxoBaHi B PO3MITHYTHX POOOTaxX, B ICHYIOUHMX MOJIEINSIX HEJETiTUMHOTO
aboOHeHTa, B IepIly Yepry BUHUKAE HEOOXIiJHICTh NPUHAHATH JI0 yBaru Jekomnosuuis [P-nportokomni [HTEpHET-Mepex,
SIKI BUKOPHCTOBYIOThCS Oe3rnedHoto [P-TesnedoHii, 3arpornoHoBana MoJielib Ma€ BPaxOBYBaTH BKa3aHi 0COOJIMBOCTI.

OcHoBHa 4yacruHa. Mojeni siki omucadi B po3misHyTHX poOoTax [1, 3] He m03BOJSIIOTH BH3HAYUTH
IMOBIPHICTb YCHIIITHOT aTaKW HA OTPUMAaHHS HECAHKI[IOHOBAHOIO JIOCTYILY /10 HOTOKY JaHUX B Mepexi 3axumeHoi 1P-
TesiedoHii, SIKa TMPAIIOe B PEXKNMI 32 CXEMOIO TOUKa — TOYKA, TAKOK HE HAaJal0Th MEXaHI3MiB BUSBICHHS Ta 3aXHUCTY
BiJl aTak THILY «3yCTpi4 MO CEPEIrHI», POIIISHYTI MO/IeIi He BPaXxOBYIOTh JAHWH THII aTak. B 3amponoHoBaHy MOJENb
HEJIETiITUMHOTO a0OHEeHTa HEOOXiJHO BKIFOYHMTH JOJATKOBI MEXaHI3MH, TaKi SK: BUSIBICHHS iIMOBIPHICTh YCHIITHOI
aTakd Ha OTPUMAaHHS HECAHKLIOHOBAaHOTO JIOCTYIy IO MOTOKY HaHuX 3axuineHoi IP-tenedonii, sika npairoe B
PEKHMMI 33 CXEMOIO TOUKA — TOYKA; TAKOXK MEXaHI3MH BUSIBIICHHS Ta 3aXHCTY BiJl aTak TUILY «3yCTpi4 110 CEPEAMHI».
BunukHeHHs1 3arpo3 B IHTepHeT Mepekax Oesrneku ronocoBoi iHpopmauii B IP-tenedonii Moxe mposBUTHCS B
pe3ysbTaTi BUHUKHEHHS JI0JaTKOBOTO KaHaly MOTOKY iHpopManii B IHTepHET Mepexax MiX HEJIeriTHMHHUM
a0OHEHTOM (JIKEepeJoM 3arpo3H) 1 KOPECIOHAEHTOM HocieM iH(opMalii, mpy LbOMY HEOOXiJHO CTBOPEHHS
BIZIMOBITHUX YMOB, SIKi CIIPUSIIOTH Ul BAHUKHEHHS TIOPYIICHHS 3aXHIICHOCTI Ta 0e3NeKd rojocoBoi iHpopMarlii.
Hackinpku akTyanbHa 3arpo3a MOPYIIEHHS 3aXHIIEHOCTI Ta Oe3NeKH rojocoBoi iHpopmanii Oyae omuiHIoBaTHCS,
TaKo’, TUIIOM JDKEpea 3arpo3n — PIBHEM aTakH, PiBHEM 3aXHIIEHOCTI JpKepesia rosocoBoi iHdopMmarii Ta HasBHICTIO
BPA3JIMBOCTEH, a TAKOXK PIBHEM 3aXUIIEHOCTI CEPeJOBHUIIA ITONTMPEHHS T'0JIOCOBOTO iIHPOPMAILIHHOTO CHTHAITY.

3anexHo Bin THIy iH(GOpMALil Ha SKY BHKOHYETHCS aTaka MOXXHA BHAUIMTH HACTYITHI JDKepesa 3arpos:
3arpo3u, SKi TOB'A3aHI 3 JISUIBHICTIO KOHKPETHOI oOpraHizamii, opraHizamii sKi BOJIOMIIOTH OCHAIIEHICTIO i
MOTHBALIEI0, BHCOKMM IIOTEHIIIaJOM; 3arpo3d IO HAaINpaBieHI 1 3YMOBIICHI EKOHOMIYHHUMH, IOJITHYHUMH,
BIMICBKOBHMH Ta IHIMUMH IUSIMH 1HO3EMHHX JEpXaB; TaKOX 3arpo3u, MOB'A3aHi 3 TisSJIBHICTIO OpraHizallii, mo
BOJIOZIIFOTH MOTHBAIIi€10, 00YMOBJIEHOI X €KOHOMIYHUMH, 1H(QOPMAIITHIMY Ta IHIITUMHY OiJSIMH; 3aTrPO3H, TIOB'I3aH1
3 TISUTBHICTIO OKpeMHuX (i3MIHHX OCi0 (3TOUYNHHHX €JIEMEHTIB).

PiBenp BIMBY Ha 3aKkpuUTy iH(OpMaIiio, Ky HEOOXiTHO 3aXHCTHTH, BU3HAYAETHCS MOKIIMBOCTSIMH JKEpea
3arpo3, HaCKUIBKH DKEPETIo 3arpo3 BOJIOAIE iHpopMarieio po cepBicu 3axucty IP-tenedoHnii, Takox piBeHb BIUIUBY
Ha 3aKpUTy iHPOPMAIil0 BU3HAYAETHCA PIBHEM MEXaHI3MIB SKMMHU BOJOJI€ JyKepeno 3arpo3. Jxepeno 3arpos, sike
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3nilicHioe i (aTaky) abo 3aliMaeThes MiATOTOBKOIO JI0 [ (aTaky) pe3yIbTaToOM SIKMX € OTPUMAaHHS HECAHKIIOHOBAHOTO
JOoCTyIy 10 iHdopMalii 3 moJaJIbIIUM BIUIMBOM Ha 3aKpUTY 1H(OPMALIIO € 3]I0BMUCHUKOM iHpOpMauiiHOT Oe3neKH.
B sixocti HeneriTumHOTO aboHEHTa OyeMo BH3HAYaTh (Hi3MIHY 0c00y, sika BUIAIKOBO UM HE BUIIAJKOBO 3IIHCHIOE
nii (atakdW) B CBOIX iHTepecax YW B iHTepecax JaHOI OpraHi3aliif, YM B iHTepecax IHIIMX OpraHizamiil (MOXIHBO
1HO3eMHHUX OpTaHi3allii) pe3yIbTaTOM SKHUX € MOPYIICHHS 3aXUIICHOCTI Ta Oe3neku iHpopMaIiitHuX pecypciB mpH ii
00pobui mporpaMHO-anapaTHUMH, TEXHIYHIMH Ta iHITUMHE cepBicaMi B iHQOpMAIIHHUX CHCTEMaX.

IIpx po3pobui yTOYHEHOI MOMENb HEJETITUMHOTO KOPECHOHACHTa OUIBII JOIIBHO PpO3TISAAATH
3JI0BMHUCHUKIB 3 TOYKH 30pY PiBHS iX MOMKJIMBOCTEH a TAaKOX HASBHOCTI MpaB HECAHKLIOHOBAHOTO JIOCTYIY JO
iH(opMmartii, 0JHOPa30BOTO UM MOCTIHHOrO. TaKiM YHHOM MOJENb HENETITHMHOTO KOPECTIOHICHTa Oyle BpaxoBYBaTH
piBCHb MOXJIMBOCTCH 3JIOBMHCHUKIB, O TEPIIOTO PIBHS BIJHECEMO HEJCTITUMHUX OINEPaTOPIB sIKi MAalOTh
BIJIMTOBIAHMI PiBEHb JOCTYITy 10 cepBiciB Oesmeunoi [P-renedonii. J[o apyroro piBHSA BigHeceMO HEIETiTHMHHX
A0OHCHTIB SIKI HE MAIOTh BIMOBIIHOTO PiBHS JOCTYITY J0 cepBiciB Oe3meunoi [P-Tenedomnii.

TakuM YMHOM HENETITHMHHMH oOmeparopamu (MEepuinii piBeHb) MOXYTh B JAQHOMY BHIIQAKY MOXYTh
BUCTYNaTH: MpPALiBHUKK JaHOI Oprasizamii; po3poOHMKH IPOTrpaMHOro 3a0e3neyeHHs abo MOCTaYaIbHUKU
TEXHIYHHUX 32c00iB, TPAI[IBHUKH SKi 320€3MEUYIOTh yIOCKOHAICHHSI, CYIIPOBiA, PEMOHT 3ac00iB Ha 00'€KTi, HA IKOMY
HeoOXimHui 3axucT iHQopManiiHuX pecypciB. Jlo HeneriTMMHUX aOOHCHTIB (OPYruil piBeHb) MOXYTh B JAHOMY
BUTIAIKYy OyTH BigHECEHi: CTOPOHHI 0COOM; 0cCOOM IHO3EMHHUX JepiKaB; MPEICTABHUKH IHO3EMHHX PO3BiITyBaBHIX
Ci1y0; TEpOPUCTUYHI 1 KPUMiHAJIbHI CTPYKTYPH.

OmauM 3 HampsiMiB 3a0esmedeHHs Oe3mekw mepenadi roxocoBoi iHpopMmamii B IHTepHET Mepekax
3axuiieHoi [P-renedonii ne Bukopuctanus kpunrorpadiuaux IP-nporokoniB SRTP. ITporokon SRTP peanizye
(yHKIii KpUnTorpadivHOTO 3aXHWCTy TOTOKY NaHWX. Takox mis 3a0e3medeHHs Oe3leKH Iepenadi TroJI0COBOi
iHpopmauii B IHTepHeT Mepexkax 3axuiueHoi [P-tenedonii BuHMKae HEOOXiqHICTH BUKOpHUCTaHHs [P-mportokosni
MIPOTPAMHOTO PO3IIOALTY 3arajbHOI cekpeTHOI iHpopmartii (karouiB) mis ceciit SRTP.

BpaxoByroun Te, mo mepemada rosocoBoi indopmariii B IHTepHeT Mepexax Oesmeunoi IP-tenedomnii
3IIIICHIOETHCSI 3 BUKOPUCTAHHAM 3arajIbHOTO JAOCTYITy, @ MOHITOpH VOIP mpakTH4dHO NOCTYMHI OyIb-sKiil CTOPOHHIH
0co0i, SIK 1 JeraabHHA AOCTYHn M0 IHTEpPHET-MEPEXK — TaKMM YMHOM Ha OCHOBI CKa3aHOTO MOJXKJIMBO 3POOUTH
BHCHOBOK IIPO aKTYallbHICTh BHHUKHEHHS 3arpo3 BiIaJICHOTO JOCTYITY 1 MOXIIMBOCTI iX peaizariii HeJleriTHMHUMH
a0OHEHTaMH, SIK MIEPIIOTo TaK i APYroro piBHIB.

Peaxizamis Mopmeni HeNeTiTUMHOTO KopecmojneHTa Oesmewnoi [P-tenedonii moBmHHA OyTH KOHKpETHOI,
BpPaxoBYBaTH MOBEAIHKY, BIACTHBOCTI TaK0XX XapaKTEPUCTUKU KOHKpETHOro o0'exry 3axucty VolP. Buxoxmsuwm 3
MPOBEICHOTO aHAJI3y MOJIENb HENIETITUMHOTO KopecnoeHTa 0e3nedHoi [P-renedonii Mae BpaxoByBaTH CTPYKTYpPY
CHCTEMH, CepBicH OE3MeKH TaKOXK BapiaHTH 1 CTOcOOW BUKOPUCTAHHS PECYpPCiB.

IcHyro4i Mozeni He BpaxoBYyIOTh aTaku Ha [P-mpoTokosn po3noiny 3araibHol cexpeTHol iHdopmanii Mixk
YYacHUKaMH CEaHCY 3B’SI3Ky, 3aXHCTY TOJIOCOBOI iH(opmarii, BincyTHs iHpopMamii mpo 3aificHeHHs aTak Ha IP-
MPOTOKOJIM BHKOpUCTOBYBaHi B IP-TenedoHii, 1mo cki1agaroThCsi B 3aCTOCYBaHHI JEKIIBKOX MPOTOKOJNIB JIJIst
3abe3neueHHs 0€3MeKH, a TAKOXK He OIMMCYIOTh aTaku 0e3I10CepeHbO Ha I1i TPOTOKOJIH.

OTxxe BHMHHMKAa€ HEOOXIJHICTH PO3POOKHM MOZENI HENeriTMMHOro aboHeHTa sika OyJe BpaxoBYBaTH il
HEIIeTiITUMHOTO a0OHEHTa, SKi OYJHM He BpaXxoBaHI B PO3MNIIHYTHX POOOTaX, B ICHYIOUHX MOJENSX, B MEPIIY Yepry
BUHHMKAae HEOOXIHICTh NMPUHHATH O yBaru jekomnosuiis [P — nporokomiB [HTepHET Mepex, sKi BUKOPUCTOBYIOThCS
6esneunoro [P-tenedonii, Moienp MOBHHHA BPaxXOBYBaTH BKa3aHi OCOOJIMBOCTI, MaTH MEXaHI3MH BHUSBJICHHS Ta
3aXMCTY BiJl aTaK TUIY «3yCTpiu 1o cepeauHi». J{ist BpaxyBaHHs B MOJIeJi BKa3aHUX HEJIOJNIKIB PO3TIITHEMO CXEMY
B3a€MOJIiT KOPECIIOHICHTIB 3axumieHol [P-TenedoHii KITieHT—KITIEHT, IPH BiICYTHOCTI MOTIEPEIHBOTO MPOTPAMHOTO
PO3MOAUICHHS 3arajibHOr0 CEKPETHOrO Marepiany (3aKpUTOro KIova cecil), 1 TAaKOXK PO3TISTHEMO MOXKJIMBI BapiaHTH
Iiil HeNeriTHMHOTO a00OHEHTA B CXeMi KIIIEHT—KITi€HT (AuB. pucC. 1).

Heneritumuuii aboHeHTa MOXKE BHMKOPHCTOBYBATHM HACTYIHI CIEHapii BHKOHAHHS aTak: 3/iHCHEHHS
MIACHUBHOI aTaky, IIPH I[bOMY BUKOPHUCTOBYE TIEPEXOIUICHHS NEepeIaHuX AaHUX, 0e3 IX MoAanbIIoi 3MiHM; 311HCHEHHS
AKTHBHOI aTakH, IPY LbOMY 3HAIOYM PIBEHb CHCTEMH 3aXUCTY il BPa3JIMBOCTI, HEJIONIKH & TAKOXK BUKOPHCTOBYIOUH
IITaTHI 3acO0M CHUCTEMM 3aXMCTy JUISl TPOBEJICHHS aTakd 3 METOK HECAHKI[IOHOBAHOTO JOCTYIY O JAaHHUX 3
MOIaJIBINOI0 iX Moaudikarliero, abo oTpuMaHHs AOJATKOBHUX 3aCO0iB /I BIUIMBY HA CUCTEMY 3 METOIO MOAAIBIIIOTO
BUKOHAHHS aTakH.

PosrissHeMO Mofens HeTeTiTHMHMN a0oHeHTa, KUK [HTepHeT Mepekax [P-tenedonii Oyme BHKOPHCTOBYBATH
CIieHapiii akTMBHOI aTaku, HalpaBjeHy BUKOpUCTaHHI BpasnuBocti [P - mporokony [lipdi—Xenmana. IP-npoTokon
Hidbodi-Xeamana CXWIBHUHN O aTaKH «3yCTPid IMOCEPEANHI» IO € CYTTEBUM HEIOJIKOM IUX MPOTOKOMiB. Tak sk, [P-
nporokost [Jipdpi—Xenmana neKUTh B OCHOBI OUIBIIOCTI MPOTOKOJNIB MPOTPaMHOTO PO3MOJIUTY CEKPETHOTO
MaTepiany (3aKpUTHX KIIOYiB) TO BUHHMKA€ HEOOXiIHICTH OUTBIN AETANBHOTO NPUAUNIEHHS M yBaru. IP-mporoxon
Hibdi—Xenmana MpoTOKON 3aXHWINAE BiJl aTaKd MACHBHOTO HEJETITUMHOTO aOOHEHTa, OJHAK, BIH HECTIHKUN IO
aTaKW aKTUBHOTO HEJIETITUMHHN aDOHEHTA.

[Ipu 3nilicHeHHI aKTUBHOI aTakW HEJETiITHMHHAM a0OHEHTOM HEOOXiJHO BpPaxOBYBAaTH MOXJIMBHH piBEHb
MpaB MOPYITHHUKA, TaK MOPYITHUK MOXE 3HAXOTUTHCS B OJHIN MiAMepeki 3 00 €KTOM Ha KM HalpaBlieHa aTaka, B
JTAHOMY BHIIAJIKy MOX€ MaTH JIOCTaTHbO IPaB Ul BUKOHAHHS YCIINIHOI aTaky, B iHIIOMY BHINAJKy IOPYIIHHK
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MOXEC 3HAXOIUTHCA HC B O)_IHiﬁ niaMepemi 3 00’€KTOM Ha KU HallpaBJICHA aTakKa, B JaHOMY BUIIAJIKy MOXKE HC
MaTHu JOCTATHBHO IIPaB JJI1 BUKOHAHHS yCHiH.IHO'l' aTaKH.

Moaynb = HeneriTumHuiA aGoHeHT = Moaynb
curHanizauii I T curHanisawyji
= - ~
E Mepexesuit Mepexesuii E
Mo,qynb.:aleCTy | & | inTepdeiic iHTepdeit 2 Mopaynb 3axucTy
curHanisaui 3 1 1 3 curHanisauii
a epexa 1 Q
Mopaynb — g g == Moayne
copmysania [ | = = ] d)opmygaHHﬂ
KNiouiB =0 =3 Knrouis
Mopayne E E Moayns
MeaiagaHux = 2 MediagaHux
Qo S)
= =
Mopaynb 3axucty || .o a Mopaynb 3axucTy
mediaganux E, 5 MediagaHux
|3 gl L
" = -
Moayne ynpasniHHS I_ —{ Mogynb ynpaeniHHs
Tepminan kopucTyBaya A Tepminan kopucTysaya b

Puc. 1. CxemMa BCTaHOBJIEHHS 3'¢THAHHSA B clieHAPil KIi€HT—KJIi€HT

[Tix VoIP moHiTOp aboHeHTa SK NMpaBWJIO MaeThesl Ha yBasi, [P-Tenedon, numo3 6esneunoi [P-Tenedonii,
CTalliOHAPHUI KOMITIOTEp, HOYTOYK, IUIaHIIET, cMapTOH 13 BCTAHOBICHMM JJIs YCIHINIHOT B3a€MOJIi
creLiajli3oBaHUM TpOrpaMHUM 3abe3nedeHHsM OesneuHoi [P-tenedonii. VolP MoniTop Hamae MOXIHUBICTH
aboHEHTaM OTPUMYBATH HazaBaHi nocinyru IP-tenedonii, a Takox BUKOHYBAaTH ay/1io, Biie0 BUKIIUKH.

[Ipu mpoBeneHi axTuBHUX Ha VoIP MoHITOp aboHeHTa OymeMo paxyBaTH, IO B ONHIM migMepexi 3
00’€KTOM 3aXHCTy Ha SIKMi HallpaBJICHa aTaKa MOXKe NepeOyBaTH TIIbKU HENETITUMHUIA OIIepaTop MepIIOro PiBHS.

Jns oTprMaHHS HECaHKIIOHOBAHOTO AOCTYIy I0 cepBiciB IP Temedonii HenmeriTMMHHN aOOHEHT MOXKE
BUKOPUCTOBYBAaTH IUIsl IPOBEICHHS YCHINIHOI aTaKM HACTYIHI 3acO0M 1 MeXaHI3MU: HECaHKI[IOHOBAHMI IOCTYI Ha
cepsicu [P-tenedomnii, HCJ] moxe OyTn oTpuMaHH 3a paXyHOK aTaku B JOO — mepebopy maposst; MoAupikaiis
TaONMUIIl MapIHIpyTH3allii, YacTKOBE IepeHampaBieHHSA TpadiKy; BHKOHAHHSA aTaKd <«3YyCTPid MOCEpEAHHI»
crewiajli3oBaHuii BIUIMB Ha MPOrpaMHHUN PO3MO/LT 3arajibHOT CEKpeTHOT iHpopMallii, a TAKOXK Ha MOTOKH JaHUX, SIKi
nepenaroThesi Mk aboneHtamu [P-TenedoHnii, MeTa 1aHOTO THUIY aTaKu MOPYILEHHS KOH(DIASHIIHHOCTI 1 IiJIICHOCTI
MOTOKY JJaHWX; aKTUBHA aTaka Ha MU(p Ha NepeJaHuii Mik aODOHEHTaMH, MeTa aTakh — ACMIU(ppPyBaHHS TaHUX 1
MOPYIICHHS KOH(IACHIIIITHOCTI; aTaka CIpsMOBaHa Ha MPOrpamMHe 3a0e3MeueHHs 0JJHOr0 ab0 ACKiIbKOX aOOHEHTIB,
MeTa aTaku — BIPOBA/KECHHS 3aKJIaJioK B POrpaMHe 3a0e3IeUeHHs; akTHBHA aTaka 3 METOK YCTaHOBKa Ha BY3JIiB
orepaTopa JI0JIJaTKOBOTO 00JIaJHaHHSI; aKTHBHA aTaka Ha KoH}irypauiiiti ¢aitnmun VolP MoHiTOp, MeTo0 1aHOi aTaku
€ 3MIHM HaJIAIITyBaHb HOJITHKU OE3MeKH NPUHHATOI B OpraHi3auii; akTHBHA aTaka HalpaBlieHA HAa MEPEXOIUICHHS
ABTOpH3ALIMHUX CEKPETHUX NAaHHX, METOK JAHOI aTak € IHOoJaiblle YNPaBIiHHA OOJaIHAHHIM KOpHCTyBaya, a
TaKOXX JIOCTYII 10 IAHUX, SAKI IEPEIAt0ThCS MiXk aDOHEHTAMH.

Jnst moOya0BH MaTeMaTHYHOI MOJIENi HeJeriTHMHUI aOOHEeHTa MPOBEACHUI aHaIi3 MOXKIIMBUX aKTHBHHX
yCHIIHUX aTak (3arpo3) Ta MPOBEACHO IOCIiKEHHS BUSBJICHHS iX MOXJIMBUX Kepel. 3Halo4M BPa3JIMBOCTI Ta
PIBEHb 3aXHMIIEHOCTI 00’€KTa, JUIs SKOTO HEOOXIHO MPOBECTH 3aXMCT, aKTUBHUI 3JIOBMUCHHUK MOXKE BHKOHYBATH
KOMOIHAaIII0 aTaK, sSiKa MOYKE MPUBECTH JJO OTPUMAaHHS HECAHKIIIOHOBAHOTO JIOCTYILY JIO IaHUX 00’€KTa.

Mopzenb HeNeriTMMHOTO KOPECIIOHJeHTa Oylle BpaxoBYBaTH pPIBEHb MOMIIMBOCTEH 3JI0BMHUCHHKIB, /0
MEepIIOro PiBHS BiJIHECEMO HEJIEriITUMHUX OIEpaTopiB SKi MalTh BIANOBIAHWI piBeHb IOCTYIY 0 CEpBICIB
6e3meunoi IP-tenedonii. Jlo 1pyroro piBHs BiJHECEMO HEJICTITUMHUX aOOHEHTIB SIKi HE MAlOTh BIIOBIIHOTO PiBHS
JIOCTYIY JI0 CepBiciB Oe3mneunoi IP-renedoHii.

TakuM YMHOM HENETITUMHUMH OllepaTtopamMu (IepLIiMil piBeHb) B JAHOMY BHUIAJKy MOXYTh BHCTYIATH:
MpAaliBHUKK JaHOI OpraHi3aiii, po3poOHUKH IPOTPaMHOTO 3a0e3NeueHHs a00 MoCTavyalbHUKHA TEXHIYHHAX 3acCO0iB,
MPAiBHUKU SIKi 3a0e3MedyI0Th yIOCKOHAJICHHS, CYIPOBiA, PEMOHT 3ac0o0iB Ha 00'€KTi, Ha SKOMY HEOOXiTHHHA
3aXUCT IHPOPMaLIHHUX PECYPCiB.

BusHaumo 1 HeneriTMMHMX aOOHEHTIB NEpIIOro PiBHS INPH NPOBEAEHHI AKTHBHOI aTakM 3 METOI0
OTPHMAaHHS HECAHKIIIOHOBAHOTO JOCTYIYy J0 MOTOKY AaHuX IP-tenedonii: I{34xop;y — 3aXOIUIEHHs 0ONaJHAHHS

orepaTopa HENETiTUMHUM a0OHEHTOM NEePIIOro piBHs; L[, . . — 3aXOIUICHHs MOHITOPY aDOHEHTa HeJIeTiTHMHIM
KOPECTIOH/IeHTa Tepiioro piBHs. KiHIIEBOIO METOH KOXKHOT aKTUBHOI aTaku € OTPUMAHHS HECAHKI[IOHOBAHOI'O JIOCTYITY
110 moToky nanux IP-tenedonii. Ha ocHOBI poBeseHOro aHai3y alNropuTMiB IOBEIIHKH HEJETITUMHHUX aOOHEHTIB
PO3IIOYHEMO PO3POOKY MOJIEINI HEJETITUMHOTO aOOHEHTa TIePIIOTo PiBHS MO KOXHIHN 3 epepaxoBaHuX HiTeH.

3axomieHHs1 00JaJHAaHHS OIlepaTopa HeJETiTHMHMM a0OHEHTOM nepmioro piBHA. PosrissHemMo Monenb
HEJIETITUMHOTO a0OHEHTa NepIIoro pPiBHS, 3a/a4el0 SKOI'0 € NMPOBEAEHHI aKTUBHOI aTaku 3 METOK OTPUMAaHHSI
HECaHKIIOHOBAHOTO JIOCTYITY 10 MOTOKY naHuX IP-tenedonii, pe3yipraToM ycHinrHOT aKTUBHOT aTaKH — 3aXOIJICHHS
o0IaiHaHHS onleparopa.
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VY nopiBHAHHI 13 HENETITUMHUM a0OHEHTOM JPYroro piBHS, HEJNETITUMHHMI aOOHEHTa IEpIIOro PiBHS Mae
Jekinpka mepeBar. Ha mepmimx Kpokax BUKOHAHHS aTakd BiH Mae TEBHUI piBEHb JOCTYIy Ha oOiajHaHHA
omeparopa 3B'13Ky IP-temedonii, a Takok MOXX€ MaTH MOXIIUBICTh MIAKIIOYEHHS i YCTaHOBKH IOIATKOBOTO
obragHaHHA 10 Mepexi onepaTopa [P-tenedomnii.

VY BHUManKy KoM HENETITHMHUI aOOHEHT HEe Ma€ AOCTaTHHOTO PiBHS JTOCTYITy Ha OOJaIHAHHS OIepaTopa,
MOJKe CIpOOYBaTH OTPUMATH JOCTYI, BUKOHYIOUM aTaKy Ha Iepedip MapoiiB Ui OTPUMAHHSA OUTBII BHCOKOTO
piBHA noctymy mo cepsiciB IP-temedonii. AnropuT™ Aiif HENMETiTHMHOTO a0OHEHTa IIEPIIOTO PiBHA HABEICHO Ha
puc. 2. IMOBipHICTB Pig., s, XAPAKTEDH3YE HMOBIpHICTh, IO y HENEriTHMHOTO abOHEHTa MEpIIOro piBHA Ha

MOYaTKy BUKOHAHHS aKTWBHOI aTaku € JOCTYI BiIIOBIIHOTO PiBHSA AOCTATHIM Ui MPOBEAEHHS MOAAJBLIMX Il 3
METOI0 OTPHMAaHHS HECAHKI[IOHOBAHOTO JIOCTYIY A0 MOTOKY JaHuX IP-tenedonii. IMoBipHicTE p 185 ;1ozg MOKE Oyt
47 ¥i

BHU3HA4YCHA, HACTYIIHUM YHUHOM!

| 1 axwo HeresinuMHUTIA0OHERM MAE OOCMAMNHIIL PIBEHE QOCHYIY,;
P 185 vos7 0, Axigo HenesimUMHIIACOHERN HE MAE OOCMAMHAIL] PiseHs 00CTHIVITY.

IMOBipHICTS P 19511087 BiZloOpaxkae MMOBIpHICTh MO/I, Y BUMAAKY KOJIM HEJIETITUMHUA aOOHEHT IiJKIII04YNB
4] ¥y

CBO€ HeoOXimHe oOMamHaHHA B Mepexi onepaTopa [P-tenedonii Ha By301, depes3 sIKHH € JOCTYI 10 AaHUX (Mexia-
Tpadiky).

1, AKloHETESTMIMHNTIAO OHEHMIVMIZECINAHO SN CE0 €00 TAOHAHHA
_ HAGY3TloNepamopa;
plgm-om_ 0, Axiy oHetes IMUMHNITIA0 OHEHIMHE I I2EC MAHO SN CEOEOOTAOHARHA
HagY3Tlonepamopd.

b I L
13 3 Mepebip P52
Y napons P34 |
Das; 5 MepeGip kntova Ps7
Pig| 8 € poctyn 4 ATaka Ha megjatpadika
1 MouaTok AOCTaTHBOMO MegiaTpacik 7 HCO
PIBHA Pa4 NPOKCIHF Pas
= Pap 6 Artaka MITM p
67
l N Pa2 Pos
vy Pos Ps2
2 HeycniwHe 9 VYcTaHoBKa JoAaTKoBOro gﬁnanHaHHn
3aBepLUeHHs aTaku Pig ANA BUKOHAHHA NPOKCIHT
. | P2

Puc. 2. AnroputM J1iii Npy BUKOHAHHI 32aX0IJIEHHS 00/1a/IHAHHS ONIEPATOPA HeJIETiTHMHUM a00HEHTOM

OOnajHaHHS, sIKE€ BCTAHOBIIOETHCS HEJIETITUMHUM a0OHEHTOM MOBUHHO MaTH (yHKIioHaN Moaudikarii
a0o Biy3epKaiieHHs nakeTiB. [lounHAI0YM 3 ILOTO MOMEHTY HENETriTUMHUI aOOHEHT JJIsl ITOJANIBIIOTO MPOBEICHHS
aKTHBHOI aTakd BUOMpae OJWH 3 MOXIIMBHMX HACTYNHHMX JBOX HUIAXiB. BUOIp NpoJOBKEeHHS aKTHBHOI aTaku
3aJIeXKHTh BiJl BCTAHOBIICHOTO OOJIQ/IHAHHS Ta HOTO TEXHIYHUX XapakTepucTUK. O/IHAaK, HABITH Y BUIIAJIKY YCTAaHOBKH
HEOOXi/THOTO YCTaTKyBaHHs B HEJIETITHMHOTO aDOHEHTa € HMOBIPHICTB, 1110 aKTHBHA aTraka Moxe OyTH IpoBeaeHa
HeycmimHa. Hampukian, — e Moxe BiIOyTHCS, SIKIIO 3aXWINAl4uii 00’€KT MMOYHE BHUKOPUCTOBYBATH JIOJATKOBI
cepBicu Ta MexaHi3Mu [P-TeedoHii 11t BincTe:xKeHHS aTaky (BTOPTHEHHS) HEJIETITUMHOTO a00OHEeHTa ab0 T0TaTKOBI
IP-nporokosmn  IP-Tenedonii, BUKOpUCTAHHA SKUX He OyJO BpaxoOBaHO IPH MPOBEICHI AaKTHBHOI aTaKH
HeJIETITUMHHUM a0OHEHTOM, 1 He BpaxoBaHi B 00J1aIHaHHI HEJIETITUMHOTO a00OHEHTA.

Ha ocHOBI oTpuMaHHX pe3yJbTAaTIB, SIKi OTPUMaHi IPOBEAECHUM aHAIi30M, MOXJIMBUX A HEJIETITUMHOTO
aboHeHTa 100yIOBaHMH BIINOBIAHUI IMOBIpHICHHH rpad, NpeacTaBIeHui Ha puc. 3. Y HaBeAeHOMY IMOBIpHICHOMY
rpadi BuAieHa TiTKa, $SKa BIANOBiZa€e YCIIIIHOMY BHKOHAHHIO aTakW, METOI0 SKOI € OTPUMAaHHA
HECaHKI[IOHOBAHOTO JOCTYITY JI0 MOTOKY mAaHux IP-tenedownii i ckmamena yreoproroda ¢pyHkiis H(x) miei rinku. st
iMOBipHicHOTO rpada MoKa3aHoro Ha puc. 3 npejcraBieHi Pyey.

Jlist imoBipHicHOTO rpada 3axoruIeHHs 06J1aHaHHS ONepaTopa, npejacTasieHi Pyoy = H(x = 1):

PO, o = ([:plBPBél +P19p94]}’45 +tPigt Py )P5? + ([:plapzq +P19p94]}’45 tPigt Py )Ps?’

nep,;— HMOBIPHICTB ITEpEX0 1y 3 BEPIIMHHM | Tpad)a y BEPILIMHY |.
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Puc. 3. ImoBipnicHuii rpa¢ 3axonenHs 06.;1aIHAHHS ONePATOPA HeJIeTiTHMHUM a00HEHTOM NepIIOro piBHs

Toxi HMOBIPHICTB 3aXKCTY BiJl aTaKK HECAHKI[IOHOBAHOTO AOCTYITY JI0 MOTOKY NaHuX IP-tenedonii marnume
HACTYIHUN BUTIISAL!

Pj‘.ﬂ'_HC‘:z‘U_T_LmE__T =1- PHC‘.EII_T_HOEJ =1- ([plapaa‘ +P19P94)P45 +.p_1_g +Pg5)P5;.- +
+ ((-plaapm +P19p94)p45 TP +P95)p5?’

ae p13 — UMOBIpHICTh BHOOPY aKTUBHOI aTaku mepebip mapous Ui JOCTYIy HEJIeTiTUMHOTO abOHEHTa 0
obnanHaHHsA omepaTtopa IP-tenedonii; p|g — HMOBIpHICT HAsABHOCTI B HEIETiTMMHOTO abOHEHTA YCIINTHOTO
JOCTYITy AOCTaTHBOTO PiBHs Ha oONanHaHH: onepaTopa IP-tenedoHnii; p1g — HMOBIPHICTH HAsIBHOCTI B HENETITHMHOIO
aOOHEHTa MOXKIIMBOCTI YCTaHOBKU HEOOX1JHOr0 00JIafHAHH [JI YCIILIHOIO BUKOHAHHS aTaku; p34 — HMOBIPHICTH

JUISL HEJIETITUMHOrO abOHEHTa YCHILIHOTO 3aBEepLICHHS aTakH o Hepe0opy mapons Aid JOCTYIy A0 00aJHAHHS
oneparopa IP — renedonii InTepHeT Mepex; p45 — UMOBIPHICT BUOOPY aTaky HENETITUMHUM aOOHEHTOM «3JI0M

mudpy» A NPOBENEHHs ACMU(PYBaHHs 3aXUIIEHOro MOTOKY AaHuX IP-Tenedowii; pgg — HMOBipHICTH BUOOPY

aTaky HeNETiTUMHUM a0OHEHTOM Ha MeXaHi3M IPOrpaMHOr0 PO3NOIily cekpeTHoi iHdopmanii (KIIoUiB); pg7 —

HMOBIPHICTh YCIIIIIHOTO 3aBEPILEHHS HEJIEriTUMHUM a0OHEHTOM aKTHBHOI aTakd «3JIOM IIU(PY» ISl TPOBEICHHS
JemudpyBaHHsS 3aXHUIIEHOTO TOTOKY maHmXx IP-temedowii; pg7 — HMOBIPHICTH YCIINIHOTO 3aBEPLICHHS aTaKH

HeJIEriTHMHIM a0OHEHTOM Ha MeXaHi3M IPOTrPaMHOTO PO3MOJiTy ceKpeTHoi iHhopMallil (KIodiB); pgs; — HMOBIPHICTH

BHOOpY aTakyl HEJETITUMHUM aOOHEHTOM «3JI0M INU(PYy» Ui MPOBEACHHS AeNM(PYBaHHS 3aXHIIEHOTO MOTOKY
nanux IP-temedonii; pgg — HMOBIpHICT BUOOPY aTaku HENETITHMHUM a0OHEHTOM Ha MEXaHi3M IpOrpaMHOTO
PO3MOALTY CEeKpeTHOI iHpopMaIii (KITFOUiB) MiXkK YIaCHHUKAMH CECii.

3HayeHHS NesSKUX HMOBIPHOCTEH, SKi BHKOPHCTAaHHI NIpPH OIHCY IMOBIpHICHOTO Tpada 3aXOIUICHHS
o0JaiHaHHA OIepaTopa KOPECTIOH/ICHTA HEJIETITHMHIM a0OHEHTOM, BUMAararoTh OiTbII JAETATbHOI OIHKK eKCIIepTaMHL.
3HaveHHs JaHUX HMOBIPHOCTEH TAaKOX 3ajie’KaTh BiJ HEJETITHMHHMM aOOHEHTOM, HOTO piBHS MOXKIIMBOCTEH, PiBHS
3aXHCTY Ta gKocTi cepaiciB IP-Tenedonii.

BucHoBkn. IlpoBeneHuii aHagi3 MOXJIMBHX aKTHBHHX YCIINIHKX arak (3arpo3) Ta MPOBEACHO
JIOCIIZPKEHHST BUSBJICHHSI iX MOMIIMBHX JDKepell. 3HAIOUK BPa3MBOCTI Ta PIBEHb 3aXHUILEHOCTI 00’€KTa, JUIsl SIKOTO
HEOOXIJTHO MPOBECTH 3aXHCT, AKTUBHHIA HEJICTITUMHHI a0OHEHT MOKE BHKOHYBAaTH KOMOIHAI[IO aTak, sKa MOXE
MPUBECTH JI0 OTPUMaHHS HECAHKIIIOHOBAHOTO JIOCTYILY JIO AaHUX 00’€KTa.

3ampornoHoBaHa MOJEb HENETITUMHOIO KOPECIOHJEHTa Oyle BpaxOBYBaTH piBEHb MOXKJIHMBOCTEN
3JI0BMHUCHHKIB. MoJIeNib HEJIETITUMHOTO KOPECIIOH/IEHTa IEPIIOTo PiBHS BPAaXOBYE HEJETITUMHUX OIEpaTopiB SKi
MalOTh BIINOBIIHUN pPIiBEHb JOCTYHYy 10 cepBiciB Oe3meuHoi I[P-TenmedoHii: mpamiBHHKH TaHOi OpraHi3arii;
PO3pOOHUKH TPOrpaMHOTO 3abe3neueHHs ab0 MOCTaYalbHUKH TEXHIYHUX 3ac00iB, MPAI[iBHUKH sIKi 320€3MeyI0Th
YIOCKOHAJIEHHS, CYIIPOBiI, PEMOHT 3ac00iB Ha 00'€KTi, Ha TKOMY HEOOXiTHUH 3axXHCT iHPOPMALIIITHNX pecypciB.

BusnaueHi mini HeneriTMMHUX aOOHEHTIB IEPLIOro piBHA IPH IPOBEJACHHI AKTUBHOI aTakW 3 METOIO
OTPMMaHHSI HECAHKI[IOHOBAaHOTO JIOCTYNY 10 MOTOKYy aaHux IP-temedomnii: I7. — 3axXOIUIeHHS 00JaJHaHHS

JANOED

oreparopa HeJIeTiTAMHAM aO00HEHTOM TEepIIoro piBHs; L], sivion — SAXOIUICHHS MOHITOpPY a0OHEHTa HEJECTiTUMHUM

KOpECIIOHEHTa Tepmoro piBHA. KiHIIEBOIO METOI0 KOXXHOI aKTHBHOI aTakd € OTPHUMAaHHS HECaHKIIOHOBAHOTO
JIOCTYITy J0 MOTOKY naHuxX IP-temedonii. Ha ocHOBI mpoBeneHOro aHaii3y aJrOpUTMIB MOBEIIHKH HEJETiTUMHIX
a0OHEHTIB IIOYHEMO PO3POOJICHO MOJENIb HENETiTUMHOIO abOHEHTa MEpIIOro PiBHS MO KOXHIM 3 mepepaxoBaHUX
LIEH.
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