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MULTI-AGENT BASED APPROACH OF BOTNET DETECTION
A new approach for the botnet detection based oli-agent system is proposed. The structure anchmai
principles of antiviral agents’ functioning withmulti-agent system is developed. The principlesahmunication

between the agent’s units before and after attadke computer system were developed.
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Introduction %

The analysis of the situation of development of the
malware shows dynamic growth of their quantity. The
most numerous classes of malware during last 16syea
are Trojans and worm-viruses which spread and pene-
trate into computer system (CS) for the purpos@of
formation plunder, DDoS attacks, anonymous acaess t
network, spy actions, spamming that represents real
danger [1] (Fig. 1).
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Despite the regular refinement of methods of the  Fig.3. Trojans’ detection in 2008 and 2011 years
search, detecting and removal Trojans and worm-
viruses of different function, regular updates aotia
virus bases, the numerous facts of plunder of drdi-c
dential information are observed and the various de
structive operations are performed which lead tmes
negative consequences.

Common techniques used in modern antivirus
software of Trojans’ worm-viruses’ detection argnsi-
ture-based one, code emulators, encryption, statist rus =
analysis, heuristic analysis and behavioural bluogki \& /
However, the accuracy of detection of new malware i
low, and in recent years it has constantly decefs8]

(Fig.2, Fig.3). _ , That is why the actual problem of safety of various
One _Of the main reasons for the_lack of de_teCt'OE‘omputer systems is a development of new more gterfe
accuracy is cooperating of TrOJan§ with WOrM-VIIRISE approach of antivirus detection. One of possiblg tea
So over. the past 3-5 years there is a clear dymaafic increase the detection efficiency is a constructidn
conception of a new malware class - botnet. Pldce g5 muyiti-agent system in computer system for new
Botnet among all malware is presented in Fig. 4. botnet detection. For this purpose it is necesgamje-
velop the principles of such system functioningd&s

Fig.4. Place of Botnet among all malware
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scribe the communication and functions’ features of Usage of multi-agent systems for botnet detection
agents; to formalize sensors’ and effectors’ propgr requires a generation of agents set with sometsteic
and functionality.
1. Multi-agent system of botnet detection Each agent should implement some behaviour and
should include a set of sensors (components thadtti
To increase the efficiency of botnet detection wis effected by the computer system), a set of &ffec
involve multi-agent systems that will allow us take (components of that effect the computer system) and

antivirus diagnosis via agents’ communication withi CPU - information processing unit and memory [4-6].
corporate network. The scheme of antiviral agent multi-agent system

operation is shown in Fig. 5.
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Fig. 5 The scheme of antiviral agent multi-agerstess operation

Let us present agent as a tuple: S — sensor - "virtual bait"; it is used for modegjin
A=( PRKS$.8.5.55.S,). (1) ofpossibleattacks orunauthorized access anbivs

where P — processor, which provides integratio'ho learn the strategy of attacker and to identifistof

and processing data, processing optimal respongeto tools and actions intruder can do on infected cdepu

incoming information about the computer systemestatsySt_em' If a re_mote _admlnlstratl_on_ of n_etwork 'S no
- carried out, all incoming ssh-traffic is redirectiedthis
decision on the steps to be done.

. . Sensor.
R — rules, that change agent behaviour according ,
to incoming information The processor processes the input data and deter-
' Opwines the level of risk of specified object in them-

K — agent knowledge — part of rules an ‘ ; h ) " ledae b t trusted
knowledge, that could be changed during its fumetio ggﬂe\,;afgs em. There 1s a knowledge base ot fruste

ing. - . . .
S, — communication sensor, communicates with Conviction unit provides knowledge for agent in
other agents via network protocols' unusual situations. This will reduce the numbefatde

S, — agent of signature-based analysis; virus detefOSIVes in the new botnet diagnosis of computes s

tion is performed by searching signatures in daepa tem_. The f||t_ers system for each SENSor propos to
o . - tablish the risk factors for the evaluation of atge Ex-
antivirus system alarms if computer is infected.

S — checksum sensor ceeding the limit values of the coefficients inéhgithe

Sy — sensor of heuristics analysis; detection is pecre_xperlence of all agents indicates the computetesys

formed in monitor mode with the use of fuzzy Iogic;Infectlon with botnet.

. Diagnostic information according to their func-
sensor makes a conclusion about the danger de@reet,o | i h , bmitted
computer system infection with a new botnet [7]. |onav\p/)ro|£)er Ielst ea;: thsen;or II<S suomi 3 g ¢ |
S — sensor of comparative analysis through appli- OrK results of the checksums and signature anal-

cation programming interface API and driver disk-su ysIs finsotrs f"ayf not rfqu;? fullf f:gggfmt_ent_tﬁf the
system via 10S. If data on file received the fingy agent functioning for notiication of e Infectiom

differ from those obtained by the second way, fde botnet, but in conjunction with results of othensars
infected.
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and communication with other agents this sensong ma A new technique for sensor diagnosis in monitor
assert this signal detection of the botnet. mode which uses fuzzy logic was developed. It Beba
Unit of perception holds summary information toon behavioural model of malware [7]. This sensa-en
the general form for further work. Then the infotma  bles to make a conclusion about the degredanger of
goes to the input of filters. Filters reject datnegrated CS infection by malware. For this purpose we castr

by trusted programs or units (Fig.6). the input and output linguistic variables with name
Depending on the level of danger detected attacksuspicion degree of software object” - for theunp
the coefficients are defined by filters. linguistic variable, and "danger degree of the dtite”
- for output one.
information The task of determination of membership function
from sensors for input variable we will consider as the tasktbé
~_~ _summary ranking for each of mechanisms (functioms) of pen-
. system f)f data to the . . AT
’m perception game species etration portsp; with the set of indications of dangér
‘ ~_filtering data; and a choice of the most possitge with activation of
filters _|determination some functionm;. Then we generate a matrix of ad-
of coefficients
filtered data vantageMadv=‘qij‘ . Elements of given matrixj; are

Fig. 6 The structure of filtering data unit positive numberst; = g /q;, 0<q; <eo; q; =1/q; .
The data from the filters are to be processed bq” =1, i’j:]j, | - amount of possible results. Ele-
agent processor which determines whether the CEMPUL s
system is infected. Because of lack of data, thentag
communicates with other agents for similar influené  vValues of pair advantages to each indication seggra
programs’ actions. The availability or absence wéhs taking into account their scalegd={z,} ; k=1r with
information from other agents affects the final rage usage of such formula
decision on a particular file or process. r r
When comparing the results obtained with the g = >0 Dy / D o Dby - 2)
conviction unit data changes of coefficients ancsted k=1 k=1
programs are held. Eigenvectorn = (ry,...,7,y,) is defied by using a

Communications unit is responsible for encryptionnatrix of advantage. This eigenvector answers maxi-

and decryption cl)f interagents’ .infc()jrmatir?n. « mum positive radical\ of characteristic polynomial
AgenF results are transmitted to the effectorsa as|MadV_)\ DEI =0. SIM=AIM, where Eis an identity
means of influence on the computer system. If madwa

is detected agent through effectors blocks theqeor matrix. Elements of vectdil () 1 =1) are identified

processes that are responsible for performanceroés \ith an estimation of experts who consider the ptemb
malware and then notifies the user about the iitfiect indications of danger' The same procedure is peédr

Agent model ensures the integrity of the agentgy 4l m;. As a result we receive a matrix of relation-
structure. It is realized by implementation of syst

checkpoints to provide the serviceability of thigeat.
Also after each checking all agent critical elerseate  m;, p; value 0<n<1 responds. Using matrix
stored for later restoring in case of virus attackanti-
virus multi-agent system or possible failures ire th Vp=Im.pjl,
computer system. the relationship (1 ,p;j) is used and the elements of this
Each agent can activate the recheck the selecteq tionshio h | 0< <1). Usi
number of sensors to refine the results. relationship have value Tay (0= Tax<1). Using
In situation when agent cannot communicate witiatrix V; =|m,pj|, we build normalized curve for
other agent it is as autonomous unit and is abtietect
different malware relying on knowledge of the lates
updates and corrections in the trusted software.bas Example of possible 20 pairé,y;) ranked by

gjj of matrix M,q, are defined by calculation of

ship Vp=|m,p;|, in which each pair (relationship)

we build matrixV,; =|m,pj| in which

membership functionuXp (R) of an input variable.

o ) the suspicion degree is given in Fig.7. Formatidn o
2. Sensor of botnet detection in monitor  function membership and at the stages of activation

mode uxa(R)and executing of the destructive ac-

tionsp><e (R) are similar.
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1“ My, (R) messageCom, - message receiveCom, - message

sender, Mes - agent message content; t — sendiag t
Thus the communication between the units within
its sensors before attack or intrusion can be sgited:
<R,N,SeP,Infjy,tg > =

<F,Int,P,M, Infj;,t; > n

S

0 10 5 | 20 X
° ranked by the degree of suspicion <O.C.PSelnfy,t; >0
TP for action and structural components of CS < O,S,P,Se,lnf,v| th>n
Fig. 7Membership Function of Fuzzy Set “Suspicion < O,RPE,Infiy Sh,t, > n
Degree”
< O,L,PSh,Infj,t5 >, 4)

As a part of the solution of the problem the FIS usmuni\év:t?c:ﬁ rite_srse;goer;ﬁ - or:g\?vr,atFta(-:IIeT?\? oiLg]u?sgom-
ing Mamdani algorithm was realized (Fig. 8-9). - continue, S - stop, Red - redirect, | - initzaliion as a
type of the massage; P — agent processor; Se ersens
$1..S; Sh — virtual bait; E — effectors; M - are respec-
tively the sender and receiver of the message; thé
content of the message; t - time of the messag#irsgen

The communication (interactions) between the
units within its sensors after attack or intrusian be
represented:

suspicion

AttackApproved=
<R,At, PM, Infj, t3> n

<R,At, PE,Infjy;,t3> n
< OSP.Sh,Infj;,t3> n

' activation

Fig. 8 Results of the fuzzy inference system <RAt, I:Tvse-mfintv t3 > (5)
implementation AttackDisapproved=

< OSP,Sh,Infj; Sets3>n
‘ rﬁghefré'[ion:S‘ act[visafjon:7‘ ’g)ie‘c‘Lftion:Q ‘ sufgition:0.804 < O,Red,P,E, Infmt ,Se,tg >N
e ] [ [ ] T DN <0O,Red,PE,Infj,; Seitz3>n
s [ | | I \ N <0,C,P,Se,Inf; Sh,t3> n
AR e L <0, CP Se,Infj, Shts>, (6)
L | N = | B where At means — attack to computer system.
| _ [~ ] ] 5 LA Let usformalize the function F which identifies the
7 [ N | L\ worth of agent Aat time t and associates a real number
[ \ = [ { P to each of agents as the worth of that agent:

1 F:289xT L R,

Fig. 9 Graphic representation of rules 1 N2 1 O

d
, F(A,1) = + \
and fuzzy inference system (A1) Z:k:lTa—t kT Ny +€

F(A|DAj,t)ZF(A|,t)+F(Ak,t), | £k (7)

where Ag - a set of agent units which are formed
by combination of units with different types; Tahe
time of performing diagnosis actions; d - the humtfe
agent components typesikN the number of sensors of
type k in agent Aand © - the sensors weight of type

k within the agent no matter of their amount.
A good incentive for agents at the initial moments
3. Agents’ functioning of reporting intrusion can be provided by sensa@srS
the system in the sense that they will form betteli-
Let a communication agent message present adi@ns and thus collaborate. As we can see in (Ggent
tuple: in AMAS can get more advantage by changing its ac-

< g,hCom, ,Com,,Mes,t >, 3) tions. Also the function F does not increase byngivegy

. L the agents set.
where g indicates whether it is a report, order or

fetch of communication messade;- type of the agent

The results of fuzzy inference system 0.804 agr-nt
preted as the degree of computer system infectitim w
malware. If the resulting number exceeds some adop
threshold of danger antivirus system will blockiats of
the aqueous object. The sensor also transmitsmiatan
about suspicious software to other agents.
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4. Experimental research fore and after attack on the computer system were d
veloped. Software for realisation of antivirus rafjent

Software for realisation of antivirus multi-agegss System on proposed techniques was developed. \ssho

tem on proposed techniques was developed. growth of accuracy by 3-5% in comparison with known
Interface results window of botnet diagnosing oftivirus software.
computer system is shown in Fig. 10. This approach is the basis for the development of
new informational technology of antivirus diagnasin
) AMAS =5 E=E T based on multi-agent system in order to increasadu-
[ Mentr | swws A S racy for the botnet detection in computer systems.
|T| Online agent: 16 4&%‘%2
Ej?;::;:um last detected = Z;
[¥] signature Backdoor. Win32.Agobot.a 71,3 i .
oo e JR
::l-'_'fcomparison SDbots - 18 = 50,1
[ ] virtual bait SO 1 AT
40— —1 [—1 —
30 1 1 1 —
Fig. 10 Software of botnet detection 20 HO—— -
For the experimental determination of the efficienc 12 T B T N
of developed software 217 programs with the baotnet: R c}” gé ;&D Q & & g antvins
properties were generated and launched on differe, o7 R Q.,\@@@ & T T
amount of workstations (table 1). Q@f}o
o Table 1 pig 11 Accuracy of botnet detection by developaftt s
Accuracy of botnet detection with developed softwar ware in comparison with known one
Workstations
(agents) g 24 32 40 References
Botnets
(number) 1. Goshko S. Encyclopedia of protection against vi-
SDbot (80) 74% 75% |  78%  81% ruses / Goshko S.Moscow : SOLON-Pres, 2005. — 352
Rbot (49) 61% 63% 64% 67%| p. (in Russian)
Agobot (54) 60% 60% 62%) 63% 2. Savenko O. Research of the antivitus technadogie
Spybot (18) 65% 68% 71% 75% for malware detection 0. Savenko, S. Lysenko, A
Mytob (16) 54% 57% 60% 63% _K:cyshch_uk i grolceedin_gs of r;[hdll)«:_onferg(r)l;i "Mogelrn
informations & electronic technologies - ", oo
Accuracy, % | 62.8% | 64.6% |67.8%] 69.8% | _ Ukraine, Odesaa2011. — P.95-96§.J (in Ukrainian)

] 3. AV Comparatives laboratories [electronic re-
Accuracy of botnet detection of the developed soflgrce] — Access mode http://www.av-comparativgs-er
ware in comparison with known is shown in Fig. &1, Home page name.

shows growth of accuracy by 3-5% in comparison with 4. Wooldridge M. An Introduction To Multiagent

known antivirus software. Systems / Michael Wooldridge. — John Wiley & Sons
Also we performed false detection experiments andliTD, 2002. — 348 p.
is about 3-7%. But with the growth of agents amdaise 5. Shoham Y. Multiagent Systems Algorithmic,
detection is reducing to 2-4%. Game-Theoretic, and Logical Foundations / Yoav 8hgh
K. Leyton-Brown. - Cambridge University Press, 2009
Conclusion 504 p.

6. Alkhateeb F. Multi-Agent Systems / Faisal
Alkhateeb, Eslam Al Maghayreh, lyad Doush. - Mautgli

/A new approach for the botnet detection based Qo) Programming, Simulations and Applications,
multi-agent system is proposed. 2011. — 522 p.

The structure and main principles of antiviral 7 Berikov A.R. Malware search in the distributed
agents’ functioning within multi-agent system is/ele  simulators using the technology of fuzzy logic RABer-
oped. A new technique for sensor diagnosis in monit nikov, R.P. Grafov, S.M. Lysenko, O.S. Savenknfior-
mode which uses fuzzy logic was developed. The-primation technologies. - Moscow : 201N, 10. - P.42-47.
ciples of communication between the agent’s unis b (in Russian)



222 OobuucieHna ma npucmpoi, wo pekongizypyromocs

BUSABJIEHHS BOTHET MEPEX HA OCHOBI MYJbTU-ATEHTHUX CUCTEM
O. C. Cagekno, C. M. JIucenko, A.®. Kpuuryk

3anponoHoBaHO HOBHIA MiAXil A0 BUSBICHHS OOTHET-MEpEX, AKuii 0a3yeThCsl HA BAKOPUCTAHHI MYJIbTHATEHT-
HUX CHCTeM. 3alpoIOHOBAHO CTPYKTypa Ta OCHOBHI NPMHUMNM (YHKLiIOHYBaHHS aHTHUBIPYCHOTO areHTa B Mexax
MYJbTHAreHTHOI cucTeMH. Po3po0ieHo MPUHLUMKU CINKYBaHHS MK MOAYJSIMA arHeTa 10 Ta Michs 3IifiCHeHHS
aTaky Ha KOMT I0TEpHY CHUCTEMY.

KnrouoBi ciioBa: 6oTHET-Mepexka, TPOSHCHKI TporpaMu, WOrM-=BipycH, aHTHBiIpYCHE IiarHOCTYBaHHS, MYJIb-
TU-areHTHA CUCTEMa, areHT, CEHCOp, HEUITKa JIOTiKa.

OBHAPYXXEHUE BOTHET-CETE HA OCHOBE MYJIbTUATEHTHBIX CUCTEM
0.C Cagenko, C.H. JIbicenko, A.®. Kpbimyk

[Mpennaraercst HOBBIN MOAXON K OOHApYKEHUIO OOTHET-CETEl HA OCHOBE MYJIBTHAreHTHBIX cucteM. Paspabo-
TaHa CTPYKTypa M OCHOBHbIE MPUHIUNbBI (PYHKLIHOHMPOBAHUS AHTUBUPYCHBIX areHTOB B MYJIbTUAr€HTHOW CHUCTEME.
Boumn pa3paboTaHbl MPUHOMITEI B3AUMOIEHCTBUS MEXAY MOAYJSIMU areHTa 0 W MOCIe aTakh Ha KOMIBIOTEPHYIO
CHCTEMY.

KnioueBble ciioBa: 00THET-CeTh, TPOSHCKHE MPOTPaMMbI, WOIM-BUPYCHI, aHTUBUPYCHOE JANarHOCTHPOBAHUE,
MyJIbTUaTeHTHAs CUCTEMa, areHT, CEHCOp, HeueTKas JIOTHKA.
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