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XMeNbHULBKHN HALlIOHATBHUH YHIBEPCUTET

METOA MOHITOPHUHI'Y OBYUCJ/IIOBAJIBHUX MEPEK HA OCHOBI
CIHIJIBHOI'O AHAJII3Y TUMYACOBUX TA ®YHKIHIOHAJIBHUX
XAPAKTEPUCTHUK CTEKA ITPOTOKOJIIB TCP / IP

Y 368’a3ky 3 HasasHicmio Ha daHull MOMeHmM Yacy HedoCKOHA/AUX cucmem mepexceso2o MoHimopuHay (CMM),
aKkmya/abHow 3adaverd € po3pobka HOBUX 3acobie chocmepesceHHs Mepedci, ki 6ydymb 6asysamucs Ha MuM4acosux
3akoHoMipHocmsix 8 po6omi cmeka npomoxkosie TCP / IP. BidnogidHo, suHukae nompe6a no6ydosu dockoHa.1020 memoady
MOHIMopuHay Mmepedxci, 8 KoMy 6ydymb epaxosysamucsi Hedoaiku menepiwHix mMemodis. basyruuce Ha 3acmocosaHux
nodi6Hux mMemodax 8 3ada4ax MOHIMoOpuHay Mepesici ma 3a6e3neyeHHs mepexcegoi iHopmayiiiHoi 6e3neku, pe3yabmamom
€ 3anponoHosaHull memod idenmugpikayii onepayiiinoi cucmemu (10C), 3acHoeaHull Ha chinbHOMY aHAAI31 PYHKYIOHANLHUX
i wacosux xapakmepucmux cmeky TCP/IP 3 sukopucmaHHsam memodie Kaacugpikayii.

Karwuosi caosea: moHimopuHe mepeici, cmek npomoko.is, idenmugbikayis onepayiiiHoi cucmemu.
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METHOD OF MONITORING COMPUTER NETWORKS BASED ON THE GENERAL ANALYSIS OF
TEMPORARILY AND FUNCTIONAL CHARACTERISTICS OF THE TCP / IP PROTOCOL STACK

Wide dissemination of network monitoring systems in corporate and public information systems leads to the need to pay close
attention to solving their inherent problems of uninterrupted and long-term functioning. As a result of the analysis carried out in the article
the relevance of the development of methods and algorithms for monitoring computer networks (CN) based on the analysis of time patterns
in the work of the TCP / IP protocol stack and the construction of a network monitoring system on their basis. As a result of the research
carried out by the authors, it was concluded that the perspective direction of improving the technology of monitoring the computing network
is the development of methods for analyzing the information environment, which are implemented through the mechanism of
retransmissions. A comparative analysis is performed on the criteria listed for extracting TCP / IP functional values that are used by the
corresponding methods of identification of the operating system (I0S). An analysis of the main characteristics of the TCP / IP protocol stack
was performed, which resulted in the main values for the development of the method. Due to the presence of imperfect systems of network
monitoring (SNM) at present, the actual task is the development of new network monitoring tools that will be based on the timing patterns
in the TCP / IP protocol stack. Accordingly, there is a need to build a perfect network monitoring method that takes into account the
shortcomings of the current methods. Based on similar methods used in network monitoring and network information security tasks, the
proposed method for identifying an operating system based on a joint analysis of the functional and time characteristics of the TCP / IP stack
using classification methods is the result.

Key words: network monitoring, protocol stack, identification of operating system.

Beryn. B octaHHI poku BakiIMBe 3HAUYCHHS HAOYBAIOTh MUTAHHS JIarHOCTUKU 1H(QOpMAIITHUX CHCTEM Ta
po3poOku edeKTUBHUX 3ac00iB MOHITOPUHTY. KIlacCHYHI CHCTEMH MOHITOPHHTY 3a0e3MeuyroTh Oe3lepepBHUMA
MOHITOPHHT TUTBKH IIOTOYHOTO CTaHy BY3JIB, IO BXOIATH 10 CKJIamy oOumciroBanbHUX Mepex (OM). Ha manomy
eTari PO3BUTKY MEpPEXKEBHUX TEXHOJOTIH NpeA'sBISAIOTECS BHMOTM INOJO 3a0e3MeYeHHs MOXIIMBOCTEH
NPOTHO3yBaHHS 1 JIarHOCTMKMA CTaHy OOCIyroByBaHUX 1H(OpPMALiiHUX CHCTEM B KOPOTKOCTPOKOBIH 1
JTIOBrOCTPOKOBIH MEPCIEKTHBAX, a TAKOX peaizaiii KOMILUICKCHOIO MOHITOPUHTY, [0 BKJIFOYAE aHAJI3 HE TLIbKU
MOTOYHOTO cTaHy By31iB OM, aje i KOMIIEKCHHI aHaJli3 CHCTEMHU.

AXTyaJlbHUMU ITpo0sieMaMy po3pOOKH CHCTEM MOHITOPUHTY MEPEeXi € 301IbLIEHHs TOYHOCTI aHaIli3y CTaHy
BXOJIAITh 0 ckiiany OM By3iiB, TOOTO 3a0e3neueHHs] MaKCUMaJIbHOT BiAMOBITHOCTI MIOKa3aHb CUCTEMH MOHITOPHHTY
peaspHOrO CcTaHy iHpOpMauiiHOI CHCTEMH, a TaKOX MiHIMi3alis BIUIMBY MiJICHCTEMH MOHITOPHHTY (MiJICHCTEM
3abe3neueHHss MepexeBoi iHpopManiiHOi Oe3nekn) Ha (YHKIIOHYBAaHHS IHIIMX MiJICHCTEM Ta 3MEHIICHHS
IHTEHCHBHOCTI 0OMiHY CITy>KO0BHM TpadikoMm.

OcCKinbKM HEOOXiJHICTh MIATPUMKH CHCTEM B IpaIe3/laTHOMY CTaHi BiJIirpae BaXIIMBY POJIb, PO3IOJIUICHI
iHpopMaliiHi cucremMu HaOyBalOTh BaXKJIMBY pOJIb, 3aBJAHHSAM SKHX € IIOCTIHHHM KOHTPOJIL 3a POOOTOIO
004nCITIOBAILHOT MEPEXi, 110 CTAHOBUTH OCHOBY OY/b-SIKOTO CY4acHOTO ITU(POBOro 00UMCIIOBAILHOTO KOMILIEKCY
a00 THIINI PO3MOIITICHOT CUCTEMH.

MocTranoBka 3aga4i. Po3poOka MeToxy MOHITOPHHTY OOYHCITIOBAaIBHOI MEpEKi Ha OCHOBI CIIIJIBHO aHATI3Y
TUMYACOBHX Ta (PYHKIIOHAJHHUX XapaKTEePUCTHK cTeKy mpoTokoiiB TCP/IP. BusHauenns ¢akTopis, o0 BIUIMBAIOTh
Ha Woro poOOTy Ta MpoaHaii3yBaTH HOro e(EeKTHBHICTh BiTHOCHO PI3HHMX OMNEpaliiHuX cucteM. llopiBHATH
(yHKIIOHATIBHI OCOOTMBOCTI BITy4eHHS 3HAa4€Hb (QYHKIIIOHATbHUX XapakTepuctuk TCP / IP.

OcHOBHa yacTHHA.

ABTopoM mporionyeThest Metosr IOC, 3aCHOBaHMH Ha CHIJIBHOMY aHalli3i THMYacOBUX 1 (yHKI[IOHAJBHUX
XapakTepucTuk creka mporokonis TCP / [P (transmission control protocol/internet protocol) 1insoBoro By3na (naii
— meron ATFK) i 30epirae mepeBarn — HEOOXiJHICTh HasBHOCTI TiIbKM ojxHOro Biakpuroro TCP-mopry Ha
LUILOBOMY BY3JIi , HU3BKUH PiBEHb CIIOXKMBAaHHS Tpadiky 1 HU3bKUH CTyHiHb BusiBieHHs cucremamu IDS (Intrusion
Detection System) [1-3].
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I peamizanii @yukiiii [OC ininitoetbest TCP-3'enHaHHs 3 aHATI30BaHUX BY3JIOM 1 3MIHCHIOETHCS 30ip
3Ha4YeHb TUMYACOBUX XapakTepucTuk. Jaini 3ailficHioeThest 30ip GpyHkuioHansHux xapaktepuctuk TCP / IP. Bexropu
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eTanoHHOI 6asu curHatyp S, . Pesympratom xnacudixauii € Homep R curHatypu 3 6asy CHUrHaTyp, HalOinbI

OJM3BKOIO JI0 CHTHATYpI P Bepcis OC, BinnoBisHa pe3ynbTytouoi curHatypi R, € HaiOUIbIn BipOTiTHOIO
Bepciero OC, 1110 BUKOHYETHCS HA YKe 3ralyBaHOMY BY3JIi.

Bubip HabOpy BHKOPHCTOBYBaHHX (YHKIIOHATBHUX XapaKTePUCTUK BH3HAYAETHCS ()YHKIIIOHATBHUMH
BUMOTaMH, MOCTaBJIeHUMHU npu po3podui merony ATFK, a came MiHiMi3ali€ro piBHsS clioXuBaHHS Tpadiky,
npo3opicTio yist cucteM IDS, cuctema BUSBIICHHsI BTOPTHEHD 1 MiHIMI3alli€l0 BUMOT IO KiIBKOCTI BIAKpUTHX 1/ abo
3akputux noprie TCP / UDP Ha uinsoBomy By3:mi. st hopmyBanHs Habopy yHKIioHanbHUX XapakTepucTuk TCP
/ 1P, mo BukopuctoBytoThcst MeTonoM ATFK, mpoBeaeHO MOpIBHSUIBHHMN aHaJi3 3a HEpeTiueHUMH KPUTEPiIMH
ITOPUTMIB BUIIyYEeHHS 3HaYeHb (yHKIIOHAIbHUX XapakTepucTuk TCP / IP, 1110 BUKOPUCTOBYIOTHCS BiANOBIAHUMHU
MeTosamMH. Pe3ynbTraTi NOpiBHSUIEHOTO aHalli3y IpecTaBieHi B Tabmumi 1.

[TocTaBneHUM KpHUTEPisM 330BOJIBHSIOTH AJTOPUTMH BHIIYYEHHS TaKMX (YHKIIOHAJBHUX XapaKTEpPHCTHK
TCP / IP: posmip BikHa TCP, ommii TCP, 3HaueHHs TuMuacoBoi MiTku, miarpumka ¢yHknii ECN (Explicit
Congestion Notification, MoBiJoMIICHHSI TIPO NepEeBaHTAXEHICTb B npoTokouli IP), 3HadeHus Oira pedparmenrarii,
Yac JKUTTS TaKeTa. BajkIMBOIO OCOOJMBICTIO IEpepaxOBaHMX XapaKTEPHCTHK € MOXJIIMBICTh X BUIIyYeHHS 3a
nonomoroto ananizy nakery SYN-ACK, nepenaHoro miboBMM BY3JIOM B paMKax npoueaypu BcraHoBieHHS TCP-
3'eqHaHHsA. TakuM dYHWHOM, TPOUEAYPH BWIyYeHHS 3HAa4YeHb (PYHKI[IOHAIBHUX 1 YaCOBHX XapaKTEPHCTHK CTeKa
npotokoiiB TCP / IP B pamkax metony ATFK mMoxyTs Oyt 006'eqHaHI.

Bimomo [4], mo HaWBaXJIUBIIIMMHU MTOKa3HUKAMH, IO XapakTepu3yroTh Bepcito OC i creka MpOTOKOIIB
TCP / IP mepexHoro By3na € po3mip BikHa i1 ommii TCP, a Takox yac XuTTs makera. OCKUIBKH alTOpPUTMHU
BUJIyYCHHSI 3Ha4€Hb MEPEPax0BaHNX XapaKTEPUCTHUK 33/J0BOJILHAIOTH BUMOTI'aM, OCTABICHUM MPH PO3POOLI METo1y
ATFK, anani3z gaHux xapakTepucTuk B pamkax merony ATFK 3a morminbhe.

3 MeTOI0 BU3HAYEHHS JouiIbHOCTI 00poOku B pamkax merony ATFK 3nauenp tmmuacoBoi MmiTku i Oita
nedparmenTanii OyB MpoBeJeHUI aHali3 3HAYEHb 3a3HAYEHUX XapakTepucTHK y ckiani makery SYN-ACK O6inbm
Hik 40 pizaux Bepciit OC pi3Hux cimeiicTs, BKirouatoun Linux, Windows, FreeBSD, OpenBSD, NetBSD, Mac OS,
Novell Netware, QNX, OS / 2, Solaris. B pe3ynbraTi g0OCIHiIXKEHHS BCTAHOBJICHO TaKi (haKTH:
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Tabmmms 1
IHopiBHsALHMI aHANI3 PYHKIIOHATBHUX 0CO0IMBOCTEH BH

JIyYeHHsI 3HaYeHb pyHknioHaabHux xapakrepucruk TCP / IP
OyHKIIIOHATbHA Bumoru no HasBHOCTI | KinmpkicTs mepemanux .
XapaKTEpUCTHKA BIIKPHUTHUX 1 3aKPUTUX | TAKETiB; OPI€HTOBHUA Tunm fepenarmx Tposopicts s
TCP / IP noptis TCP / UDP | ofcsr tpadixy (Gaiit) TaKeTia cucrem IDS
Poszwmip Bixkaa TCP Opun Bimkpurtuit mopr|2; 120 SYN SYN-ACK Bucoxka
TCP
Omuii TCP 2; 120 SYN SYN-ACK Bucoxka
Anroput™m  dopMyBaHHI He menmre 6; e menme|SYN SYN-ACK Hwuspka
ISN 360
3HayeHHs THUMYaCcOBOI 2;120 SYN SYN-ACK Bucoka
MITKH
Higrprmxa TCP Overlap He menmre 6; ve mexmre|SYN Bucoxka
400 SYN-ACK

ACK

Jani
HakonuuyBaibHe  BIKHO He menme 5; e menme|SYN Bucoka
TCP 300 SYN-ACK

ACK

Jani
[Minrpumka ECN 2;120 SYN SYN-ACK Bucoka
3Ha4yeHHA 6ira|He morpiono a6o|He menmte 2; e menme|SYN-ACK Cepenns
JnedparMeHTanii onuH Bimkputuii mopt|120 a60 ICMP exo-3amut

TCP / €X0-BI1AIIOBIIb

Yac XUTTS NaKETy Bucoka
Croci6 ¢dopmysanns |OguH BiakpuTwii mopt|He merme 6; ve merme [SYN SYN-ACK Huspka
imeHTudikaTopa TCP 300
3arosioBka [P

1. bit nedparmenTanii He BcTaHoBmIOIOTE Taki OC: meski Bepcii OpenBSD (30kpema Bepcii 5.5, 6.0, 6.2),
0S /2 Warp 4, QNX 6.3, a takoxxk Windows Server 2012.

2. Y pa3i miATPUMKH THMYacCOBUX MITOK HYJIbOBE 3HAYEHHS THMYAcOBOi MITKHM BCTaHOBJIIOIOTH Taki OC:
QNX 6.3, Windows 7, Windows Server 2012, Windows 10. Iamri OC BCTaHOBIIOIOTH 3HAYEHHSI TAMYACOBOI MITKH,
BiaMiHHE BiJ HyJs [7].

Ockinbku mepemideni OC B mopiBHAHHI 3 iHmIKMMH npoaHaiizoBaHuMu OC  XapakTepH3YHOTHCS
PO3pI3HSIOTHCS 3HAYEHHSIMH OCHOBHHMX (DYHKIIOHAJIBHUX XapaKTepUCTUK (HaOopy OILii, po3Mipy BikHA i 4acy
KUTTS TMaKera), X imeHTH(ikamis 3 BukopuctaHHIM MeTony ATFK Moxxe OyTu BHKOHaHa 3 BHCOKOKO CTYIICHEM
JIOCTOBIPHOCTI, IO HE 3aJeKUTh BiJ OOJNIKYy 3HaueHb OiTa AedparMeHramii i THM4acoBOi MITKH. TakuMm YHHOM,
BKITIOYCHHS 3HAYCHb THMYAacOBOi MITKH 1 Oita nedparmeHTamii IO CKJIagy aHANi30BaHUX (DYHKIIOHATHHHUX
xapaktepucTuk creka nporokonis TCP / IP B pamkax merony ATFK ne € HeoOxignum [10].

Awnaniz migrpumkn ¢yHknii ECN He mnpoBomuBes. CywacHi peanizanii creka mporokonis TCP / IP
3abe3neuyrote miaTpuMKy ECN, ane nana ¢QyHKmis €/BiIKIIOYA€ThCs, L0 JI03BOJSE KOPUCTYyBayaM BpPYYHY
ynpaBiaatu i BukopuctaHHAM [4]. Taxum uymHOM, QakTt HasBHOCTI abo BimcyrHocTi mintpumkn ECN He €
BIIMIHHOIO XapaKTEPHUCTHKOIO KOHKpeTHOI peaiizarii creka mportokoxis TCP / IP i Bepcii OC, B 3BIBKy 3 4nM
BHKOPHCTAHHS JaHOI XapakTepucTuku B pamkax metony ATFK He € mominsHIM.

Ha ocHoBI BHumIecka3zaHoro c(opMOBaHO Mepelik (YHKIIIOHABHIX XapakTePUCTHK cTeka mpoTokoiiB TCP
/ 1P, 10 BUKOPUCTOBYIOTHCS /i1 aHami3y B pamkax metoxy ATFK, no ckmaxy sixoro Taxi xapakrepuctuxu TCP / IP:
HaOip ommiil i mopsmok ix oromomieHHs, po3Mip BikHa TCP, vac xwurrsa nmakera (TTL). [lomatkoBo mo ckimamy
aHaJTI30BaHUX (YHKIIOHATBHUX XapaKTEPUCTUK BKIIOUEHO TAKOXK 3HAUCHHS omuii MacmradyBanHs BikHa (Window
Scale, WS). Bcranosneno, mo B pasi HiIATPUMKH BiAnoBigHoi omuii 3HayeHHS WS Moxe OyTH HyJIbOBUM, abo
BIZIMIHHMM BiJ HyJs 1 quHamiuHO BcraHosiooTbess OC. Ipn mpomy B psaal BunanxiB pisi Bepcii OC MOXyTb
Bigpizusatucs merogoM ATFK, sxi onepyloTh nepepaxoBaHMMM BHIIE (YHKIIOHAJIBHUMH XapaKTepPHCTHKAMH,
TUIBKK 32 YMOBH BpaxyBaHHs 3HaueHHs WS (3o0kpema, ne crpasemmo it OC Linux 14.04 i Linux 16.04), oo
CBITYHTH MPO JOLIIBHICTH OKPEMOTO 00Ky 3HaYEHHS TaHOTO mapameTpa [5].

Buxonasuu 3 BHIecka3aHoro BekTop GyHkmioHATEHUX Xapaktepuctuk TCP / IP, aHami3oBaHHX B paMKax
merony ATFK, Burisinae HaCTyImHUM YHHOM:

40 Herald of Khmelnytskyi national university, Issue 1, 2018 (257)



TexHiuHi HayKu ISSN 2307-5732

F=1{T.,5,}

e T — 3HaveHHs yacy xuTTs makera (TTL);

K — xapaktepucTiKa BUKOPHUCTaHHS aHali30BaHUX cTekoM potokoiiB TCP / IP ¢yHknii MacmtabyBaHHS
BIKHA;

S — 3HavyeHHs po3mipy BikHa TCP;

O — xox Habopy ommii (KOXHOI yHiKanpHOI mochigoBHOcTi ommiii TCP cTaBUTBCS y BIANOBIAHICTH
IUTOYUCENBHUI MOPSAKOBUI HOMep) [9].

Jiama3oHu JONYCTUMUX 3HAYCHB i THITU JaHWX, IO BiAMOBIIAIOTH MapaMeTpaM BEKTOpa (pyHKI[IOHATEHUX
XapaKTEPUCTHK, IPEACTABJICHI B TA0IUII 2.

Tabmuus 2
Tunu 1aHuX i Aiana3oHu JOMyCTUMHX 3HAYeHb MapaMeTpiB BeKTOpa (PyHKIIOHAJIBHUX XapPAKTePUCTHK
TCPAP [8]
ITapameTtp Tun ganux JliamazoH 3Ha4YCHD

T —yac XKUTTS HakeTy be33HakoBuii CUMBOIBHUI 0..255

(unsigned char)
K — xapakmep euxopucmanms  onyii| CuMBonbHW (char) -1..1 (-1 - ormrist WS He BUKOPHCTOBYETHCS;
MacuimaOyBaHHA IKHA 0 — zmauenns WS popiBHIOe Hymo0;, 1 —

3HaueHHs WS BiIMIHHO Bifl HYJIS)

S — po3mip Bikna TCP be33nakoBe KOpOTKe Iiite 0..65535

(unsigned short)
O — k00 Habopy onyiti (nopaoxosuti|Te x 1..65535
HoMep Y Oaszi cueHamyp)

BucHoBknu

HafiBaxxmuBilmuMy XapakTepUCTHKaMU METOIy € MiHiMi3amis piBHA CIIOKHBaHHS Tpadiky, MPO30pIiCTIO
st cucteM DS, cuctema BUSBICHHS BTOPTHEHb 1| MiHIMI3alie€l0 BUMOT IO KiTBKOCTI BIIKPUTHX 1 / a00 3aKpHUTHX

noptie TCP / UDP Ha uinsoBomy By3ii [6].

3amporonoBano Merox [OC, 3acHOBaHWII Ha CHOITPHOMY aHami3i (YHKIIOHAJBbHUX 1 YacOBHX
xapakrepuctuk TCP / IP 3 BUKOpHCTaHHSIM METOAIB KiacH(ikalii, MO BiIPi3HAETHCA HU3BKUM CIIOKHBAHHIM
Tpadiky i BHKOPHCTAaHHSIM TUIBKH CTaHIAPTHUX MEPEKEBUX MAKeTiB. Pe3ynbTaTH OOCTIIKCHHS CBIAYUTH TPO
nepesary anroputmy ATFK B nopiBHsiHHI 3 icHylo4uMMu akTuBHMMH Metonamu [OC, siki OTpuUMaiid NMpakTHYHE
3aCTOCYBaHHS, 32 KPUTEPIsIMU JIOCTOBIPHOCTI PE3yJIbTATIB 1 00CSITOM CIOXKHBAaHOT'O MEPEXKEBOro Tpadiky.

ChoroiHi, MEpeXeBUil MOHITOPHUHT SIBJISIIO COOO0 HEBIJI'€MHY 4aCTHHY (DYHKI[IOHYBaHHS OOUYHCITIOBAJIbHUX
Mepex. Po3poOka HOBHX METOMIB Ta AITOPUTMIB € IEPCHEKTUBHOIO, OCKUIBKM TEXHIYHUI MpPOrpec € JOCHUTh
MIBUIKIM. Y IOCKOHAJICHHS METO/IB y 1ii cepi € JOCUTh aKTyaIbHUM.
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