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DEVELOPMENT OF ARCHITECTURAL
MODELS OF INTERACTION OF VIRTUAL
COMMUNITIES FOR ORGANIZING

THE COLLECTIVE DOCUMENTATION
PROCESS
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1. Introduction

The process of electronic collaborative documentation
involves the interaction of its participants, the main purpose
of which is the generation and distribution of information
content among themselves. Modern web technologies al-
low to use their functionality to implement this process.

The use of modern web tools encourages users to unite
within certain online communities. These web tools form
their own virtual communities as part of their resource.
Since each web service is designed according to specific
requirements for the specifics of its operation, the qua-
lity and productivity of the existence and functioning of
various virtual communities on many services can vary
significantly.

The use of one or more means of the web environment
for organizing a collaborative process leads to a certain

This is an open access article under the CC BY license
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type of interaction between participants in various virtual
communities.

Given the possibility of using one or many web services
for organizing the process of collective documentation, the
formation of information flows that need to be regulated
becomes possible. Therefore, it is relevant to study exist-
ing approaches to the architectural organization of virtual
communities in a web environment.

2. The ohject of research
and its technological audit

The object of research is the methods of organizing
virtual communities in a web environment.

An important factor is that each virtual community
uses certain online services that have their own specific
functionality [1]. The informational behavior of participants
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in collaborative documentation, as well as the quality of
the content of the web service, depends on this. This
can cause unauthorized information flows both between
participants in the process of collective documentation,
and between participants in various online communities.
Since each web service contains its own global commu-
nity [1], when using a complex of various web services,
some communities nest in other communities. This can
lead to uncontrollability of information flows. Also, various
functionalities and information bases of various services
can cause a lack of automation of regulation of rights
and permissions for participants in the process.

3. The aim and ohjectives of research

The aim of research is to identify the most relevant
principles of the architectural organization of virtual com-
munities to ensure the process of electronic collaborative
documentation. To achieve this aim, it is necessary to:

1. Analyze the types of virtual communities.

2. Identify the possibilities of positioning various web
communities in the Internet space.

3. Identify the main advantages and disadvantages
of the informational behavior of participants in virtual
communities in various conditions of positioning of their
virtual communities.

4. Identify possible applications of various architectural
paradigms and the possibility of preventing the influence
of their weaknesses on the process of color documentation.

4. Research of existing solutions
of the prohlem

The problem and classification of the concept of virtual
or online communities has been dealt with by a number
of scientists. Taking into account some of their scientific
works [1, 2], it is possible to conclude that virtual com-
munity is a fundamental concept that is directly related to
the emergence of various types of web services. The online
community is based on shaping the content of web services.

Virtual communities can be classified according to certain
categories: open, closed; global, local, in the thematic area [1].

The concept of «electronic document» is quite multifa-
ceted. Therefore, in the framework of this study, it should
be understood as a text file that can be distributed by
means of online communication. And also this, directly,
the content of the online resource, which is obtained as
a result of collaborative interaction of participants in cer-
tain virtual communities.

It is also necessary to take into account the commu-
nicative activity of all types that are inherent in a par-
ticular virtual community, based on the use of specific
types of online environments, including posts, messages,
comments, etc. [1, 2].

The activity of users of web services has a different
context, in connection with which it is necessary to take
into account the classification of participants in virtual
communities within a single web service [2, 3]. Since the
content itself is formed as a result of the information
behavior of users [4, 5]. An important factor is ensuring
the correctness of information flows within the web com-
munity [6]. According to the information activity of users,
they can be divided into certain hierarchies, depending
on the context of their assessment.

When designing the architecture, the study also took
into account:

— approaches to modeling social networks and communi-

ties, development of design and management methods [7];

— issue of information retrieval in social media [8];

— algorithms and methods for identifying and processing

subjectively created information [9, 10]. In particular,

indicators of social leadership in information systems [11];

— system of integration of public and state institutions,

social media of the Internet [12];

— communication processes, the formation of web com-

munities and content [13].

A study of the planning process for the provision of
educational services is based on the experience of universities
in different countries [14, 15]. The experience of Japanese
universities in providing general access to education is
also taken into account [16].

Summing up the above analysis of literary sources, it
should be noted that there are no developed architectural
solutions for the interaction of virtual communities for
organizing the process of collective documentation. This
emphasizes the promise of the research.

5. Methods of research

Various scientific methods are used:

— analysis of existing solutions in the study of scien-
tific papers;

— monitoring the functioning of various types of web
resources;

— comparison of the functionality of all the analyzed
web resources and the functioning properties of their
virtual communities;

— abstracting from specific objects of research in order
to transfer the acquired knowledge to a unified form;
— synthesis of the obtained research results in order
to identify the most successful options for architec-
tural solutions for creating and positioning virtual com-
munities;

— generalization of the results.

6. Research resulis

According to studies, all virtual communities are based
on the use of a web service and are a group of partici-
pants who produce certain content. Organization of the
process of collaborative documentation in a modern Internet
environment can use various means to achieve the most
productive interaction between its participants. Therefore,
the concept of a virtual community can be somewhat dif-
ferent for the same people within different types of web
resources [3, 4].

The organization of the collaborative electronic do-
cumenting process provides for the possibility of using
a number of services, which can vary significantly both
functionally and in the quality of the formation of infor-
mation content [1]. The differences in the positioning of
virtual communities on various web services are due to
the rules for their use, which are designed by the owners
of these services.

Users of information systems using a web resource of
one type or another, in fact, are participants in the general
virtual community of this particular web resource. The
scheme of this phenomenon is shown in Fig. 1.
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Attracting one web resource that is designed specifically
for a specific group of people is the most effective. This
is because the virtual community (possibly of a closed
type) will consist only of authorized participants, make up
a single virtual community within a single web resource.
This approach can solve all the necessary needs in regulat-
ing the information behavior of users. The implementation
of such an approach may prove financially unjustified for
organizing collaborative documentation if the organizers
are limited in resources or the amount of work is not
worth the cost. Therefore, an affordable solution may be
to use existing publicly available information systems in
an online environment.

First of all, the process of interaction between par-
ticipants who produce content using the means of web
environments provides for their integration into one com-
mon virtual community. If one web tool is used in the
collaboration process, it is publicly available, a number of
features of its functioning should be taken into account.
Thus, when using a publicly available web based tool, all
users can be divided into certain dedicated online com-
munities, which are united in one global one. An example
of this situation is shown in Fig. 2.

As can be seen from Fig. 2 users of various web com-
munities can be in close communication. For example, one
and the same user can be a member of several groups of
users that are independent of each other. It is also pos-
sible that there are no comprehensive tools for establish-
ing access rights to links within the activity of a specific
virtual community. Situations of this type can lead to
undesirable information flows as part of the collabora-
tion process itself, as an irrelevant information impact,
and vice versa — loss of quality information content. The
organization of the privacy of the process of generating
content and user access rights, in this case, depends on
the means provided by the developers of the target service.

Using a specific web resource is provided for by its
functionality. Web resources of various types have slightly
different features of the regulation of control over users,
or their groups. Regulation of the information behavior
of users, as well as the establishment of rights for them,
occurs within the limits provided by the developers when
implementing a particular web service. A detailed analysis
of the features of each of the basic types of web resources
is carried out in the study [1]. According to this study,
it is found that the regulation of user groups within the
same web resource is the easiest to
implement and automate the regula-

Web-resource 1

Virtual community of

web-resource 1

Web-resource n

Virtual community of

web-resource n

tion of user rights, from the point
of view of organizers of collaborative
interactions of participants in web
communities. In this case, users use
a single shared web resource without
using third-party web services. This
option is the most transparent in the
regulation of rights and privileges,
as well as for analyzing the informa-
tion behavior of each of the users of
the virtual community. The principle
of using one web service, with the
goal of creating a web community to
produce content, is shown in Fig. 3.

It is also possible to use several
information resources that are not
directly dependent on each other.
An example would be the use of a

Fig. 1. Positioning scheme of a virtual community within a specific web resource

single information environment as
a data warchouse. To establish com-
munication between participants —

Web-resource 1

Virtual community A

Virtual Community B

Virtual community D

the use of email or chat. In addition,
the use of a web forum to organize
a more centralized discussion process,
the creation of qualified electronic
information sources. In addition, it
is possible to attract other specific
services in the presence of specific re-
quirements for the activity of process
participants. In this case, the partici-
pants in the collaboration represent
a certain common virtual community.
Each of the public web services is
also its own users, which make up
the overall virtual service community.
But each service can contain diffe-
rent groupings of participants, which

Fig. 2. The scheme for positioning virtual communities within one public web resource

also make up virtual communities
that are part of the general service
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community (Fig. 2). Since it is possible to use several such
services, this can lead to the integration of various web
communities at the level of interaction of their participants
within the framework of specific services (Fig. 4).

Fig. 4 depicts a situation where publicly available Internet
tools are used. This approach may not be exhaustive if it is
necessary to establish specific rules for regulating informa-
tion flows and automating user administration processes.

A case of using a complex of generally accessible inte-
grated information systems among themselves is also possible.
In this case, the integration of services can contribute to

both better automation in regulating the process of user
interaction, and in regulating information flows in general.

This method involves the use of both related services,
and completely independent of each other. In any case, this
allows to significantly expand the efficiency and quality
of the process of filling a certain web resource, but this
can cause problems in the regulation of rights and in the
analysis of information activity of users as a whole. The
general principle of using many web services in the form of
means of organizing one web community, in the framework of
which color-coded documentation occurs, is shown in Fig. 5.
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Fig. 3. Diagram of the use of an information system for collaborative documentation using a single web service
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Fig. 4. Scheme of possible interaction of virtual communities when using various web services
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Fig. 5. Diagram of the use of many web services to organize the process of collaborative documentation

As can be seen from Fig. 5, each individual service
provides for the maintenance of a particular user need.
Thus, the regulation of the information behavior of users
can be significantly difficult, because in this case one online
community is based on the use of

allows to use it in accordance with its intended purpose,
within the framework provided by its developers. But the
identification information of users of each service, in this
case, IS common.

non-directly related web resources.

The principle of interaction bet-
ween users and the information flows
of various online communities may
differ, depending on the specific im-

Web-service 1

Web-service n

plementation of certain services. The
simplest scheme of the principle of
implementation of integrated environ-
ments in general is shown in Fig. 6.

According to the principle in-
dicated schematically in Fig. 6 it
is possible to conclude that when
using the same identification data,
each individual service has its own
database in which the results of infor-
mation activities of users should be
stored. Since the virtual community
is a combination of its participants

Web-service |
database

Web-service n
database

Web -service 1
identification data

Fig. 6. The implementation scheme of simple integrated environments

and the information that they pro-
duce, it is therefore possible that
fuzzy characteristics may arise in the
process of determinism of the very
concept of «virtual community» in
this particular case. In this case, the
general scheme for detecting virtual
communities is shown in Fig. 7.
The situation is that each indi-
vidual web service has its own tar-
get functional characteristics. This

of web-service 1

Virtual community

Common identification
data of web-communities
participants

Virtual community
of web-service 2

Fig. 7. Virtual community diagram with different content and shared identification data
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One example of such integration may be a website
that does not have direct registration, but provides login
using the identity of one of the supported services (for
example, log in via Facebook). Thus, the generation of
content on each of these services can occur and be stored
in independent data warchouses. This will indicate the
distribution of the same participants to two different, al-
beit related, online communities, in fact. According to
the analyzed works of scientists, this can be described as
the existence of two local online communities within one
global [1]. It should also be noted that in the case of
such a simple implementation of the integration of web
services, it becomes possible to automate the behavior and
roles of all participants in collaborative documentation
as much as possible. This is due to the use of common
identification information on both services simultaneously.

There are also many other, more complex, options for
implementing integrated web services.

The web environment also includes services, the use
of which is possible during the sequential registration of
accounts, which, to a certain extent, may be intercon-
nected. The basic principle for implementing this kind
of information systems is shown in Fig. 8.

each of the systems. However, as practice shows, this is
financially unjustified. In most cases, for the organization
of joint electronic documentation, it is enough to attract
publicly available online tools. In this case, a situation is
possible where this may not be exhaustive.

According to the studies analyzed, virtual communities
can be classified into open and closed.

The use of public services, the functionality of which
provides for the formation of open virtual communities,
is not always exhaustive. This is due to the fact that
openness of the community can lead to an undesirable
informational impact on the process of co-corporate content
filling of electronic documentation by unauthorized users
of the web resource. For example, hostile page visitors
can use high-quality information, or vice versa — create
certain obstacles in the formation of new content.

The solution to this phenomenon could be the use
of closed web communities. Since only authorized users
can see all the content, this makes the process of fill-
ing an electronic document with information filling more
secure. But it should be noted that if such a community
is created on the basis of publicly available web services
(for example, a closed group on a social network), such

a community will be local and must

Web-service 1 Web-service n

obey the general rules of the web
service. Thus, authorized users of
a higher rank in the hierarchy of
roles in the web service itself will

be able to adjust the actions of this

'\

Web-service 1
identification data

Web-service n
database

Web-service 1
database

Fig. 8. The principle of implementing related web services that require the registration

of additional accounts

One example would be the implementation of the rela-
tionship of Google services. The foundation is the creation
of Gmail email. After that, it becomes possible to register
with subsidiary services, for example, YouTube, Google Drive,
and others. In this case, it becomes possible to link the
registration of subsidiary accounts to the main one, but it is
really difficult to automate both the administration of user
information behavior and the organization of their roles in
general. From another point of view, such an implementation
will maximize the isolation of the information behavior of
online community participants within each of them.

Automation problems, with such an organization of
the process of collaborative documentation, can be can-
celed if to create your own integrated information sys-
tems. Since all infobases should belong to the owners
of these resources, therefore, an important factor is the
creation of a software tool for administrators. With the
help of this tool, they should be able to automatically
regulate the powers and capabilities of information activi-
ties of users. This is done based on the general identity
of user accounts. The use of proprietary systems is the
most promising, since it is possible to take into account
all possible variants of the functional characteristics of

community according to the autho-
rity assigned to them. In most cases,
this is an insignificant factor when
choosing a platform for organizing
a virtual community for collaborative
documentation, but in some cases
this can be an important factor. It
should also be noted that the use of
publicly available web services does
not guarantee the invariability of the
policy for their use and the long-
term support of their functionality.

These problems can be resolved by regularly archiving
electronic documentation, but user credentials will not
be available. In this case, if the accounts of the virtual
community participants have not been previously regis-
tered by an authorized person. The person responsible
for organizing the process of electronic collaborative do-
cumentation.

Web-service n
identification data

7. SWOT analysis of research resulis

Strengths. The strengths of research are to identify
important architectural decisions for the organization of
a virtual community, which take into account the neces-
sary informational behavior between participants in the
process of collective electronic documentation.

Closed virtual communities provide for the lack of
information interaction with participants in other com-
munities as part of the internal collaborative process. This
makes it possible for all participants in the collaboration
to concentrate as much as possible on the development
of content without external destructive impact.

Open virtual communities — on the contrary, allow
certain types of interactions with participants in other
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virtual communities, in some situations it can contribute
to the addition of content generation.

By the way, the solution is also the creation of a <hy-
brid» virtual network, in which there should be a delimi-
tation of access levels to information interaction between
participants in various web communities. The combination
of such features, for example, on different forum branches,
can allow both the regulation of information flows within
the created web community, and the possibility of cultivat-
ing information interaction with other virtual communities,
if necessary.

Weaknesses. Weaknesses are also present for each of
the detected architectural types of virtual communities.

To ensure complete closure of the virtual community,
it is desirable to use a web service that will contain only
one specific virtual community. This decision provides for
the creation of its own web resource with all the necessary
functionality, according to the requirements for the process
of collective electronic documentation by its organizers.
This requires financial costs as well as time.

The weakness of open virtual communities lies in their
relative insecurity from informational influences from outside,
compared with closed communities. This can significantly
affect the quality of content generation by participants in
the process of collaborative documentation, therefore, the
organization of open-type virtual communities should only
be necessary if there is a need for active integration of
information flows with other web communities.

The organization of a virtual community, which could
combine the properties of open and closed communities at
different levels, completely depends on the functionality
provided by the developers of the services, as well as the
level of their information integration among themselves. In
this case, the functioning of the virtual community of this
type may not be exhaustive.

Opportunities. The use of one or another architectural
paradigm for organizing a virtual community provides for
various types of regulation of information flows, both be-
tween participants in a particular virtual community, and
between participants in various virtual communities. Thanks
to the regulation of information flows as part of the col-
laborative documentation process, it is probably better to
plan analytics for generating content in the middle of
a virtual community.

Threats. When using open information systems, financial
costs are not mandatory. But in this case, the organizers
of the process of joint documentation should take into
account all the functional features of certain resources.
Not every web service is available, or their complex, can
satisfy all the ultimate needs for the correct functioning
of the virtual community that is being created.

The use of our own information systems involves fi-
nancial costs for the development of our own web ser-
vice and the conditions for its positioning in the Internet
environment.

In addition, the creation of the proposed system for
synchronizing user data that use various web resources
as part of a single process of collective documentation,
also requires financial costs.

All possible costs for the implementation of the sys-
tems proposed in the research should be determined upon
the fact, in accordance with the requirements for the
organization of a specific process of collaborative docu-
mentation.

1. The main types of virtual communities are ana-
lyzed: global, local, open, closed. Based on the analysis,
the specifics of the functioning of each type of community
are revealed. Possible features of their functioning and
implementation were depicted on the models reflected in
the research. In particular, in the model of positioning
a virtual community within a specific web resource, each
web service has its own virtual community, which consists
of users of one particular service. In the case of a model
for positioning virtual communities within one public web
resource, it is possible to form new virtual communities
within such a web resource that become components of
the global service community. In the model of interaction
of virtual communities when using various web services,
several services are used within the framework of a single
organized process of collaborative electronic documenta-
tion. In this model, participants in the process are also
participants in the web communities of each of the services
used. Closed virtual communities are characterized by
maximum isolation of information flows and connections
with other virtual communities. Open — on the contrary,
allow participants in various communities to influence, or
use the results of content.

2. The possibilities of positioning various web com-
munities in the Internet space are analyzed. An impor-
tant observation is that when using several web services,
«several» virtual communities can appear at once. These
communities become local and, in fact, become an inte-
gral global community for each individual service. In this
case, all local virtual communities are completely depen-
dent on the administration of a particular web service,
which at any time can change both the rules for using
the service and its functionality available to users. The
means of functioning of individual web services can vary
significantly, which can lead to irrelevant automation of
regulation of user rights. The solution proposed in the
study indicates the possibility of avoiding this problem.

3. Based on the above results, possible options for
interactions between participants in virtual communities
are analyzed. The use of various types of web services
affects the positioning and activity of virtual community
members. In the case of the functioning of a closed-type
community, all its members have the opportunity to con-
duct information provided for by the organizers of the
collective documentation process. Participants from other
virtual communities should not be able to conduct in-
formational behavior in the middle of a closed-type web
community. It is possible that the administrators of the
process of collective documentation can provide special
links to the site where there is a valid information inter-
action of participants from different virtual communities.
Thus, it is possible to ensure the involvement of external
information behavior in a limited space specially desig-
nated for this. Fully open virtual communities provide
for the active integration of information flows between
participants from different virtual communities.

4. For organizing a collaborative process of electronic
documentation, as safe and controlled as possible, the most
interesting option may be to develop your own web service.
In this case, the site owners will be able to coordinate
the actions of the virtual community. Setting up a web
service for your own needs provides the opportunity to
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maximize isolation of information flows, as well as create
integrative capabilities with other services, if necessary.
The main disadvantage of this approach may be the large
expenditure of resources and time for its implementation
and further support.

The use of public services implies a situation where
web communities are embedded in one global one, within
a specific web resource. The emergence of many subordinate
local web communities that have the ability to exchange
information flows, in some situations, the integration of
part of the participants in one another, can lead to unpre-
dictable situations in the regulation of information flows
between its participants. In this case, it all depends on
the functionality provided by the web resource itself, as
well as on the ability of the organizer of the process
of collaborative documentation to use them successfully.

The use of integrated environments can bring maximum
productivity in achieving the quality of organization of
the process itself. But this implementation assumes the
presence of participants in the electronic documentation
process in different, in fact, virtual communities. In addi-
tion, each of the services has its own global virtual com-
munity, if it is publicly available. This can lead to the
ambiguity of the distribution of information flows between
other virtual communities, if they are publicly available.

The disadvantages of available web based tools as
a permanent platform include the ability to change their
functional characteristics, the policy of using the service,
as well as the cancellation of its further support. Each
change can affect the functioning of virtual communi-
ties within a particular service as a whole. Solving the
shortcomings associated with the use of publicly available
Internet tools allows the user account management sys-
tem of the collaborative electronic documenting process
by an authorized user administrator who organizes the
site process.
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