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boxonvko O.0. Metonu Ta 3aco0M CUHTE3Y PO3MOJUICHUX KOMI IOTEPHUX
CUCTEM, CTIMKHX J0 aTak coliajgbHO1 iHxkeHepii. — KBamigikamiliHa HayKoBa mpans Ha
paBax PyKOITHCY.

Huceptanis Ha 3100yTTS HAayKOBOTO CTymeHsi jgoktopa ¢inocodii 3a
cnemianbHicTiO 123 — Komm’toTepHa iHKeHepis. — XMEIbHULBKUN HalllOHATbHUN
yHiBepcUTET, XMelbHULIbKUH, 2026.

JlocmipkeHHST BIIOMHX METOJIB Ta 3acO0IB BHUSBHIIO CUCTEMHHH HEHOMIK —
HasiBHI PIIIEHHS JEMOHCTPYIOTh HU3bKY €()EKTHUBHICTh CUHTE3y CHUCTEM, CTIAKOI 10
aTak CoIlabHOI 1H)KEHEpii, OCKUTbKH HE BKIIFOYAIOTh KOMILJIEKCHO B MPOIIEC TAKOTO
CUHTE3Y CTIMKOI JI0 aTak apXiTeKTypH, JOCTOBIPHICTh 3a0€3eUeHHs BUSBJICHHS aTaK,
aJanTUBHICTh, MAacIITA0OBAHICTh, JKUBYYICTh Ta €()EKTUBHICTh MPUHHATTA
KOJICKTUBHHUX PiIlICHb.

Takum 9MHOM, Ha JaHUH MOMEHT Yacy ICHYE CYNEPEUHICTh MK MOTpeOo B
CHUHTE31 KOMIT IOTEpPHUX CHCTEMH, CTIMKMX JIO aTaK COILIAJbHOI 1HXKEHEepii, 3 OJHOTO
OOKy, 1 HEJJOCKOHAIICTIO METOIB Ta 3ac001B 3abe3rneuenHs criiikocti PKC B ymoBax
aTak CcoIaJbHOT 1HXeHepii, 3 1Hmoro Ooky. Biarak, mMiABUINEHHS CTIMKOCTI
PO3IOAICHUX KOMIT FOTEPHUX CHUCTEM JIO aTaK COIladbHOI 1H)KEHEPil € aKTyaJbHOI0
HayKOBO-TIPUKJIATHOIO 3a7a4eio, OJHUM 13 IUISIXiB PO3B’sA3aHHA SKOi € PO3pOOICHHS
METOMIB 1 3aC00IB CHHTE3Y PO3MOJUICHUX KOMIT FOTEPHUX CHUCTEM, CTIMKHX J0 aTak
COIIANIbHOT 1HXEHEPII.

3a3HayeHa HAayKOBO-TIPHKJIAQJHA 3a/Jada BIANOBIAA€ TpPEAMETHINH o0macTi
Crangapty BUIIOi OCBITH YKpaiHu 31 crnerianbHocTi 123 — KoM totepHa iHXeHepis
JUTSL TPETHOTO (OCBITHHO-HAYKOBOTO) PIBHS BHINOI OCBITH, 30KpEMa, TAKOMY 00’ €KTY
BHBYCHHS Ta JISTILHOCTI, SIK «KOMIT IOT€PHI CUCTEMH, . .., KOMIT'TOTEPHI MEPEK1, METOIN
Ta CrmocoOW TOJaHHS, OTPUMaHHS, 30epiraHHs, MepelaBaHHS, OIpAI[IOBaHHSI Ta
3aXUCTy B HUX iH(opmaIii,..., apxiTeKTypa Ta oOprasizamis iX (yHKI[IOHyBaHHS;
1H(OpMaIliifH1 TPOIECH, TEXHOJIOT1i, METOIH, CIIOCOOH, IHCTPYMEHTAIbHI 3ac00M Ta
CUCTEeMHU [IJISl JOCIHIJDKCHHS, TPOCKTYBaHHS, HAJAroJKCHHS, BHUPOOHMIITBA ¥
eKCIUTyaTallll KOMIT IOTEpPIB Ta KOMIT IOTEPHUX CHUCTEM 1 MEPEK, ..., 3a0e3MeUeHHs

SIKOCTI1, HQJIIMHOCTI Ta O€3IIEKN».



O6’€eKTOM JOCHIIKEHHS € TIPOIIEC MPOIIEC CUHTE3Y CTIMKUX J0 aTaK COLIalbHOL
THXKEeHepii po3MOAUIEHUX KOMIT IOTEPHUX CHCTEM.

[IpenmeToM JOCHTIIKEHHS MOJIEN], METOJIU Ta 3aCO0U CHUHTE3Y CTIMKUX J0 aTaKk
COLIIAJIBHOT 1HXEHEP1T pO3MOAUIEHUX KOMIT FOTEPHUX CUCTEM.

Mertoro AOCHIKEHHS € MIABULIEHHS CTIMKOCTI /10 aTak COLIalbHOI 1HXEeHepii
PO3MOJUIEHUX KOMIT IOTEPHUX CHUCTEM LUISIXOM PO3POOJIEHHS METOIB Ta 3aco0iB
CUHTE3y CTIMKHX 710 aTak comianbHoi imkeHepli PKC, siki koMIiekcHO 3a0e31euyroTh
JIOCTOBIPHICTh BUSIBJICHHS aTakK, aJalNTHUBHICTh, MacIITa0OBAaHOCTI, JKUBYYICTh Ta
e(eKTUBHICTh TPUUHATTS KOJIEKTUBHUX pimieHb By3iiB PKC.

JJ1st TOCATHEHHS TTOCTABJICHOT METH OYJIM pO3B’sI3aHi Taki 3a1a4i:

- TPOBEJCHO aHali3 BIJOMUX METOJIB 1 3ac001B 3a0€3MEUeHHS CTIMKOCTI
PO3MOAIICHUX KOMIT FOTEPHUX CHCTEM JI0 aTaK COIIabHOI 1HXKEHEPIi;

- po3pobsieHO GopMaTbHy MOJEIh PO3MOJIEHOT KOMIT IOTEPHOI CHCTEMHU,
CTIIKO1 J10 aTak COIaJIbHOI 1HXKEHEepIi, sIka ONMHUCYE KOJEKTUBHY MOBEIHKY areHTIB Y
JTUHAMIYHOMY CEpEJOBUIIl IUIIXOM Y3TO/DKEHOrO MPUUHATTS pillieHb, OOMIHY
iHbopMallier0o Ta aJanTUBHOTO KEPyBaHHS pecypcamMH 3 METOI MakcuMizallii
r100anpHOi (YHKINT KOPHUCHOCTI, IO BIigoOpa)kae CTIMKICTh CHUCTEMH 10 aTak
COITiaTbHOT 1HXXEeHePii, 3a0e3MeUYeHHs TOCTOBIPHOTO BUSIBJICHHS 3arpo3, MiATPUMaHHS
Oe3nepepBHOCTI  (DYHKITIOHYBaHHS, 30€PEKECHHS JKMBYYOCTI 3a YMOB YaCTKOBOI
KOMITpOMETAIIii BY3J1iB 1 MacITa0yBaHHS CUCTEMU;

- po3p00JICHO apXITEKTYPY CTIMKOI 0 aTakK COIaIbHOI IHKEHEPil pO3MOILIeHO
KOMIT FOTEPHOT CHCTeMH, fKa 0a3yeTbCcs Ha i€papxidyHiii OaraToareHTHiId OCHOBI 3
3aCTOCYBaHHSIM IMIIKPITUIIOBATFHUM HAaBYaHHAM, IO Ja€ 3MOTYy aJalnTUBHO
3MEHIIYBaTH HEBU3HAYECHICTh y MPOIIECI BUSBICHHS aTak Ta MiABUIIYBATH TOYHICTH
BHSIBJICHHS Ta Kiacuikallii aTak coIiaJbHOI 1HXEHEPIl;

- po3po0JeHO METOj BHUSBICHHS KiOepaTak CoOIIaJIbHOI 1HXKEHepii B
PO3MOMIUICHUX KOMIT FOTEPHUX CHCTEMaX Ha OCHOBI YHIKQJIBHOTO JIIHTBICTHYHOTO
imerTudikaropa GOpMyITIOBaHHS, SIKHW IPYHTYETHCS HA (pOpMyBaHHI CHIEIiaTi30BaHO1
MHOXHWHU YHIKQJIbHUX MOBHHUX I1J€HTU(IKATOpIB, 3aCTOCyBaHHI wmeTony K-
HAHOMIKYUX CYCIIIB, IO YMOXKIIMBITIOE PAaHHE BUSBICHHS MOBHHUX Ta CEMaHTUYHHUX

MaHIMYJIALIN y clieHapisiX aTak Ha pO3MOJLIIEHOI KOMIT IOTEPHOI CUCTEMU;



- po3pobiieHO MeTon 3abe3neueHHs MacmTaboBaHocTi apxitekrypu PKC,
CTIIKO1 10 aTaK COLIaJIbHOI IH)KEHEp1iHa OCHOBI MOMYJISALIAHOT MOZIeI1 0araToareHTHO1
CUCTEMH Ta CEPEIHbOr0 MOoJIs, 110 3a0e3neuye (GOpMyBaHHS ONTUMAJIBHOI MOJITUKU
MOBEAIHKUA PENPE3eHTATUBHOIO areHTa, IHTErpalilo apXiTeKTypHUX MapameTpiB Ta
rapaHTOBaHy MacIITa0OBaHICTh CUCTEMU TMPH 3POCTAHHI KUIBKOCTI BY3MIIB 1
IHTCHCHBHOCTI aTak;

- po3po0JIEHO METOJ KOMIUIEKCHOTO OIliHIoBaHHs criiikocti PKC no arax
COLIANIbHOT  1HXeHepii, Oa3oBaHMII Ha OaraTOBUMIpHIA CHUCTEMI KpHUTEpIiB
aJanTHUBHOCTI, MacITaOOBAHOCTI, JKUBYYOCTI Ta JOCTOBIPHOCTI BHSBJICHHS
JECTPYKTUBHUX BIUIMBIB, 13 (POPMYyBaHHSIM y3arajJilbHEHOI METPUKU €(PEKTUBHOCTI Ha
OCHOB1 HOPMOBaHUX BaroBUX KOE€(QiIli€HTIB;

- PO3pOOJIEHO apXITEKTYPY MPOrPaMHOI peatizallii po3noiIeHOT KOMIT FOTEPHOT
CUCTEMH, CTIlKO1 JO aTak COI[iaJIbHOI IHXEHepii, sKa BKIIOYAE€ areHTa MPUHHATTS
pillIeHb, CEPBICHUX areHTiB, KOMIIOHEHTH MOHITOPUHTY CTaHI1B, MEHEKEep B3a€MOJIIi
Ta MOJIyJl MOBHOTO/CEMAaHTUYHOI'O aHaJi3y; NPOBEIACHO EKCIIEPUMEHTAIbHI
JOCJIJDKEHHsI 11 XapaKTepHUCTHK Yy CIIeHapisx BIUIMBIB aTakK COIIaJIbHOI 1HXeHepii Ta
OIIHEHO TIOKPAIIIEHHS MOKa3HUKIB CTIHKOCT1 CHCTEMH.

VY naucepramniiiHii poOOTI BHepmie Po3po0JIEeHO METoA 3a0e3leyeHHs
MmaciraboBaHocTi apxiTekTypu PKC, cTiiikoi 10 aTak comianbHO1 IH)KEHEpii, SKUi Ha
BIIMIHY BiJl BIIOMHX WIAXOMIB TOEIHY€E NPHHIUIN JUHAMIYHOI JIEKOMITO3MIIIT,
OaraToareHTHOI B3a€MOJIi Ta aJalTHBHOTO MEPEPO3MOAUTY PECYpPCIB 3 ypaXyBaHHSIM
MOBEAIHKOBUX XapaKTEPUCTUK KOPUCTYBAUiB 1 3arpo3, M0 Ja€ 3MOTy 3a0e3MednTu
KepOBaHy MAacIITa0OBAaHICTh PO3MOAUICHOI CHUCTeMH 0€3 3HIDKCHHS pIBHSA
3aXUMICHOCTI, MIIBUIIATA 1i JKUBYYICTh 3a YMOB 3pPOCTaHHS KIUIBKOCTI BY3JiB
posnoaiienoi KC Ta iHTeHCUBHOCTI aTak COLIalbHO1 IHXEHepii.

Y nmucepramiiiHiii poOOTI Bmepmie poO3poOJEHO METOA KOMIUIEKCHOTO
omintoBanHsa ctiikocTi PKC mo artak comiaipHOI iHXKEHepii, KWW Ha BiAMIHY Bin
BIIOMUX METOMIB TPYHTYEThCA Ha OaraToBUMIpHIA cHUCTeMi QopMai30BaHUX
KpHUTEPIiB aIaTUBHOCTI, MacIITAOOBAHOCTI, ’KUBYUYOCTI Ta JOCTOBIPHOCTI BUSIBJICHHS,
110 JO3BOJWJIO OTPUMATH €MHY YHIBEpCallbHY METPUKY OLlIHIOBaHHS cTiiikocTi PKC
JI0 aTaK COLIaJIbHOI IHXKEHEepIi.

VY nucepraiiitHiii po60Ti HaOyna MOJAIBIIOTO PO3BUTKY apXITEKTypa CTIMKOT 10



aTak COILAJIbHOI IHKEHEePii pO3MOALIEHOI KOMIT FOTEPHOT CUCTEMH, sIKa Ha BIAMIHY BIJ
BiIOMUX 0a3yeTbCs Ha lepapxiyHiii OaraToareHTHIH OCHOBI 3 3aCTOCYBaHHAM
MIAKPIUTIOBAIBHUM HaBYAHHSAM, €HTPONINHHO-OPIEHTOBAHUMU GyHKUIAMEI
BUHAropojau, amnpiopHUMHU 3HAHHSAMHU Yy BUIIIAII rpada 3HaHb Ta MOJAIBHO-
cenuPiYHUMU CEpPBICHUMHU areHTamu, M0 Ja€ 3MOry aJalTUBHO 3MEHIIyBaTH
HEBHU3HAYEHICTh y IMpOLIEC] BUSIBICHHS aTaK, CKOPOUYBAaTHU KUIBKICTh J1aJOrOBHX
KpOKIB 1 TIJBMINYBAaTH TOYHICTh BUSBJICHHS Ta Kiacudikaiii aTak CollaibHOT
THXEHepii.

VY nucepraniiiHiii poOOTI TaKOXK YJOCKOHAJIEHO METOJ] BUSBIICHHS KiOeparak
COIIIAIbHOT 1HXEHEepli B PO3MOJAUIEHUX KOMIT IOTEPHUX CHCTEMaxX Ha OCHOBI
YHIKaJbHOTO JIIHTBICTUYHOTO 1eHTH(IKaTOpa (GOPMYITIOBaHHS, KU HA BIAMIHY Bil
BIJOMHUX IMIJIXOMIB TIPYHTYETbCA Ha (POPMYBaHHI CIELIai30BaHOI MHOXUHU
YHIKaJbHUX MOBHHX 1Ie€HTHU(DIKATOPIB, IX momepeaHii JIHTBICTUYHIN HOpMami3alii,
eKCTIIEPTHOMY MapKyBaHHI Ta 3acTOCyBaHHI MeTony k-HaOmmK4ux CycimaiB 13
NOJAJBIINM AJaNTUBHUM HAJNAIITYBAaHHSAM TileprapaMeTpiB 1 MOPOroBUX 3HAYEHBb
JOBIPH, 110 JIa€ 3MOTY MiABUIIUTHA TOYHICTh Ta CTIMKICTb BUSBJICHHS aTaK COIIaJbHOT
1HXKeHepii, 3MEHIIUTH KUIbKICTb XMOHMX CHpallbOBYBaHb, 3a0€3MEYUTH paHHE
pearyBaHHsS Ta IHTETpallil0 pPe3ylbTaTiB Yy KOHTYPH 3aXHUCTy PO3MOALICHOT
KOMII IOTEPHO1 CUCTEMHU.

[IpakTryHa IIHHICTHP OTPUMAHHMX PE3YJbTATIB TOJATAE B peaiizaiii ycix
TEOPETHYHUX II0JO0KECHb, MOJAHUX B JHUCEPTAINHOMY MOCTIIKEHHI, Y TPHUKIaIHI
pIIEHHS] Ta MOXJIMBOCTI iX Oe3mocepeaHhOr0 BIPOBAIKCHHS W BUKOPHUCTAHHSA Ha
MIIIPUEMCTBAX.

3a pe3ynbTaTaMd BUKOHAHUX JOCHIDKEHb 3J00yBaueM peasii3oBaHO
PO3IOAICHY KOMIT'FOTEpHY CHCTEMY, CTIHKy 40 aTak CoIllajdbHOi 1HXXEHepii.
[IpakTiyHa MIHHICTE POOOTH TOJNATAE Y MOMKIMBOCTI BUKOPUCTAHHS OTPUMAHUX
pEe3yNbTaTIB IS pO3pOOJIEHHS KOPIMOPATUBHHUX TMONITHK O€3MeKH, TOo0yI0BU
CUMYJSIIIMHUX TPEHAXEPIB JUIsl JOCTIIHKEHHS B3a€EMOIII KOPUCTYBAdiB 13 aTakamMu
COIIAJIbHOT 1HXEHEepIi, CTBOPEHHS IHTEJIEKTyalbHUX areHTiB JUIs KiOep3axucTy Ta
ONTUMI3aIlli apXITEeKTyp pO3MOAUIEHUX CHUCTEM 3 YypaxXyBaHHSIM PHU3HKIB.

3anporoHoBaHi1 METO/IN MOXYTb 3aCTOCOBYBATHUCSA y 0aHKIBCBKIH,



TEJIEKOMYHIKallIiH1M, €HepreTUYHId Ta JOep)kKaBHIN cdepax, 1€ KPUTUYHO BaKIMBO
3a0€3MeUnTH CTIMKICTh CUCTEM JIO CKIAJHUX MOBEIIHKOBUX 3arpo3.

PesynbTaTn nucepraiiiiinoi podotu BrpoBakeHo y (lonarok b): ITTT « ABIBI»
(axt BrpoBamkenHs Bix 08.1.2025 p.); TOB «JI’KI EM XOCT» (akT BOpOBa>KeHHS
Bin 30.12.2025 p.); y HaBuajgbHOMY mpoueci XMEIbHUIBKOIO HAI[lOHAIBHOIO
yHiBepcuTeTy (akt BropoBajkeHHs Bix 30.09.2025 p.); mnpu  BHUKOHaHHI
JEepKOI0JKETHOT TeMH XMENbHHUIIBKOIO HalllOHAJIBHOrO YHiBepcutery «Cucrema
BusiBJieHHs 3[13 Ta KOMIT'IOTEpHUX aTak B KOPIIOPATUBHUX MEpeEkKaxX 3 BUKOPUCTAHHIM
XHOHKX 00'ekTiB aTak Ta macTok» (P Ne 0124U000980).
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KOH(epeHIIii, Mo 1HASKCYIOThCS B HAYKOMETPUYHIN 0a3i Scopus).

Kiro4oBi ciioBa: po3nojiieHi KOMIT FOTEPHI CUCTEMH, COIliajbHa 1HXKEHepis,
OararoareHTHa CHCTE€Ma, CHHTE3 apXITeKTypH, CEepeaHE TI0Jie; HaBYaHHA 3
MiAKPIIUICHHSIM, areHT, YHIKaJIbHUM JIIHTBICTUUHUN ineHTH]ikaTOop GopMysTtoBaHHS,
BUSIBJICHHSI aTakK, aJalTHBHICTh, MacIITaOOBAaHICTh, >KUBYYICTh Ta €()EKTHUBHICTH

NPUMHSTTS KOJIEKTUBHUX PILICHb.

ANNOTATION

Bohonko O.0O. Methods and Means of Synthesis of Distributed Computer
Systems Resistant to Social Engineering Attacks. — Qualification Scientific Work as a
Manuscript.

Dissertation for the degree of Doctor of Philosophy in the specialty 123 —
Computer Engineering. — Khmelnytskyi National University, Khmelnytskyi, 2026.

The study of known methods and tools revealed a systemic drawback — the
available solutions demonstrate the low efficiency of synthesis of systems resistant to
social engineering attacks, since they do not comprehensively include in the process of

such synthesis of attack-resistant architecture, the reliability of providing attack



detection, adaptability, scalability, survivability and efficiency of collective decision-
making.

Thus, at this point in time, there is a contradiction between the need for the
synthesis of computer systems resistant to social engineering attacks, on the one hand,
and the imperfection of methods and means of ensuring the stability of the RCS in the
face of social engineering attacks, on the other hand. Therefore, increasing the
resilience of distributed computer systems to social engineering attacks is an urgent
scientific and applied task, one of the ways to solve which is the development of
methods and means of synthesis of distributed computer systems resistant to social
engineering attacks.

This scientific and applied task corresponds to the subject area of the Standard
of Higher Education of Ukraine in the specialty 123 — Computer Engineering for the
third (educational and scientific) level of higher education, in particular, such an object
of study and activity as "computer systems,..., computer networks, methods and
methods of representing, receiving, storing, transmitting, processing and protecting
information in them,..., architecture and organization of their functioning; information
processes, technologies, methods, methods, tools and systems for research, design,
adjustment, production and operation of computers and computer systems and
networks, ..., ensuring quality, reliability and safety".

The object of the study is the process of synthesis of distributed computer
systems resistant to social engineering attacks.

The subject of the study is models, methods and means of synthesis of distributed
computer systems resistant to social engineering attacks.

The purpose of the study is to increase the resistance to social engineering attacks
of distributed computer systems by developing methods and means of synthesis of
social engineering RKS resistant to social engineering attacks, which comprehensively
ensure the reliability of attack detection, adaptability, scalability, survivability and
efficiency of collective decision-making of RKS nodes.

To achieve this goal, the following tasks were solved:

- an analysis of known methods and means of ensuring the resilience of

distributed computer systems to social engineering attacks has been carried out;



- a formal model of a distributed computer system resistant to social engineering
attacks has been developed, which describes the collective behavior of agents in a
dynamic environment through coherent decision-making, information exchange and
adaptive resource management in order to maximize the global utility function,
reflecting the resilience of the system to social engineering attacks, ensuring reliable
threat detection, maintaining continuity of functioning, maintaining survivability under
conditions of partial compromise of nodes and scaling of the system;

- an architecture of a distributed computer system based on a hierarchical multi-
agent basis with the use of reinforcement learning has been developed, which makes it
possible to adaptively reduce uncertainty in the process of detecting attacks and
increase the accuracy of detection and classification of social engineering attacks;

- a method for detecting social engineering cyberattacks in distributed computer
systems based on a unique linguistic formulation identifier has been developed, which
Is based on the formation of a specialized set of unique language identifiers, the use of
the k-nearest neighbor method, which allows early detection of linguistic and semantic
manipulations in scenarios of attacks on a distributed computer system;

- a method has been developed to ensure the scalability of the RCS architecture,
resistant to social engineering attacks based on the population model of a multi-agent
system and the middle field, which ensures the formation of an optimal policy of
behavior of a representative agent, the integration of architectural parameters and
guaranteed scalability of the system with an increase in the number of nodes and the
intensity of attacks;

- a method of comprehensive assessment of the resistance of the RCS to social
engineering attacks was developed, based on a multidimensional system of criteria for
adaptability, scalability, survivability and reliability of detecting destructive
influences, with the formation of a generalized performance metric based on
normalized weight factors;

- the architecture of the software implementation of a distributed computer
system resistant to social engineering attacks was developed, which includes a
decision-making agent, service agents, state monitoring components, an interaction

manager and language/semantic analysis modules; experimental studies of its



characteristics in scenarios of the impact of social engineering attacks have been
carried out and the improvement of the system's resilience indicators has been
evaluated.

In the dissertation, for the first time, a method was developed to ensure the
scalability of the RCS architecture, resistant to social engineering attacks, which, in
contrast to well-known approaches, combines the principles of dynamic
decomposition, multi-agent interaction and adaptive redistribution of resources, taking
into account the behavioral characteristics of users and threats, which makes it possible
to ensure controlled scalability of the distributed system without reducing the level of
security, to increase its survivability under the conditions of growth in the number of
nodes of distributed CS and the intensity of social engineering attacks.

In the dissertation, for the first time, a method of comprehensive assessment of
the resistance of the RCS to social engineering attacks was developed, which, unlike
the known methods, is based on a multidimensional system of formalized criteria for
adaptability, scalability, survivability and reliability of detection, which made it
possible to obtain a single universal metric for assessing the resistance of the RCS to
social engineering attacks.

In the dissertation , the architecture of an attack-resistant social engineering

distributed computer system was further developed, which, unlike the well-known
ones, is based on a hierarchical multi-agent basis with the use of reinforcement
learning, entropy-oriented reward functions, a priori knowledge in the form of a
knowledge graph and modal-specific service agents, which makes it possible to
adaptively reduce uncertainty in the process of detecting attacks, reduce the number of
dialog steps and improve the accuracy of detecting and classifying social engineering
attacks.

The dissertation also improves the method for detecting social engineering
cyberattacks in distributed computer systems based on a unique linguistic formulation
identifier, which, unlike known approaches, is based on the formation of a specialized
set of unique language identifiers, their preliminary linguistic normalization, expert
labeling and the application of the k-nearest neighbor method, followed by adaptive
adjustment of hyperparameters and trust thresholds, which makes it possible to increase

the accuracy and resilience of detecting social engineering attacks, reduce the number



of false positives, ensure early response and integration of results into the protection
loops of a distributed computer system.

The practical value of the results obtained lies in the implementation of all
theoretical provisions presented in the dissertation research into applied solutions and
the possibilities of their direct implementation and use at enterprises.

According to the results of the research, the applicant implemented a distributed
computer system resistant to social engineering attacks. The practical value of the work
lies in the possibility of using the results obtained to develop corporate security
policies, build simulation simulators to study user interaction with social engineering
attacks, create intelligent agents for cyber defense, and optimize distributed system
architectures taking into account risks. The proposed methods can be applied in the
banking, telecommunications, energy and public spheres, where it is critically
Important to ensure the resilience of systems to complex behavioral threats.

The results of the dissertation work were implemented in (Annex B): PE
"AVIVI" (act of implementation dated 08.01.2025); LLC "GM HOST" (act of
implementation dated 30.12.2025); in the educational process of Khmelnytskyi
National University (act of implementation dated 30.09.2025); in the implementation
of the state budget theme of Khmelnytskyi National University "System for detecting
RFPs and computer attacks in corporate networks using false attack objects and traps™
(DR No. 0124U000980).

The main results of the dissertation were published in 9 scientific papers,
including 5 articles in professional scientific journals of Ukraine, included as of the
date of publication in the list of scientific professional publications of Ukraine of
category B; 4 publications certifying the approbation of the dissertation materials
(articles in conference proceedings indexed in the scientometric database Scopus).

Keywords: distributed computer systems, social engineering, multi-agent
system, synthesis of architecture, middle field; reinforcement learning, agent, unique
linguistic formulation identifier, attack detection, adaptability, scalability, survivability

and efficiency of collective decision-making.
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