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I[IEPEJIIK KJIKOHOBUX CJIIB: anomaiii, METOJ TOJOBHHMX KOMIIOHCHT,
PO3MO/IlJIeHa CUCTEeMa, KOMIT I0TepHA CUCTEMa, KOMIT I0TepHA MEPEeKa.

O0’ekT  mociimkeHHss € mporec  (QYHKIIOHYBaHHS  CaMOOPraHi30BaHMX
PO3MOAUICHUX CHUCTEM BUSBIICHHS aHOMAJii B KOMIT IOTEPHUX CHCTEMaX.

[IpeameT nOCHIIKEHHS € METOAM 1 3acOo0M CTBOPEHHSI CaMOOpPraHi30BaHUX
PO3IMOAIEHUX CUCTEM BUSBIICHHSI aHOMAJIIH B KOMIT IOTEPHUX CHUCTEMaX.

Metoro poOoTH € TmokpamieHHss €(GEeKTUBHOCTI BHUSBJICHHS aHOMalldl B
KOMIT'IOTEpPHUX CHCTeMaxX TP BUKOPHUCTaHHI CaMOOPTaHI30BAaHUX PO3IMOAUICHUX
CUCTEM.

JInst  po3B’si3aHHS  TIOCTaBICHUX 3a7ad  BHKOPHUCTOBYBAJIHCS METOIU TEOpii
PO3MOJICHUX CHCTEM; TEOpi MHOXHUH, TpaiB Ta IITYYHOTO 1HTEIEKTY; TOJOBHHX
KOMITOHEHT JJIs BUSIBJICHHS aHOMAJIIK; TEOpil KOMIT IOTEPHUX MEpex AJid OpraHizalii
(GyHKIIOHYBaHHS PO3MOILIEHOT CUCTEMHU.

HaykoBa HOBU3HA OJIep>KaHUX PE3YJIbTATIB MOJIATAE B HACTYITHOMY:

1) yAOCKOHAJICHO apXiTEKTypy PpO3IMOAIICHOI CHCTEMH BHSBIICHHS aHOMAJiH B
KOMIT'FOTEpPHUX CHCTEMaX, B SKIH CHHTE30BaHO BHMOTH CaMOOPTaHI30BaHOCTI,
IEHTPaJI30BaHOCTI, PO3MOIIJICHOCTI, 0araTopiBHEBOCTI, 1 Ha BIAMIHY BiJ BIJIOMHX
pillIeHb, AAJI0 3MOTY YJIOCKOHAIMTH 11 BHYTPIIITHIO OpTaHi3allito B3a€MO/Ii1 YaCTHH IIEHTPY
CUCTEMHU MK PI3HUMHU PIBHSIMHU 1€papXii Ta B 3aJIEKHOCTI BiJi aKTUBHOCTI KOMIIOHEHT
CUCTEMU B NIEBHUI Yac, OCHOBOIO JJIS SIKOi CTaB PO3MOJILI LEHTPY NPUUHATTS pillleHb B
CUCTEMI MK i1 KOMIIOHEHTaMH 3 TOJIIJIOM IIEHTPY MK BEPXHIM Ta HIKHIMHU PIBHIMHU
iepapxii;

2) po3po0JIECHO  HOBHHM ~ METO[  MIATPUMKHA  IITICHOCTI  apXiTEeKTypHu



CaMOOPraHi30BaHOI PO3MO/IIEHOT CUCTEMH B JIOKATBHUX KOMII FOTEPHUX MEpEKax, KUl
BpPaxOBY€ CTaHW KOMIIOHEHTIB CHUCTEMH, NEPEXOAH MikK KOMIIOHEHTAMHU 1 BU3HAYAE
MOJAJIbII KPOKUA CUCTEMH, 1110 HAAAJIO 3MOTY OyIyBaTH PO3IMOALICHI CUCTEMH 3 €JUHUM
HEHTPOM TMPHUIHATTS PIllIeHb, SIKI CTAaHYTh CAMOOPTaHI30BaHUMH 1 MOXYTb IMPHUMMATH
pIIIEHHS TIPO CBOI MOAQNBII KPOKM B 3aJIGKHOCTI BIJ BIUIMBIB 3JOBMHUCHOTO
IPOrpaMHOTo 3a0e3MeUeHHs 1 KOMII IOTEpPHUX aTak;

3) YIOCKOHAJIECHO METOJ BUSIBICHHS aHOMAJii 3TiTHO METOAy TOJOBHHUX
KOMIIOHEHT B KOMII'IOTEPHUX CHUCTEMAax B MEPEXi, KU Ha/laB 3MOTY 3aCTOCOBYBAaTH
HOro He 10 OJiHi€l KOMIT'IOTEPHOI CTaHIlii, a 0 TPyINU CTaHIIM, B SKUX BCTAHOBJIEHA
caMOOpraHizoBaHa pO3MOJUIEHAa CHCTEMa BHSBJICHHS AaHOMaliil B KOMII FOTEpHUX
CUCTEMaXxX B MEPEXi, 0 Ha BIAMIHY B1J] BIJOMHX pillleHb, IPU 3aCTOCYBaHH1 HaaB 3MOTY
CKOPOTUTU OOCAT JaHMX 1 BIANOBIAHO HPHUCKOPUTH iX OOMIH MK KOMIIOHEHTaMH
CUCTEMH.

[IpakTUyHE 3HAYCHHS OJIEP>KAaHUX PE3YJIbTAaTIB MOJATaE y po3pO0IICHIN apXITEKTypi
1 KOMITOHEHTaX PO3IMOAIIEHOT CUCTEMH BHUIBICHHS aHOMAJIH B KOMIT FOTEPHUX CUCTEMAX,
B SIKIfi CHHT€30BaHO BUMOTH CaMOOPTaHi30BaHOCTI, IICHTPai30BaAHOCTI, PO3MOI1JICHOCTI,
0araTopiBHEBOCTI Ta Ha 1i OCHOBI CTBOPEHO CAMOOPraHI30BaHy PO3MOAUICHY CHUCTEMY.
3niificHeHa po3po0Ka METOJMKHU OLIHKK €(PEKTUBHOCTI 3alpPOINIOHOBAHUX PIIIEHB IS
pO3p00JIEHOI CaMOOPraHi30BaHOI PO3MOIIJIEHOT CHUCTEMHU BUSIBJICHHS aHOMaliil B
KOMIT'FOTEPHUX CHCTeMax, sika Oyja 3acTocoBaHa 1O HeEl s MiATBEPIKEHHS
MOKJIMBOCTI peajizailii 3amponoHOBaHWX pimieHb. [IpoBeneHi eKkcrepuMeHTanbH1
JTOCITIKEHHST 3 PO3POOJICHOIO peasizallielo caMOOpraHi30BaHOI PO3MOAIIEHOI CUCTEMHU
BUSIBJICHHS aHOMAJId B KOMIT IOTEPHUX CHUCTEMaxX MIATBEpAUIU €hEeKTHBHICTh
3aPOMOHOBAHMX  pIlIeHb 1 Po3po0JeHOi  PO3MOAIIEHOI CHUCTEMH IMIOAO0 il
(GYHKIL10HYBaHHS B KOMIT FOTEPHIN Mepexi.

Teopernuni Ta TpakTU4YHI Pe3yabTaTd POOOTH BIIPOBAPKEHO IPH BUKOHAHHI
HAYOKOBO-/IOCIIHUX POOIT, sIKI BHUKOHYBAJUCh B XMEJIbHUIIBKOMY HAlllOHAILHOMY

YHIBEPCHUTETI.
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CKOPOYEHHA TA YMOBHI ITO3HAKH

AII3 - anTHBIpYCHE MporpamMHe 3a0e3MeUeHHs

b/l - 6a3a gaHmx
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DDoS - Distributed Denial of Service (po3nosinena BiiMoBa B 00CIyroByBaHHi)
IDS - cuctema BusIBIIEHHSI BTOPTHEHD

KC - koM’ roTepHI CHCTEMH



BCTYII

AKTyanbHICTh pOOOTH. AKTyalbHUM HAIPSIMOM, SIKH TOTpeOy€e HampartoBaHHS
METOJIB 1 3aco0iB TMPOTHAIl 3JIOBMHCHUM [iIM, € HampsM TIOB’sS3aHUNA 3
(GYHKIIOHYBAaHHSAM KOMIT IOTEPHUX MEpexk, 00 BOHU BUKOPHUCTOBYIOTHCSI MPAKTUYHO B
yCiX MAMPHEMCTBAX, OpTraHi3allisfax Ta ycraHoBax. [Ipobaemu B iX QyHKIIOHYBaHHI, SIKi
BUKJIMKAaH1 BIVIMBOM 3JIOBMHCHOT'O MPOTPAMHOI0 3a0€3MeYeHHs Ta KOMIT IOTEPHUX aTak,
a I11e TipIIe, M0 MOJISATaE B TPUXOBYBAaHHI IPUCYTHOCTI 3IOBMUCHHUKA, MOKYTh IPHU3BECTH
710 (p1HAHCOBUX BTPAT MIAMPUEMCTBAMH, OPraHi3allisIMU Ta YCTAHOBAMH.

JlocmikeHHsT 3JI0BMUCHUX TPOSBIB B KOPIIOPATUBHUX Ta JIOKAJIBHUX Mepexkax
MOXXYTh OyTH TPOBEICHI 3 BHKOPHUCTAHHSAM amapaTry MaTeMaTHYHOi CTaTHUCTHKU. B
KOPIOPAaTUBHUX Ta JIOKAIBHUX MEpexax MIIMPUEMCTB, OpraHi3alliii Ta yCTaHOB MOXE
nepedyBaTH BeJHMKAa KUIBKICTh KOMIT' FOTEPIB 1 JJI JOCHIDKCHHS IIPOIECIB, SKI
NPOTIKAIOTh B HHUX, B TOMY YHUCJIl 1 3JOBMHUCHUX, NOTPIOHI €(pEKTHBHI METOAM Ta
BIJIMOBIJIHI 3aCO0M OTPAIFOBAHHS OTPUMAHUX JaHUX Mpo nojli. EdhekTuBHICTh mpoTHmii
37TIOBMHUCHHM TIPOSIBaM JIOCSITAETHCS 32 PaXyHOK KOMIUIEKCHOTO MiIXOAY OpPiEHTOBAHOTO
Ha IHTETpallil0 METOIIB BHSBIICHHS Ta CHCTEM, B SKHX BOHHM peaimi3oBani. J[is
3JIOBMUCHUKIB TaKi MAXOAHU CYTTEBO YCKIIAHIOIOTh JOCATHEHHS PE3yJIbTaTUBHOCTI.

B3aram mnosBa B KOMI'IOTEpax YW KOMITIOTEPHUX CHCTEMax 1 Mepexax
3JIOBMHUCHOTO TPOTPaMHOTO 3abe3nedeHHs: ab0o KOMITIOTEPHUX aTakK, MOKIJIMBO
3IOBMUCHHUX J1d KOpPUCTYBadyiB, KpIM O€3MOCEPEIHbOr0 BUHUKHEHHS TEXHIUHUX
HECIIPaBHOCTEN amapaTHUX MPUCTPOIB, BHUYEPIIYyE MHOXKHUHY OO €KTIB, SIKI CBOEIO
HECTaHJapPTHOIO TTOBEAIHKOI0 MOXKYTh MPUBEPHYTH 110 ceOe yBary. [l oOpoOku momiit
noTpiOHA pO3MOJIlJIEHa cUCcTeMa, sika O 30uMpalia Ta ompalboByBajia JaHHI 1 BUaaBaia O
pe3ynbTaT 3 JOCHIKeHHS BUSBJICHHs. BpaxoByroun nmotpedy onparbOByBaHHS JTaHHUX
OmepaTuBHO 1 0€3 BTpydYaHHS JIIOJIMHU, TO TaKa PO3MOJIJIEHA CHCTeMa MOBHHHA OyTH
CaMOOPIaHi30BaHOIo.

Po3BuUTKOM €leMEHTIB Teopili PpO3MOAUICHMX CHUCTEM pPI3HOTO MPU3HAYCHHS
akTuBHO 3aiimaroTbesi bepHc b., Jlyupkuii I'. M., Menbauk A. O., MapkoBcbkuii I'.,

Myxin B. €. ®axiBisgmu, ki 3aiiMal0ThCs 3ACTOCYBAHHSIM METO/11B BUSBJICHHS aHOMai1



e Kopuenko A. O. [6], Wawryn, K. [4], Mohiuddin Ahmed [10], Xiang Yu [12], Liu, L.
[15], Xiaodan Xu [16], Mukrimah Nawir [21].

B poGoTi mpomoHyeTbcs BHUKOPUCTAHHS CAMOOPTaHI30BaHUX PO3MOIUICHUX
CHUCTEM, pO3pOOJICHUX 3TiTHO TPHUHIMINB IEHTpadi3allii Ta camMoopraHizaiii, s
BUSIBJICHHS] aHOMAJIIA Y KOMIT IOTEPHUX CHUCTEMAX.

3B’s130K poOOTH 3 HAYKOBMMH TIpPOTpaMaMH, TUTaHaMH, TemMamu. JlocimimKeHHS,
npejcTaBlieHl y kBajiikariiiHii poOoTi, MPOBOIUINCH B paMKax aepkOrokeTHux HJIP
XMeIpHUIBKOTO HarioHanpHOro yHiBepcuTeTy: Ne 1b-2019 «AreHTHO-Opi€eHTOBaHa
CUCTEMA MiJABUIICHHS O€3MEeKU Ta SAKOCTI MPOrpaMHOro 3a0e3MeyYeHHsI KOMIT I0TEPHUX
cuctem» (Homep nepxaHoi peectparii 0119U100662); Ne 15-2021 «CamoopranizoBaHa
pO3MOJiIeHa CHUCTEeMa BHUSABICHHS 3JIOBMHCHOTO TPOTPAaMHOTO 3a0€3MEYCHHS B
KOMIT IOTEPHUX Mepekax» (HoMmep JaepkaBHoi peectpartii 0221U102011).

Meroto poOOTH € mToOKpalieHHs e(EeKTUBHOCTI BHUSBICHHS aHOMaJld B
KOMIT'IOTEpPHUX CHCTEMaxX NpPU BHUKOPHUCTAHHI CAMOOPraHI30BaHUX PO3MOAUICHUX
CHCTEM.

3anaui gochipKeHHs GOPMYITIOIOTHCS B POOOTI HACTYITHUM YUHOM:

1) nocaiIuTH 0COOIMBOCTI MPOSBY aHOMAJTIi B KOMIT FOTEPHUX CHCTEMaXx 3a yMOB
(GYHKIIIOHYBaHHS ~ 3JJOBMHCHOTO  IIPOTPAMHOr0  3a0e3medyeHHs 1 31IHCHEHHS
KOMIT FOTEPHUX aTaK B JIOKAJILHUX KOMIT IOTEPHUX MEPEKax Ta MPOaHaIi3yBaTH CyJacHi
METOJM BUSBICHHS aHOMaii, iX OCOOJMBOCTI Ta METOAM CTBOPEHHS 1 apXITEKTYpH
PO3MOIJICHUX CUCTEM;

2) YIOCKOHAJTUTH MOJCNIb apXITEKTypH PO3MOIIICHOT CHUCTEMH BHSBJICHHS
aHoMaJTii B KOMIT IOTEPHUX CHUCTEMax, B SKIA CHHTE3yBaTH BHUMOTH PO3MOJLICHOCTI,
LEHTPaII30BaHOCTI Ta CAMOOPTaHI30BAHOCTI, 171 CTBOPEHHS Ha ii OCHOBI PO3MOALIEHUX
CUCTEM Ta iX KOMIIOHEHTIB, 0 (PYHKIIOHYBaTUMYTh M1l KEPIBHULTBOM OJHOIO LIEHTPY
PO3MOIEHOTO MK PI3HUMHU KOMIIOHEHTAMH 1 CAMOCTIHO TPUIMATUMYTh PIIIIEHHS TIPO
HasIBHICTh aHOMAJIIT;

3) po3poOUTH METOA MIATPUMKH ILTICHOCTI CaMOOPIaHi30BaHOI PO3IOIIICHOT
CHUCTEMHM BUSIBJICHHS aHOMaJIIi B KOMIT IOTEPHUX CUCTEMaXx JUIsl MIIATPUMKH ii IITICHOCTI,

Ha OCHOBI SKOTO CHCTeMa 3MOTrja O CaMOCTIMHO 3MIHIOBAaTH CBOKO apXiTEKTypy 0Oe3


https://www.sciencedirect.com/science/article/abs/pii/S1084804515002891#!
https://journals.sagepub.com/doi/metrics/10.1177/1550147720920478

BTpPY4YaHHS KOPUCTyBaya, a TAKOXK BU3HAYATH CTPATETII0 CBOET MOJAIBIINOI POOOTH;

4) yIOCKOHAJIUTH METOJ IICHTPATI30BAHOTO BUABJICHHS PO3MOAIICHUX aHOMAJIi
3a aJITOPUTMOM TIOTIIYKY TOJIOBHUX KOMIIOHEHT JIJIs1 3MEHIIICHHS PO3MIPHOCTI 3 MOMEHTY
OTPUMAaHHSA Ta HAJCWIAHHS JaHUX B LIEHTP NPUUHSTTS PIIICHb CUCTEMU;

5) po3pobuti mporpamMHe 3a0e3MEUYCHHS CaMOOpPraHi3oBaHOI PO3MOILICHOT
CUCTEMHU BHSBJIICHHS aHOMaTii B KOMIT IOTEPHUX CHUCTEMax IS ITATBEPKCHHS
MOJIMBOCTI MPAKTUYHOTO CTBOPEHHS TaKUX CHUCTEM 3TIJHO 3alPOINIOHOBAHUX
pe3ynbTaTiB poOOTH Ta BUKOPUCTAHHS B EKCHEPHUMEHTAIBHHMX JOCTIDKCHHSX IS
MOPIBHSHHS 3 BIJOMHMH CHCTEMaMH BUSBIICHHS.

O0’ekT  nmociikeHHs — Tpouec  (YHKIIOHYBAaHHS  CaMOOPTraHI30BaHHUX
PO3MOAUICHNX CHUCTEM BUSBIICHHS aHOMAJii B KOMIT IOTEPHUX CHCTEMaX.

[IpeameT nOCHIPKEHHS — METOAM 1 3acOo0M CTBOPEHHS CaMOOpPraHi30BaHUX
PO3IMOAICHUX CUCTEM BUSBIICHHS aHOMAJIIA B KOMIT FOTEPHUX CUCTEMAaX.

Meronn pocmimkeHas. JIJIs AOCATHEHHS TIOCTABJICHHWX 3a7ad BUKOPHUCTAHO
OCHOBHI MOJIO>KEHHS:

1) Teopii PO3MOMIICHUX CHCTEM, Ha OCHOBI SIKOi MOXYTh OyTH pO3poO0JeHi
porpamHi Ta anmapaTHO-MPOrpaMHi 3aco0u;

2) Teopiii MHOXHH, TpadiB Ta MITYYHOTO IHTECICKTY;

4) MeToJI TOJIOBHUX KOMITOHEHT JIJIsl BUSIBJICHHS aHOMAJTI;

5) Teopii KOMITIOTEPHUX MEPEXK JJIs opraHizaiii (yHKI[IOHYBaHHS PO3MOIiICHOT
CUCTEMH.

HaykoBa HOBH3HA OJiep)KaHUX PE3yJIbTATIB MOJIATAE B HACTYITHOMY:

1) yIOCKOHAJICHO apXiTeKTypy PO3MOIiICHOI CUCTEMU BHUSBICHHS aHOMAJii B
KOMIT IOTEpHUX CHCTeMaX, B SKIH CHHTE30BaHO BHMOTH CaMOOPTaHI30BaHOCTI,
[EHTPATI30BAHOCTI, PO3MOIIICHOCTI, 0araTOpiBHEBOCTi, 1 Ha BIAMIHY BiJl BIAOMHX
pillIeHb, AAJI0 3MOTY YIOCKOHAIMTH 11 BHYTPIIITHIO OpTaHi3allito B3a€EMO/Ii1 YaCTUH IEHTPY
CUCTEMHU MIX PI3HMMHU PIBHSIMHU 1€papXii Ta B 3aJIEKHOCTI BiJl aKTUBHOCTI KOMIIOHEHT
CHUCTEMU B TIEBHUI Yac, OCHOBOIO JIJIS SIKOT CTAaB PO3MOILI IEHTPY MPUHHSTTS PIIICHb B
cUCTeM] MDK 11 KOMIOHEHTaMHU 3 IMOJIJIOM LEHTPY MK BEPXHIM Ta HHUXKHIMH PIBHSMHU

1epapxif;



2) po3po0JICHO  HOBMUH  METON  MIATPUMKH  IUIICHOCTI  apXiTeKTypH
CaMOOPIaHi30BaHO1 PO3MOIICHOI CUCTEMH B JIOKAIbHUX KOMIT IOTEPHUX MepexKax, SIKHUi
BpPaxOBY€ CTaHW KOMIIOHCHTIB CHUCTEMH, MEPEXOAW MiK KOMIIOHEHTAMH 1 BH3HAYAE
MOJAJIbIIT KPOKUA CUCTEMH, 110 HAAJI0 3MOTY OyI1yBaTH PO3IMOALICHI CUCTEMH 3 €JUHUM
HEHTPOM MPUNHATTS pillieHb, SIKI CTAHYTh CAMOOPTaHI30BaHUMHU 1 MOXKYTh MpUMMATH
pillICHHS TIPO CBOi TMOJAJBINI KPOKA B 3aJEKHOCTI BiJI BIUIMBIB 3JIOBMHUCHOTO
POrpamMHOro 3a0e3MeyYeHHs 1 KOMIT IOTEpHUX aTak;

3) YIOCKOHAJIECHO METOJ BUSBJICHHS aHOMAJii 3TiTHO METOAy TOJOBHUX
KOMITOHEHT B KOMIT IOTEPHUX CHCTEMax B MEpEXKi, KW HaJgaB 3MOTY 3aCTOCOBYBATH
HOro HE J0 OJIHIE€T KOMIT IOTEpHOI CTaHIlii, a 10 TPYINU CTaHIliH, B SKMX BCTaHOBJICHA
CaMOOpraHi30BaHa pPO3MOJIJIEHA CHUCTEMa BHSBICHHS aHOMalii B KOMIT IOTEPHHUX
CUCTEMaXxX B MEPEXi, 0 Ha BIIMIHY BiJl BIJOMHX PillIeHb, IPHU 3aCTOCYBaHH1 HA1aB 3MOTY
CKOPOTUTH OOCAT JaHMX 1 BIATMOBIAHO NPUCKOPUTH IX OOMIH MK KOMIIOHEHTaMU
CHUCTEMH.

OOTpyHTOBAHICTH 1 IOCTOBIPHICTh HAYKOBHUX TOJIO’KE€HB, BUCHOBKIB 1 peKOMEH/IaITIH.
HaykoBi nono>xeHHs1, BACHOBKH 1 pEKOMEHallli AUMJIOMHOT pOOOTH MaricTpa 0OrpyHTOBaHI
KOPEKTHUM Ta JOIUIBHUM BHUKOPHCTAaHHSIM MAaTeMaTHYHOTO arapary, ajJropuTMaMu
3MIACHEHHSI BUSIBJICHHS aHOMAii, YCIHIITHOIO Ppeali3alli€lo po3poOJeHOi PO3MOALIECHOT
CHCTEMHU BHUSBJICHHS aHOMUIIH B KOMIT FOTEPHHX CHUCTeMaX, ¢(EKTHUBHUM IPAKTHYHUM
BIIPOBA/DKEHHSIM  PE3yJIbTATIB, SKE MPOJAEMOHCTPYBAJIO BIAMOBIIHICTE TEOPETUYHHUX
PO3pOOOK 3 pealTbHUMU Pe3yIbTaTaMH 3aCTOCYBAaHHS.

[IpakTuHe 3HAYEHHS OJNEPKAHWUX pe3yibTaTiB. Y pe3yiabTaTi BUKOHAHOTO
JOCITPKEHHS PO3pOOJICHO apXITEKTYPy 1 KOMIIOHEHTH PO3MOILJICHOT CHCTEMH BUSIBIICHHS
aHOMaJIii B KOMITIOTEPHUX  CHCTEMax, B  SKIid  CHHTE30BaHO  BHMOTH
CaMOOPTaHI30BaHOCTI, IEHTPATI30BAHOCTI, PO3MOIJICHOCTI Ta HA i OCHOBI CTBOPEHO
CaMOOPTaHI30BaHy pO3MOAUICHY CHCTEMY. 3MIMCHEHa pO3pOOKa METOJHMKHU OIIHKHU
e(EeKTUBHOCTI  3alpONOHOBAHMX pIIIEHb JUISI PO3POOJIEHOI CaMOOPraHi30BaHOI
PO3MOJIEHOT CHUCTEMHU BHUSBICHHS aHOMalliii B KOMII'IOTEPHUX CHCTEMax, sfka Oyia
3acTOCOBaHa J0 Hei I MIATBEPIKEHHS MOXJIMBOCTI peajizaiii 3arpornoHOBaHUX

pimenb. [IpoBeneHi excrnepuMEHTal bHI OCHIIKEHHS 3 PO3pPOOJICHOI0 pealli3alli€ro
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CaMOOPTaHI30BaHOT PO3MOJIIJIEHOT CHUCTEMHU BHSBJICHHS AHOMAIIM B KOMIT IOTEPHUX
CUCTeMaxX MIATBEPAMIM e(EKTUBHICTh 3allPONOHOBAHUX PIlIEHb 1 PO3POOJIEHO1
PO3MOIIEHOT CHCTEMH MIOAO ii (PYHKI[IOHYBAaHHS B KOMIT IOTEPHI MEpEexKi.

TeopernuHni Ta TpPaKTUYHI pe3yabTaTh POOOTH BIIPOBAHKEHO IPU BHUKOHAHHI
HAyOKOBO-JIOCIITHUX POOIT, SKI BUKOHYBAIUCh B XMEJIbHUIIBKOMY HalllOHAILHOMY
YHIBEPCHUTETI.

OcobOuctuii BHecOK 3700yBada. Bci OCHOBHI pe3ynbTaTH AOCIHIKEHHS, SKI
MPECTaBIICHI JI0 3aXUCTY JUIUIOMHOI pOOOTH, OJIepkKaHi aBTOpoM ocobucto. B poboTax,
OIMyOJIIKOBaHUX Yy CIIIBAaBTOPCTBI, aBTOpPY HaJeXaTh OCHOBHI 1/€i, TEOpETUYHA Ta
MpaKTUYHA PO3pOOKa MOJIOKEHb, BIIOOPAKEHUX Y XapaKTEPUCTUIIl HayKOBOiI HOBU3HU
OTPUMaHMX pe3yNbTaTiB, a came: [1, 3] — 3anmponoHOBaHO BUKOPUCTAHHS PO3MOAIICHOT
CUCTEMH, B Sy IMIUIEMEHTOBAHO METOJI BUSBJICHHS HE33aJJOKYMEHTOBAaHUX 3aKJAJOK B
porpaMHOMY 3a0e3TeUeHHI 3TiHO aHaJIi3y BUSBICHHS aHOMaii; [2, 68] — po3pobieHo
METOJ] MIATPUMKH IIICHOCTI KOMIIOHEHTIB PO3MOJUIEHOI CUCTEMHU B KOMII IOTEpHIM
Mepexi.

AnpooGartisi pe3ynbraTiB  aucepraiii. OCHOBHI TOJIOKEHHSI Ta pe3yJibTaTh
MPOBEJCHUX Y JUIIOMHIM pOoOOTI JOCITIKEHB JIOMOBIIAIIMCS Ta OOTOBOPIOBAJIMCS Ha
JIBOX MDKHapogHUX HaykoBux koH(epenuisx: the 1nd International Workshop on
Intelligent Information Technologies & Systems of Information Security (Khmelnytskyi,
Ukraine, June 10-12, 2020), the 2nd International Workshop on Intelligent Information
Technologies & Systems of Information Security (Khmelnytskyi, Ukraine, March 24-26,
2021).

[TyGmikartii. 3a pe3yabTaTaMu MPOBEJACHUX JOCITIKEHh OCHOBHI HAYKOBI PE3yJIbTaTH
omyOiikoBaHo y 1 HaykoBii crtarti [1] y (axoBoMy HaykoBOMY BHJIaHHI YKpaiHH.
Amnpo0airist 3acBiueHa myoJikarisMu 3 mpaib B MaTepiajiax MiXHapOHOT KOH(DepeHTIIii
[2, 3, 68], 1B 3 AKMX iHAEKCOBaHI y HAyKOMETpHUUHI# 6a3i Scopus.

Crpykrypa kBanidikaiiiHoi po6oTu. [umioMHa poOoTa CKIaIa€ThCsl 3 aHOTAIlII,
BCTYITy, YOTUPHOX PO3/LIiB, BACHOBKIB, CIICKY BUKOPHCTAaHUX JpKepen 3 68 HalitMeHyBaHb
Ha / CTOpIHKax Ta OJHOTO J0JaTKy Ha 88 cropiHkax. 3arajibHH 00CsAT pOOOTH CTAHOBUTH

93 cropinku, 3 HuX 106 cTOpiHOK OCHOBHOTO TeKCTy, 12 prcyHKiB, 3 TaOMHII.
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1 AHAJII3 BIIOMUX METO/IB 1 3ACOBIB BUSIBJIEHHS AHOMAJIIIA
B KOMII'IOTEPHUX CUCTEMAX

1.1  Ormsin Ta MOHATTS BUSBIICHHS aHOMAJIIH B KOMIT FOTEPHUX CHCTEMaX

Kowmm’torepHi cuctemu (KC) mpogoBKyIOTh aKTUBHO BUKOPUCTOBYBATHUCH B yCiX
cdepax IiIBHOCTI JIOAUHU. BOHU T03BONIAIOTH CYTTEBO MiABUIIUTH MPOAYKTUBHICTDH
mpaili Ta aBTOMaTU3yBaTH 0araTo CKJIaJHMUX IPOIIECIB 1 1I€ MOKPAIy€e MEPCIEKTUBU iX
BUKOPHCTAHHS B MallOyTHHOMY.

[Iporpamue 3a0e3nedeHHsl, ske BUKOPUCTOBYeThCs B KC, BUKOHYE TykKe BaXKITUBY
poiib Ta 3a0e3neuye e(peKTUBHE BUPIIICHHS 3a1ad. AJie 13 3pOCTaHHSM aKTyaJlbHOCTI
3a/lay, IpH PO3B’sI3aHHI SIKUX BUKOPUCTOBYIOTH KC, 3JJOBMUCHUKH CHPSIMOBYIOTH CBOI
3yCWJIIS Ha B3ATTA i KOHTpoJib KC 1uisxoM BIUIMBY Ha iX mporpamHe 3a0e3MeUYeHHs.
JI71s 11bOTO BOHM 3aCTOCOBYIOTH pisHOMaHiTHI aTaku Ha KC [1-4]. YacTuHa 3 HHUX cTae
YCHIIIHOIO 1 UM CTBOpIO€ mpobiemu kopuctyBayam KC. J[ns BaXXJIMBUX KPUTHYHHUX
cdep [2] aistbHOCTI MFOAMHU BTpata KOHTpOJro Hax KC cTae cepiio3HO0 MpoOIeMoro 3
BIJIMOBIJTHUMHU KaTacTpoPiuHUMU HacaiakaMu. Tomy, mpobiemi noOya1oBu ePeKTUBHUX
CUCTEM TPOTHUIIT 3JI0BMHCHUM JisiM cripsiMmoBanuM Ha KC kopuctyBauiB Bce OlbIie
NPUIUIAIOTH YBAark JOCTITHUKA Ta PO3POOHUKH BIAMOBIIHUX METOIB 1 3ac00iB [2-7].

KoMmm’toTepyu KopHUCTyBayiB, KOMII IOTEPHI CUCTEMH Ta MEPEX1 CTalIM IMIHPOKUM
BXUJIMBHM € TIPOJOBXKEHHS BXE HAmpalbOBaHUX JOCIHIDKEHb 3 ypaxyBaHHSAM
MEPCIIEKTHB MOXKIIUBOTO PO3BUTKY 3JIOBMHUCHOTO TMPOTPAMHOTO 3abe3meueHHsT Ta
KOMIT FOTEPHUX aTaK.

[IpoBigHUMEU OprasizauisiMu, $Ki JOCHDKYIOTh 1 MYOJIKYIOTh aKTyaJlbHY
CTaTUCTUKY MOIIUPEHHS 1 CTBOPEHHS HOBOT'O 3JI0BMHUCHOTO MPOTPaMHOT0 3a0€3MeUeHHs
e Virus Bulleten [8] ta AV-TEST [9]. OnpuitogHeHi HUMHA pe3yJIbTaTH JOCITIKEHb
NIATBEPKYIOTh  MOCTIHHE  3pOCTAaHHSA  KUIBKOCTI  3JIOBMHUCHOTO  MPOTPamMHOroO
3abe3neuends. Ha pwuc. 1.1 mnpenacraBieHo auWHAMIKY KUTBKOCTI 3apeeECTPOBAHOTO

3JI0BMHCHOI'O IIPOrpaMHOro 3ade3neuents Ha ocHoBl ganux AV-TEST [9] 3a 2020 pik.
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Last update: December 05, 202
Pucynok 1.1 — KinbkicTh 3apeecTpoBaHOTO 37I0BMUCHOTO MPOTPAMHOTO

3abe3meucHus 3a nanumu AV-TEST [9]

OngnuM 3 HaAMOUIBII aKTyaJbHUX HA CBOTOJHI HAIMpsSMOM, SIKHM TOTpedye
AKTUBHOTO HAMpAIFOBAaHHS METOJIB 1 3aCO0IB MPOTHUAIT 3TOBMUCHUM JisIM, € HaIpsM
NIOB’s13aHUH 3 (PYHKIIIOHYBaHHSM KOPIIOPATUBHUX Ta JIOKAIBHUX Mepex [1, 2], ocKiIbKu
BOHU BUKOPHUCTOBYIOTHCS TPAKTUYHO B YCIX MIMPUEMCTBAX, OPTaHi3allisX Ta yCTAHOBAX.
BuBenenns ix 3 mamy, a Ime ripiie, IO TOJSITae B TPUXOBYBaHHI TMPUCYTHOCTI
3JIOBMUCHHUKAa B MEPEXKi, MOXE€ TMPHU3BECTH 10 3YIMUHKH POOOTH TIANPUEMCTRA,
oprasi3ailii Ta yCTaHOBU a00 HaHECTH iM 3Ha4YHOi (PIHAHCOBOI, MaTEPi1AIbHOI, MOPAJIHLHOT
Ta OpraHi3aliitHOT IIKOH.

JIist mocTiKeHHS 3JI0BMUCHHX MPOSIBIB B KOPIIOPATUBHUX Ta JIOKAJTLHUX MEpekax
MOXe OyTH BUKOPHUCTaHUHN amapar MaTeMaTHYHO! CTaTUCTHKU, B SKOMY MPOSIBH
3JIOBMUCHOI aKTUBHOCTI OyIyTh BITHOCUTHUCH O aHOMAaJIbHOI MOBEAIHKM KOPUCTYBaYiB
Ta JOCIIHPKYBAaTUMYThCS BIATIOBIIHUMH CTATUCTHYHUMH METOJaMHU. B KopmopaTuBHHX
Ta JIOKAJIBHUX MEpeKax MiAMPUEMCTB, OpraHizalliii Ta yCTaHOB MOXKe IepeOyBaTH BEIMKa

KUTBKICTh KOMIT'IOTEPIB 1 JJIsI JTOCHIDKEHHS MPOLIECiB, SIKI MPOTIKAIOTh B HUX, B TOMY
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YHCIIi 1 3JI0BMUCHUX, TOTPIOHI e()eKTUBHI METOAX Ta BiAMOBIAHI 3aCO0M OMpAalLIOBaHHS
OTpUMaHUX JaHuX MNpo noxii. EdekTuBHICT NPOTUAIT 3JI0BMHCHHM MPOSBaM
JOCATAETHCS 32 PaXyHOK KOMILUIEKCHOTO IT1/IX0Ty Op1EHTOBAHOTO Ha IHTETPALlil0 METO/IiB
BUSIBJICHHSI Ta CHUCTEM, B SIKUX BOHM peani3oBaHi. JJis 3I0BMUCHHUKIB Taki MIJIXOIU
CYTT€BO YCKJIQJHIOIOTh TOCSTHEHHS Pe3yJbTaTUBHOCTI.

SIKIo po3rasaaTd caMe KOMITIOTEpPH B Mepekax, a He MEepCOHANIbHI JOMaITHI
KOMIT FOTE€PH, TO BIAMOBIAHO MiA0Ip CTpaTeriii 1 METOMIB BUSBJICHHS, a TAKOX 1 CUCTEM
BUSIBJIICHHS] MOXKE P13HUTUCH. L{e OB’ 43aH0 3 MOKIMBICTIO 0OPOOKH TUIIOBOI 1H(opMallii,
110 OTPUMAHA He 3 OJHOTO KOMII'IOTepa, a 3 AEKIIbKOX. [i iHOPMATUBHICTH B LILOMY
BUIAJIKY OyJie CyTTEBO OUIBIIIOIO, HIK Y BUIAJAKY 1HGOpMAIIii 3 0OTHOTO KoMII 'toTepa. Y
BUIIAJIKy OJHOTO IEPCOHAILHOTO KOMIT FOTEpA HEOOXIAHUM € 301p CTATUCTUYHUX JTaHUX
MEBHOTO BU3HAYEHOro Habopy crenudiyHoi iHGopMallli mpoTAroM TPUBAIOTO Hacy,
oOpoOka i€l iHpopMalliil i MpeACTaBICHHS 00pa3y «HOPMaIbHOD» MOBEAIHKHA a0 1i
MOPIBHSAHHSA 3 MiI03PLJIOK0 aKTUBHICTIO JUIsl (JOPMYBaHHSI BACHOBKY. Y BHUIIaJIKy METO/IB
1 3ac00iB JUIsl OJIHOTO KOMIT'IOTE€pa TEXHOJIOT1i BUSIBICHHS 3JIOBMHCHHX JIIi MOXYTh
0a3yBaTUCh Ha MOJEJ 3JIOBMUCHOI MOBEIIHKM a00 Ha MOPIBHSHHI MOJIENI 3 MOTOKOM
MOJIIM, SIKI MPOTIKATUMYTh B KOMIT IOTE€pl. 3HAHHS MPO MOJEII 3JIOBMHCHOI IMOBEIIHKU
3aHOCATHCS B 0a3zy Mojenedl 1 MOXyTh OyTH a00 CTaTHUHUMH CHTHaTypamu abo
MOBEAIHKOBUMH CUTHAaTypaMmH. Y IpPYromMy BHMNAJKY 3A1HMCHIOIOTH (POPMYBAHHS MOJAEII
MOBEIHKU Ta ii MOPIBHSHHSA 3 MOTOKOM TOJIIN, 5K BiAOyBarOThCsl B KoMt totepi. Li x
NIOXOAM Ta CTpaTerii MOXKyTh OyTHM BHUKOPUCTaHI OKPEMO 1 JJii KOMIIIOTEpIB, SKI
nia’elHaHl B Mepexy. AJie BOHH MOXKYTh, TaKOX, KOMOIHYBaTHUCh 3 MIiAXOAaMHu
0a30BaHMMH HA TEXHOJIOTISX BUSBJICHHS aHOMAJIBHOI OBEAIHKH. JIJ1s1 KOMIT FOTEPiB, SKi
i’ e€qHaHl B MEPEeXY, BUSBJICHHS 3JIOBMUCHOI aKTUBHOCTI Ha OCHOBI JOCIIIKEHHS
aHOMaJIbHOI MOBEIIHKA MOXe OyTH e(eKTHBHIlIe, HIK MiaxXoau Oa3oBaHl TIIBKUA Ha
OCHOBI MoOJ€eIeH 3JIOBMUCHOI mHOBeOIHKH. OCKUIBKH, 3 IIOSIBOI0 HOBUX MOJIEJIEH
3JIOBMUCHOTO MPOTPAMHOTO 3a0€3MeUYeHHs, BIJOMOCTI MIPO sIKI HE MICTATHCS B 3ac00ax
BUSIBJICHHS, PE3yJIbTaT BUSBIICHHS OyJle¢ HETaTUBHUM. 3a TEpioj BiJl MOSBU HOBUX
Mo/ieJiel 3JI0BMUCHUX 1 10 OHOBJIEHHS 3aC001B BUSIBJIEHHS 3JI0BMUCHUX /11 MOK€E MPOUTH

HebaraTo yacy, aje Take HOBE 3JI0BMUCHE IPOrpaMHE 3a0€3MEeYeHHS] MOXKE TPOHUKHYTH
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B KOMIT'I0Tep a00 B KOMIT IOTEpH Mij €JHaHI B Mepexy. ToMy, pO3IJITHEMO TEXHOIOT11
BUSIBJICHHSI 3JI0BMHCHOTO MPOTPAMHOTO 3a0€3MeUeHHs Ta KOMII IOTEPHUX aTak, fKl
0a3yr0ThCS Ha BUSIBJICHHI aHOMAJIBHO1 TOBEAIHKU. L[5 TEXHOIIOT1S1 BUKOPUCTOBYE 3HAHHS
PO HOPMAJIbHY MTOBEJIIHKY, SIKUX MOYKHA JOCSATTH OOy TyBaBIIM MpOo]iis KOPUCTYyBaUiB
KOMIT FOTEPIB, M1’ €THAHUX JIO MEPEKi, a00 11eHTU(]IKY€e aHOMAJIbHI BXOJPKEHHSI B TIOTIK
MOJIIH{, SIKI TPOTIKAIOTh B MEPEXKI.

PosrnstHeMO JeTajpHINIE IOHSATTS AHOMAJIBLHOI MHOBEIIHKH, 11 0COOJHMBOCTI 3
OpIEHTAIlIE}0 HAa MNpPEeIMETHY 00JacTh Ta peaiizaiilo B CHUCTEMaxX IEBHOIO
CHEI1a]T130BaHOI0 THUITY.

Bzaram mnosiBa B KOMIT'IOT€paXx YW KOMIT'IOTEPHUX CHCTEMax 1 Mepexax
37TI0OBMHCHOTO TMPOTPaMHOTO 3a0e3ledeHHss a00 KOMIT IOTEpPHUX aTaK, MOXKIUBO
3IOBMUCHUX [ KOPHUCTYyBauiB, KpiM O€3MOCEepeHh0 BUHUKHEHHS TEXHIYHUX
HECIIPaBHOCTEM amapaTHUX MPHUCTPOIB, BUYEPIIYE MHOXKUHY OO’€KTIB, SIKI CBOEIO
HECTaHJapTHOIO MOBEAIHKOI MOXKYTh IPUBEPHYTH 110 ceOe yBary. Lli mposiBu BigHECEMO
JI0 aHOMAJIbHUX MPOSBIB, BUSIBJICHHS SIKUX JOCTIXKYBaTUMEMO. AHOMAJIsS B IEPEKIIai 3
rperbKoi MOBU (AVOUOALO) O3HAYAE HEHOPMAJIbHICTh, HEPABUIBHICTD, BIAXUJICHHS Bij
HOPMHM, BIJ 3arajibHOi 3akoHOMIpHOCTi. Jlns (opmyBaHHS MOBHOI TpPymu TMOAIN
pPO3IIIAIATUMEMO TAaKOXX HOPMAJIbHICTh a00 HOpPMaJbHY MOBEIIHKY. TakuM YHHOM,
NpoLIECH B KOMIT'IOT€pax 4YM KOMII IOTEPHUX CHUCTEMaxX 1 Mepexkax, sIKI BUKIMKaH1
PO3B’s3yBaHHSIM MEBHUX 33J1a4 KJIACH(PIKyBaTUMEMO 32 HOPMaJIbHOK a00 aHOMaJIbHOIO
noBeinkoro [3]. 3amaui, ki po3B’sI3yIOTHCS, MOKYTh OyTH 3aJlaHi K KOPUCTyBadYaMH 3
MEBHOIO KOPUCHOIO METOI0 aBTOMATHU3allil poOiIT, TaK 1 37I0BMUCHUKAMH.

B po6Gori [4] aBTOpamMu mpeacTaBiicHa CHCTEMa BHSBICHHS BTOPTHEHbB, IO
0a3yeTbcsl Ha 17esX 3 IMyHHOT cucTeMH JouHu. CreniaibHa MITy4Ha IMyHHA cUCTeMa
KOHTPOJTIOE JIOKAJbHY 00JacTh, M0 MICTUTh KPpUTHUYHI (Dailii B omeparliiHii CUCTEMI.
3anponoHOBaHWI METOJ] BKIJIIOYA€ CKaHyBaHHS (ailliB Ta TMEpPeBIpKY HASIBHOCTI
MOJKJIMBMX 3MiH, CIPUYUHEHUX 3JIOBMHCHHM TpOrpamMHUM 3abe3nedcHHsAM. Cucrema
CKIIQZIAETHCS 3 JIBOX MOJYJIB: OJIOK TeHeparlii perenTopiB, SKUH TeHEepYy€e PelenTopH,
BUKOPHUCTOBYIOUM OPUTIHAIIBHUN MeTOoJ], 0a30BaHUN Ha I1abJioHax, 1 OJOK BUSBJICHHS

aHoMaJiil. AHomarii, BUsIBJIEHI y ¢aiiiax 3a JOMOMOT0I0 paHillie CTBOPEHUX PELENTOPIB,
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MOBIIOMJISIFOTECSL KOPUCTYBaueBl. BipoBajkeHa cucreMa Ta MpOBEACHO €KCIIEPUMEHTH
JIJIS1 TIOPIBHSIHHS €(PEKTUBHOCTI aITOPUTMIB 13 €(PEKTUBHICTIO 1HIITUX METO/1B TeHepallii
perenTopiB, SKU HA3WBAIOTb METOJOM TEHEepallii BHIIAJKOBUX pELENTOpiB. Y
KOHTPOJILOBAHOMY CEpEJIOBHUIIl TECTyBAaHHSI aHOMaJlli y BUIJISAIAI 3MIHEHOro Oaiita
POrpamMHOro KOJY BBOJWJIM B MOHITOPHHIOBI MporpaMu. PeanbHi TECTH 1€l CUCTEMU
MIPOBOAMIIUCH 111010 11 MPOAYKTUBHOCTI Ta MaciiTaboBaHocTi. KpiMm 1iel poboTH, BitomMo
O0arato e(eKTUBHUX CHpPOO BUKOPHUCTATH INTY4YHI IMYHHI CHCTEMHU JUISl BUSBJICHHS
aHOMaJIIii B pI3HUX CKJIaJOBUX nporpaMHoi yactuau KC.

B po6ori [5] npeacrasieno mryuny iMmyHHy cuctemy (AlS), sika 6a3yeThcs Ha
Oiomoriuniit imyHHIH cuctemi (BIS). AIS BHKOPHUCTOBYETHCS Il BUSBICHHS
3M0BMHUCHHX Tporpam. Haiieimomimmoro monemto AlS € anroputm HeraTUBHOTO BiIOOpY
(NSA), i BiH MOXE BHMKOPHUCTOBYBATH JIMIIE 3BHYAiiHi BHOIPKH IS TPECHYBaHHI.
Tpaaumiiini anropuTMu HeratuBHOTO BinOopy (AHB) renepyroTh neTekTopu Ha erari
HABYaHHS, a TOTIM BUSBJISIOTH €JIEMEHTH AaHOMAJI1i Ha €Talll TECTYBAHHS. Y TpaaulliHUX
AHB € mneBHi Hemomiku. 30KpeMa, aBTOpaMH pPOOOTH BCTAHOBJIEHO, IO peabHI
NporpaMl 4YacTO 3MIHIOIOTHCS, 3BUYAWHI MOXYTh 3MIHIOBATHUCS aHOMAJbHUMH, 1
HaBmaku. Tpamumiiini AHB 1nerko BupoOisoTh 0arato MOMMJIKOBUX TPUBOT Ta
MOMWJIKOBUX HETaTMBHUX HACIIIKIB Y pealbHUX 3acTocyHKax. Tpaautiiitnum AHB
Opakye 34aTHOCTI 0 MOCTIMHOIO HABYaHHS HA €Tarl TeCTyBaHHs, 1 JOPOTrO reHepyBaTH
JIOCTATHIO KIJIBKICTh JETEKTOPIB, 1100 MOKPUTH 3araJIbHUH HECAMOCTIMHHMM MPOCTIP Y
HaBuaHHi. [[{o0 noxonatu Hepomiku Tpaguiiitaux AHB, 10 Takux alropuTMiB aBTOpaMu
poOOTH BBEACHO HOBY CXEMY 3 aJIaliTUBHUM OHJIaiH-HaBYAHHSAM, sKa BKJIIOYac B ceOe
noOy/I0oBy BIANOBIAHOTO MPO(UII0 CUCTEMH, T€HEPYBaHHS HOBHUX JETEKTOPIB, WIO
3aKpHUBAIOTh OTBOPU HECAMOCTIHHOTO MPOCTOPY, BUIAJISAIOUU Ti AETEKTOPH, SIK1 JIEKATh Y
CaMOTIPOCTOPi, 3MEHIIYIOTh KUIBKICTh TOMHUJIKOBUX TPHUBOT, a KOPUTYBAHHS IIUX
JIETEKTOPIB, SKI YACTKOBO OXOIUTIOIOTH BJIACHUHN MPOCTIP, 3MEHIITYE TIOMUIIKOBI TPUBOTH
Ta 301JIbIITy€ MBUIKICTh BUSBICHHS. TakuM YMHOM, TIOJIJIBIIUNA PO3BUTOK 3aCTOCYBaHHS
BIJIOMHX METO/IIB BUSBJICHHS aHOMAJlii € IEpPCIIEKTHBHUM B HampsMl IHTerparmii Ta

KOMOIHYBaHHS CY4aCHUX METOJIIB BUSBJICHHS aHOMAJIIH.
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B aBTOpedeparax [6, 7] auceprariitHux poOiT mpeacTaBiIeHO PO3poOIIeHI METO U
imeHTru(dikaiii aHOMaJIbHUX CTaHIB JUIsl CUCTEM BHSBJICHHS BTOPIHEHb Ta CTparerii
3a0e3neyeHHs] (PYHKIIOHATBHOI CTIMKOCTI PO3MOAUICHUX 1H(POPMAIIHHUX CUCTEM [0
KiOepHeTHYHUX 3arpo3. HaykoBi pe3ynbTaTu 1UX poOIT MIATBEPKYIOTh JOLUIBHICT
JOCIIIJIKEHHSI aHOMAJIbHUX CTaHIB [l BUSBJIEHHS 3J0BMHCHOTO IPOTPaAMHOTO
3a0e3reyeHHs Ta koM rorepHux atak B KC [6], a Takoxx 3acTtocyBaHHs 3aco0iB, SKi
0a3yI0ThCsl Ha BUKOPHUCTAHHI PO3MOAUICHUX CUCTEM JIJIs 3a0e3eueHHs (PyHKI[IOHATBHOT
cTiikocTi iHpopMariiHuX cuctem [7].

Takum dYHHOM, BUSBJICHHS 3JIOBMHCHOTO TIPOTPAMHOTO 3a0e3leUeHHs Ta
koMI1 torepHux atak B KC Ha 0CHOB1 BUSIBIICHHSI Ta BCTAHOBJICHHS aHOMAJIbHUX MPOSIBIB
€ TEPCHEKTUBHUM HaNpsIMOM JAOCHIIKEeHb. KpiM TOro, 3acToCyBaHHSA pPI3HOMaHITHUX
METO/I1B BUSIBJICHHSI aHOMAJIIH 10 MPOTPAMHOTO 3a0€3MeUeHHs Ta 0COOJIMBO CUCTEMHHUX
nporpam rmneBHoro 3actocyBaHHia B KC He 3aBXau J03BOJIAE JOCATTH Oa)KaHOTO
pPE3yNbTATy 3 BUSABJICHHS 3JIOBMHCHOTO MTPOTPAMHOTO 3a0€3MEUEHHS Ta KOMIT FOTEPHHIX
aTak, TOMY TPOBEJICHHS MOMAIBIIUX JOCIIKEHb 3 PO3POOKHM HOBHUX TMIIXOJIB IO
BUSIBJICHHS Ha OCHOBI BHSBJICHHS aHOMAJil 3aJHIIAETHCA aKTyalbHOIO HAYKOBOIO
MIPOBENICHHSI aHAITI3y BIJOMHUX METOAIB BUsBieHHs aHoMauii B KC 3 MeTo10 BU3HAYEHHS
iX mepeBar Ta HEJOJIIKIB, a TAKOXK BUAUICHHS HEPO3B’sI3aHUX IMiJ13aa4, K1 BIUIUBAIOTh
Ha JIOCSITHEHHS €(DEeKTUBHOTO pe3yJbTaTy 3 BUSBJICHHS. BaXIMBOI0O YaCTHHOIO TaKOTO
JTOCIIKEHHS, sIKa CYTTEBO BIUIMBAa€ Ha €(EKTUBHICTH 1 OCOOJMBO JOCTOBIPHICTH
BUSIBJICHHS 3JJOBMUCHOTO MPOrpaMHOro 3abe3nedyeHHs: Ta koM torepHux atak B KC, €
3aco0wu, K1 MATPUMYBATUMYTh peajbHe 3aCTOCYBaHHS pO3pO0JICHUX METO/IB. 3aco0u, B
SKUX peajli30BaHi METOJU BUSBJICHHS CYTTEBO BIUIMBAIOTh HAa PE3YJIbTAT BUSBIICHHS,
TOMY HEOOXIIHUM € iX po3po0Kka IHTErPOBAHO 3 IMIUIEMEHTOBAHMMH B HHX

PO3pOOJICHIMHU METOaMU BUSBIICHHS.
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1.2. Bigomi MmeTou Ta 3aco0U BUSIBJICHHS aHOMAJTii B KOMIT FOTEPHHUX CUCTEMAaX

1.2.1. Amani3 BIZOMHX METOMIB Ta AQJITOPUTMIB BHSBICHHS aHOMAJId B

KOMII ’I-OTCpHI/IX CHUCTCMax

JlocimKeHHIO aHOMAJTii B KOMIT IOTEPHUX CUCTEMAaX JIJIS BUSBIICHHS 3JJ0BMUCHOTO
IporpaMHOro 3a0e3nedyeHHs 1 KOMIT'IOTEPHUX aTak MNpUIUISIOTh yBary Oararo
NoCHiaHUKIB. BoHM po3poOmimm Oarato pisHHX MeToxiiB BusBicHHs [10-18]. s
pPO3pOOKH HOBUX YW MOKPAIIEHHSA BIIOMUX pilleHb 3 BuUsBIEHHA aHomaniii B KC
NOTPIOHO BCTAHOBUTH TIEPEBarM Ta HEJOJIKIB BIJOMHUX PO3pOOJIEHUX METO/IB.
BuninenHs HEpo3B’S3aHMX MMija3aAad, IO BIUIMBAIOTH HA JOCATHEHHS €()EKTHBHOTO
pe3ynbTaTy 3 BUSBIICHHS, Ta CTPATETIi 3 YCYHEHHS YaCTUHU HEJIONIKIB BIJOMHX METO/IIB
JO3BOJISITh  MIJBUIMTH JIOCTOBIPHICTh Ta TMOKPAIIUTH €()EKTUBHICTh BUSBIICHHS.
PozrisitHemMo BiIOMI METOAM BHSIBJIEHHS 3JJOBMHUCHOTO IPOrPAaMHOrO 3a0e3MedeHHs 1
koM torepHux arak B KC, siki 6a3yroTbCsi Ha BCTaHOBJIEHHI aHOMAJIbHUX CTaHiB. [[o
pO3IJIAly BI3bMEMO Ti 3 HUX, SIK1 3aIIPOIIOHOBAHI BIJIOMUMH JOCIITHUKAMU B 11 Tay3i.

Y po6oti [10] mpexncraBieHHi MOTAHOICHHI aHaAM3 YOTHPHOX OCHOBHHX
KaTeropii METOJIIB BHUSBIICHHS aHOMAJIiH, SKI BKJIFOYAIOTh Kiaacu]ikarlito, CTaTUCTHKY,
Teopito iHpopmalii Ta kiactepusaiio. OCHOBHA yBara 3ocepeikeHa Ha MpoOseMu
JOCITIJIKEHHS 3 HAaOOpaMu JTaHMX, 1110 BUKOPUCTOBYIOTHCS /U1 BUSIBJICHHS BTOPTHEHB Y
Mepexy. Pe3ynbratu 1oCHiIKeHHs Jat0Th 3MOTY OB’ A3aTH KJlacu(]iKallito, CTATUCTUYHY
00poOKy JaHWX Ta KJIACTEPHU3allil0 13 IMOCTABJICHOK HAyKOBOKO 3a7ady€i0 B YaCTHHI
PO3pOOKH 3aCTOCOBYBAHMX METOIB MPU OOPOOIll BXITHUX JAHUX 3 METOIO BUSBICHHS
MEPEXKHUX aHOMATIH.

[IpoGnemi  y3ro/KEHHS HU3BKOBUMIPDHUX 0araTrOBUMIPHUX OO €KTIB IO
BHUCOKOMIPHHUX [aHMX pO3riasHyTo B poboti [11] sk 3 Teopermunoi, Tak i 3
00UYHCITIOBAILHOT TOUKH 30py. OCKUIBKA HA0OpU JAHUX CTAlOTh OUIBII HEOTHOPIAHUMU
Ta YCKJIQJIHEHUMH, MPOCTOPH, SIKI BUKOPUCTOBYIOTHCSA ISl X ampoKCUMAIlli, TOBUHHI
cTaTh OUIBII HEOMHOPIAHUMH. B 1iii poOOTI BIIOOpakeHOr pe3ynbTaTH POOOTH 3

nepexoaamMu 0 3MIHEHUX 0a3HCiB, IO € aKTyaJdbHUM B PO3pi3l MOCTABIEHOI 3amadi 3
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BUSIBJICHHS aHOMAaJiil 1 3MEHIIEHHS PO3MIPHOCTI JaHUX. Takoxk, MpoaHandi30BaHa
oOuHCIIOBajibHA ~ CKJIAJHICTh TaKUX TEPETBOPEHb IS OLIHKU  HEOOXIJTHHUX
OO0YHCITIOBAILHUX PECYPCIB.

3 pO3NOBCIOMKEHHSIM [HTepHETYy pedeil uepe3 O0€3IpOTOBI CEHCOPHI MEpexi
TeHEePYETHCS BEMUE3Ha KUIbKICTh JAaHUX JATYHUKIB 3 O€3MPELeICHTHOIO BUJIKICTIO, 1110
IPU3BOIMTS JI0 TY’KE BEITUKOI KiJIbKOCTI IBHOT 200 HesiBHOT iHpopmaii [12]. [Tpu anamizi
TaKUX JaHUX JIATYUKIB OCOOJMBO BAKIMBO TOYHO Ta €()EKTUBHO BUSIBISTH HE TUIBKU
OKpeMI aHOMaJIbHI MTOBEIIHKY, ajie i aHOMaJIbHI o1l (TOOTO Moe moBeaiHKu ). OaHaK
OUTBIIICTh TIOMEpPEAHIX pOOIT OyJNM 30CEpEIKEHI JIMIle Ha BUSBICHHI aHOMAIH,
BOJIHOYAC ITHOPYIOUH CIIBBITHOIICHHS MK HUMU. HaBiTh y migxo/ax, Mo BpaxoBYyHOTh
KOPEJISILII0 MK aHOMaJIISIMH, OUIBIIICTh ITHOPYE TOM (PakT, 110 aHOMAaJIi CTaHy JAaHUX
JATYUKIB 3MIHIOETbCSA 3 4acoMm. Y mii crarTi [12] 3ampornoHoBaHO OE3KOHTPOJILHUIA
METO/]I BUSBJICHHSI aHOMaJlii KOHTEKCTY B [HTepHeTI peuelt 3a 10IOMOTo10 0€31pOTOBUX
CEHCOPHUX MEPEX, IKHI1 BPaXOBYE SIK CTATYC JMHAMIYHOT aHOMAaJ11, TaK 1 KOPEISALII0 MK
aHOMAJTISIMHM, 3aCHOBAaHMMU B KOHTEKCTI Ha iX MPOCTOPOBUX Ta YACOBUX CyCilax. A,
TaKOX, JOCHIIKEHO B po0O0TI €(EeKTUBHICTh 3aMpPONOHOBAHOIO METOY B MOJEII
BUSIBJIICHHS aHOMaJTii. BHeceHHs B poOOTy B1IOMOCTEH MPO aHOMATIT 1 aHOMaJIbHI TTPOSIBU
€ BOXJIMBUM 3 TOUKH 30py BPaxXyBaHHS TUHAMIKHA OTPUMAHHS JIaHUX.

B poGoTi [13] mpoiiec BUSIBIICHHST HECITOIIBAaHUX €JIEMEHTIB a00 oIl y Habopax
JAHUX, SIKI BIAPI3HAIOTHCS BiJ HOPMH, PO3TIIAIAE€ThCS SIK MOIIYK aHoMauii. Ha BigmiHy
BIJl CTaHJIAPTHUX 3aJa4 Kjacu(ikalli, BUSBICHHS aHOMAaJil 4acTO 3aCTOCOBYETHCA /10
HEMapKOBAaHUX JaHUX, OEpydH JI0 yBaru JUIIe BHYTPIIIHIO CTPYKTYpy Habopy nanux. L{s
npobJieMa BiJoMa SIK HEKOHTPOJIbOBAHE BUSABIICHHS aHOMAJIiH 1 BUPILIY€EThCS y Oaratbox
NPaKTUYHUX JIOJATKaxX, HANpPHKJIad, Y BUSABJICHHI BTOPTHCHb y MEPEXKY, BHSABICHHI
HIaxpaicTBa, a TakoX y raiy3i Oloyorii Ta MEAUIMHU. Y Ii CTaTTi MPEeACTaBICHO
pE3yNbTaTH 3/IIHCHEHOT OIIHKY 19 pi3HUX alropuTMIB BUSBIEHHS aHOMalii Ha 10 pi3HUX
Ha0opax JaHUX 13 JIEKIJIBKOX JOMEHIB IoAaTKiB. Po0oTa € BaXJIMBOIO JJIsi JOCIIIKECHb
OE3KOHTPOJILHOTO BUSBJICHHS aHOMATIH.

BusiBisiti Ta 00poOsSTH aHOMATIT AJIs BEJIMKUX JIAHUX Y PEXKUMI PEabHOrO 4acy

€ ckiagHuM 3aBaaHHsAM. OOcCsr 1 MBUAKICTh JaHUX Y 0araThb0X CHCTEMaX YCKIJIAIHIOE
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TUMIOBUM aJrOpUTMaM MaciuTadyBaHHA Ta 30€peKEHHS CBOIX XapaKTEpPUCTUK Y
peanbHoMy 4aci [14]. IlommpeHicTs JaHUX Yy MOEAHAHHI 3 IPOOJEMOIO, IO Oarato
ICHYIOUMX QJITOPUTMIB BpPaxOBYIOTh JIUINE 3MICT JDKepelia JTaHWX, a HE KOHTEHT.
3anpornoHoBaHi B poOOTI pilllEHHS BU3HAYAIOTh KOHTEKCT BUSBIICHHS aHoMalliid. Bin
CKJIAJAEThCSl 3 JIBOX PI3HUX KPOKIB: BUSBIEHHS BMICTY Ta BHSIBICHHS KOHTEKCTY.
JleTekTop BMICTY BUKOPHCTOBYETHCS JJIi BU3HAUCHHS aHOMANii y pexuMi peasbHOTO
yacy. JIeTeKTop KOHTEKCTY BHUKOPHUCTOBYETHCS JJisi OOpi3aHHS PE3yNbTaTIB JIETEKTOpa
BMICTY, BUSBJISIIOUM T1 aHOMaii, SIKi BBOXKAIOThCS K 3MICTOBUMHM, TaK 1 KOHTEKCTHO
aHOMaJIbHUMHU. J[€TEKTOp KOHTEKCTY BUKOPHUCTOBYE KOHILIETILIIO MPOQLIIB, SIKI € TpyHaMu
aHAJIOTTYHO 3TPYNOBAHUX TOYOK JAHUX, 1110 TEHEPYIOThCA 0araTOBUMIPHUM aJITOPUTMOM
kjacrepusauii. JlocmigkeHHsa Oyno OLIHEHO HAa OCHOBI MPOBEACHUX €KCIIEPUMEHTIB IS
JIBOX peaJbHUX HAOOpIB MaHMX JaTyukiB. PesybTatu miei pobotu [14] BakiuBi B
KOHTEKCT1 BaXKJIMBOCTI 0OPOOKH KOHTEHTY JIaTYMKIB.

B po6Gorti [15] nponoHyeThCsl MOCTYIMOBUIT METOJT O€3KOHTPOJILHOTO BHSIBIICHHS
aHoMaJtii, SIKWI J103BOJISIE€ IIBUAKO aHAI3yBaTH Ta OOpOOJISATH BEIUKI JaHI B PEXKUMI
peanpHOro 4acy. OliHka Ha0Opy JaHUX MiJ Yac €KCIEPUMEHTY IOKa3ye, 0 METOJ
30JMKY€EThCA 31 CBOIM aBTOHOMHHUM aHAJIOTOM JUIsi HECKIHUEHHO 3POCTAlOYUX MOTOKIB
JAHUX.

B po6orti [16] npoanaiizoBaHO BiJOMi PillICHHS 3 BUSBICHHS aHOMAaJTiid, 0COOIHBO
JUTSL JAHKUX 13 BEJIMKUMH PO3MipaMu Ta 3MIIIAHUMH TUTIAMU, 7€ BUSBJICHHS aHOMAJIbHUX
MoJieJield YM TMOBEJIHKM € HETPUBIAJbHOI po0O0TO. B pe3ynbTaTi BaXKJIMBICTH aHOT
po6OTH B IPOBEJCHUX JAOCIIPKCHHIX BIJOMUX T1IXO/IB 1 iX OPIBHSHHI, 110 I03BOJIUTH
BpaxyBaTH 11l pe3ybTaTH MpU BUOOP1 MEPCIIEKTUBHUX PIIIICHb.

B poGoti [17] 30cepemkeHo yBary Ha pPaHHbOMY BHSIBJICHHI HECIIOAIBaHHX
criocTepexeHb y hi3nuHii iHPPACTPYKTYpl, IO MA€E BEIUKE 3HAYCHHS IS 3aM00ITaHHs
MOJIOMKH CHUCTEMHU Ta Tojanbimx BTpaT. OpgHaKk cydacHa TEXHIKAa ISl BUSBIICHHS
aHOMaJlii B 1CHYIOUIM TIAaTGOpPMI MOHITOPUHTY IH(PPACTPYKTYPH TOJOBHUM UYHUHOM
3aJICKUTD Bi METOY pikcoBaHOTO Mopory. OueBUIHUM HETO0IIKOM METOY € T€, IO BiH,
K TPaBWJIO, MPU3BOJUTH /0 BUCOKOTO PIBHS IMOMHUJIKOBOIO BHUSBJICHHS. Y IIbOMY

JOCIIJKEHH] TIAX1A 0 BUSABJICHHS CTATHCTUYHUX aHOMAIIA 3ampOBaKEHO 10
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MOHITOPHUHTY (Pi3U4HOI 1HPpacTpyKTypu. B poOOTI po3risgatoTeCss TpU BAXKIUBI THUIIH
aHOMaJiH, sKi 3yCTpIUalOThCAd Ha MUIaTGOpMi MOHITOPUHTY 1H(PPACTPYKTYypH, a came
HAIBHI TOYKOBI aHOMallii, KOHTEKCTHI aHOMaJii TOYOK Ta 3MilIeHHa piBHA. B poboTi
MPOIIOHYETHCS 0 3aCTOCYBaHHS pO3po0IeHU MeToM, 3acHOBaHUM Ha mojeni [Maycca,
JUTSL BUSIBJICHHSI 3a3HAYEHUX TPhOX aHOMalliid. OCKUIBKU 3alpONOHOBAHUIA METOJ MOXKE
e¢(eKTHBHO BUSBIISATH JIMIIIEC HAIBHI TOYKOBI aHOMAJIil; 3alPOTIOHOBAHO BIOCKOHAICHHM
MiAXiA, [0 TMOEAHYE pe3yJbTaTh CTAaTUCTUYHUX BUMPOOYBaHb HAa BHUXIJIHUX Ta
NEPIIOBIIMIHHUX JAHUX MOHITOPUHTY. OIIHIOIOTBCS pPe3yJbTaTH 3alPOIIOHOBAHUX
METOJ[IB Ha pealbHOMY HaOopi naHux. Pe3ynbTaTu moOKa3yrTh, IO ONTHUMI30BaHUMN
MIIX1A 10 BUSIBICHHS aHOMAaliii Mae XOpoIly TOYHICTh 1 MOXE 3HAYHO 3HU3UTH
MIBUIKICTh HEMPABWIBHOTO BHUSABICHHA. OTpWMaHi pe3ydbTaTH Mal0Th PO3YyMIHHS
00OpOOKH TPHOX TUITIB aHOMAJTIH.

Opni€ero 13 cyyacHUX MpoOJieM BUSBICHHS aHOMANiM € 3[aTHICTh BUSIBISATH 1
PO3PI3HATH SIK TOYKOBI, TaK 1 KOJICKTUBHI aHOMAaJIl B MEXax MOCIIIOBHOCTI JJaHUX a0o0
yacoBux psaiB [18]. B podoti [18] po3pobiaeno merom Ta 3acobu, 1100 HagaTH
KOpPUCTyBauyaM BUOIp METOIB BUSBJICHHS aHOMaIi, 1, 30KpeMa, 3a0e3reuye peanizalito
HEIIOJIaBHO 3allPOTIOHOBAHOTO CIMEWCTBA aJITOPUTMIB BUSBJICHHS aHOMaliil. Y CTaTTi
[18] ommcyroThesi peanizoBaHi METOAM, & TAKOXK BUCBITIIIOETHCS 1X 3aCTOCYBAHHS JI0
MOJIETbOBAHUX JAaHUX, & TAKOXK peasIbHI MPUKIAIN TaHUX, 10 MICTAThCA B nakeTi. [Toain
Ha TOYKOBI 1 KOJIEKTMBHI aHOMaJli, a TaKO)K, METOJIM iX BHUSABJICHHS € BaXXJUBUM B
PO3BUTKY METOAOJIOTI 3 BUSBIECHHS aHOMAIIi.

Metoro pobotn [19] € mBHIKe Ta TOYHE BUSABJACHHS HEHOPMAJIBHHMX JaHUX
CKJIQJHOTO Ta CKJIATHOTO MPOMUCIIOBOTO OOJIaIHAHHS 13 JaTYUKAMU. 3aBISKH CTPIMKOMY
po3BUTKY IHTepHeTy peuel, Bce OuIbIne 00JIaHAaHHS OOJIAIHYEThCS AaTYMKaAMH,
0COOJIMBO OLIBIN CKJIQJHE Ta CKJIaJHE MPOMHCIOBE OOJagHAHHS BCTAHOBIIOETHCS 3
BEIIMKOI0 KUIBKICTIO JNaTyuKiB. J[71 MOHITOpUHTY po0OOTHM oOOJIagHaHHS IIBUIKO
30MpaETHCS BEIMKA KUIBKICTh JAaHUX MOHITOpUHTY. OOpoOKa TakuX AAHUX, IPUUOMY Y
BEJIUKIH KIJIbKOCTI, TIPEJICTaBlIeHa B POOOTI.

B po6oti [20] mpencraBieHO 3aCTOCYBaHHS TaKOTO METO/Y, KU HAa3MBAETHCS

OJTHOKJIACHOIO MAIIMHOI BEKTOPHOI MIATPUMKH, AJI MOLIYKY aHOMaJbHHUX I1a0JIOHIB
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cepell JuKepes, MOMepeAHbO BUOpaHUX 13 cepenHbo-1HppauepBoHOro Katanory. s
CTBOPEHHS MOJIE]l OYIKYBaHUX JaHUX B pPOOOTI OIMCAaHO pe3yJlbTaT TPEHYBaHb
QITOPUTMY Ha HAOOpi 00'€KTIB 31 CHEKTPOCKOMIYHMMH iAeHTU]IKAIsIMU. BuUsBiIcHHS
aHOMaJiil J0Ja€e THYYKOCTI aBTOMAaTH30BaHMM IpOIENypaM IMOAULy JKEpesl Ta
JI0TIOMAarae nepeBipyUTy HaAIMHICTh Ta PENPE3EHTaTUBHICTh HABYAJIBHUX 3pa3KiB. Takum
YUHOM, 1€ CJI1JT PO3TJIAATH K BaKIMBHUI KPOK Y KOHTPOJIbOBAHUX CXeMax Kiacuikarlii
JU1s 3a0€31eUeHHs IOBHOTH Ta YUCTOTH CTBOPEHHUX KaTaJOriB.

Y po6ori [21] onrcaHo 3arajabHMI MEXaHi3M aHATITHKH, IKHIA 3a0e31edye HaIiiH1
NOMNEPEKEHHSI PO 3MIHM Ta aHOMAaJil B CEHCOPHOMY MOTOLI JaHUX. Y TOW yac SIK
OUIBIIICTh ICHYIOYMX aHaMITHYHMX peamizamiii loT BumaraioTh NpUMYIIEHb, IO
CTOCYIOTBCSI KOHKPETHUX 00JacTel, B poOOTI HalaHO 3HAaYHY 1H()OpMaIII0 Yepe3 METOIU
MAaIIMHHOTO HAaBYaHHS Ta BJIOCKOHAJIEHI CTATUCTUYHI TECTH 0€3 MOIEepeiHIX 3HaHb.
Cucrema BUSIBJICHHS aHOMaJIIH MepexXi J03BOJIsI€ KOHTPOJIIOBATH KOMIT IOTEPHY MEPEXKY,
sIKa MOBOAUTHCS 1HAKIIE, HI)K MEPEIKEBUI MPOTOKOJI, 1 1i 0araTo 3aCTOCOBYETHCS B PI3HUX
nomeHax. [Ipote, mpoOiema BUHHKAE TaM, Jie PI3HI JOMEHH 3aCTOCYHKIB MalOTh Pi3HI
BHU3HAYaJIbHI aHOMAJIIi y CBOEMY cepeloBullll. BoHM yCKiagHIOIOTh BUOIp HaMKpamux
aNTOPUTMIB, $KI BiJANOBIJAIOTH BUMOTaM IIeBHUX goMeHiB. Kpim Toro, mpobGiema
HEeHTpaii3alli, sKa CIpPUYMHSAE PYWHYBaHHS MEpPEXKEBOI CUCTEMH, KOJIU B CHUCTEMY
BJIMBAETHCS TMOTY>KHUM 3J0BMUCHHMU koja. Tomy B 1iil poOOTI MOKa3aHO pe3yJbTaTH
IPOBEJICHOTO E€KCIIEPUMEHTY 13 BUKOPHCTAHHSM KOHTPOJIbOBAHOTO MAIIMHHOIO
HABYaHHS ISl CHCTEMH BUSIBIIEHHSI aHOMaJIiil Mepexi, ika MiHIMI3y€e BapTICTh 3B'3Ky Ta
NPOIMYCKHY 3/IaTHICTb MEpEeXl, MIHIMI30BaHy 3a JOMOMOTOI0 Halbopy MAaHUX IS
MOPIBHSHHSA 1X MPOAYKTUBHOCTI B TEpPMiHAX iX TOYHOCTI Ta dYacy OOpOOKW st
kiacudikaropa s nodyaoBu Moneni. B pe3ynbTaTi, po3noaiIeHui adropuTM BUPILIYE
npoOsemMy IeHTpami3aiii 3 TOYHICTIO Ta 4acoM OOpOOKH, K 1 paHilmie, 3HAYHUM Yy

MOPIBHSHHI 3 IIEHTPATI30BaHUM aJTOPUTMOM, X04a € TIEBHA BTpaTa TOYHOCTI Ta 4acy.
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1.2.2. Anani3 METOMIB Ta CTpaTEriii CTBOPEHHS PO3IMOAIICHUX CUCTEM

[ToOynoBa po3MOIIICHUX CUCTEM B JIOKAIbHUX KOMIT IOTEPHUX MEpekax Mmopsii 3
PO3pOOKOI0 HOBUX METOIB UM YJIOCKOHAJIEHHSM BIJIOMUX 3 BUSIBJICHHS aHOMAaJiil €
aKTyaJbHOO, 00 BIJl €EKTUBHOCTI 1X (hYHKI[IOHYBAaHHS 3aJICKUTh OMEPATHUBHICTh MPH
BUSIBIICHHI aHoMmaimii Ta pearyBaHHs Ha Hei. KpiMm Toro, edexTuBHa iHTerpailis mpu
IMIIJIEMEHTAIlli METO/ly BUSIBIICHHSI aHOMaJIii B PO3MOAUIEHY CUCTEMY MOKE TOKPAIIUTH
3arajbHy €()EKTHUBHICTb 3 BUSIBJICHHS aHOMAaJ11 Ta pearyBaHHs Ha Hel. Po3risiHeMo Biiomi
METOJY, IO CTOCYIOThCSI TMPOEKTYBaHHS PO3MOAUICHUX CHCTEM Ta ONTHUMI3aIliiiHI
CTparterii Jisl MOKpaleHHs iX e(heKTUBHOCTI (PYHKIIIOHYBAHHS.

JUiss  po3NOAIIeHUX  CUCTEM  BapTICTh  3B'A3Ky €  HaWOUIbIl ~ 4acTo
BUKOPHCTOBYBAaHOIO METPUKOIO 3 METOI OLIHKM €(QEeKTUBHOCTI omepamii vy
PO3MOAUICHUX aNTOPUTMax JJIs CepPeIOBHIN mepenadi mopimomieHb [22]. [Ipu oMy
NOCTIIHE MPUNYIIECHHS MOJIArae B TOMY, IO BapTICTh OOYMCIEHb B KOMIIOHEHTAX
HE3HAuHa TOPIBHSHO 3 BapTICTIO 3B'sa3Ky. OngHak y OaraTboxX BHITaJKaxX peajizailii
orepauiid MoKJIaJaThCs Ha CKIIaHI 00UMCIIEHHS, K1 HE ciij irHopyBaTH. ToMy O11bII
TOYHA OIliHKA €(heKTUBHOCTI pOOOTH MOBHUHHA BPAXOBYBATH K OOUHCIIIOBAIbHI BUTPATH,
TaK 1 BUTPATH Ha 3B’s30K. Y po0OoTi [22] ocHOBHA yBara mpUIISAETHCS CPEKTHBHOCTI
orepauiid YUTaHHS Ta 3aMKUCY B eMYJISLISX aTOMHOI CIUIBHOI ITaM’AT1 YATAHHA / 3aITUC B
ACHHXPOHHOMY CEPEIOBHIIIL, 1110 TIEpEeaae MOBIIOMIICHHS, CXUIILHOMY J10 3001B. B po6oTi
pO3p00JICHO 1 3aMpONOHOBAHO HOBUW OOYMCITIOBAaHUN MpEIUKAT Ta aJIrOPUTM HOro
0OYHMCIICHHS 32 JiHIMHUH Yac. Pe3ynbTatn omy0mikoBaHi B poOoTi [22] HagaroTh HOBOTO
3HAYCHHS TEPMIHY MIBHJIKOCTI, OIIHIOIOUHU SIK 3B'A30K, TaK 1 €PEKTUBHICTH OOUYMCIICHB
KOXHOI omepallii 1 € BaXJIUBUMHU JUIsi MOOYAOBH PO3MOJAUIEHUX CHUCTEM B YaCTHHI
Oprasizariii 38’s13Ky Mi>k KOMIIOHEHTaMH Ta OOYUCIICHHSMHU B HUX.

B po6oti [23] mpoananizoBaHa e(heKTUBHICTh €Ia00 y3rOKEHHUX, aji¢ IIBHIKO
pearyrodmnx po3noAiIeHUX CXOBHUII TaHUX. AKTYyalIbHICTh I[bOTO HAMPSIMy OOTpyHTOBaHa
npoOemMamu, SIKi TIOB’s13aHi 3 Y3TOKEHICTIO MK PO3POOKOI0 CKIIAJIHUX 3aCTOCYHKIB Ta
OTPUMAaHHSAM JIMIIEe CIaOKUX rapaHTiil y3roJKEHOCTI B cXoBulIax AaHux. Kommpomic

Y3TOJIPKEHOCTI CIPSMOBAHUN Ha JOCSITHEHHS SIK CHUJIBHOI y3TOJKEHOCTI, TaK 1 HU3BKOT
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3aTPUMKH Yy 3arajJbHOMY BHMAJAKY. Y PO3MOAUICHUX CHUCTeMax 30epiraHHs JOCIiHKEHE B
[23] 3aranbHe TOHATTS MailXe CHJIBHOT Y3TOJKCHOCTI 3 TOYKH 30pY PO3POOKH
AJITOPUTMIB IIBUIKOTO 3UUTYBaHHS, OJTHOYACHO TapaHTyIOUH MMOBIpHICHY aTOMHICTD 3
YJITKO 0OMEKEHOI0 KUIBbKICTIO 3alHMCIB OJJHOYACHO. 3arajibHUM BHUIIAJIOK ITi€T TPOOIeMHU
MOJIATAa€ B TOMY, KOJIM KIJIbKA KJIIEHTIB MOKYTh IMHUCATH J1aH1 B PO3MOAUICHUX CXOBHILAX
TaHuX. BaXXTMBUM IMOKAa3HUKOM B I[bOMY BHIMAAKy € MeXa 3acTapijocTi JaHUX Ta
HMOBIPHICTh MOPYIICHHS aTOMapHOCTI, PO3KJAJa04M HEIMOCTiJOBHI 3YWTYBaHHS Ha
1HBEpCII0 YMTAHHS Ta IA0JIOHU 1HBEpCii 3anucy. Pe3ynbTaT 1i€i poOOTH BaXIUBUHN IS
oprasizaiii po3MoAlIEHUX CXOBUII IaHUX 1 y3rOJKEHHsI 1HPOopMallli B HUX 32 KPUTEPIEM
aKTyaJbHOCTI.

B poGoti [24] npencraBieHa po3mojijicHa CHUCTEMa JJIs YIPABIIHHSA Jy)Ke
BEIIUKUMH 00CSTaMH CTPYKTYPOBAaHUX JIaHUX, PO3IMOAUICHHX Ha 0araThbOX TOBApHUX
cepBepax, 3a0e3Meuyloud MpU [bOMY BHUCOKOJOCTYITHI MOCIYTH 0€3 >KOAHOI TOYKHU
BiIMOBU. Ll cucremMa Moxe mpamroBaTd Ha IHQPACTPYKTypl 3 COTHSMH BY3JIIB
PO3MOBCIO/KEHO 3a PI3HUMH IIEHTpaMu OOpoOKH naHux. BoHa He miATpUMY€E MOBHY
peNsLiiHy MOJIENIb JaHUX, a HaJa€ KIIEHTaM MOJIEb MPOCTUX JAHUX, SIKa MIATPUMYE
JTUHAMIYHUN KOHTPOJIb HaJ PO3MIIICHHAM JIaHUX Ta (JOpMaTyBaHHSM.

B po6oTi [25] npeacraBieHo cTBOpeHI ONTHMaIbHI KOMYHIKaIliiHI POTOKOIH Y
TPHOX CLIEHAPIAX, U0 € BAXIMBUM JUISI TIATPUMKH LLTICHOCTI PO3MOIIIIEHOI CUCTEMHU.
[IpoGnema ckmIamHOCTI mNpU  Opradizamii KOMyHIKAIii TMOIIyKy HaOJIMKEHOTO
MaKCHUMAJIbHOTO Y3TOJKEHHsI B 0araToCTOPOHHINM MoOjeNi Mepenayl MOBIIOMIICHb €
aKTyanpHOIO [26]. 3amaya MakCHMajabHOTO Y3TO/PKCHHS € OJHIEI0 3 HaWOLIbII
byHIaMEHTATBHIX KOMOIHATOPHUX 3a7ad Tpada, 1mo Mae pi3HOMaHITHI MPOTpaMH, 1
BUPIIICHHIO OIIHKHU 11 CKJIAIHOCTI MpHUCBAYeHa poOora aBTOpiB B [26]. IIpoOmemam
BUSBJICHHS MEPEKEBUX CTPYKTYP Ta 1X TOMOJIOTiH npucBsideHa podota [27], sika Biairpae
HCHTPAJIbHY POJIb y PO3MOAUICHUX oOuucieHHsx. B pobOoti [28] mocmimkeHo pi3Hi
HAJIAIITYBaHHS PO3MOIIJICHUX O0YHMCIICHD Ta BIAMOBIIHI 111 HUX MeToIU. Y poboTi [29]
JOCTIPKEHO OOYMCITIOBAIbHY TMOTYXKHICTh TMOMYJSALIAHUX MPOTOKOJIB 3a JCSIKUX
HeHaI1iHuX a0o cirabiux Mojesnel B3aeMoii. Lle HeoOXiaHo A opraHizaiii miaTpPUMKH

IITICHOCT1 PO3IMOAIEHUX CUCTEM.
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[Ipotsirom GaraThOX POKIB €J€TaHTHA i€papXisi KOHCEHCYCY, IO 0a3yeThCs Ha
00YHCITIOBAHOCTI, OyJIa HAMKPAIUM IOSICHEHHSIM BITHOCHOI CHitd pi3HuX 00’ ekTtiB [30].
OCKIJbKY CIIPaBkH1 MYJIbTHIIPOIIECOPH T03BOJISIOTH 3aCTOCOBYBATH Pi3HI IHCTPYKIIIT, SIKi
BOHU TIJITPUMYIOTh, 10 OYAb-SKOTO MICLS TMaM'siTl, TO MOXJIMBICTh ITO€IHAHHS
IHCTPYKIIIM, 110 MATPUMYIOTHCS PI3HUMH 00’€KTaMM, a HE PO3TJISA KOJEKIi pi3HHUX
O0’€KTIB € aKkTyaJdbHUM. Y il poOOTI 3ampomoOHOBaHO KiIacU(]IKaIio BiAHOCHOI
MOTYKHOCT1 HAOOPiB OaraTompoIIeCOPHUX KOMaHI CHHXPOHI3aIlii Ha OCHOBI CKJIaIHOCTI,
10 OXOIUTIOETHCS MIHIMAJIbHOIO KUIBKICTIO MICIh HaM'ATi HEOOMEKEHOIro po3Mipy,
HEOOXITHUX ISl BUPILICHHS 0€3MepelKoJHOr0 KOHCEHCYCY NP BUKOPUCTAHHI PI3HUX
HaOopiB iHcTpykii [30]. BuBUeHHIO CKIIaHOCTI MMOBIIOMIICHHS HEIBHMX BHOOPIB JIiiepa
B CUHXPOHHHUX PO3MOJAUICHUX MEpPEeKax IlaMeTpOM JBa MPUCBAYCHI JOCTIIKCHHS B
po6ori [31]. PesynbraTii XapakTepu3yrOTh CKJIAJHICTh MOBIIOMIICHHS BHOOpIB Jiijepa
o0 Aiamerpa rpadika [31]. B po6oTi [32] po3riisiHyTo Mpo0ieMH IiIaHyBaHHS B MOJIEII
MOTOKY JJAHUX PO3MOJIICHOI TpaH3aKI1iMHOT maM'sTi. O0'€KTH, CIIIJIBHO BUKOPUCTOBYBaHI1
TpaH3aKI[sIMU, TIEPEMINIYIOTbCSI 3 OJHOTO MEPEXKHOTO BY3JIa Ha IHIIMM, CIIAYyIOUd
MEPEXHUM IIIsIXaM. ABTOpaMH JOCIIIKEHO, SK Mepenada 00’ €KTIB y MEpexkl BILJIUBAE
Ha Yac 3aBEPILICHHS BCIX TPAH3aKIIii Ta 3arajbHy BapTiCTh 3B's13Ky. Po3po0ieHi aBTopamu
QITOPUTMH TUTAHYBAHHS, K1 JJIS1 3B’ 3Ky MPAIIOIOTh Maike ONTUMAIbHO 1 €(PEeKTUBHO
BHUKOHYIOTBCS 32 4acoM. Y po0oTi [33] po3risaaeTbcst MoJIeib 3B'SI3KY, B SIKIH B KOXKHOMY
payHJli KOXXEH areHT BUTATYE 1H(POpPMAIlil0 3 KUIBKOX BHUIAIKOBO OOpaHUX arcHTIB.
TakuM 4YMHOM, METOI € BHU3HA4YEHHS HaWMEHNUIIUT o0csr iHdopmallii, BUSIBICHOI B
KOXH1{ B3aeMo/I1i (po3Mip MOBIIOMJIEHHS), 1110, TUM HE MEHILIE, 103BOJISIE €(DEKTUBHO Ta
HaJIIHHO OOYHMCIIIOBATH OCHOBHI 3aBJaHHS PO3IMOBCIOKEHHS iH(DopMalrii. Po3pobienuii
MPOTOKOJ BUKOPUCTOBYE Jinie 3 OITH HA B3aEMO/IIIO.

Y poboti [34] mpomoHYeThCS HOBAa TEXHIKA PO3MOILICHOT0 3a (YHKIISIMH
3JIOBMHUCHOTO TPOTPAMHOTO 3a0€3IMeUYeHHs, SKe AUHAMIYHO PO3MOJiISe CBOT (PyHKITIT
cepen 6araTboX MPOrpaMHUX KOMIIOHEHTIB, 1100 001MTH pi3HI MEeXaHi13MH O€3IEeKH, TaKi
SK JOJIaBaHHS 710 OUIOTO CHHUCKY MpOoTpaM Ta BUSBICHHS MOBEIAIHKMA aHTUBIpyca. J[is

OI_IiHKI/I TaKoIro HiI[XOI[y dBTOpaMHu BIIPOBAIKCHO iHCTpYMeHT, SIKHM aBTOMATHYHO
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reHepye Takl eK3eMIUISIPH 3JI0BMHCHOTO MPOrpaMHOro 3albe3leueHHs, Ta MPOBEACHO
CEpil0 EKCIIEPUMEHTIB, L0 MOKA3yIOTh PU3UKH.

PosmizHaTy 1iTh0BE 3JIOBMHUCHE MpOTpaMHE 3a0e3MedeHHsT 3a JTOMOMOTOI0
aHTHBIipyciB, IDS, IPS Ta cnemiaabHUX 3ac00iB BUSBJICHHS JOCUTH CKiIaaHo [35]. ABTOpH
MOPIBHIOIOTH Pi3HI METOJM MAIIMHHOTO HABYAHHS, 1110 BUKOPUCTOBYIOTHCS JJISI aHATI3Y
HIK1JIMBUX TPOTPaM, 30CEPEIKYIOUNCh Ha CTATUYHOMY aHai31.

B po6ori [36] aBropamu po3podisiemo odiliiHy CHCTEMY MaCHBHOTO TECTYBaHHS
IPOrPaMHUX CHUCTEM, JIe CTOPOHHU CHUIKYIOThCS aCHHXPOHHO.

ABTOpamu B po00Ti [37] po3po0ieHO MPOTOKOJI, IKUH 3 BEJIMKOK WMOBIPHICTIO
HiApaxoBye PO3Mip PO3NOAUIEHOT CUCTEMH, KOMIIOHEHTH SIKO1 3 CAMOT'0 MOYaTKy € Jo0pe
3MIIIAHUMH 1 B TIpo1ieci (DYHKI[IOHYBaHHS KOOTEpyIoThes. B podoTax [38-41] aBTopamu,
TaKO0X, JOCIIKYIOTHCS IPOTOKOJIM JIJIsl pPO3MOALIEHUX CUCTEM.

Pobota [42] aBTOpIB CTOCYETHCS JIOKAIBHHUX IPOOJIEM PO3MOAIICHUX OOYNCICHb
Ta JOCHIIKYE PO3PUB MIK PaHIOMI30BAaHUMU Ta JETEPMIHOBAHUMHU PIIICHHSIMU 32
0OMEXEeHHsI TIPOMYCKHOi 3JaTHOCTI. IX TONOBHMII BHECOK TIIOJNATAE Y HAJaHHI
THCTPYMEHTIB Ui JepaHaoMi3alii pilieHsb JoKaabHUX Tpodiem. B pobortax [43-45]
JOCITIIKY€EThCS 1151 5K TTpo0JIeMa 1 3alpOIOHOBAHO 11 PIllICHHS.

B poGorti [46] aBTOpamMu HOCIIIKEHO MPOIIECH, SIKi OOMIHIOIOTHCS JTaHUMHU Yepes3
CIUJIbHY MaM’siTb B PO3MOIIJIEHUX CHUCTEMax, 3 METOI0 BCTAHOBJIEHHS MOXJIMBOCTI
BUIIAJIKOBUM YHHOM OTPUMYBATH iX 3 OCHOBHOTO IJIaHyBabHUKA. HuMu mpencraBieHo
3arajJbHUN METOJl OOYMCIEHHS LMX BEIUYMH MUIIXOM KIacH(ikalii po3MOALICHUX
AITOPUTMIB 32 iXHBOIO CXEMOKO JIOCTYIy JO CHUIbHOI mam'sti. B poGorax [47-49]
JOCITIJIKY€ETHCS ITI0 K MPo0JieMa, siKa IMOB’si3aHa 3 TEHEPAIIIE0 BUTIAIKOBUX YHCEIL.

B po6oti [50] aBTopamMu mpeacTaBieHO MiAXiA IS KEpyBaHHS pecypcamu
O0YHMCITIOBAITLHOT MEPEKI 32 YMOBU BCTAHOBIICHHS JTOBIPH 10 KOMITIOHEHTIB CHCTEMHU.

Takum dYwHOM, pPO3pPOOKA PO3MOMIIEHOT CHUCTEMH BHSBJICHHS aHOMaIli B
KOMIT FOTEpHUX CHCTeMax 0a3yeThCs Ha JIBOX CKJIAJOBHX: PO3pOOKa pPO3MOALIEHOT
CHUCTEMH; BUKOPHCTAHHS Ta YyJIOCKOHAJEHHS METO/AIB BHSBJICHHS aHoMasli. AHami3
HAyKOBUX PE3yJIbTATIB 3 LMX HAMPSAMKIB € OCHOBOIO [JIsi CTBOPEHHS PO3MOILICHOI

CUCTEMU BUSBJICHHSI aHOMAJIii B KOMIT FOTEPHHUX CUCTEMAaX.
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1.2.3. AHami3 ICHYIOUMX CHCTEM 3 BHUSBJICHHS aHOMalii Ta BTOPTHEHb B

KOMIT FOT€pPHI CUCTEMU

Haii6mmwkuuMu  OporpaMHUMH — PIIEHHSMH IO PO3pOOJIIOBAHOT  CUCTEMH
BUSIBJICHHSI aHOMAJII} B JIOKaJbHUX KOMIT IOTEPHUX MEperkax 3TiIHO MOCTaBJICHOI 3a1aui
€ MEpEXHI CHCTeMH BHSIBICHHS BTOPTHEHb, MEPEXHI AHTUBIPYCHI MporpamMu Ta
HEKOMEPITIHI PO3pPOOKH BIATIOBIAHOTO MPU3HAYCHHS.

MepexHa cucTeMa BUSIBICHHS 3JIOBMHCHOTO MPOTpaMHOro 3abe3reueHHst abo
KOMIT FOTEPHHUX aTaK MepeBayKHO Ma€e MOTYJIb IIEHTpaTi30BaHoro ymnpasiinas [51-54]. Lle
Jla€ 3MOTY aJMIHICTPATOPy CHCTEMH KEpyBaTH OHOBICHHSIMH 1 HaJalITyBaHHSIMHU BCIX
napameTpiB B MEpPeXli 3 €IMHOI KOHCO. MepexHl aHTUBIPYCHI 3aco0u, SIK MpaBuilo,
BUKOPHCTOBYIOTh CYMICHO 13 3aC00aMHU aHTUBIPYCHOTO 3aXUCTY BY3JIIB MEPEXK1 B SIKOCTI
apyroro piBHS 3axucty [55]. 3a Takoi apXiTEKTYpH MEPEKHUX CHCTEM PEKOMEHIOBAHUM
€ BUKOPHUCTAHHS MEPEKHUX 1 XOCTOBUX YACTUH BiJ] pi3HUX BUpOOHUKIB. Hanpukmnan, B
SKOCTI TEXHOJIOTI1 3aXUCTy Y MEPEXKHUX CUCTEMaX BUKOPUCTOBYETHCS CUCTEMA 3aXHUCTY
XOCTiB y KOpHopaTHBHUX Mepexkax [52, 56]. Ii enemenTn no3BonsioTH 3ilicHIOBATH
KOHTPOJIb HAaJl 3aCTOCYHKaMmH, BeO-TpadikoM 1 MPUCTPOSIMH, SKi Mia €THYIOTHCS.
KepyBaHHS pyHKIIIMH CUCTEMH 3IIHCHIOETHCS 3 €IMHOT KOHCO1. MepeXHOI0 CUCTEMOIO
Big kommanii «Dr.Web» [57, 58] € 3actocynok «Dr.Web CureNet!». Bin mo0ygoBanmuii
3rITHO LIEHTpani3oBaHoi apxiTekrypu. Symantec Endpoint Protection € mepexHOI0
aHTUBIPYCHOIO cucTeMOl0. BoHa 3a0esneuye aamiHicTpaTopa Mepexki HEoOX1THUMHU
IHCTpyMEHTaMH 3 PO3TOPTaHHSA AaHTHUBIPYCHUX 3aco0iB B Mepexi [53]. AmapatHo-
nporpaMHa CHCTeMa Ui BHSIBJICHHS 3JIOBMHCHOTO MPOTPaMHOTO 3a0e3MedeHHs Ta
KOMIT'IOTEPHUX aTak po3pobiieHa kommaniero Palo Alto Networks [59, 60]. Mepexna
cucrema «Malwarebytes Endpoint Security» [61] Hamae posiiupeHuit Habip JOKAIbHUX
3ac001B /JIs1 BUSIBJIICHHS 1 BUAQJICHHA 3arpo3 B KOMIT'HOTEpax y Mepexi. TexHonoris
«Cisco® Network Admission Control (NAC)» Oyna po3po0OieHa s 3a0e3meucHHs
3aXHUCTY yCiX X0ocTiB B Mepexi [57, 58]. Mepexna cucrema Kaspersky Administration Kit

pealizye caMoCTiiiHy poOoTy Oe3 BTpy4daHHS Ha e€Tami JOCTIKEHHS YW BHSBJICHHS
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aaMiHicTpaTopa [62].

3aco0u 1S XOCTOBUX CHUCTEM, SIKI MPU3HAYEHI JJI1 BUSBJICHHS 3JI0BMUCHOIO
nporpaMHoro 3abe3mneueHHs abo koM 1oTepaux arak: Avast! [63], AVG Antivirus [64],
AntiVir (Avira) [65], BitDefender [66], Clam AntiVirus [60] Toimo.

Takum yuHOM, pe3y/bTaTH aHamidy, 30kpema B [8, 9], moka3yroTh, 1110 XOCTOBI
3acO0HM Ta MEPEKHI CHCTEMH BHSIBICHHS 3JIOBMHCHOTO TIPOTPAMHOTO 3a0e3MmeueHHs ab0
KOMIT'IOTEpHUX aTaKk He 3a0e3MeuyloTh MOro IOBHOTO BHSIBICHHS. 3 TaKUMU
pe3ynbTaTaMu TOTOJKYIOTBCS 1 BUPOOHUKH 3ac00IB 1 KOPHUCTYyBaul LHUX 3ac00iB.
[lepcnekTHBHUM [JI1  TIOKpAIICHHS JOCTOBIPHOCTI BHSIBICHHS € poO3poOKka 1
BUKOPUCTAHHA MEPEKHUX CHUCTEMM BUSBJICHHS, sKi O Oa3yBaJiuch Ha BHSBJICHHI

aHOMaJIii y By3JlaXx B MEpEXKI.

1.3. ITocTa”HOBKA 3aa41 JOCIIIKEHHS

Jlnst po3B’si3aHHA HAyKOBOi 3a/ayl 3 MOKpalleHHs €()EKTUBHOCTI BUSBIICHHS
aHOMaJIil B KOMIT IOTEPHUX CHCTEMax, MPOSIBU SIKO1 3yMOBJICHI BIUIMBAMH 3JI0BMHUCHOTO
MIPOTPAMHOT0 3a0€3MEeUCHHS Ta KOMIT IOTEPHUX aTaK HEOOX1HO 3A1MCHUTU PO3POOIIECHHS
METOJIIB Ta PO3MOJIJICHUX CHUCTEM 3 BHUSBICHHS aHOMAaJili HAa OCHOBI CHHTE3Y B HHX
MPUHITUIIIB CaMOOpraHi3ailii Ta IeHTpai3ailii 1 po3B’si3aTH TakKi 3aBJaHHS:

1) mocaimuTH 0COOIMBOCTI MPOSBY aHOMAJTIi B KOMIT FOTEPHHUX CUCTEMax 3a YMOB
(GYHKIIOHYBAaHHS ~ 3JIOBMHCHOTO  TMPOTPaAaMHOTO  3a0e3reueHHs 1 3A1MCHEHHS
KOMII FOTEPHHUX aTaK B JIOKAJLHUX KOMIT IOTEPHHUX MEpekax Ta MpoaHalli3yBaTH CydacHi
METO/AM BUSBJIEHHS aHOMallii, iX OCOOJMBOCTI Ta METOAM CTBOPEHHS 1 apXITEKTYypH
PO3IOIIJICHUX CUCTEM;

2) YAOCKOHAJIUTH MOJICNIb apXITEKTYPH PO3MOMAIICHOT CHCTEMH BHSBICHHS
aHoMaJTii B KOMIT IOTEPHUX CHUCTEMax, B SIKIH CHHTE3yBaTH BUMOTH PO3MOJLICHOCTI,
LEHTPaII30BaHOCTI Ta CAMOOPTaH130BAHOCTI, 1JI1 CTBOPEHHS Ha ii OCHOBI PO3MOALICHUX
CHUCTEM Ta X KOMIIOHEHTIB, 110 (PYHKIIIOHYBATUMYTh I11J1 KEPIBHUIITBOM OJTHOTO IICHTPY

PO3MOIIEHOTO MK PI3HUMH KOMIIOHEHTaMH 1 CAMOCTIHHO IPUUMATUMYTh PIllIEHHS PO
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HasIBHICTH aHOMaMIT,

3) po3poOUTH METOa MIATPUMKH ILTICHOCTI CaMOOPIraHi30BaHOi PO3MOAIICHOT
CHCTEMHU BHSIBJICHHS aHOMaJii B KOMI IOTEPHUX CHCTEMaXx JJIs MIATPUMKH i1 I[UTICHOCTI,
Ha OCHOBI SIKOTO CHCTeMa 3MorIyla 0 caMOCTIHHO 3MIHIOBaTH CBOIO apXiTEKTypy Oe3
BTpYYaHHS KOPUCTYBaua, a TAKOK BU3HAYATH CTPATETiI0 CBOET MOIAJIBIIIOT pOOOTH;

4) yIOCKOHAJIUTH METO]I IIEHTPaII30BAHOTO BHSBIICHHS PO3MOJIJICHHX aHOMAITil
3a aJITOPUTMOM TIOITYKY TOJIOBHHX KOMIIOHEHT JUISl 3SMEHIIIEHHST PO3MIPHOCTI 3 MOMEHTY
OTPUMAaHHS Ta HAJCUJIAHHS JTaHUX B IIEHTP MPUAHSTTS PIlIEHb CHCTEMU;

5) po3poOuTH TporpaMHe 3a0E3MEYCHHS CaMOOPTaHi30BaHOI  PO3MOAUICHOT
CUCTEMHU BUSBJICHHS aHOMalllii B KOMIT'IOTEPHUX CHUCTEMaxX JJisi IMiITBEPHKCHHS
MOXKJIMBOCTI TMPAKTHYHOTO CTBOPCHHS TaKWX CHCTEM 3TiIHO 3alpOTOHOBAHHUX
pe3ynbTaTiB poOOTH Ta BUKOPUCTAHHS B EKCIMEPUMEHTAIBHUX JOCTIKCHHSIX s

HOpiBH?IHHSI 3 BiI[OMI/IMI/I CHUCTCMaMU BHUABJICHHA.

1.4. BUCHOBKH JI0 IEPIIIOTO PO3ILTY

BusiBneHHs 3T0BMHCHOTO TTPOTPAMHOT0 3a0€3MeUYeHHS Ta KOMIT FOTEPHUX aTaK y
JIOKaJbHUX KOMIT FOTEPHUX MEpekax 3TiIHO JOCHIPKEHHX METOJIB Ta 3aco0iB
BUSIBJICHHSI MOXKE€ OYTH pealli3oBaHO METOJaMU BHUSBICHHS aHOMaJlii B KOMI IOTEPHUX
cucTteMax. AHaji3 JaHOTO HaIpPsMY Ta MEPEKHUX CUCTEM BUSBJICHHS aHOMAJi1, TPOSBU
SAKUX 3YMOBJIEHI BIUIMBAMHU 3JIOBMHUCHOTO TIPOTpaMHOTO 3a0e3mnedyeHHs abo
KOMIT'IOTEPHUX aTaK [I0Ka3aJ0 HACTYMHI pe3yJbTaTh: 3aCTOCYBaHHA BIJOMUX
3JIOBMUCHHKAM METO/IIB, sIKI 0a3yIOThCS Ha CUTHATYpHOMY aHali3l, KOHTPOJIBbHUX CyM
TOIIO, HE PO3B’sA3ye 3a1auy 3 €(PEeKTUBHOI MPOTU[IlI 3JIOBMHUCHOMY MPOTrpaMHOMY
3a0e3meueHHI0 a00 KOMIT IOTePHUX aTakaM; BUKOPUCTAHHS METOJIB BUSBICHHS
aHoMaJlii B KOMIT'IOTEPHHX CHCTEMax TMOPIBHSIHO 3 TPAJAMIIIMHUMU METOJAaMH €
MEPCIICKTUBHUM HAMPSIMOM JOCIIIKEHB, HANPAM 3 BUKOPUCTAHHS MEPEKHHUX CHCTEM
BUSIBJICHHS] aHOMAJTIT JIJIsl TOKpAIIeHHs] €()eKTUBHOCTI BUSIBJICHHS 32 PaXyHOK 3aTy4CHHS
OLTBIIMX OOYMCIIIOBAILHUX PECYpPCIB B JIOKAJTBHUX MEpekax Ta IMIUIEMEHTallli B HHUX

YAOCKOHAJICHUX MCTOI[iB BUABJICHHSA AKTUBHO PO3BUBAECTHCA I[OCJ'IiI[HI/IKaMI/I;
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0COOJIMBOCTI apXITEKTYpH Ta OpraHi3allii MporeciB B HUX, a TAKOXX, METOIIB MIATPUMKH
IUJIICHOCTI 1X Ta PO3MOJUICHHS LIEHTPIB NMPUUHATTS PIIICHb 1 CXOBHII JAHUX aKTUBHO
PO3BUBAIOTHCS JTOCTITHUKAMHU 1 € TIEPCTICKTUBHUMHU JJISI 3aCTOCYBAHHS TPH BHSBJICHHI
aHOMaJIii B KOMIT FOTEpPHUX CHCTEMaX.

OTxe, 3 METOIO MOKpaIIeHHS €PEKTUBHOCTI BUSIBIICHHS aHOMaTIi B KOMIT IOTEPHUX
CHCTEMax MEepPCHEKTUBHUM 1 aKTyaJbHUM € YJIOCKOHAJICHHS Ta PO3pPOOJICHHS METO/IIB

BUSBJICHHS aHOMAIi Ta CTBOPCHHA pOBHO,Z[iJIeHI/IX CHUCTEM BUSBIICHHS aHOMAJIII.
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2 APXITEKTYPA CAMOOPI'AHI3OBAHOI1 PO3MNOAIIEHOI
CHUCTEMM BUSIBJEHHS AHOMAJIIA B KOMII'IOTEPHUX CUCTEMAX
HA OCHOBI METOJAY I'OJIOBHUX KOMIIOHEHT

2.1 ApxiTekTypa caMOOpraHi3oBaHOI PO3IMOAIJICHOT CHUCTEMH BHSBIICHHS

aHOMaJIiii B KOMIT FOTEPHHUX CUCTEMax

BusBrienHss aHoManiii B KOMII'IOTEpPHUX CHCTeMaxX, SKi BHUKJIMKAHI MPOSBaMH
3JI0BMHUCHOT'O TPOTPaMHOro 3a0e31eyeHHs a00 B pe3ynbTaTl 31MCHEHH KOMIT FOTEPHHUX
aTak MOTpeOyIOTh HE TUIBKM €(QEeKTUBHUX METOJIB, $KI 3 BHCOKHUM CTYIEHEM
JIOCTOBIPHOCTI BCTAHOBJIIOBATUMYTh HASBHICTh 3JIOBMUCHUX aHOMAJIbHUX IPOSIBIB, ajie
HE MEHII BaXJIUBUM € CCTEMA, B SIKY IMIUIEMEHTOBAHO PO3pOOJIEHI METOAM.

Bumoru no cucremu, B Ky OYyIyTh IMIUIEMEHTOBaHI po3poOiieHi, MOTPiOHO
3aJlaBaTH TakKi, 100 B MOJAMbIIIN CBOIK poOOTI Taka CHCTEMA MOTJIa MiATPUMYBATH CBOIO
Ipale31aTHICTh B YMOBax MpPOSBIB 3JIOBMUCHOTO IPOrpaMHOro 3a0e3ledyeHHs abo B
pe3yabTaTi 3/IMCHEHHS KOMIT IOTEPHUX aTak. SKIIo cucTteMa B yMOBaX 3JIOBMHCHHUX
MPOSIBIB HE 3MOXKE MIATPUMYBATH CBOIO MPAIC3/]aTHICTh, TOJII 1 METOAH, SIK1 3aKjIa/iCH] B
Hel 3 BUSBIICHHS aHOMaiH, He OyyTh 3aCTOCOBHUMHU. TOMY, BAMOTH 1O CUCTEMH TaKOTO
NPU3HAYEHHSI MOBHUHHI OyTH c(OpPMOBaHI 3 BpaxyBaHHSM HE TUIBKA OCOOJIMBOCTEHN
3aCTOCYBaHHs, ajie 1 BpaxOBYIOUH CepeoBUIlle (PYHKI[IOHYBaHHS, B IKOMY, HAIPUKIIA],
3/IICHIOBATUMYThCS 3IOBMUCHI MPOSIBU.

Cucrema BUSIBJICHHS aHOMaliil B KOMIT IOTEPHUX CHUCTEMax s peani3alii
MO>KJIMBOCTI 3ajydeHHs 1H(GOpMaIlii 3 pi3HUX KOMIT IOTEPHUX CTaHIlH, MiJ €IHAHUX B
JIOKaJIbHYy MeEpeXy, MOBMHHA MaTH PO3MNOJIEHY apXiTEeKTypy, OCKUIBKA B TaKOMY
BUIIAJIKYy BOHA 3MOE CKOPUCTATUCh TIepeBaramMu 3ajaydeHHs OUThIIOI 00YMCITIOBAILHOT
MOTYXKHOCTI 32 PaxyHOK 00’€THAaHHS OOYMCITIOBAILHUX PECYpPCIB BCIX KOMIT FOTEPHHUX
CTaHI[i}i, B IKMX BCTAHOBJIEHI ii KOMIIOHEHTH, TTOPIBHIHO 3 3JJI0BMUCHUMU MPOSIBAMHU, SIK1
MOXXYTh HAJIXOJWTH YU 3IHCHIOBATHUCh B OJIHOMY a00 NEKIIBKOX BY3JaX B MEpExi.
Po3noaisieHicTe B ii apxiTeKTypi B Mepeki B KOMII FOTEPHUX CTaHIISAX HaJa€ MepeBaru

HaJ[ 3JI0BMHCHHUM MIPOTrpaMHUM 3a0€3MeUeHHsIM a00 NpH 3/11iCHEHH] KOMIT FOTEPHHUX aTak
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Ha KOMIT IOT€PHI CUCTEMH B MEPEKI 3aBISIKH MOXKJIMBOCTI MEPIIOUEPTrOBO 3a0€3MEUUTH
(GyHKIIIOHYBaHHS KOMITIOHEHTIB y BYy3J1aX MEPEXi, sIKI HE IMiIJIAI0ThCS aTalll Y BIJIUBY
3JI0BMHCHOT'O TIPOrpaMHOro 3a0e3meueHHs, 1 TOMy MOXKYTh OyTH 3aJIydeHi JI0 MPOLeCy
BUSIBJICHHSI, HaBITh 32 YMOBU BTPATH YaCTUHU CUCTEMU Y€pe3 BUBEJCHHS 11 KOMIIOHEHTIB
3 0€3MEeYHOr0 CTaHy uepe3 BTpaTy KOHTPOJIIO HaJ BY3JIaMHU B MEPEXKI Uuepe3 iX ypaKeHHs
3JIOBMUCHHUM TPOTPAMHUM 3a0e3leueHHsM a00 BHACHIIOK YCHINTHO MPOBEICHOI
KOMIT'IOTEpHOT aTaku. AJie pO3MOIIICHHS KOMIIOHEHTIB CHUCTEMH MDK pI3SHUMHU
KOMIT FOTEPHUMH CTaHIISIMA B apXITEKTypl CUCTEMHU MA€ HEAONIK, SIKWWA MOB’sI3aHUN
MEePIIOYEepProBO 3 BUTpATaMU 4Yacy Ha MEPeCHIaHHs 310paHuX i OOpOOKH JaHWX 0
HEHTPY YU IIEHTPIB MPUUHATTA PillIeHb, a MOTIM TaK CaMO IMOBEPHEHHSAM DPE3yJIbTATIB
00poOKU B popMi MPUUHATOTO PIIIECHHS MO0 MOJATBIIUX /11 KOMIIOHEHTIB CUCTEMHU.
[TobynoBa BiJMOBIIHOT apXITEKTypu CHUCTEMH, sika O BpaxoByBasia OajlaHC TepeBar 1
HEJIOJIKIB TaKoi apXiTEeKTypud Ta BIUIMB Ha ii KOMIIOHEHTU IMPOSIBIB 3JI0OBMHCHOTO
IPOrPaMHOTO 3a0€3MeYSHHSI Y1 KOMIT FOTEPHUX aTaK, € aKTyaJIbHOIO HAyKOBOIO 3a/1a4€ro.

JIns mBUAKOT B3a€EMOJIIT KOMIIOHEHTIB CHCTEMH BaXKJIMBUM € METOJI OpraHi3arii
B3a€MOJIIi KOMIIOHEHTIB CHCTEMH, a TaKO)X ONTHMI3aIllsd 3B ’SI3KIB MDK YacTHHAMU
CUCTEMHU B MPOIECI ONMEPATUBHOIO pearyBaHHS Ha aHOMAaJIbHI MposiBU. SIKio O moii
BIIOYyBAJIMCh B MEXaX OJHIET KOMIT FOTEPHOI CTaHIlli, TO/Al O 1 PIICHHS MPO HASBHICTH
aHOMAJIBHUX TPOSIBIB MPUIMAaoch 0e3M0cepeaHbO B Hill 3riAHO MEBHOTO PEai30BaHOIO
METO/y B CUCTEMI, SIKa pO3MIIIeHa caMe B KOMIT IOT€pPHIN CTaHIIIi 1 3 IHIIMMH By3J1aMH B
MEpeXi He Ma€ KOMYHIKallii B MUTAHHSX, SIKI CTOCYIOThCSI BUSIBJIEHHSI aHOMaJTiil. AJie B
TakOMy XOCTOBOMY BHIIQJIKy HE Ma€ TapaHTii TOro, IO 4Yac OOpOOKH MOIii,
BCTAHOBJICHHSI (DaKTy HasBHOCTI aHOMAJbHHMX TMpPOSIBIB Oyle CYTTEBO MEHIIUM abo
B3arajii MeHIle, HXK 4ac BUTPAYEHUH Ha KOMYHIKalLlilo 1 IEPECHJIaHHS OBIAOMIIEHb MIXK
KOMITOHEHTAaMH PO3MOJILJIEHOT CUCTEMHU 3a YMOBH, IO €()EKTUBHICTh METOMIIB, SKi
IMIJIEMEHTOBAH1 B HEl, Ta B3a€MO/IIi MK 11 KOMIIOHEHTAMU MOXYTh OyTH IIBUIIIIMHU
npu 00poO1Il OAIH, MOB’SI3aHUX 3 aHOMAJLHUMHM MPOsiIBAaMU. TaKuM YMHOM, BUSBJICHHSI
aHOMAaJIIi OKPEMHUMH XOCTOBHMH CHUCTEMaMH B OKPEMUX KOMIT IOTEPHUX CTaHITISAX
MOPIBHSIHO 3 BUSABJICHHSIM PO3MOJUIEHUMH CUCTEMaMHu B 0ararbox By3jaxX B MEpEexki 3a

BUTPAuEHUM 4acOM MOKe OyTH Pi3HUM, 30KpeMa, sIK O1IbIINM, Tak 1 MeHIIuM. Kpim Toro,
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XOCTOBa CHCTEMa B KOMIT'IOTEpHIN CTaHLIi MOXKe HE BIOPATHCh 13 3JIOBMHUCHUMHU
posIBAMU CaMOCTINHO 1 ii poOOTa 3 BHUSBJICHHS 3JIOBMUCHHUX IPOSBIB MOXE CYTTEBO
3aTATHYTHUCH B Yaci. B 3B’s3Ky 3 TakumMu mpobiieMaMu, sIKi BAHUKAIOTh TIPY BUPITIICHHS
MIATAHHS MIPO apXITEKTYPYy CUCTEM BUSBJICHHS aHOMaJTiH Ta 11 MicIle pO3MIIIICHHS Ta MICIIE
BUKOPHUCTAHHS, CHOOPMYITFOEMO HACTYIHI T1oTe3u. [lo mepioi rpynu rinoTe3 BiIHECEMO
BpaxyBaHHS 3aCTOCYBaHHS 1 PO3MIIMICHHS JIJIT XOCTOBUX a00 MEpPEX)HUX CUCTeM. Toi,
Hexail rimote3a Ho — po3MillleHHsI Ta 3aCTOCYBaHHS XOCTOBUX CHCTEM BHSBJICHHS
aHOMAJIBHUX TPOABIB €()EKTUBHILIE MOPIBHIHO 13 3aCTOCYBAHHIM MEPEKHHUX CHUCTEM.
['imoTte3a Hi — po3MmilieHHs Ta 3aCTOCYBaHHS XOCTOBUX CHCTEM BHUSBIICHHS aHOMAJbHUX
posiBiB Hee(heKTUBHE MOPIBHIHO 3 MepeKHUMU cructeMamu. KiacudikyeMo pe3yabTaTu
32 UMMM JIBOMa TINOTE€3aMU 3a KPUTEPIEM OTPUMAHHS Kpalloro pe3yibTary 1
MPEACTaBUMO B TAOJUIll CIPSHKEHHS HA OCHOBI pe3yibTaTiB Kiacudikaiii 1 pakTuaHOI

HaJIC)KHOCTI KJIacam.

Tabmuus 2.1 — Tabnuns cripskeHHS

['inoresa Pesynbrat npaBuiIbHO Pe3ynbraTn HEnmpaBWIBHO

KJ1acu(iKoBaHUX 00 €KTIB i1 | KiIacU(DIKOBAaHUX 00’ €KTIB JJIs

XOCTOBHX cucreM, % XOCTOBHX cucreM, %
Ho Krp Krp
Ha Krn Kry

[To3naueHHs B Ta0Onui 2.1 03HAYaIOTh TaKi BEJIMYUHMU:

1) K1p% - BiICOTOK IPaBHIbHO KiIacH()iKOBaHUX 00’ €KTIB ISt XOCTOBHUX CHUCTEM;

2) Kpp% - BIZCOTOK HENMpPaBHIBHO Kiacu(ikoBaHUX OO0’E€KTIB ISl XOCTOBHX
CUCTEM $SIK TPABWIBHO KIACH(PIKOBAHUX 00’ €KTIB (BiICOTOK MOMMJIOK JPYrOTO POIY;
BiJICOTOK XHOHOTO BUSIBJICHHS);

3) Kpy% - BIICOTOK JIMCHUX O0’€KTIB JIUISI XOCTOBHUX CHCTEM KJIAaCH(piKOBaHUX
HEIMPaBUIHHO (MTOMUJIKA TIEPIIIOTO POJY; BIICOTOK XUOHO MPOMYIIEHUX 00 €KTIB);

4) Kyy% - BIICOTOK MPaBWIBHO KIacH(IKOBAaHMX HEMPABHIBHUX 00’ €KTIB

00’ €KTIB JUIA XOCTOBUX CHUCTEM.
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3a pe3ynbTaTaMu TECTYBaHHS, K€ MPOBOJUTHCS HA MOCTIWHIA OCHOBI PETyIISIPHO,
aHTUBIPYCHMX  3aco0iB Ta  CHUCTEM  BHSBJICHHS  BTOPTHEHb  IPOBIJIHUMH
3araJJbHOBU3HAHUMH JlabopatopisiMu [1, 2] cTOCOBHO JTOCTOBIpHOCTI BHUSBJICHHS HUMH
3JI0BMHUCHOT'O TMPOTPAMHOTO 3a0€3MeYeHHs] Ta KOMIT IOTEPHHX aTak OyJo 3/1HCHEHO
BUOIPKY PE3yJIbTATIB TECTYBAaHHS XOCTOBUMH Ta MEPEKHUMH CUCTEMAaMU 1 PO3IMOALICHO
ix nBa kiacu. [lanHi, Kl OTpUMaHi B pe3yabTaTi iX po3noairy, 00po0seHi 3a rinore3amMmu
Ta MpeJCTaBJICH] BIJIMOBIIHO M)XK YOTHPMa Ki1acaMu. B pe3ynbraTi TaKoro J0CIiIKEHHS
OyJlO0 BCTAHOBJEHO, IO JOCTOBIPHICTh BHUSBIEHHS 3JIOBMHCHOTO TIPOTPAMHOTO
3a0€3MeUYeHHs] Ta KOMII'IOTEPHMX aTaK AaHTHBIPYCHHUMH 3aco0amMu Ta CHCTEMaMu
BUSIBJICHHS] BTOPTHEHb yCEepEeIHEHA 32 JIBOMa TUIIaMU 3ac001B JUIsl BUSIBJICHHS B XOCTOBUX
3aco0ax XOCTOBI 3aCO0M MalOTh MEHIIIMM B1JICOTOK BUSIBJICHHSI B KOMIT FOT€PHIA CTaHIIIL
MOPIBHSHO 3 BUSIBJICHHSAM MEPEKHUMU 3aC00aMU B OKpEMiil KOMIT FOTEpHIiH cTaHIii. AJe
B TaKOMYy BHIAJIKy MEPEXHI 3aCO0M BUKOPUCTOBYIOTHCS HE TUIBKH JUISl 3A1MCHEHHS
BUSIBJICHHSI B OKPEMI KOMIT IOTE€pHIN CTaHIli, ajle MaloTh ILIE CHPSMOBAHICTh Ha 1HIIL
BY3JIU B KOMITIOTEpHiN Mepexi. Taka CrpsMOBaHICTb MEPEKHUX CHUCTEM BHSBICHHS
MPU3BOIUTH O BUTpAT Yacy Ha 3a7adi 3 BHUABJCHHS, SK B OKPEMHX KOMIT FOTEPHHX
CTaHIlISAX, TaK 1 B I[JIOMy B Mepexi. Bce 1ie BuMarae BIAMOBITHUX BUTPAT 4acy, sKi
MOXXYTh TEPEBUIIUTH BUTPATH Yacy HAa BHUKOHAHHS 3aBJaHb 3 BUSBJICHHS OKPEMHUMU
XOCTOBHUMH CHCTEMaMH B OKPEMHX KOMII IOTEPHUX CTaHIIISIX, MPHYOMY IIeld Tpolec
3MIIACHIOETHCS MapasnenbHo. ToMy, (paKkTUYHO HABHUMH € TaKi BapiaHTH apXITEKTypHU
CHUCTEeMH BUSBICHHS aHOMAJbHUX TPOSBIB: XOCTOBA CHUCTEMa; MEpPEKHA CHUCTEMa 3
OCHOBHHMIMM 3aJladyaMU BHUSBJICHHS B MEpeXi Ta i1 By3JlaX; MepeKHa CHCTeMa BUHATKOBO
JUIsl BUSIBJICHHST aHOMAJIBHHUX MPOSIBIB B MEPEXKi; MEpEKHA CHUCTEMa JJIS BUSIBICHHS
aHOMAJIbHUX TPOSBIB B MEPEXI Ta B KOXKHINA KOMII'FOTEPHIN CTaHII Mia €JHAHIA B
Mepexy. CucTeMu BUSIBJICHHSI BTOPTHEHD SIK OKpEeMi CUCTEMU 1 KOMOIHOBaHI 3 CHCTEMaMu
BUSIBJICHHSI aHOMAaJiil HE po3risigaTuMeMo. TakuM YWHOM, BHOEPEMO THIT MEpPEKHOT
CUCTEeMH 3 pO3IJIIHYTHX Ta TMPOAHANi30BaHWW TaKWii, IO BKIOYaTUME B cebe
HEOOXITHICTh BHPIIICHHS 3aJa4 BHUSABJICHHS aHOMAJii B MEpeXl Ta B KOXKHIN
KOMIT FOTEpHIM cTaHIli mij’ eHaHIi B Mepexy. Bubip Takoro TUIy CUCTEMH BUSIBJICHHS

aHOMAaJIiii Ha OCHOBI JIOCIIJDKEHHS MPOBeIeHOTo 3 jpkepel [1, 2] HamacTh MOXIIMBICTD
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3MIMCHIOBATA BHUSIBJIEHHS aHOMAIIA 1 3aco0aMMd XOCTOBOI YaCTHUHU CHCTEMH 3
MOBHOIIIHHUM (YHKIIOHAJIOM Ta 3aJy4yeHHSM MEPEXKHOI YacTUHU CHCTEMH, sKa
HaJaBaTUME J0JATKOBI OOUYMCITIOBAIIbHI MTOTYXKHOCTI Ta IMIZIEMEHTOBAaHI B HET METOIH.
Takuif BUOIp cipsMyBaHHS CUCTEMH BHSBJICHHS aHOMAaJIId Ha BY3JIM B MEpEXl Ta caMy
MEepeXy BU3HAUaTHUME BIAMOBIIHY i1 apXiTEKTYPy, OCOOIUBICTIO K0T Oy/1€ PO3IOIIICHHS
B Mepexi. MiciieM pO3MIMIEHHS TaKoi CHUCTEMH BHOEpPEMO JIOKAJbHY MEPEKY.
MaciraOyBaHHS pO3MOJIJICHOI CHCTEMH BUSIBJIICHHS aHOMAaJIIH B KOPIIOPATUBHIA MEpEexK1
3a TOTpeOu MOXHa Oyie 3/11MCHUTH B MEXaX OKPEMHUX 11 CETMEHTIB JIOKaJIbHUX MEPEX HE
TUTbKU HE3aJIE)KHO OJHA BiJl OJHIET, a i iHTerpoBaHo. HeoOXiIHICTh JIoKami3aiii Micis
3aCTOCYBaHHS PO3MOIJICHOI CUCTEMU OOTPYHTOBAHO III€ TUM, 1[0 B1JIOMOCTI PO BY3IHU
Mepexi BIAOMI aMIHICTPATOPy 1 MOXYTh OyTH BpaxOBaHI B apXITEKTypl PO3MOILIEHOL
CHUCTEMH IpHY HaJAIITyBaHHI ii IMiJ1 Yac BCTaHOBJICHHs. JIoKai3aliisi MicIis BCTAHOBJICHHS
PO3IO/IIEHOT CUCTEMH JIa€ 3MOTY OTPUMATH TEepeBary HaJ 3JIOBMHUCHUMH MpPOsSBaMHU B
OKpPEMHUX KOMII'FOTEPHUX CTaHIISIX HE TUIBKM 3a paxyHOK 3aJydyeHHs OuIbIIOL
MOTYXKHOCTI OOYHMCIIIOBAJIBHUX PECYpCiB, alie W 3a paXyHOK MPUUHATTS PIIICHHS PO
HasBHICTh aHOMaJlli He O€3MOoCepeHbO y aTaKoBaHIM KOMIT IOTEpHIA CTaHlli, a B
OKpPEMOMY IIEHTPI, 1[0 CYTTEBO MiABUIILYE JAOBIPY 0 OTPUMAHOTO PE3YIbTATY.
[TpuitHATTS pillleHb CUCTEMOIO BUSBJICHHS aHOMaJTiii TOBUHHO 3/11ICHIOBATHCH 200
B OJHOMY IIEHTpi a00 B pO3MOAUIEHUX LEHTpax Ha PI3HUX PIBHAX lepapxii. SKio
NPUIHATTS pillieHb Oyae BiAOyBaTUCh TUIBKHM BUHSTKOBO B OJHOMY IEHTpi, TOA1 BCS
iH(popMallisi MOBMHHA NEPECHWIATHCh B HBOIO, OYIKYBaTH Ha OOPOOKY, HPUUHSTTS
pilIeHHS 1 HaICUJIaHHS HOTO 1HIIIMM KOMITOHCHTaM CUCTEMU JJISI BAKOHAHHS TTOIaIbIITNX
niii. Bee 11e MOXke CyTTEBO CIOBUIBHUTH POOOTY CHCTEMH B ILIJIOMY, SIKIIO B IEHTP1
HAKOMMYHUThLCSA 0araTo 3aBAaHb 3 PI3HUX KOMIIOHEHTIB CHUCTEMH, 1 MOXE MPU3BECTH 10
BTPaTH aKTyaJIbHOCTI IPUIHATOTO PillIeHHs, 60 TIPOIIecH B MEPEXi Ta OKPEMUX ii By3Jiax
BUKOHYIOTBCSI IIBHJIKO 1 TOMY HOTpPeOYyIOTh IUHAMIYHOTO pearyBaHHS Ha MOZil.
BusHaueHHs1 MicUsd NPUUHATTA PIlIEHb 3 NMUTaHb, SKI MOB’s3aHI 3 (PYHKI[IOHYBAaHHSIM
cucteMu abo 3 pesyiapraTaMu 0OpoOKH MOJIN y Mepexki Ta ii By3iaaxX 3 BUKOPUCTAHHIM
IMIUTIEMEHTOBAaHUX B CHCTEMY METOJIB, MOTPIOHO PO3MOAUIUTH B 3aJI€KHOCTI B iX

BOKJIMBOCTI Ta BITHECEHHS 10 YaCTHHHW CHUCTEMHU 4M JO Bciei cuctemu. Haitkparnmm
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pIIIEHHSAM B TaKOMY BUMAAKY Oyso O pillleHHs, KOJM LEHTP NPUHHATTS pilieHb OyB Ou
HaMOMKYe 10 TiET YaCTMHU CUCTEMH, sfKa Horo notpedye. B TakoMy BUIaIKy LIEHTP
NPUMHATTS PIICHb MOBUHEH PO3MOAUIUTUCH MK PIBHSIMH B KOMITOHEHTaX cucteMu. J{is
peaizalili boro HeoOX1THO B apXiTEKTYpl CUCTEMHU BUOYAyBaTH 1€papXidyHi piBHI. Xo4a
KOMIIOHEHTH PI3HUX PIBHIB MOXXKYTh KOMYHIKYBAaTH MK COOOI0, ajie Ha KO)KHOMY PiBHI
lepapxii OyIyTh LIEHTPU NPUHHATTS pillIeHb, SIKI MaTUMyTh MOXIIMBICTb MpHIMAaTH
pILIEHHS TUTBKH 3 MEBHUX YITKO BU3HAYEHUX MUTAHb 3T1JTHO OTPUMAHUX 3 KOMIIOHEHTIB
CUCTEMHU 310paHHUX IMOYATKOBUX JaHUX. AJie HE 3aBXAM YITKO BH3HA4YeH1 (DyHKIIII,
HaIIPUKJIAJ, pearyBaHHs Ha BCTAHOBJIEHI aHOMAaJbHI MPOSBH, MOXKYTh OyTH BIAHECEHI
TUIBKU JI0 LIEHTPY NMPUHHATTS PillIEHb, II0 3HAXOAUTHCA B KOMIOHEHTI HUKHBOTO PIBHS
lepapxii. Taki pearyBaHHs Ha aHOMaJIbHI POSIBU MOBUHHI OyTH y3roJI>KE€H1 a00 3 CaMoro
noyatky a0o MICis NMEPBUHHOI Peakilii OCHOBHUM IIEHTPOM NPHUUHSATTS PIllIEHb BCI€T
cucTteMd. TakoXK, IHIII LEHTPU TNPUHHATTS pIillIeHb, TaKOX, MOBUHHI ONEPAaTUBHO
1H(OpPMYBAaTUCh NMPO BCTAHOBIICEHHS AHOMAJIbHUX NPOSBIB Y MEBHOMY BY3JIl MEPEXi.
TakuMm YMHOM, TpPaBWIBHUN PO3MOJAUT B CHCTEMI IEHTPIB MPUHHATTS pIIICHb,
BHU3HAYaTHUMe i1 €()EeKTUBHICTh 1 MOXJIMBICTh ONEPATUBHOIO pearyBaHHs Ha BHSBJIECHI
aHOMAJIbHI MPOSIBU.

CaMOO0praHi3oBaHICTh SIK XapaKTepHa OCOOJIMBICTh MPOEKTOBAHOI CHUCTEMHU
BUSIBJICHHSI aHOMAaJiid € HEeOOX1JHOK, OCKUIBKM MOJii B KOMII' IOTEPHUX CHCTEMax
B1JI0YBAIOTHCS y>Ke MIBUAKO 1 pearyBaHHs Ha HUX TOBUHHO OyTH TaKUM, 1100 pe3yabTaT
00poOKHU Ta MPUUHSATTS pillieHHs] OyB aKTyaldbHUM, a HE 13 3aM13HEHHAM. X04a BiH MOXKE
HAJXOJUTH 13 3allI3HEHHSAM 1 OyTH BpaXOBaHUM, aJie IEPEBAXKHO, BPaXOBYIOUH HACHIIKU
BIUIMBY 3JIOBMHUCHOTO TPOrpaMHOr0 3a0e3MeueHHs Ta KOMII IOTEPHUX aTak, €
HEOOX1THUM IIBHUJIKE pearyBaHHs Ha MoJii. SIKiio O mpornoHoBaHUM pe3yabTaT 00pOOKH
MO/ 3 METOIO BHUSIBJICHHS aHOMAJIIH JIJIT OCTATOYHOTO MPUMHSTTS PIICHHS B KOXKHIN
CUTYyallli siIka BUHUKA€ Yy BY3JlaX MEpEeXi, B sIKI BCTAHOBJICHO KOMIIOHEHTH CHCTEMH,
MOKJIaJaBCsl BHUHSATKOBO HA CHCTEMHOIO aJMIHICTpatopa Mepexi abo QaxiBusg 3
KibepOe3reku, ToAl OUTBIIICTh MO 00pOOIAIUCh O 13 CYTTEBUM 3ami3HeHHSIM. Take
3aJIy4eHHS 10 MPUUHSATTS PIlIeHb CUCTEMHOrO aJMIHICTpaTopa Mepexi abo ¢axiBus 3

ki0epOe3nexku Moke OyTy MOTPIOHUM Ha eTarl aHami3y JKypHajly peecTpallli BUSIBICHUX
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aHOMaJIbHUX TOJif, 3apEECTPOBAHUM CHUCTEMOIO 1 MPUHHATHUX HEI pilleHb. Ale
OTIEPATUBHICTh B MPUUHSATTI pillleHb HaWKpallle MOKJIACTH caMe€ Ha CUCTEMY, TOMY B ii
OCHOBI Mae OyTH MOJIHMBICTH JO CaMOOPraHi30BaHOCTI /Jisi BHU3HAYEHHS CBOIX
NOJANBIINX KPOKiB. B 3arampHOMYy Taka XapaKTepUCTUYHA BJIACTHBICTH CUCTEMU SIK
CaMOOPIaHi30BaHICTh MOXE MICTUTH MEXaHI3MU HE TUIbKHM BU3HAUEHHS MOAAJIBIINX
HACTYITHUX KPOKIB, ajieé 1 MEXaHI3MH 3 JUHAMIYHOI MepeOyJ0BH CBOEI apXiTEKTypH B
3aJIEKHOCT1 BiJl BIUIMBIB 3JIOBMHCHOTO MPOTPAMHOI0 3a0e3nedyeHHs, KOMIT IOTEPHHUX
aTak, a TaKoX pe3yJbTaTiB oO0poOJeHUX TMOJIA 3 BHSBICHHS aHOMAJIH.
CaMo0praHi3oBaHICTh CUCTEMH Ha PIBHI 3aKJIaJ€HUX B CUCTEMY MEXAHI3MIB 1 QPYHKI[IH
MOKe OyTH pealli3oBaHa sIK YaCTHUHA OCHOBHOTO I[EHTPY MPUUHSTTS PillieHb, TOOTO Ti€l
YaCTUHU LIEHTPY, sIKa 3HaXOAUTHCS HA BEPXHbOMY PIBHI 1€papxii.

BpaxoByroun Taki XapaKTepHI BJACTHBOCTI Ta OCOOJMBOCTI MPOEKTOBAHOI
CUCTEMHU SIK CAMOOPTaHI30BaHICTh Ta PO3MOJLIEHICTh, MOTpeOy€e BUPIIMICHHS MUTAHHS
TUHAMIYHOTO (DOPMYBaHHS CHCTEMH 3 HassBHUX aKTHBHHX KOMIIOHCHTIB Ha TIEBHHUI Yac.
I{e moBuHHO OYTH BIATIOBITHUM YHHOM CIIPOEKTOBAHO, SIK HA BUTIAJIOK JIJISl TTOYATKOBOTO
dbopMyBaHHs, TaKk 1 y BHUIQJKy TPUBAJIOTO BUKOPUCTAHHS CHUCTEMHU Ta 3MIHU ii
apXITeKTYypH B 3aJie)KHOCT1 BiJ 3MIHM AaKTMBHUX ii KOMIIOHEHTIB Ta pearyBaHHS Ha
aHOMAJIbHI MPOSIBU.

Crnenudika 3acTOCyBaHHS MPOEKTOBAHOI CHUCTEMHU BUSBIICHHS aHOMalil B
KOMIT'IOTEpPHUX CHCTeMaxX I[IOB’sf3aHa 3 PYWHYIOUMMH BIUIMBAMH 3JIOBMUCHOTO
MPOrPaMHOTO 3a0e3MeUeHHs Ta KOMIT FOTEPHHX aTak, MPUYOMY IIi PYHHYIOYl BILIUBU
MOXYTh CTOCYBAaTHUCh 1 (DYHKI[IOHYBAHHS MPOEKTOBAHOI CUCTEMH 3 METOI BUBEJICHHS il
3 nmaxy abo OokpeMux I KOMIIOHEHTIB YW CIIOTBOPCHHSI TEpPENaBaHMX TaHUX MIXK
KOMITOHEHTaMU cucTeMd. CKIIQTHICTh BUSBJICHHS 31 CTOPOHH 3JIOBMHUCHHKA CHUCTEM
3aXMCTy KOMIT IOTEPHUX CHUCTEM TOJSTae, 30KpeMa 1 y BIACYTHOCTI BIJOMOCTEH MPO
3aco0M 3aXUCTy aTakoBaHUX cucTteM. e no3Bossie 3iticHIoBaTH €()eKTUBHUMN 3aXUCT Ta
BUSIBJICHHS AHOMAJIbHUX TMPOSIBIB TaKMMU CUCTeMaMud O3 BTpaTh BIJANOBIIHOT
GYHKIIMHOCTI 3 BUSBJICHHS aHOMaNi YM dYacTUHU (QYHKIIHHOCTI.  3a yMOBH
MPOEKTYBAHHS CUCTEMH, SIK PO3MOJALICHOI y BY3JIaX MEPEXi, TOCUTh BAKIUBOIO CTa€

oprasizailisi IpaBWJIBHOI B3a€MOJii KOMIIOHEHTIB TPOEKTOBAHOI CHCTEMHU HAa OCHOBI
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HOBOT'O MEPEKHOTO MPOTOKOIY Mepeaadi JaHuX abo YJOCKOHAJICHHSIM 1CHYIOYOro, aje
AKUM OM BpaxoByBaB crHenu@iky 3ajad 1 YCKJIAJHEHHUX 3JOBMUCHUM MPOTPaMHUM
3a0€3MEeUYCHHSIM YU KOMIT FOTePHUMH aTaKaMH YMOB, B SIKUX 3IIMCHIOBATUMETHCS OOMiH
iH(opMalIiero Mi>)k KOMIOHEHTaMU cucTeMu. [IpoTokor, sskuit perjaMeHTyBaTUME OOMIH
MOBIJJOMJICHHSIMHU MI’)K KOMIIOHEHTaMH ITPOEKTOBAHOI CUCTEMU, TOBUHEH MaTH JI0JIaTKOBI
CJIEMEHTH IS MiITBEPHKCHHS OTPHUMAHHS TIOBIJIOMJICHHS, BPaXxOBYBAaTH JIWHAMIYHE
dbopMyBaHHS cHUCTEeMH 3 il KOMIIOHEHTIB B PI3HHMN Yac, YHUKHEHHsS OJOKYBaHHS
KOMITOHEHTY CHCTEMH Yy BHITQJIKy 3aTPUMKH TOBIJOMJICHHS TOINO. ToOTO BUMOTH [0
MPOTOKOJIy 0OMIHY iH(OpMali€l0 MI>)K KOMIIOHEHTAMU CUCTEMU TTOBMHHI OyTH 1HIII, HIXK
npu Bigomux, Hanpukiaa, IRC. Taka BuMora J10 mpoTokoJly NOoTpiOHA, TAKOX, ISl TOTO,
1100 MiATPUMYBATH IITICHICTh IPOEKTOBAHOT CUCTEMH.

ApXITeKTypa MPOEKTOBAHOI CHUCTEMHU B Mpoleci ii (yHKIIOHYBaHHS MOBHHHA
JUHAMIYHO Cc(hOPMYBAaTHCh 3 OOOB’A3KOBOi KOMIIOHEHTH, B SIKIi YacTUHA IEHTPY
BEPXHBOT'O PIBHS 1€papxii, Ta YACTUHU KOMIIOHEHTIB CHUCTEMH, HEOOOB’ SI3KOBO BCiX
KoMMoHeHTIB. He 000B’13K0B0, 11100 yC¢i KOMITOHCHTH MPOEKTOBAHOI CUCTEMH B IPOIIEC]
il (yHKIIOHYBaHHS, OyJuM HasBHUMHM Ta aKTUBHUMHU. YacTMHa 3 HMX MOXe OyTH y
BUMKHEHUX KOMIT FOTEPHHUX CTaHIlIAX a00 B Mpoiieci PyHKIIOHYBaHHS CUCTEMU YaCTUHY
KOMIT FOTEPHUX CTaHIIiH 3 il KOMIIOHEHTaMHU KOPUCTYyBadl BUMKHYTh. B Takomy BUNIaAKy
CHCTEMa TTOBMHHA TPOOBKYBAaTH BUKOHAHHS CBOTX (DYHKITIH.

DyHKIIIOHYBaHHS XOCTOBHX KOMIIOHEHTIB CHCTEMHU OKPEMO 32 B1JICYTHOCTI IEHTPY
CUCTEMM 1 BHUKOHAHHS HUMHM TOBHOLIHHUX i 3 BUSBJICHHS aHOMAJbHUX TMPOSBIB
3aco0aMu IMIUIEMEHTOBAHMX (PYHKIIA MOBUHHO HIATPUMYBATHUCh, OCKUIbKU LIEHTP
TAUMYACOBO MOX€ OyTH HEJOCTYITHUM 1, TOJi, BCS CHCTEMa HE 3MOXKE MPOTHCTOATU
3JIOBMHCHOMY TPOTpaMHOMY 3a0€3TMEYCHHIO 1 KOMIT FOTEPHHM aTakaMm. BakIMBow €
peamizailis 3a TaKUX BUMAJKIB TOPU3OHTAIBHOTO I1HTEPPEHCY MK KOMIIOHEHTaAMHU
CUCTEMU HIKHBOTO i€papx1uHoro piBHs. Lle Hagano 6 3Mory edheKTUBHIIIE TPOTUCTOSITH
3IOBMHUCHUM TMpOsiBAM 3a BIACYTHOCTI LieHTpy. [ns opranizamii Takoi B3aeMoii
KOMITOHEHTIB HEOOX1THUM € BIJIMOBITHUN MPOTOKOJI 1 00poOKa TaKHMX MO YaCTUHAMU
HEHTPY, 10 3HAXOAUTHCS B KOMIIOHEHTAX MPOEKTOBAHOT CUCTEMH.

[Tpu Takux BUMOrax A0 apXiTEKTypy MPOEKTOBAHOI PO3MOAIIEHOI CUCTEMHU, B AKIH
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XOCTOBI YAaCTUHHM CHUCTEMH PO3MIIlIEHI B KOMIT IOTEPHUX CTAHIISIX MOBUHHI MpUAMaTH
pILIEHHSI TPO HASBHICTh aHOMAJil Ta MEepelaBaTH pe3yJbTAaT BUSIBICHHS B ILIEHTP
PO3MOIIEHOT CUCTEMH 1 MEpEeKHA YaCTUHA TTOBUHHA BUKOHYBATH 3aBJIaHHS 3 BUSBICHHS
aHOMAaJii B JIOKaJIbHIM Mepexi, B Hill HEOOX1JHO CHMHTE3yBaTH HACTYIIHI XapaKTepHI
BJIACTUBOCTI, METOAM Ta (PYHKIIIITHI MOXKIHUBOCTI:

1) neHTpaNi30BaHICTh (€MHUIN EHTP MPUHHATTS PillleHb) Y TPHUHATTI PIllICHb B
CUCTEMI,;

2) HAasBHICTh PIBHIB ie€papXii B NWUTaHHI TPUAHATTS PINICHb B PO3IOAUICHHX
YaCTHHAX IIEHTPY B yCIX KOMIIOHEHTAX CUCTEMH Yy BY3JaX MEPEXKi;

3) po3MO/IiIeHHs] KOMITOHEHTIB CHCTEMH Y PI3HHUX BY3J1aX B MEPEXKi;

4) caMOOpraHi30BaHICTh CHCTEMH TIPU MPUUHATTI PillleHh PO MOJAIBII KPOKH B
po0oTI cuCTeMH Ta il KOMIIOHEHTIB;

5) nunamiuHe GopMyBaHHS CHCTEMH B mpoiieci il (yHKIIOHYBaHHS, K i 4Yac
MIOYaTKOBOTO (POPMYBAHHS, TaK 1 B MPOIEC] TPUBAIOIO BUKOPUCTAHHS;

6) MepeKHUI MPOTOKOJ ISt B3AEMO/Iii KOMIIOHEHTIB ITPOEKTOBAHOI CHCTEMU;

7) nuHamivHe (OPMYBaHHS apXiTEKTypU CHCTEMH B Mporeci 11 PyHKIIOHYBaHHS 3
00OB’SI3KOBOT KOMIIOHEHTH, B SIKI YacTHMHA ILIEHTPY BEPXHBOTO PIBHS i€papxii, Ta
YaCTUHHM KOMITOHEHTIB CHCTEMH, HEOOOB I3KOBO BCIX KOMIIOHCHTIB;

8) GOyHKIIIOHYBaHHS XOCTOBHX KOMIIOHEHTIB CHCTEMH OKPEMO 3a BiJICYTHOCTI
[EHTPY CUCTEMH 1 BUKOHAHHS HUMU ITOBHOIIHHUX JI1i 3 BUSBJICHHS aHOMAJIHLHUX MIPOSIBIB
3aco0aMu IMIIJIEMEHTOBAHUX (PYHKIIII;

9) iMIUIEMEHTAIlis METO/IIB BHSIBIICHHS aHOMAJIl B KOMIT IOTEPHUX CHUCTEMax B
POEKTOBAHY CUCTEMY.

CuHTe3ylouM BHUJIIJIEHI XapakTepHI BIIACTUBOCTI, METOAUM Ta (PYHKIIHHI
MOJKJIMBOCTI, OTPUMYEMO CAaMOOPTraHi30BaHy  pO3MOJIIEHY CHCTEMY, sIKa 371aTHa
(GyHKIIOHYBAaTH B JIOKAJIBHIA KOMITFOTEPHIM Mepexi 1 BUPINIYBaTH 3aBAaHHS 3
BUSIBJICHHSI aHOMaNiil B KOMII'IOTEPHUX CHCTeMax MpHU HANOBHEHH1 ii BIJNOBIAHUM
(bYHKITIOHATIOM.

[IpencraBuMO camMOOpraHi3oBaHy pO3MOAUICHY CHUCTEMY SK MHOXHMHY il

KOMITOHEHTIB. Hexali mo3HaYMMO MHOXHUHOW Mgps MHOXHHY KOMIIOHEHTIB
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camoopranizoBanoi posmoxaiienoi cuctemu (SDS, self-organized distributed system).
KommnonenTtu cucremu no3sHaunMo Mgps ;, 7€ [ — 11e HOMep KOMIIOHEHTa cucteMu. LleHtp
CaMOOPIaHI30BaHOI PO3MOIIEHOI CUCTEMH TI03HAYUMO Yepe3 Mgps o, TOOTO 1€ eIEMEHT
MHOXXMHU KOMIOHEHTIB cuctemMu 1mpu [ = 0. Toal, MHOXHHY KOMIIOHEHTIB

CﬁMOOpI‘aHiBOBaHOT pOSHOI[iJ'ICHOI CHUCTCMHU 3a1aMO TaK:

MSDS = {MSDS,O' MSDS,li MSDS,Z' y MSDS,N}! (21)

ne N — KUIBKICTh KOMIIOHEHTIB CaMOOPTaHI30BaHOI PO3MOJILJIEHOI CUCTEMHU 0€3
BpaxyBaHHS KOMIIOHEHTH, SIKa MICTUTb LIEHTP.

Takum 4MHOM, 3arajibHa KiJIbKICTh KOMIIOHEHTIB CAMOOPTaH130BaHOI PO3MOIITIEHOT
cucteMu ctaHoBuTh N + 1. MiHiMalbHAa KUIBKICTHh KOMIIOHEHTIB CTAaHOBUTH OAWH. B
[[bOMY BUIIAJKy CAaMOOPTaHi30BaHa PO3MO/IIJIEHA CUCTEMA MACIITA0Y€EThCSA 3MEHIIICHHSIM
JI0 OJTHOTO KOMITIOHEHTY, AKUH 3a0e3neuye BUSBICHHS aHOMAaI B OJTHIM KOMII FOTEpHIN
CTaHIli 1 He MICTUTh (PYHKIIIOHATY 3 BCTAHOBJICHHS HACTYIMHUX KPOKIB BCIET CUCTEMH,
HaBITh SKIIO IEH €TMHUN KOMIIOHEHT CUCTEMH € TaKWUM, IKUH MICTHTh IIEHTP CHCTEMH.
SKI1110 X cucTemMa MICTUTh OUIbIIE OJHOTO KOMIIOHEHTIB 1 cepel HUX HeMAa€e TOTO, KU
MICTUTh I[EHTP, TOJAI BC1 BOHU (DYHKIIIOHYIOTH TE€X JJisi 3a0€3MCUCHHS BUSBICHHS
aHOMaJIli B CBOiX KOMIT FOTEPHUX CTaHUISAX, HE MICTATh (DYHKIIOHATY 3 BCTAHOBJIECHHS
HACTYITHUX KPOKIB BCI€1 CUCTEMH, ajie 3/IIMCHIOIOTh OOMIH B1JIOMOCTSMH PO 00’ €KTH, B
SKUX HUMH OyJIM BUSIBJICHH1 JpKepesia aHOMAJIbHUX TIPOSIBIB.

[IpenctaBuMO CHHTE30BaHy apxXiTEKTypy CaMOOpPraHi30BaHOi PO3MOAIICHOI
CUCTEMHU 3 BpaxyBaHHSAM ii MOJAHHS Yepe3 MHOXHHY KOMIIOHEHTIB Ta XapaKTEepHUX
BJIACTUBOCTEMN, METO1B BUSBIICHHS aHOMaNii, QYHKIIHHUX MOKIIMBOCTEN CTPYKTYPHOIO
CXEMOI0, SIKy 300paxkeH0 Ha puc. 2.1. ApXiTeKkTypa camOOpraHi3oBaHO1 PO3MOALICHOI
CUCTEMHU 3 BIIOOpaXEHHSM IICHTPY CHUCTEMH B SKOCTI KOMIIOHEHTH 300pa’keHa Ha

puc. 2.2.
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| | |
MSDS,1 MSDSZ - MSDS,a

Pucynok 2.1 - ApxiTekTypa caMOOpraHi30BaHOi PO3MOIIEHOT CHCTEMU

MSDS,O
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i KOXKHOIo 3
I

|

I
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|
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KOMMOHEHTIB

3B’430K
MiK
KOMMOHEHTaMu

Pucynok 2.2 - ApxiTekTypa caMmOOpraHi3oBaHOi pO3MOIIICHOI CUCTEMU 3

BIJIOOPaKEHHSAM LIEHTPY CUCTEMH B SIKOCTI KOMIIOHEHTH

B mpencrapiieHiil apxiTeKTypi CaMOOPraHi30BaHOI PO3MOAUICHOI CUCTEMH, Ha
BIJIMIHY BiJ] BIZIOMHUX PIIIIEHb, YOCKOHAJIEHO BHYTPIITHIO OPraHi3alliio B3a€MO/I11 YaCTUH
HEHTPY CHUCTEMH MDK PI3HHUMH DPIBHSIMH l€papxii Ta B 3aJIeXKHOCTI BiJI aKTUBHOCTI
KOMIIOHEHT CHCTEMHU B MEeBHMIA uac. L{e m1ano 3Mory po3noaiTuTy 4acTUHY 3a7a4 3 HEHTPY
Ha HIDKYUH PIBEHB i€papXii IJisi MPUHHATTA PIMICHHS B 3aJIE)KHOCTI BiJ] 3aCTOCOBYBAHUX
METO/IIB 3 BUSIBJICHHSI aHOMaJIili B KOHKPETHIN KOMIT FOTepHil cTaHilii. Kpim Toro, moain
3a/lay LEHTPY Ha YaCTHMHHU B 3aJI€KHOCTI BIJ iX MPU3HAYEHHS 1 32 YMOBH B1JICYTHOCTI
KOMITOHEHTH 3 BUIIMM pIBHEM i€papxii, B sSIKiii 3HAXOJUTHCS YACTUHY LEHTPY BCi€l
CaMOOPTraHi30BaHOI  PO3MOJIJIEHOI CHUCTEMH, Ja€ 3MOry 3JIMCHIOBAaTH OOMIH
MOBITOMJICHHSIMH TIPO BHSIBJICHHI JDKepesia OO0 ’€KTiB, SKI MPOBOKYIOTh aHOMAJbHI
nposiu. Lle € BaxIMBUM B KOHTEKCTI cieli(PiKK BUPILITYBAHUX 3a/1a4 CUCTEMOIO Ta YMOB

il (DyHKIIOHYBaHHS, 30KpeMa MpU PYHHYIOUMX BIUIMBAX 3J0BMHCHOTO MPOTPAMHOTO
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3a0e3neyeHHs. 300pakeHHS MICHb PO3MILIEHHS I[EHTPY MPUUHATTA pIlIeHb B

pO3pOo0ITIOBaHIN apXITEKTYypl CAaMOOPTraHi30BaHOI PO3IOIJIEHOT CUCTEMH TPEACTABICHO

Ha puc. 2.3.
OyHKITIOHAT Msps, 0
—— IlenTp
MPURHATTA
LI\ piniens B SDS
IleHTp TIPHITHATTS [{eHTp TpUMHSITTS [leHTp NMpUHHATTS
pIIEHb B \ pilleHb B T pIIICHD B
KOMITOHEHT!I KOMIIOHCHT1 KOMITOHEHTI
Msps, 1 [ MsDs, 2 ] -+ [Msps,N ]

OOMIH NOBIIOMJICHHAMH MIYK KOMIIOHEHTAMU
[TpuiiHATTS pileHb PO 0OMIH MOBIAOMIICHHSI

Pucynok 2.3 - Micus 1eHTpy NpUAHATTS pillleHb B apXITEKTypi caMOOpraHi30BaHO1

PO3IOIIICHOT CHCTEMH

B pesynbrari crnpoekToBaHa apXiTEKTypa CaMOOPTaHI30BaHOI PO3MOIIECHOL
CUCTEMHU Jla€ 3MOTY HapOIIlyBaTH ii MOXIJMBOCTI 3a pPaxyHOK HAalOBHEHHS
IMIIJIEMEHTOBAaHUMH METOJaMHU 3 BUSBJICHHS aHOMaJiii B KOMIT IOTEpHUX cuUcTeMax. B
apXITEKTypl CHCTEeMH pO3MojauieHI (yHKIII il MEHTpy MDK KOMIIOHEHTaMH, IO
NpUIIBUALLYE 0OpOOKY MOJIIN 32 paxyHOK 3/1MCHEHHSI 00poOKHU Oe3nocepeHbO y B3Il
Mepexi, B SKOMYy BiIOyBCS aHalli3 aHoOMajibHOro TmposiBy. KpiMm TOro, cucrema
CHPOEKTOBAHA TAKUM YMHOM, IO 1l KOMIOHEHTH MOKYTh OOMIHIOBAaTHCH Pe3yIbTaTaMU

00pOOKHM aHOMAJIbHUX MPOSBIB Ta BUSBICHUMH iX JKepeaamu.

2.2. MeTtoa miATPUMKH IUTICHOCTI CaMOOPraHi30BaHOI PO3IOIIICHOT CHCTEMH

PosnoniieHHs KOMIIOHEHTIB  CaMOOPTraHi30BaHOI PO3MOAUIEHOT CHCTEMHU
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aKTyami3ye mpoOsiemMy 3a0e3MedeHHs IITICHOCTI CUCTeMH Ta €(EeKTHUBHOI B3a€MOIi
KOMITOHEHTIB, OCKIJIbKM BC1 KOMIIOHCHTH PO3MIIIEHI Y PI3HUX By3Jax B Mepexi. Kpim
TOTO, MIATPUMKA IITICHOCTI CaMOOPTaHI30BAaHOI PO3MOIICHOI CHCTEMH 3a PaxXyHOK
opranizaiii eeKTHBHOI KOMYHIKaIlii MK HUIMHU € BOXJIMBUM 3aBJIaHHSAM 1 HE TIJIbKH 3a
HOpMaJIbHUX yMOB. Oco0sMBOi Baru e€()eKTUBHICTh B OpraHizailii Takoi KOMYHIKaIli B
HOIATPUMII LITICHOCTI CUCTEMH HaOyBa€ 3a yMOB PYHHYIOUMX BIUIMBIB 3JIOBMHCHOTO
MIPOTrpaMHOro 3a0e3MeYeHHs Ta KOMII IOTEPHUX aTak. ToMy, MEeTO/I I ATPUMKH ILJTICHOCTI
CaMOOPIaHi30BaHOI PO3MNOIIIEHOI CHCTEMH 32 PAXYHOK €(EKTHMBHOI KOMYHIKaIll MIX
KOMITOHEHTAaMHU TIOBMHEH 0a3yBaTHCh Ha HEBIJIOMOMY ISl 3JIOBMHUCHUKIB MEPE)KHOMY
MPOTOKOMI 1 MaTU HaOlp BapiaHTIB MOJAJBIIMX KpPOKIB BCI€i CHCTEMU 3a HACTaHHS
BIIMOBIAHUX YMOB. [HTerpaiis nux ABOX CKJIaJOBUX B METOJAlI MIATPUMKHU ILIICHOCTI
HEOOX1THA /JIsl TTOKpalleHHs O0e3neKku Oe3MoCcepeIHbO I CaMOi CUCTEMU MOPIBHSHO 3
IHIIUMHU  (DYHKITIOHYIOUUMH CUCTEMaMu (PYHKI[IOHYIOUMMH 32 BIJJOMHUMH MEPEKHUMU

MPOTOKOJIAMH.

MsDs, o

LenTp npuiHATTS Msps. i

pimeHb B SDS

LleHTp NpUUHATTSI

LleHTp NpUUHATTH
pimiecHb B Msps, 0

3acToCyBaHHs
METO1B BUABJICHHS
aHOMAJIIH

pimenb B Msps i

1=1,2, ..,N

Oprasnizaiist 0OMiHY
MOBITOMJICHHSIMH

3acTOCYyBaHHS
METO/I1B BHSIBJICHHS
a”HoMaJu

Komanau st
KOMIIOHCHT
CUCTCMHU

Oprasnizauis oOMiHY
MMOBIIOMJICHHSIMH

DOyHKIT BUKOHAHHS
KOMaHJ 7S
KOMITOHCHT CUCTEMH

Puc. 2.4 — ApxiTekTypa KOMIIOHEHT CUCTEMH Ta 3B’SI3KIB M)XK HUMHU

PosrisitHemo crnouatky (opMyBaHHS MEPEKHOTO MPOTOKOJY JJis OpraHizarii

B3a€MO/I1i KOMIIOHEHTIB. Bpaxyemo apXiTeKTypHi OCOOJIMBOCTI CUCTEMH B Till YacCTHHI,
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IO BITHOCUTHCS 10 PO3MOAUICHHS LEHTPIB MPUHHATTSA pimieHb. DakTUYHO came 3
HEHTPIB MPUUHATTS pillieHb OyAyTh HAIAXOIUTH BKA31BKU NP0 TMEpECUIaHHS JTaHMX.
Tomy, BpaxoByIOUYH TPU THIH 3B’S3KIB MK KOMIIOHEHTAMH CHCTEMH, SIK1 3aJIeKaTh Bi
PIBHIB i€papxii Ha SKWX BOHU PO3MIIICHI, OTPUMYEMO Pi3HI MapH €JIEMEHTIB MO TPHU
KOMITOHEHTH B KOKHOMY TaK:

1) (CSD 5,00 CsDS.i» 1) — BiloOpakae mepeaady KOMaHIu 3 IICHTPY BEPXHBOTO PiBHS,
KU NPUIMAaEMO TAKMM IO3HAYEHHAM SK Csps o, Csps,o € Msps g, 10 LIIEHTPIB CUCTEMH B
KOMITOHEHTAaX, SIKl 3HaXOJSAThCS Ha HUXKHBOMY PiBHI, TOOTO /IO IEHTPIB 3 MO3HAYCHHIM
Csps,is Csps,i € MSDS,i! nei = 1, 2, ,N,

2) (CSDS,i, Csps,0» 2) — BigoOpaxkae nepeaayy MOBIIOMIICHHS 3 [EHTPY HUKHBOTO
PiBHS, SIKUM IO3HAYEHO Csps i, Cspsi € Msps; 1 1e i =1,2,..., N, B IKOMYy MICTHTbCA
1H(dOopMaIris mpo MOXKIIMBI aHOMaTii TOOTO 310paHi XapakTepH1 03HAKH, SIKI TOTPEOYIOTh
00pOOKH, 10 IEHTPY BEPXHBOI'O PIBHA Csps o AJIA 3A1MCHEHHS 1X 00pOOKH;

3) (CSDS,i, CsDs,0 3) — BigoOpaxae nepenayy MOBIIOMIIEHHS 3 LIEHTPY HMXXHBOTO
PIBHSA, SIKMH IO3HAYEHO Csps i, Csps; € Msps; 1 Ae i = 1,2,...,N, B AKOMy MICTUTBCS
1H(dopMartis mpo pe3ysbrat 00poOKH aHOMAJTIi B 11 KOMIIOHEHTI JI0 IIEHTPY BEPXHBOTO
PIBHA Csps o;

4) (CSDS’I-, Csps,j» 4) — BijoOpakae mepeaavy MOBIIOMJICHHS 3 IEHTPY HUKHBOTO
PIBHS, SKMH IO3HAYEHO Csps i, Cspsi € Msps; 1 ne i = 1,2,...,N, B AKOMy MiCTUTbCS
1H(pOopMaIlis PO MOKIIMBI aHOMaJIli TOOTO 310paHi XapaKTepHI O3HAKH, K1 MOTPEeOYIOTh
00pOOKH, 10 LEHTPY LBOTO K PIBHA Cspg j JUIA 3MIMCHEHHS 1X 0OPOOKHU 3a yMOBH j # I,
i=1,2,..,N,j=1,2,...,N;

5) (CSDS,i, Csps,j» 5) — BigoOpaxkae mepenaydy MOBIIOMIICHHS 3 IEHTPY HUXKHBOTO
PIBHS, SIKMH MO3HAYEHO Csps i, Csps; € Msps; 1 Ae i = 1,2,...,N, B AKOMy MICTUTBCS
1H(DOopMaItis mpo pe3yiabTaTH 00pOOKK aHOMAJIIi B 11 KOMITOHEHTI, IO IIEHTPY IBOTO K
piBHS Csps,j WIS 3MiCHEeHHS X 00pobku 3a ymosu j # i,i =1,2,...,N,j =1,2,...,N;

6) (CSDS’i, Csps,j» 6) — BigoOpaxae rmnepefadyy MOBIAOMIIEHHs (IIpU HAasBHOCTI

BIJJOMOCTEH MPO BIJCYTHICTh KOMIIOHEHTH B CUCTEMI 3 IICHTPOM BEPXHBOT'O PiBHSI, TOOTO
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(GaKTUYHOrO IIEHTPY NPUMHATTS PIlIEHb B CUCTEMI) 3 LEHTPY HUKHBOTO PIBHS, SKUN
IIO3HAYEHO Csps i, Cspsi € Msps;iaei = 1,2, ..., N, B AKOMy MICTUTBCS 1H(pOpMaLis ITPo
MOXJIMBI aHOMaJIii TOOTO 310paHi XapakTepHI O3HAKH, sIKI MOTpeOyroTh 0O0pOOKH, 0
LIEHTPY LBOTO K PIBHA Cspg j A1 30IMCHEHHS iX 00poOKku 3a ymoBu j # i,i =1,2,..., N,
j=1,2,..,N;

7) (CSDS’i, Csps,j» 7) — BlIOOpakae mepenady IOBIIOMJICHHS (MPU HAsIBHOCTI
BIJTOMOCTEH MPO BIJICYTHICTh KOMIIOHEHTH B CUCTEMI 3 IICHTPOM BEPXHBOT'O PiBHSI, TOOTO
(baKTUYHOTO IIEHTPY MPUUHATTS PIIIEHb B CUCTEMI) 3 IEHTPY HIXKHBOTO PIBHS, SKHI
IO3HAYEHO Csps i, Cspsi € Msps;iaei = 1,2,..., N, B AKOMy MICTUTBCS 1H(pOpMaLis ITPo
pesynbTatd 00pOOKHM aHOMAJIi B 11 KOMIIOHEHTI, IO LIEHTPY IbOTO X PIBHS Cspg j I
3niiicHeHHs iX 00poOku 3aymoBu j # i,i=1,2,...,N,j =1,2,...,N,

8) (CSDS’O, CsDs, j» 8) — BijjoOpaXkae mepenady MoBiIOMJICHHS 3 IIEHTPY BEPXHBOTO
PiBHS, AKHMH IO3HAYEHO Cspsos Cspso € Mspso, B AKOMY MICTHThCA 1HQOpMaLis Ipo
MO>KJIMB1 aHOMauTii TOOTO 310paHi XapaKTepHI O3HAaKH, AKi MOTpeOyIOTh 0O0pOOKH, 10
LEHTPY HUKHBOTO PIBHS Cgps, j JUIA 3MIMCHEHHS iX 00poOKHM 1pu npomy j = 1,2, ..., N;

9) (CSDS,O, Csps, j» 9) — BiIOOpaXkae mepenady NOBIIOMIIECHHS 3 IIEHTPY BEPXHBOTO
PIBHS, AKHH MO3HAYEHO Csps o, Cspso € Mspso 1 A€ i = 1,2, ..., N, B IKOMy MIiCTUTBCS
1H(dOopMaItis mpo pe3yabTaTi 00pOoOKH aHOMATIT B 111 KOMITIOHEHTI, /10 IEHTPY HUKHBOTO
PIBHS Cgpg,; JUIA 3I1HCHEHHS iX 00pOOKHM mpu upomy j = 1,2, ..., N;

10) (CS Ds,i» CSDS,00 10) — BII0OOpakae nepeaady NoBIJOMIICHHS 3 IIEHTPY HUKHBOTO
PiBHS, SIKUM TO3HAYEHO Csps; 1 A€ § = 1,2,...,N 10 UEHTPY BEPXHBOIO PIBHS Cspgs o,
Cspso € Mspso s i=1,2,..,N 3 METow MOBIJOMIIEHHS NP0 BBIMKHEHHS

KOMIT FOTEpHOT CTaHIli B MEPEXi 1 YCHINIHWK 3amycK MpPOrpaMHOrO 3a0e3MedeHHS
KOMITOHEHTH CUCTEMH, TOOTO MOBIAOMIIEHHS MPO TOTOBHICThH J0 MOYATKY POOOTH SIK

YaCTUHU CUCTEMH,
11) (CSD 5,00 Csps,ir 1 1) — BimoOpakae nepenady MoBiIOMIICHHS 3 IEHTPY BEPXHBHOTO
PIBHS, KM IO3HAYEHO Csps o A0 LEHTPY HUKHBOTO PIBHA Csps; 1 Ae i = 1,2, ..., N ms

[ =1,2,..., N 3 MeTOI0 OBI1IOMJICHHS IPO BBIMKHEHHS KOMIT IOTEPHOI CTaHIIIi B MEPexi
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1 YCHIMIHUKA 3amyCcK MpPOrpaMHOro 3a0e3MeyYeHHs KOMIIOHEHTH CHUCTEMH, TOOTO
MOBIJJOMJICHHST PO TOTOBHICTH JO MOYaTKy pOOOTH $IK YAaCTMHU CHUCTEMH, B SKiH
GYHKITIOHYE IEHTP CHUCTEMH, TOOTO OHOBJICHHS JAHWX MPO HAsABHY B JAHUW MOMEHT
apXITEKTYypY;

12) (CSD s.i»CsDs,07 12) — BIIOOpakae nepeaavy noBIIOMIICHHS 3 IIEHTPY HUKHBOTO
PiBHS, SIKUM IO3HAYEHO Csps; 1 A€ § = 1,2,...,N 10 HEHTPY BEPXHBOIO PIBHA Cspgs o,
Csps,o € Mspso 3 METOIO IOBIIOMJICHHS IPO KOPEKTHE BMMKHEHHS KOMII FOTEPHOI
CTaHI[li B MEPEXl 1 YCIHIIIHE 3aBEpUICHHS pOOOTH NPOrpaMHOro 3abe3neyeHHs
KOMITOHEHTH CHUCTEMHU 13 30€pEKEHHSAM XapaKTepHUX O3HaK MPO(]UII0 KOMIT IOTEpHOT
CTaHIIIi B MEPEXKI;

13) (CS DS,00 CSDS,i» 13) — BiIoOpaskae nepeaavy noBiIOMICHHS 3 IIEHTPY BEPXHBOTO
PIBHSA Cspg o MO LEHTPY HUKHBOTO PIBHA Csps i, Cspsi € Msps i, Cspso € Mspso A [ =
1,2,..j—1,j+1,..,N, j#1i 3 METOI TNOBIJOMJEHHA MPO BHUMKHEHHS | -TOl
KOMIT'IOTEpHOT CTaHIlli B MEpEeXl 1 YCHIIIHE 3aBepUIeHHsS pPOOOTH MPOTPaAMHOTO
3a0e3MeyeHHs] j -TO1 KOMIIOHEHTH CHCTEMHU 13 30€pEeKeHHSIM XapaKTepHUX O3HAK
npod1Ir0 KOMIT FOTEPHOT CTaHIIi1 B MEPEXk1, TOOTO MOBIOMJICHHS BCIM PEIIITI aKTUBHUM
KOMITOHEHTaM CHUCTEMHU PO HASBHY apXIiTEKTYpPy CHCTEMH,

14) (CS Ds,j» CSDS,is 14) — BII0OOpakae nepegady moBiIOMJIEHHS 3 LIEHTPY HUKHBOTO
PIBHSA, AKMA MO3HAYEHO Cgpg; JO PELITH AKTMBHUX LEHTPIB HWKHBOTO PIBHA Cgps i,
Cspsi € Msps; nna i =1,2,..j—1,j+1,..,N, j# [ 3 METOI0 NOBIIOMJIECHHA PO
KOpPEKTHE BUMKHEHHS j -TOI KOMIT IOTEPHOI CTaHIIi B MEPEXi 1 YCIIITHE 3aBEPIICHHS
pobOTH MporpamMHOro 3a0e3medyeHHs j-TOi KOMIIOHEHTH CHCTEMHU 13 30€peKeHHSIX
XapaKTEPHUX O3HAK MPOQLITI0 KOMIT FOTEPHOI CTaHIlli B MEPEXKi;

15) (CS DS,00 CSDS,i» 15) — Bi1oOpaskae nmepeavy moBiIOMIICHHS 3 IIEHTPY BEPXHBOTO
PIBHA Csps o, Csps,0 € Msps o 10 LEHTPY HUKHBOIO PIBHA Csps i, Csps,i € Msps; A [ =
1,2,..j—1,j+1,..,N, j#i 3 MeTow MNOBIIOMJICHHS MpO TpodiemMu B j - TiH
KOMIT FOT€pHINA CTaHIli B Mepexi 1 HaJCWJIaHHS il KOMaHAM 3 BUMOTOI0 OJOKYBaHHS
poboTH TporpaMHOro 3a0e3nedyeHHs B Hi 1 MPUMYCOBOTO 3aBEpIICHHS pPoOOTH

IPOrpPaMHOTO 3a0€3MEUYCHHS j -TOi KOMIIOHEHTH CUCTEMHU 13 30€peKEHHSIM XapaKTePHUX
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O3HaK TPO(dUTI0 KOMIT IOTEPHOT CTaHIli B MEpPeki, TOOTO MOBIIOMJIEHHS BCIM PEMITi
aKTUBHUM KOMITOHEHTaM CHUCTEMHU PO 3MIHY HAsSBHOI apXITEKTypHU CUCTEMH OB’ sI3aHO1
3 BUWIYYEHHSM j -TOI KOMIIOHEHTH CUCTEMU;

16) (CSDS’ j» CsDS,is 16) — BiJIOOpaXkae Iepenavy MOBIJOMIICHHS BiJ LIEHTPIB BCIX
PiBHIB JI0 PEIITH LEHTPIB BCIX PIBHIB Csps i, Cspsi € Msps; ana i =0,1,2,...j —1,j +
1,..,N, j # i 3 METOI MOBIJIOMJICHHSI MPO aPXITEKTYpy CPOPMOBAHOI PO3MOAIICHOT
CHUCTEMH, B SIKY YBIMIIM BCl MOYATKOBO 3aJaHi KOMIIOHEHTH 1 iX TOTOBHICTH /0
BUKOHAHHS 33J]aHUX (PYHKI[IH YU MPOJIOBKEHHS POOOTH.

Bci moBimoMiIeHHST MDK KOMIIOHEHTaMH CHUCTEMH OOOB’SI3KOBO OOpOOJISIOTHCS
LEHTPAMHU TPUNHATTS PIlIEHh B KOMIIOHEHTAX, HE3aJEXKHO BiJI TOrO JO SIKOTO PIBHSA
lepapxii BOHU BIIHOCSTHCSA, 1 TUIBKHA IMICJIsI OOpOOKM IOBIIOMJICHh YHM CXBaJCHHS
OTPUMaHUX KOMaHJI HUMHM BOHHM MIJAAIOThCs OOpOOIll YW BHUKOHAHHIO 1HIIUMU
YaCTUHAMHU KOMITOHEHT CUCTEMH.

31 cTapTy KOMIT'IOTEpHUX CTaHIIA B MEpEeXl MOKE BUSBHUTHCH CHUTYallis, KOJIU
BHU3HAUYEHA KOMII'IOTEpPHA CTaHIS, B SIKIM 3HAXOAUTHCA LEHTP MNPUUHATTA pIIIEHb
CUCTEMHU, TIEPIIIOI0 BBIMKHETHCS 200 Oy/ie BBIMKHEHOIO PaHIIIe 1HIIUX KOMIT FOTE€PHUX
CTaHIlIM, B SKMX pelITa KOMIOHEHT CHUCTEMHM, TOJ[I BUKOHAHHS TMOJIl, SKa OIHUCaHa
TPIAKOIO €JIEMEHTIB (CSDS’l-, Csps,00 10), Cspsi € Mspsi, 1 =1,2,...,N, ¢cspso € Mgps o,
BIIOY/IeTbCSl TUIAHOBO 1 TMOAAJIBIII KPOKM 3 I[epeAadl MOBIAOMIIEHb OyayTh
CTaHJAapTHUMH.

K10 K BUSBUTHCS, 1110 KOMIT FOTEpHA CTaHIIIs, B SIKIM 3HAXOJAUTHh KOMITOHEHTA 3
LHEHTPOM NPUHHATTS pIIEHb CUCTEMH, YBIMKHETHCS II3HIIIE THUX KOMII FIOTEPHHUX
CTaHIIIH, B IKUX 3HAXOJATHCS PEITa KOMIIOHCHTIB CUCTEMH, TOJ[I BAKOHAHHS TOi1, SKa
onHcaHa TPIKKOIO EJIEMEHTIB (CSDS,O, Csps.is 11), i=1,2,..,N BiaOynerbcsa B
HecTaHIapTHUH crociO. Lle 3ymMoBiieHO THM, 110 Mi3HE YBIMKHEHHS CTaHIlT abo B3araii
301ii B H1it MOKYTbh OyTH BUKJIMKAHI PYWHYIOUMMH BIUIMBAMU 3JI0BMUCHOTO ITPOTPaMHOTO
3a0e3nedeHHsT a00 KOMIT'IOTEpHHX aTak. KOMIIOHEHTH CHCTeMH, B SKUX IIEHTP
BIJIHOCUTBHCS JI0 HWIKHBOTO pIBHS, BCTAHOBJATH (PAKT BiJICYTHOCTI KOMIIOHEHTH 3

IIEHTPOM BEPXHBOI'O PIBHS CUCTEMH 1 OyAYTh 3A1MCHIOBATH OOMIH IMOB1IOMJICHHSIMU MIXK
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co0010, TIOKM LIEHTP CUCTEMH 3HOBY HE IMOBIJOMHUTH iX MpPO CBOIO AKTUBHICTH Ta
TOTOBHICTB J10 poOOTH. AJie TIATBEPKEHHS TaKUX /il Oy/ie 3/11IMCHIOBATUCH 3a IEBHUM
QITOPUTMOM, 00 YHEMOXUIMBUTH 30BHINIHE BTPYYAaHHS MiAMIHOO KOMIIOHCHTH 3
IIGHTPOM BEPXHBOT'O PIBHSA CHUCTeMH. JSIKIIO TIEBHI  KOMIT'IOTEpHI  CTaHIIIi
BUMHMKATUMYThCSl 4epe3 TMEBHUM Mepiojl, TO KOMIIOHEHTH MPUCYTHI B HHUX OyAyTb
HAJICWJIATH TTOBITOMJICHHS 1

KoMmanu, siki HaIXOJATh 3 LIEHTPY BEPXHBOTO PIBHSA CUCTEMH JI0 LIEHTPY CUCTEMHU
HIDKHBOTO PIBHSA CTOCYIOThCSI HACTYNMHHUX TMOJIM YW CTaHIB: MPU3YNUHUTU POOOTY
KOMIIOHEHTH; OOpOOUTH JaHl XapaKTepHUX O3HAK JUIsl JOCIIJKEHHS Ha aHOMAIii;
BIJIHOBUTU POOOTY KOMIIOHEHTH; HAJICIaTH KOMIIOHEHTI 3 IIEHTPOM HIKHBOTO PIBHS
MOBIJJOMJIEHHS a00 BKa3aHy KOMaHAy, TOOTO 3[1MCHUTH HENpsIME 3BEPHEHHS J0 1HIIOL
KOMITOHEHTH CUCTEMU; HAJIaTH JaHHI PO MOTOYHUMN CTaH KOMIT FOTEPHOI CTaHIli, TOOTO
po mpod ik 11 XapaKTepHUX 03HAK Ta JOCIIKYBaHUX 03HAK Ha aHoMaJii. Kpim koman,
3 LEHTPY BEPXHBOT'O PIBHS CUCTEMU MOXKYTh HAJIXOJIUTH MOBIIOMJICHHS 3 1H()OpMAIIETO,
Ky Tpeba OIpaIfoBaTH, nepeciaTi B 1HITY KOMIIOHEHTY 4 30epiraTi.

I'pad 3 nyramm mepexoniB, B SIKOMY BPaxOBYIOTbCS TPH THIHU 3B’SI3KIB MIX
KOMITOHEHTAaMU CHCTEMH, IO 3aJIeKaTh BiJl PIBHIB i€papXii HA AKUX BOHU PO3MIIIEHI,
300pakeHo Ha puc. 2.5.

BinoOpaskeHHs 3B’13K1B M1’k KOMIIOHEHTaMHU PO3MOJIIJIEHOI CHCTEMH Ta MOAISIMH,
K1 MOKYTb OyTH OTIpalibOBaHi1 CUCTEMOTO 13a1aHi enemenTamu (1-16), va rpadi 3 ryramu
NEepexXoAiB € 3aBEpUICHUM 1 HE MICTUTh BUCAYMX BEPIIMH NEPIIOTO CTYIMEHS, TOMY
OMMCaH1 MO/11 3aJaHUMHU €JIEMEHTAMHU € JI0CTaTHIMU JIJIsI 3a0e3MeueHHs PYyHKIIIOHYBaHHS
PO3MOIIEHOT CUCTEMHU Ta MOXKYTh OYTH IMIUIEMEHTOBaHI B KPOKaX METOY MIATPUMKHU
IUJIICHOCTI CaMOOPraHi30BaHOI PO3MOJUICHOI cucTeMu. JloaBaHHS HOBUX TMOJii, SKI
MOXYTb BiJIOYBaTUCh B CHCTEMI Ui OOPOOJISTUCH B Hil, € MOKIIUBUM, 00 3B’SI3KU B rpadi
BIJIOOpaXKalOTh 3aMKHYTICTh BCIX TOJIA, a iX 30UTbIIEHHS (PAKTHYHO JO3BOJISTHME
HapollyBaTH (YHKIIIOHAIBHI MOMKJIMUBOCTI CaMOi CHCTEMH, OCKIIBKH KIJIBKICTh
KOMIIOHEHTIB MIPH IbOMY HE 3011bIIIyBaTUMETHCS.

[lepenik moganabIIMX KPOKIB CUCTEMU BU3HAYATUMETHCS CTaHAMH, B SIKI MOXKeE

BXOJINTH CaMOOPTaHI30BaHa PO3MOIijIeHa cucTemMa abo il KoMnoHeHTu. Takox, 11l CTaHU
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3aJIe)KaTUMYTh BiJl KUIBKOCTI aKTUBHUX KOMIIOHEHTIB CUCTEMH, CTaHYy B KOMII IOTEPHUX
CTaHIIsIX B Mepexi. I, mpu mpomy, 111 cTaHU OyAyTh B 4YaCOBOMY BUMIpI MPOMIKHUMH,
OCKUIbKM CHCT€Ma JUHAMIYHO 3MIHIOBAaTHMME CBOIO apXITEKTypy Ta MEPEeXOJUTHME 31
cTaHy B cTaH. CTaHM 3aJ1€KaTh B/l CTAHIB KOMIIOHEHTIB CUCTEMH, IPUUOMY SIK AKTUBHUX,

TaK 1 BAMKHEHUX a00 BHIIYYCHUX CHUCTCMOIO.
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Pucynox 2.5 - I'pad 3 nyramu nepexo/iiB

Meron miATPUMKH LUTICHOCTI apXITEKTYpH CaMOOPTaHi30BaHOI PO3MOALICHOI
CUCTEMHU B JIOKAIBHUX KOMIT FOTEPHUX MEPEKax BKIIIOYAE TaKi iTepaliiiHl KPOKH:

- Kpok 1: BUKOHaHHS (CSDSJ-, Csps,07 10) nepenayl MOBIJOMIJIEHHS 3 ULEHTPY
HIDKHBOTO PIBHS JI0 LIEHTPY BEPXHBOI'O PiBHS, Csps g € Mspso mnai = 1,2, ..., N 3 MeTO10
MOBIJJOMJICHHSI TTPO BBIMKHEHHSI KOMIT FOTEPHOI CTAHIIl B MEpeXi 1 YCHIIIHUI 3ammycK
IpOrpaMHOro 3a0e3neyeHHs] KOMIIOHEHTH CHUCTEMH, TOOTO TMOBIJOMJIEHHS TMPO
TOTOBHICTb JI0 MOYATKy POOOTHU SIK YACTUHU CUCTEMH,

- KPOK 2. BUKOHAHHSI (CSD 5,0 CSDS, i) 1) JUTSI TIepeiadl KOMaHAM 3 IEHTPY BEPXHbOTO
PIBHS JI0 IIEHTPIB CUCTEMH B KOMIIOHEHTAX, Kl 3HAXOJSTHCS HA HUKHHOMY pIBHI, 1
OTpPUMaHHsI MiITBEPYKEHHS PO OTPUMAHHS KOMaH[IH,

- KpOK 3: BUKOHAHHS KOMAaHIUd B KOMIIOHEHTI 3 ILIEHTPOM HHXYOTrO pIBHS 1
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HAJICUJIaHHS 3BITY KOMIIOHEHTI CUCTEMH 3 IIEHTPOM BHILIOTO PIBHS;

- KpOK 4: BUKOHaHHSA (CSDS’I-, CSDs,0/ 2) Ta BUKOHAHHA (CSDS’i, Csps,j» 4) ISt
HaJICUJIaHHS TTOBIAOMJICHHSI 3 LIGHTPY HUXKHBOTO PIBHS, B IKOMY MICTHThCS 1H(GOpMAIlis
PO MOKJIMBI aHOMaJII1 TOOTO 310paHi XapakTepHi 03HAKH, SIKI MOTPeOYI0Th 00pOOKH, 10
IIEHTPIB BEPXHHOTO Ta HWYKHBHOTO PIBHIB JIJIs 3A1HCHEHHS X 0OpOOKHU;

- KpPOK D! BHKOHAHHS (CSDS’i,CSDS’O, 3) Ta BUKOHAHHS (CSDS,L'I Csps 5) IS

g
HaJICUJIAaHHS TTOB1IOMJICHHS 3 IIEHTPY HMXKHBOTO PIBHSI, B IKOMY MICTUTBCS 1H(pOpMaIlis
PO pe3ysbTaTH OOPOOKM aHOMaJi J0 IEHTPIB BEPXHHOTO Ta HUKHBOTO PIBHIB IS
3JIIMCHEHHS X 00pOOKH;

- KpPOK 6: BUKOHAHHS (CSDS,l-, Csps,j» 6) JUTSl HAJICWJIAHHS TIOBIJIOMJICHHSI 3 LICHTPY
HUKHBOTO PIBHSA, B IKOMY MICTUTHCA 1H(POPMALIisl PO MOAIMBI aHOMaI TOOTO 310paHi
XapakTepHlI O3HAaKW, SIKI MOTPeOyrOTh OOpPOOKH, J0 UEHTPIB HUKHBOIO PIBHIB IS
3MIICHEHHS IX 00pOOKHU 32 YMOBH BIJICYTHOCTI IIEHTPY BEPXHBOT'O PIBHA,

- KPOK 7. BUKOHAHHS (CSDS,i, Csps,j» 7) JUTSl HAJCWJIAHHS TTOBITOMJICHHSI 3 IICHTPY
HUKHBOTO PIBHS, B IKOMY MICTUThCS 1H(OpMAITis TPO PE3yIbTaTH 00pOOKU aHOMATIT 10
[EHTPIB HIKHBOTO PIBHIB /IS 31HCHEHHS X OOpOOKH 32 YMOBH BIJICYTHOCTI IIEHTPY
BEPXHBOT'O PIBHS,;

- KpOK 8: BUKOHaHHS (CSDS’O, Csps, j» 8) JUTSl HAJICWJIAaHHS TOBIIOMJICHHS 3 IICHTPY
BEPXHBOT'O PIBHS, B IKOMY MICTUThCA 1H(POpPMALIisl IPO MOKIIMBI aHOMaJIii ToOTO 310paHi
XapakTepHI O3HaKW, SIKI MOTPeOyIOTh OOpPOOKH, 10 IEHTPIB HUKHBOTO PIBHIB IS
3MIMCHEHHS X 00pOOKH;

- KpOK 9. BUKOHaHHS (CSDS’O, Csps,j» 9) JUTSL HaJICUJIaHHS TIOBIJOMIICHHS 3 LEHTPY
BEPXHBOTO PiBHSI, B SIKOMY MICTUThCSA 1H(OpMAITis IPO pe3ybTaTh 00pOoOKH aHOMAJTIT 10
IIEHTPIB HUKHBOTO PIBHIB JJIs1 371HCHEHHS iX 00pOOKH;

- kpok 10: BUkoHaHHS (CSDS’O, CsDs, j» 11) JUIS. HAJICWJIaHHS TOBIAOMJICHHS 3
IIEHTPY BEPXHBOTO PIBHS BCIM aKTUBHUM KOMIIOHEHTAM 3 METOKO IMOBIJIOMJICHHS TIPO
BBIMKHEHHSI KOMIT'FOTEPHOI CTaHLIi B MeEpeXi 1 YCHIINIHWI 3amycK MpOorpamMHOro
3a0€3Me4eHHs! J-TOI KOMIIOHEHTH CHUCTEMHU, TOOTO MOBIIOMJIEHHSI MPO TOTOBHICTH [0

MOYaTKy pOOOTH SIK YaCTUHU CHUCTEMHU, B SIKIH (QYHKIIOHYE LIEHTP CUCTEMH;
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- Kpok 11: BUKkOHaHHs (CSDS’i, Csps,07 12) U Tiepeavi MOBIAOMIICHHS 3 LEHTPY
HIDKHBOTO PIBHS JIO IIEHTPY BEPXHBOTO PIBHS 3 METOIO MOBIIOMIICHHS MPO KOPEKTHE
BUMKHEHHSI KOMIT FOTEPHOI CTaHIi B Mepexi 1 YCIIIIHEe 3aBeplieHHsS poOoTH
POrpamMHOro 3a0e3MeYeHHs] KOMIIOHEHTH CUCTEMH 13 30€pEKEHHSIM XapaKTePHUX O3HAK
npodiTI0 KOMIT FOTEPHOI CTaHIIIi B MEPEXKi;

- KpoK 12: BUKOHAHHS (CSDS,O, Csps,i» 13) JUISL TIepeiayul TOBIOMIICHHS 3 IICHTPY
BEPXHBOTO PIBHS JI0 LIEHTPY HMXKHBOTO PIBHS 3 METOIO MOBIIOMJICHHS ITPO BUMKHEHHS |
-TOi KOMIT'IOTEPHOI CTaHIlli B MEpEeXl 1 yCHINIHE 3aBepIIeHHS POOOTH MPOrpamMHOTrO
3a0e3MeyeHHs] j -TOI KOMIIOHEHTH CHCTEMHU 13 30€peKeHHAM XapaKTepHHX O3HaK
pod1Ir0 KOMIT FOTEPHOI CTaHIIii B MEpeki, TOOTO MOBIAOMIICHHS BCIM PEIITI aKTUBHUM
KOMITOHEHTaM CHUCTEMH PO HASBHY apXiTEKTypPy CHCTEMH,

- Kpok 13: BUKOHAHHSA (CSDS’ j» CsDs,is 14) JUISL TIepefadl MOBIIOMJIEHHS 3 LEHTPY
HUKHBOTO PIBHS JIO PEILITH aKTUBHUX IIEHTPIB HUKHBOTO PIBHS 3 METOIO MOBIJOMJICHHSI
PO KOPEKTHE BUMKHEHHSI J -TOi KOMIT I0T€PHOI CTaHLIi B MEPEKI 1 YCIIIIHE 3aBEPLICHHS
poOOTH TporpamMHOro 3a0e3MedYeHHs] j-TOT KOMIIOHEHTH CHCTEMH 13 30epeKeHHSIM
XapaKTEPHUX O3HAK MPOQLII0 KOMIT FOTEPHOI CTAaHIli B MEPEXI;

- Kpok 14: BUKOHaHHS (CSDS’O, Csps.i» 15) JUIsL TIiepesiadi OBIAOMIIEHHS 3 LICHTPY
BEPXHBOT'O PIBHS /10 LIEHTPY HIXKHBOTO PIBHS 3 METOIO MOBIIOMJIEHHS IPO IPOOIEMHU B |
- TIA KOMIT IOTEPHIH CTaHIIIT B MEpeXI1 1 HAJICUIaHHS T KOMaH]I1 3 BUMOTOI0 OJIOKYBaHHSI
poOOTH TPOrpamMHOro 3a0e3NeyeHHs B HIA 1 NPUMYCOBOTO 3aBEpLIECHHS pPOOOTH
POrpaMHOro 3a0e3MeYeHHs j-TOI KOMIIOHEHTH CUCTEMH 13 30€PEKEHHAX XapaAKTEPHUX
O3HaK MpO(UII0 KOMII'IOTEPHOI CTaHIi B MEpexXi, TOOTO IMOBIJIOMJICHHS BCIM PEIINTi
aKTUBHUM KOMITOHEHTaM CHUCTEMH IPO 3MIHY HasSBHOI apXiTEKTypH CHCTEMH ITOB’3aHO1
3 BIJIYYCHHSIM J-TO1 KOMIIOHEHTH CUCTEMHU;

- Kpok 15! BUKOHaHHS (CSDS’ j» CsDs,iv 16) JUIS TIepe1adi MOB1IOMJICHHS Bl IICHTPIB
BCIX PIBHIB /IO PEIITH LIEHTPIB BCIX PIBHIB 3 METOIO IMOBIJIOMJICHHS MPO apXITEKTypPy
chOpMOBaHOI PO3MOIIJICHOI CUCTEMH, B AKY YBIAIIUTH BC1 TOYATKOBO 33J/1aHI KOMITOHEHTH
11X TOTOBHICTh JI0 BUKOHAHHS 33JIaHUX (PYHKIIIM YU MPOJAOBKEHHS POOOTH.

Cxema Merony MIATPUMKH LUTICHOCTI apXITEKTypd CaMOOPraHi30BaHOi
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PO3MOJIIEHOT CUCTEMHU B JIOKAJbHUX KOMIT IOTEPHUX MeEpexax MOJsrae B TOMY, L0 B
HOT0 KpOoKax BpaxOBaHO CTaHU KOMIIOHEHTIB CUCTEMH, IEPEXOAN MIK KOMIIOHEHTAMH 1
3aBIIIKH 3aKJIaJICHUM B HBOTO KPOKaM BCSI PO3MO/IJICHa CUCTEMa MOKE BU3HAYATH CBOI
noaanbir Kpoku. OcHOBHI Kpoku (1-15) mMeTony BHUKOHYIOTHCS HE MOCIHIJIOBHO, a
BI/IMOBIAAIOTh 1TEpAIliHIA CXeMi 3 OJHOYACHUM IapajeIbHUM BUKOHAHHSIM IEBHHUX
KPOKIB B PI3HMX KOMIIOHEHTaX OJHOYAcHO. TOOTO MeBHA KUIBKICTh KPOKIB MOXKeE
BUKOHYBAaTHCh MapajeiabHo. YacTMHa KpPOKIB MOXKE B TIEBHUA MOMEHT 4Yacy He
BUKOHYBATUCh. [lepexia cucteMu 10 BU3HAUCHHMX IMOJATBIINX CTaHIB B1IOYBA€ThCS Ha
OCHOBI BHUKOHAHHSI NEBHHUX KpPOKIB METOAY 1 3aJ€KHUTh Bl CYKYIHOCTI MOXJIHBUX
3aJJaHUX CTaHiB, ajge (PaKTUYHO CUCTEMA 1 II KOMIIOHEHTHU NEPEXOJATh 10 BUKOHAHHS
BU3HAYEHUX KpPOKIB METONY, TOOTO MEepeXoaud 10 HACTYIHHUX CTaHIB CHCTEMH 1
KOMIIOHEHTIB BIANOBIJAIOTh BU3HAYEHUM LIEHTPOM CUCTEMHU JJIsi BUKOHAHHS HACTYITHUX
KpokiB Merony. lle Hamae 3Mmory peani3yBaTu 3a paxyHOK TakOIro HIAXOAY TaKy
XapaKTePUCTUKY CUCTEMU SIK CAMOOPIraHi30BaHICTh, 1110 Ha BIJAMIHY BiJl 1HIIUX METO/IIB,
K1 BPaXxOBYIOTb JUIsl IEPEXO/IIB IUCKPETHI CTAHU CUCTEMHU a00 IHTEPBAIbHI MTPOMIKKHU
JUIsl BU3HAYEHHS CTaHIB CUCTEMHU YU 1i KOMIIOHEHTIB, BPAXOBY€E JIJISl IEPEXO/IIB B SIKOCTI
METH I HACTYIHUX 1 BUKOHAHHS KPOKIB METO/y. 3aBEpUICHHSIM BUKOHAHHS KPOKIB
METOJy 3a YMOB KOPEKTHOI'O BHMKHEHHS KOMII FOTEPHUX CTaHLIA Ta MPOrpaMHOTrO
3a0€3MeUYEeHHs]  KOMIIOHEHTIB  CUCTEMH  OyJe  3aBeplieHHA  (DYHKI[IOHYBaHHS
CaMOOPTaHI30BaHOT PO3MOIITICHOI CUCTEMH.

Takum 4YMHOM, pO3pOOJIEHO METOJ MIATPUMKH LITICHOCTI apXiTEeKTypu
CaMOOPIaHi30BaHO1 PO3MOIJIEHOI CUCTEMH B JIOKAJIBHUX KOMIT IOTEPHUX MEpPEkKax, 110
BpPaxOBY€ CTaHW KOMIIOHEHTIB CHUCTEMH, MEPEXOAM MiK KOMIIOHEHTAMH 1 BU3HAYa€
nojaaJblIl Kpoku cucteMu. Lle n03Bosnio OyayBaTH CUCTEMH, SIKI € IIEHTPAI130BaHUMU
Ta CaMOOPTaHI30BaHMMH 1 MOXKYTh MPUHUMATH PIIICHHS TPO CBOI MOJANbBINI KPOKH B
3aJIEKHOCT1 BiJl BIUIMBIB 3JIOBMHCHOTO TPOTPAMHOTO 3a0€3MEeUeHHs 1 KOMI FOTEPHHUX

aTak.
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2.3 BHCHOBKHM 10 IPYyroro po3aiay

B ynockonaneHii apxiTeKTypi CaMOOpTraHi30BaHOI PO3IMOAUICHOI CHCTEMH, Ha
BIIMIHY BiJ] BIIOMHX PillI€Hb, YIOCKOHAJICHO BHYTPIIIHIO OpraHi3allilo B3a€MO/Iii YaCTHH
IIEHTPY CHUCTEeMH MDK PI3HUMHU PIBHSAMH l€papXii Ta B 3aJ€KHOCTI BiJ aKTUBHOCTI
KOMITOHEHT CHCTEMH B TIEBHUN YacC, OCHOBOIO TSI SIKO1 CTaB PO3MOILI EHTPY IPUHHSATTS
pIIlIEHh B CUCTEMI MK 11 KOMIIOHEHTaMH 3 MOJIJIOM IIEHTPY MK BEPXHIM Ta HUKHIMH
piBHsMU 1epapxii. Lle mamo 3Mory po3noAiUIMTH YacTHHY 3a/ad 3 LEHTPY Ha HIHKYUM
piBEHb 1€papXii Il TPUUHATTS PIIICHHS B 3aJ€KHOCTI B1Jl 3aCTOCOBYBAaHUX METOJIIB 3
BUSIBJICHHSI aHOMAaJIiii B KOHKPETHIA KOMIT IOTepHIH cTaHiii. Po3noain 3aga4 1ieHTpy B
3aJIEKHOCTI B1J1 1X MPU3HAYEHHS 132 YMOBH BIJICYTHOCTI KOMIIOHEHTH 3 IEHTPOM BHILIOTO
piBHs, B fKid 3HAaXOJIUTHCS YACTUHA IIEHTPY BCI€l CaMOOPraHi30BaHOI PO3MOIIICHOI
CUCTEMHU, Ja€ 3MOTY 3J1HCHIOBATH OOMIH IMOBIJIOMJICHHSIMHU IMPO BUSABJICHHI JKepena
00’€KTIB, SIKl TPOBOKYIOTh AHOMAJIbHI MPOSIBU.

Pe3ynpTaToM Tak CHpOEKTOBAHOI apXiTEKTYypH CaMOOPTaHI30BaHOI PO3MOIIICHOT
CUCTEMH € MOXJIMBICTh HApONIyBaTH 1i (YrKIIOHAT 3a pPaxXyHOK HarOBHEHHS
IMIJIEMEHTOBAaHMMU METOJaMU 3 BUSIBJICHHS aHOMAaJid B KOMIT IOTEPHUX CHCTEeMax.
Cucrema CHOpO€KTOBaHA TAaKUM YWHOM, MIO 1i KOMIIOHEHTH MOXYTh OOMIHIOBATHCH
pe3yabTaTaMu 0OpOOKU aHOMAJIBHUX MPOSIBIB Ta BUSIBIICHUMHU X JIPKEpETIaMU.

Po3pobreno  HOBuit  MeTOA ~ MIATPUMKH  IUIICHOCTI  apXITEKTypH
CaMOOPIaHi30BaHO1 PO3MOJIIJIEHOI CUCTEMH B JIOKAIBHUX KOMIT IOTEPHUX MEPEkKax, 10
BpaxOBY€ CTaHM KOMIIOHEHTIB CHCTEMH, IMEPEXOJH MDK KOMIIOHEHTaMH 1 BH3HA4dae
noJjiajibiii Kpoku cucreMu. Lle Hamae 3Mory OyayBaTH pO3MOJUICHI CUCTEMH 3 €IUHUM
LHEHTPOM MPUUHATTS pillieHb, Kl CTAaHYTh CaMOOPTraHI30BaHMMH 1 MOXYTh IpUIMaTH
pIllICHHS TIPO CBOi TMOJANBINI KPOKA B 3aJEKHOCTI BiJl BIUIMBIB 3JIOBMHUCHOTO

MIPOTPAMHOT0 3a0€3TCUCHHS 1 KOMIT IOTEPHHX aTak.
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3 BUSIBJIEHHSI AHOMAJIIA B KOMIT'IOTEPHUX CUCTEMAX HA
OCHOBI METOAY I'OJIOBHUX KOMITIOHEHT
3.1 MeToa roJ0BHUX KOMIIOHEHT JIJIsl BUSIBJIICHHS aHOMAaJi B KOMIT FOTEPHHUX

CHCTCMax

Po3pobnena camoopranizoBaHa po3Mo/IiJieHa CHCTeMa JjIsl BUSIBJICHHS aHOMaJIii
B KOMIT'IOTEpPHUX CHUCTEMax MOTpeOdye HANMOBHEHHS 11 BIAMOBIAHUMH METOIaMHU.
OckUIbKHM BOHA peajtizoBaHa B JIOKAJIbHINA KOMIT FOTEPHIA Mepexi 1 mpe/icTaBisie co00k0
PO3MOIIIEHY CUCTEMY, TO MPEIAMETHOIO 00JIACTIO JJI JOCIIII)KEHHS] BUCTYTIA€ MEPEIKHE
BUSIBJICHHS aHOMaiil. KpiM Toro, nporecu, Kl JOCHIKyBaTUMYThCS, 11 30€peKeHHS
aKTyaJIbHOCTI 3a pe3yJibTaTaMH iX IMPOTIKaHHA, NOTPEeOyBaTUMYTh ONEPATUBHOTO
PILIEHHS 32 YaCOM, a TAKOXK 3 BpaxyBaHHSM YITKO OOMEKEHOT KUTbKOCTI BY3J1iB B MEPEXKI,
SKOIO € JIOKaJIbHAa KOMIT toTepHa Mepexa. OCKUIbKM B Yaci BIJOMOCTI Mpo 310paHi TaHH1
JUIsl TPUAHATTS pIIIEHb CTPIMKO 3MIHIOBAaTUMYThCS, TO TMOTpiOHE BpaxyBaHHS
KOPUTYBaHHs TI0 HUM. | BpaxyBaHHS ITUX OCOOJMBOCTEH (Yac, KOpUTYBaHHS 310paHHX
JTaHUX, 00OMEKEHA KUIbKICTh BY3J1iB B MEPEXK1, BUKOPUCTAHHS PO3IMOALICHOI CUCTEMU JIJIS
300py JaHMX 1 IPUHHATTS PIllIEHh) MOXE 3a0€3MEUYNTH METO]l TOJOBHHUX KOMITOHEHT.
OcoOauBICTIO ITLOTO METONY € T€, 110 IPU BUSBJICHHI aHOMaJIIi B MEPEXi Oe3mepepBHO
BIJICTIIIKOBYETHCSl TMPOEKLIsT JaHUX Ha 3aJMIIKOBUU MIANpocTip. BuKopucTaHH:A
PO3MOLIEHOT CUCTEMHU, SIKa HAKOMMMYyBaTUME JaHH1 JUTIsl aHATI3Y 31 BCiX BY3JI1B MEPEXI,
B SKUX PO3MIIIEHO KOMIIOHEHTH CHUCTEMH, MOTpedyBaTUMe BpaxyBaHHs iHopmalii 3
JIETEKTOPIB B KOHKPETHUX By3jax Mepeki. HakonmuueHHs AaHUX 3 BEJIUKOi KIJIBKOCTI
BY3JIiIB B MEPEXi, a TaKOX iX MEpiOJNYHE JOMOBHEHHS, BIUTMBATUME Ha IIBHUJIKICThH
00poOKM Ta HEOOXIAHICTH iX omTumizauii. Kpim Toro, orpumyBaHi JaHHI 3 BY3/IiB B
Mepeki MaTUMYTh 0araTto pi3HOTUITHUX MPEICTABJICHb 1 HE 3aBXKIU BCl 3 HUX OYIyThb
MaTH OJHAKOBY Bary 1 3Ha4uMmicTh. YacTuHa 310paHHMX JaHUX MOTpedyBaTUMe
onTuMizalii 1 3MEHIIEHHA iX PO3MIPHOCTI 3 MIHIMAJIbHOI BTPATOK KUIBKOCTI
iHdopmarrii. 1li BuMorn BpaxoBaHi y METOJI TOJOBHUX KOMIIOHEHT (po3pobieHo K.
[Tipconom, 1901 p.).

MeToa TOJIOBHIX KOMIIOHEHT MOKE€ MAaTH MEBHI ONTUMI3AIli]l Ta YIOCKOHAICHHS
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B 3QJEKHOCTI B 001acTi 3acTOCYBaHHS Ta MOXJIMBOCTI JI0 KOMOIHOBaHOTO
3aCTOCYBaHHS 3 IHIIMMH METOJIaMU 49X B MEXKax IMIUIEMEHTAIlil B apXiTeKTypy MEBHUX
cucteM. Po3TisiHeMO KJIacHMYHY TIOCTaHOBKY, CYTh Ta KPOKH METOIy TOJIOBHUX
koMmnoHeHT. [louaTkoBi gaHH1 310paHi 3 BY3/11B B KOMIT FOTEPHIM MepexKi 30MparoThCs B
IIEHTP1 PO3MOAIICHOI CUCTEMH, JIe MPEeICTaBUMO iX maTpuiiero. Hexail k — 11e KUIbKICTh
BY3JIiB B MEpEXi, B SKMX BCTAHOBJICHO KOMITOHCHTH PO3MOJIJICHOI CHCTEMH 1 3 SKHX
3MIMCHIOETRCS 301p JaHUX I aHam3y. [IpeacTaBuMo cKkiHueHy MHOKHHY PI3HUX JTaHUX

3 By3J1a B MEPEXK1 BIOPSIKOBAHOIO MOCIIIOBHICTIO BEKTOPOM:

Ve = (vl, Vs, ...,vf), (3.1)

1€ V; — 3HaYEHHs IaHuX 3 JIOCJII)KYBaHOT KOMIIOHEHTH BY3Jla B MEPEXKI.

YacTtrHa 3HAYeHb JAaHUX V; 3 JOCTKYBAaHOI KOMIIOHEHTH BY3Jla B MEPEXi
BIJIHOCSAITBCA JI0 TUIIOBUX KOMIIOHEHT 1 TOMY BOHM MOXYTb OyTH 3IpyIOBaHI B KJIacH.
Hampukinaz, TakuMu TUTIOBUMHU JTOCTIKYBaHUMH KOMITOHEHTAMU MOXYTh OyTH (haitnu
onepauniiHoOi CUCTEMH, OKpeMi MHOKUHM (DaiiyliB 3 KaTajoriB abo B3araji BUKOHYBaH1
nporpamu. Takox, B OKpeMi KJIach MOXKYTh OyTH BBEJCHUMH BHUKOHYBaHI MPOIIECH B
OTIEpaTUBHOMY 3ariaM’ITOBYIOUOMY MPHUCTPOI 1 JaHHI 3 YCIX TOPTIB.

TakuM 4YMHOM, B SIKOCTI JaHUX 3 BY3JIIB B MEpexi posrisgaTuMemo Gaiinu
oTepalliifHoOi CUCTEMU, BUKOHYBaH1 (ailjiu B KaTajaorax, Mpoiecu y BHYTPIITHIN 1am’sITi,
JJaHHI 3 TOPTIB KOMIT'IOT€pa, XapPaKTEPUCTUKU MpOQUI0 KOPUCTyBaua, MEpeKHa
aKTUBHICTh 3 KOMIT'IoTepa. BUKOHyBaHI mporpamMd MOXYTh MaTH JCKUIbKa
XapaKTepUCTHUK. 30KpeMa, HalpHUKIIaj 4yac CTBOPEHHs Ta po3Mip. IIeBH1 KjIacu MOXYTh
OyTH BiICyTHIMU a00 KUIBKICTh iX €JIeMEHTIB Moxe Opatuch He Bcsa. Bcel nani OynyTh
MPEICTaBIICHI B YUCIOBIM GopMi. KibKiCTh TOKA3HUKIB 3 By3J1a B MEPEXKi € BEJIUKOIO.
He Bci moka3HWKM B Kjlacax MaTUMYTh 3HAYyIll 3HAYCHHS, SKi BIUTUBAaTUMYTh Ha
pe3yJbTaT MpU NPUUHATTI PIMICHHS MPO HASBHICT, aHOMasii. ToMy, HEOOXITHUM €
3aJy4eHHS BIAMOBITHOTO MAaTEMaTUYHOIO afapary, 30KpeMa METOAY TOJOBHUX
KOMITOHEHT, JIJIs1 3SMEHIIIEHHSI PO3MIPHOCTI IaHHX.

OTprMaHa 3 By3/1a B MEpPEX1 MaTPHIIS MOYATKOBHUX JAHUX MA€ PO3MIPHICTb Kk X f,
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ne k — KUTbKICTh BY3JIIB B MEPEXKIi, B IKHX 3/11HCHIOETHCS CIIOCTEPEKEHHS, [ — KIJIbKICTh
eJIEMEHTapHUX MOKa3HUKIB. JJi1 3aCTOCYBaHHS METO/IY FOJIOBHUX KOMITIOHEHT MOTPiIOHO
3MIUCHATH KPOKH: OTPUMAaHHS MAaTPHIll TMOYATKOBHX JaHUX (; MEpexix Bil MaTpHIl
MOYAaTKOBUX JaHUX O MaTpHUIll IEHTPOBAHUX 1 HOPMOBAHUX 3HAYEHb O3HAK (,; TIEpexiy
BiJl MATPHIIl IIEHTPOBAHUX 1 HOPMOBAHUX 3HAYCHB O3HAK JI0 MATPHI[l TAPHUX KOPEJISIIi
Q5; mepexim BiI MATPUIll MAPHUX KOPEJSIIA 10 JdiarOHAIBHOI MaTPHIll BIACHUX
(xapakTepUCTUYHUX) YHCEN, TIepexXiJ BiA  JiarOHaJbHOI  MATPHUIll  BIACHHUX
(xapaktepuctuyHuX) uncen V, 1o matpuii (pakTopHOTro BiAOOpakeHHs (4 ; mepexia Bij
MaTpuIll (GaKTOPHOTO B1IOOPa’KEHHS IO MAaTPUIll 3HAYEHb T'OJIOBHUX KOMIIOHEHT MEHIIIO1
PO3MIpPHOCTI (5, HI’>K MATPULISA MOYATKOBUX JTaHUX. CXeMy KpOKIB 3aCTOCYBaHHS METOIY
TOJIOBHUX KOMIIOHEHT 300pakeHo Ha puc. 3.1, ne Vj, — maTpuisi HOpMOBaHUX BIIACHHUX

BEKTODIB.

————————————— v Vv

Pucynok 3.1 — Cxema 3B 513Ky KPOKIB B METO/Ii TOJIOBHMX KOMITOHEHT

EnemenTtn matpuili ¢aktopHoro BigoOpakeHHs (J, € BaroBuMu KoedirieHTamu.
Crnouatky Matpuis @, Mae po3MipHICTh k X f — 3a KUIBKICTIO €eIeMEHTapHUX O3HaK. B
MPOIIECl MEePETBOPEHb 3aJTUIIAIOTHCS TIIHKU HaWBaroMiln O3HAaKH 1 PO3MIPHICTH CTa€
MEHIIIOIO.

MeTo/ TOOBHUX KOMIIOHEHT HAJICKHUTh 10 CTATHCTUYHUX METOJIB (paKTOPHOTO
aHaJizy, B SIKOMY aHaJI3YEThCS BIUIMB OKPEMHUX (PAKTOPIB HA Pe3ylbTYIOUUI MOKA3HUK.
['0nOBHI KOMIOHEHTH OOYHCIIOIOTHCA SK BJIACHI BEKTOpPU 1 BIACHI 3HAYCHHS
KOBapialiiHOi MaTpuIll MOYATKOBUX JaHUX. 3aBJaHHSIM aHAII3y TOJOBHUX KOMIIOHEHT €
anpOKCMMYBaHHS JaHUX JIHIAHUMH KOMOIHAIIIMH MEHIIOI PO3MIpHOCTI  abo
3HAXOJIKEHHSIM T1IPOCTOPY MEHIIO1 PO3MIPHOCTI.

B po3pobiieniit camoopraHizoBaHiii PO3MOIIJIEHIA CHCTEM] HassBHI KOMIIOHEHTH,
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SK1 PO3MIIIEHI y By3Jiax B Mepexki. KokHa 3 KOMIIOHEHT Ma€ JIETEKTOPH PI3HOTO BHIY,
K1 30UpaloTh BH3HAauUCHY I1HGOpMaLI0 [JIs Moaaiblioi o0poOku B meHTpi. Ll
iHbOpMaIlisl OTPUMYETHCS HUIIXOM HAAXOKEHHS MOTOKIB JAHMX IEBHOTO YacCOBOTO
psany. B KokHOMy By3Jll B MEpeXi Yy BU3HAuUCHI 4acOBl 1HTEPBAIM BIIOYBA€ThCS 301p
JTAHUX OJTHOYACHO.

3i0paHoro iHpopMaIliero Moke OyTH Taka: BCl BUKOHYBaHI (pailyin B KOMIT I0TEPi 3
JTAHUMU MPO Yac iX CTBOPEHHS YM OCTAHHBOI 3MiHH, a TAKOX, MPO iX pOo3Mip; KUIbKICTh
TCP-3anuTiB Ha BCTAHOBIIEHHS 3'€THAHHS 33 CEKYH/Y; KIJIbKICTh TPaH3aKIil 3a XBHIINHY;
oOcsr Tpadiky B MOpTax 3a CEKyHAY; KUIBKICTh 3aMyIIEHUX MPOIIECIB; 0OCAT BUIBLHOI
BHYTPIIIHBOI MaM’sITi; 00CAT KOPCTKOTO JIUCKY 1 BUIBHHUM TIPOCTIP B HhOMY. BakimnBum
€, TAKOK, BpaXyBaHHS MOXJIMBOCTI MOPIBHAHHS OTPUMAHUX PE3YJIbTATIB 3 MONEPEIHIMU
pe3yibTaTamMu 3T1IHO YacoBUX 3pi3iB. CaMoopraHizoBaHa po3no/IijieHa cucteMa 30epirae
310pani 1 00po0Oaeni ganHi. [ToTimM mpu 311HCHEHH] aHai3y BpaXxOBy€e OCTaHHI OTpUMaHI
3HAYEHHA O3HAaK 1 MomepeHl, TOOTO 00poOJIsie X 3 MEBHUM 4YacOBUM BIKHOM. LleHTp
OPUIHATTS PIIICHh B CAMOOPTaHi30BaHIN PO3MOJAUICHIA CHCTEMi 3M1MCHIOE KOHTPOJIb
3araJibHOI MHOKMHHU 3HAUY€Hb O3HAK THMYACOBOTO PALY Ta MPUHAMAE DIMIEHHS 00
MUTaHb OE3MEeKHW OKPEMHUX BY3JIB Ta yci€i KOMIT I0TepHOT Mepexi. Jljig mporo cucremi
noTpiOHO BU3HAYATH O0'€MHI aHOMaJIli. AHOMAJbHI MPOSIBU B MEPEXKi BIIHOCATHCS J10
HE3BUYHMX PIBHIB HABAaHTAXECHHS, SIKI BHUKJIMKaHI WOIM-BipycaMu, pPO3MOJLJIEHUMU
aTakamMH, BIJIMOBOIO B OOCIYroByBaHHI, BIMOBOIO TIPUCTPOIB, HEMPABWIHLHUMHU
KOH(DIrypamisiMu, MOMIMPEHHSIM 3JI0BMHCHOT'O IPOrPAMHOT0 3a0€3MEeUeHHs y By3Jax 1 B
MEpexXi B IIUIOMY TOIO0. B KoskHOMY BY3711 371HCHIOETRCA 301p 1H(pOpMaIIli 3a 3aJJaHUMU
O3HAKaMH 1 Ha TIEBHOMY YaCOBOMY KpOIIi Il Pe3yIbTaTH 300py HAJCHIAIOTHCS B IICHTP
00poOKM po3nofiieHoi cuctemMu. LIeHTp NpUHHATTA pilleHb PO3MOIIIEHOI CHCTEMH
BIJICTE)KYE B KOB3HOMY BIKHI Yacy po3Mipy 7 IJIsl KOKHOTO 4acOBOTO PSAY 3 KOXKHOTO
By3J1a B Mepexi. Uncso r BKazye Ha KibKICTh HAWOCTAHHIIIMX JAHUX Cepel BCIX JaHUX,
OTPMMaHUX 3 BYy3Jla B MeEpexi 1 sKi 30epiraroThCsi B LIEHTPlI CAMOOPraHi30BaHOI
po3nojainenoi cuctemu. Lli gaHHI TpeAcCTaBiieHI y BIANOBIAHOMY YacOBOMY pSi.
[To3Haunmo 11 AaHHI 3 BpaxyBaHHsIM (Gopmynu (1) 1 Toro, mo Taki BEKTOpU OyayTh

OTPUMYBATHCh B Pi3HI 4aCOBI MPOMIKKH, a TAKOXK, 3 BpaXyBaHHSAM TOTO, IO KUIbKICTb
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PI3HUX BY3JIB B MEpEKi CTaHOBUTHL k. Hexait Vy j — BEKTOp O3HaK 3 j — TOro By3Ja B

Mepexi. ToJll, CKIHUeHY MHOXKHHY PI13HUX JIaHHUX 3 | — TOTO By3J1a B MEPEXKi MPEICTABUMO

BIIOPSAIKOBAHOIO TIOCTIIOBHICTIO:

(vl’j, V,jy e vfj,j), (3.2)

JI€ V; ; — 3HAYEHHS JaHuX 3 JOCIIDKYBAHOI i - TOi KOMIIOHEHTH 3 j — TOTO By3I1a B
Mepexi; i = 1,2, ... fJ fJ — KUIBKICTh 3HAYEHb JJAHUX O3HAK 3 j — TOTO BY3Jla B MEPEKi;
j=1,2,..,k; k — KiTbKICTb By3J1iB B MEpPEXi.

OtpriMaHi BEKTOPH 3 OKPEMUX BY3JIIB B MEPEKI MIPEACTABUMO B MaTpHLAX W, e
g —HOMEp By31a B Mepexi 3 1 1o k. Marpuni W, Marote po3mipHicTs t; X fj, ne t; — 4ac,
B AKUH (DIKCYBaJIMCh pE3yIbTaTH 300py JAHUX O3HAK 3 yCiX BY3JIB B MEPEAl OJJHOYACHO,

[ — KUIBKICTb 3pi3iB 3@ YaCOM IPOTATOM BCHOTO 4acy CIIOCTEPEKEHHS; f; — KUIBKICTH

3HAYCHb JIAHWX O3HAK 3 j — TOr0 By3Ja B Mepexi; j = 1,2, ..., k; k — KiTbKiCTh BY371iB B
Mmepexi. He Bci koM’ toTepu mijn’eAHaH1 10 Mepexi MOKYTh OyTH yBIMKHEH1 OJTHOYACHO.
Tak camo 1 HE BCl 3 HUX MOXYTh BUMHKATHCh OJIHOYACHO. ToMmy, BIIJIIK OepeThes 3
OCHOBHOTO KOMIT't0Tepa, Jie¢ (PYHKIIOHYE HEHTpP cucTeMu. DAaKTUYHO LIEHTP CUCTEMU
3MIACHIOE TIOJIJT HA YacOBI MPOMDKKH 1 (POPMYBaHHS 4YACOBOTO psiay. SIKIIO TEBHI
KOMIT FOT€pH BUMKHEH1, TOJI1 TaHH1 B CUCTEMI 3a BCIMa iX MOKa3HUKAMH y BEKTOpaxX O3HaK
OynyTh nopiBHIOBaTH -1. Hyi, K 4iCIIOB1 3HAaU€HHS, HE MOXKYTh OYTH BUKOPHCTaHi, 00
BOHM MOXYTh OyTH 3HA4YyIIMMU pe3yibTaTaMH O3HAK. BaximBuMm, TakoX, €
Bi10OpakeHHs B MaTpuisax W, 3B’aA3KiB, AKi MOXYTh MK KOMIIOHEHTAMH BEKTOPIB.
Hampuknaz, gac Ta po3mip ¢aiiiny € pisHUMU KOMIIOHEHTAMH BEKTOPA, aJie BITHOCSITHCS
110 ojiHOTO 00°€ekTy. ToMy, A1 BimoOpaxeHHs Takoi iHdopmallii moTpiOHO MiATPUMYBATH
aKTyaJbHI JJaHHI, HAPUKJIAJA, Y BEKTOPl MOYATKOBHUX (1HIIIATI30BaHUX) JAaHUX O3HAK,
SKUM MOE MaTH Ty K PO3MIPHICTh, ajieé 3HAYCHHS] KOMIIOHEHT BU3HAYATUCHh MOXE 3a

dbopmyIior npu ty:
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ij = (vl,j, Vg jrwees vfj,j); (3.3)
Vij = Vj41,j,Vij = I, IKIIO CyCi/{HI 03HAKU CTOCYIOTbHCsI OZJHOTO 06’ €eKTY,
SIKI0 KOXKHa HACTyITHAa 03HaKa TeX CTOCYETHCS I[bOTO K 06’ ETY,
TO 11 3HaY€HHA BCTAaHOBJIIOEThCA TEX [;

v; j = 0, 9KI10 cyciaHi (mpaBuii i IiBU) 03HAKU CTOCYIOThCS Pi3HUX 00’ EKTIB;

JI€ V; ; — 3HAYEHHS JaHuX 3 JOCIIDKYBAHOI i - TOi KOMIIOHEHTH 3 j — TOTO By3I1a B
Mepexi; L = 1,2,... fj; f; — KUIBKICTh 3HAUEHb JaHUX O3HAK 3 j — TOTO By3Jla B MEPEKI;
j=1,2,..,k; k — KiTbKICTb By3J1iB B MEpPEXKi.

3aaM0 MaTPHUINIO 3HAYECHb MTOKA3HUKIB 03HaK W} 3 j — TOTO By3/1a B MEPEXKI Tak:

Vijte V2jte  VYfjito
Vit Vit e VUr.it

wy= | WA TR b (3.4)
vl,j,tg vZ,j,tg vfj,j.tg

JI€ Vj j ¢ — 3HAYEHHS JIAHKX 3 JOCIIPKYBAHOI { - TOI KOMIIOHEHTH 3 j — TOrO By3/1a
B MEPEXKI B MOMEHT 4acy ts; i = 1,2, ... f;; fj — KUIbKICTh 3HAUEHb JIAHUX O3HAK 3 j —
TOTO By37a B Mepexi; j = 1,2, ..., k; k — KUIbKICTh BY3JIIB B MEPEXKi; S — HOMED, SIKUU
BIJIMOBIA€ 1Tepallii OTpUMaHHs 3Ha4eHb o3Hak; s = 0,1, 2, ..., g; g — OCTaHHA 1Tepallis
OTPUMAaHHS 3HAYE€Hb O3HAK 3 j — TOTO BY3J1a B MEPEXKI.

Marpuii W] JUISl IEBHUX J — THX BY3JIIB B MEPEXK1 B CUCTEM1 HaIal0Th MOXKJIUBICTh
npeacTaBiiaTH 3i0paHi 3Ha4yeHHS o3Hak. Ha puc. 3.2 300pakeHO iX SIK YacTUHY
CaMOOPTaHI30BaHOT PO3MOIIJICHOI CUCTEMH.

Marpuii W; st neBHUX j — TUX BY3JIiB B MEPEKI MOXKYTh MAaTH Pi3HY KiIbKICTH
CTOBIILIIB, TOOTO YKMCIA f; y BCIX MATPULAX OyIyTh IEPEBAKHO PI3HUMH, OO 1€ TIOB’I3aHO
3 KUIbKICTIO 00’€KTIB, SIKI BKJIIOYEHO [JIi MOHITOPUHTY Yy BY3Jll B Mepexi. MoxHa
BUOpaTU MpH HaAJAIITYyBaHHI CaMOOPTraHI30BaHOI PO3MOJAUICHOI CUCTEMH, B Ky Oyje

IMIJIEMEHTOBAHO METOJI TOJIOBHUX KOMIIOHEHT, 100 KIJTbKICTh O3HAK B3ATHX 3 PI3HUX
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BY3JIiB B MEPEXK1 OyJia 0JJHAKOBOIO, TOOTO BUOpATH CIIUIBHI JJI JOCIIHKSHHS. AJie TaKUH
X1 YCKIQTHUTH MOKPAIICHHS BUSBIICHHS aHOMaJIii, 60 TIpU HOMY MOXKE BTPATUTHCH
CYTTEBA YacTUHA 00’ €KTIB, B AKUX OyAyTh MPOSBH aHOMAJBHHUX CTaHiB. TOMY, B pI3HUX
By3JIaX B MEPEXi KUIBKICTh O3HAK JIJI1 MOHITOPUHTY Oyje BUOHMpATHUCh pi3HOIO. Takum
YUHOM, BCl MaTPHIl OyAyTh MAaTH Pi3HY KUIbKICTh CTOBIIIIB, IPUYOMY K1JIbKICTh CTOBIIIB
Oyze CKIHYEHOI0, alie MOKe OyTH dy»Ke BETHUKOI0, 00 MiCTUTUME 1H(OPMAIIiIO PO 6araTo

O3HaK 1 iX 3HaYCHb.

K, K, | —~~~~° K, NokanbHa
| | | Mepexa

Pucynox 3.2 - Marpuui W; B apXiTeKTypi caMOOpPraHi30BaHoi PO3MOIIIEHOT CHCTEMH

KinpkicTh psiKiB MaTpuiri W; s PI3HUX j — TUX BY3JIIB B Mepexi Oyzie 0HAKOBa,
00 3HAYECHHA 3 HUX OyyTh OTPUMYBATHCh 32 KOMaHOI0 B KOHKPETHI MOMEHTH 4acy AJis
BCIX OJHAKOBO. [HIIIOIO MPOOJIEMOIO, IKa BUHUKATUME B I[bOMY MPOILECI Oy/1e HEBIMHHE
HakonuyeHHs inopmarii. IIpu nupomy Marpuii W; mis pisHEX j — THX BY3JIiB B MEPEKI
OynyTh 30UIBIIYBATHCH AMHAMIYHO 32 KUIBKICTIO PSIKIB, 110 TOTpeOyBaTUME
BIJITOBITHOTO BpaxyBaHHsI MPU peatizariii.

Taxum ynHOM, HaKONMYeHa iH(OpMalis B MaTpULAX W, 1U1st pi3HUX j — THX BY3JIiB
B MEpEeXi € HEOOXIJHOIO JUIsl 3aCTOCYBaHHS METOJY TOJOBHUX KOMIIOHEHT 3 METOI0
BUABJIEHHS aHOMAJILHUX MPOsBiB. B Marpuusax W; 1t KOXKHOTO j — THX By3J1a B MEPEKI
30epiraroThcst yacosi psau. Kossarounm BikHOM Oyie inTepBai |t;; t;[, ne i Ta [ — HOMepH
YaCOBHUX MOKA3HUKIB JJI1 OTPUMAHHS 3HaY€Hb O3HAK 3 PI3HUX j — TUX BY3JIB B MEPEKI.

B nopaneimiomy koxHa 3 Matpuilb W; moBUHHA TIEPEXOAUTH B MATPUILIIO Q13 puc.3.1 1s
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MMo4aTKy 3aCTOCYBAHHA MCTOAY I'OJIOBHHUX KOMIIOHCHT.

3.2 MeToj1 rOJTOBHUX KOMIIOHEHT

Indopmartist B Mmatpuisx W 1iist KOKHOTO j — TUX By3J1a B MEPEXKI € PI3HOPIIHOKO
1 He 103BoJsie Oe3 BIAMOBIMHOI OOpPOOKHM 3IMCHUTH BUCHOBOK TPO HASBHICTh UM
BIJICYTHICTh aHOMaJbHUX TposABiB. CaMoopraHizoBaHa pO3MOJUIEHa CUCTEMa IS
BUSIBJICHHSI aHOMAJIIi B MEPEXK1 3/11MCHIOE BUMIPIOBAaHHS CyMapHOro oocsry Tpadiky (B
OaifTax) 711 KO)KHOTO MEPEXKHOT0 3'€IHAHHS 1 IEPI0IMYHO 30Hupae aHi B HeHTpi. [1oTim,
3aCTOCOBYETHCSI B aBTOMAaTUYHOMY PEXKHUMI, IMIUIEMEHTOBAHUM B HEl, METOJI TOJIOBHUX
KOMIIOHEHT 3 BpaxyBaHHSAM JaHuxX 310panux B wMartpuiio (3.4). AHaJIOri4HO
OIpalbOBYIOTHCA CHUCTEMOIO JaHl O3HAK Mpo (ailyiu, Mpouecu Ta 3aBaHTAXKEHICThb
pecypciB  KOMIT'IOTEpiB. [l OomepaTUBHOIO OMpAalOBaHHA JaHUX MOTPiOHO, 1100
neploJid iX MOHOBJIEHHA OyJIM BIIHOCHO MajduMu. Xo4a Majll MEepIOAN MPU3BOJATH /10
30UTBIIICHHS IOJATKOBUX BUTPAT Ha 3aTyYEHHS PECypCiB Ta 3A1MCHEHHS KOMYHIKaIlIMHIX
poOIT.

PosrnssHeMo CyThb METOy TOJOBHHUX KOMIOHEHT 1 HOro OCOOJMBOCTI MpH
3aCTOCYBaHHI JI0 BUSIBJICHHS aHOMaii. ['eoMeTpudHa iHTeprpeTalis Iboro MeTOIy Taka;
HE IUIOIIMHI PO3MILIEH] TOYKHU; MPOBEIEHO MPSAMY; BU3HAYEHO BIJICTaHI BiJl TOYOK [0
npsiMoi, TOOTO 3 TOYOK Ha TMPSMY MPOBENCHO MPOEKINli; BU3HAUYCHO CyMy KBaJpaTiB
MPOEKII TOYOK Ha MpsAMY; 3A1MCHEHHS MOIIYKY HOBOI IpsIMOi, 0O CyMa KBaAparTiB
MPOEKIIIM TOYOK Ha MpsMy OyJia MiHIMaJIbHOK. AHAJOT14HO, MTOCTAHOBKA III€i 3aaadi
MacmTaby€eThCsl Ha TPbOXMIpHUM mpocTip Ta N-mipHuil. [lpu Bpamit  cnpo6i
3HAXO/KCHHSI TaKoi MPSMOi, KUTBKICTh TOYOK, SIKi BIUIMBATUMYTh Ha BEJIUYHHY CyMHU
KBaJIpaTiB MPOEKIIN 3MEHIIUTHCS, 00 YacTUHA 3 HUX OyJe 3HAXOAMTHCS Ha I HOBI
npsimiil. T Toukw, siki Oy 1y Th BiAJ1ajIeH] BiJ NpSAMO1, BIULIMBATUMYTh Ha pe3yJIbTaT CyMU
KBaJpaTiB MPOEKIIA Ta OyayTh 3HAUMMUMHU. B 3amadi BUABJICHHS aHOMAJIN 3HAYEHHS
BPaxOBYBAaHMX O3HAK MOKE OYTH 3aJ1aHO TEK TOYKAMH Ha TUIOIIHHI 1 MOITYK MPSIMOT JJIs

PO3B’sI3aHHS 3a/1adl HaMKpamioi ampoKCHUMAaIllii CKIHYEHOT MHOXHHU TOYOK J03BOJISIE
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BU3HAYUTH T1 TOUKH, TOOTO O3HAKH, SKi CYTTEBO BIUIMBAIOTH HA PE3YNIBTAT CYMH, & OTXKE
€ TaKMMH, 110 MOXKYTh OyTH aHOMAJILHUMU NPOSIBAMHU.

3nificHuMo (popMalibHy MOCTAHOBKY 3a/1a4i almpoKCUMaIlii 1 meperiieMo Bijl Hel 710
METOJy TOJIOBHUX KOMIOHEHT. Hampukian, Hexaill JaHO CKIHYEHY KUIBKICTh BEKTOPIB
V1 j Vs )y e Vf,; € RY, 16 BEKTOPH v, }, v, ), .., vy, ; BIAIIOBINAIOTH 3HAYCHHAM O3HAK 3 j — TOTO
By3I1a, f; — KUIBKICTb O3HAK, TOOTO BeKTOpiB. [yt koxkHoro p = 1,2, ...,u — 1 noTpi6bHO
sHailTh My, € R" 3 p - MipHuX niHiiHUX KoMOiHamii B R* i 3a ymoBH, m00 cyma
KBaJIpaTiB BiAXWIEHb v; ; BI M, Oyna MiHiMaIbHOK0. 30KpeMa, (popMabHHUH 3aIIUC TAKOI

3as1a4i 3a71aMo (hOpMyII0L0:
f; .
Zily d*(vy Mp) = min, (35)

ne d (vi_j, Mp) — BIJICTaHb B1J TOUKH v; ; 10 JIHIHHOrO KOMOIHAI11 M,,.

Biacranp Big TOYKM 10 JiHIMHOI KOMOIHAIli MOXK€ BHM3HAYATHCh PI3HUMU
METpUKaMH, 30KpemMa 1 EeBKJIJIOBOI0. 3aJaMO OpPTOHOPMOBAaHMM Habip BEKTOPIB
al,az,...,afjeRu, TOMl JIHIMHI KOMOIHAIl Mp s Beix p=1,2,...,u—1 3agamo 3a
dhopmyIioro:

M, = ay+ X, B *a, (3.6)

ne f; e R 1€ xoedinicHTamMu B IHIAHOMY po3knai M.

3agava anpokcumariii st KokHoro p = 1,2, ...,u — 1 po3B’s3y€eThCs NUITXOM
3HAXOMKEHHA  JIHIMHMX  KoMmOimauii M; c M, cMzc--cM,_,, ne M,
npeacTaBisieTbes 3a Ghopmyoro (3.6). 3a popmysioro (3.5) HeoOXiAHO MaTH 3HAYCHHS

JIOAATKIB, 110 BIJIMOB1Iat0Th 3a BificTaH1. [IpencTaBuMo BUBHAUYCHHS TOAAHKIB 3 HOPMYJIH

(3.5) 3 BpaxyBaHHSIM 3aJaHKUX MPEACTABICHD JIHIHHUX KOMOiHAaIi# 3a opmMyIioro:

dz(viJ' Mp) = |vi,j — Qo — Zsj=1 s * (“s» Vij— “0)'2' (3.7)
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7€ KBaapar BIACTaHI dz(v Mp) BU3HAYAETHCS 3a EBKIIJIOBOIO HOPMOIO; BHUpa3

ij’
(as, Vi — ao) BU3HAYAETHCS K CKAIAPHUIA JOOYTOK BEKTOPIB Qs TA V; j — Q.

Bci niniini komOinanii M, BM3Ha4arOThCA OPTOHOPMOBAHMM HabOOPOM BEKTODIB

{al,az, ...,af._l}, AK1 € BEKTOpaMH T'OJIOBHMX KOMIIOHEHT, 1 BEKTOPOM ay. 3HAXOKECHHSI
J

BEKTOpa a, 3A1HUCHIOEMO 32 (HOPMYJIOIO:
_ : fi g2
@y = arg min, (ZS’=1 d? (v, MO)). (3.8)
3rigHo Gopmynu (3.8) oTpuMyeMo, 10 &y OOYUCITIOETHCS 32 (POPMYIIOLO:
1 «fj _
ap = f—jziil vij = (3.9)

TakuMm 4MHOM, @ MIHIMI3y€ CyMy KBaJpaTiB BIACTaHEH O TOYOK JAHUX, TOOTO
3HauYeHb 03HaK 1 3riAHO hopmynu (3.9) € cepeaHIM 3HAYCHHSIM.

JInst 3HaXOMXKEHHSI BEKTOPIB T'OJIOBHUX KOMIIOHEHT MOTPIOHO BUKOHATHU TaKy
MOCIAOBHICTh KPOKIB 3a7a4l ONTHUMI3aIlli:

1) Bci v;; 3MEHIIyeMO Ha BEIMYUHY U,, TOAI CyMa BCIX OTPUMAHHX 7V ;
JOPIBHIOBATHUME HYJIEBI;

2) mepiry rojoBHY KOMIOHEHTY O0UHCIIOEMO 3a GOpPMYIIOHO:
. f; 2
a = arg min (L._,[vs; — a1 (@, v5)[")
1=
[Ipu oTpuMaHHI JEKUIBKOX PO3B’SA3KIB JJIs MOAAIBIINX OOYUCICHb BUOUPAEMO OJMH 3

HUX;
3) 3 IaHWX BiJHIMAEMO MPOEKIiI0 Ha MEPIITy TOJIOBHY KOMIIOHEHTY 3a (hOpMYJIOK0:
vij =i — o (@, Vi),

4) npyry TOJIOBHY KOMIIOHEHTY 3HaXOIMMO 33 ()OPMYJIOKO:

s =8 g, (S = (e, ))
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[Tpu oTpruMaHH1 AEKUIBKOX PO3B’SI3KIB AJISl MOJAIBIINX O0YKCICHh BUOUPAEMO OJIUH 3
HUX;
5) aHaJIOTiYHO 70 KPOKY 3 3 JaHWUX BiJHIMAEMO NPOEKIif0 Ha P-1 TOJOBHY
KOMITOHEHTY 3a (hopmyIioro:
Vij = Vi = @po1 (@1, Vig);

6) p-Ty rOJIOBHY KOMIIOHEHTY 3HaXOJIUMO 32 (hOPMYJIOIO:

ey =g in (S Jvss = - (s )I).

[Ipu oTpuMaHHI JEKUIBKOX PO3B’SA3KIB JJI MOJANBIINX OOYUCIEHb BUOMPAEMO OJMH 3
HUX.

JInsi KOKHOTO ITEpaliiHOTO €Taly 3acTOCYBaHHS aJTOPUTMY 3I1HCHIOETHCS
BIJHIMAHHS MPOEKIIT HAa MOMNEPEIHIO T'OJIOBHY KOMIIOHEHTY. OTpUMaHI TaKUM YHHOM
BekTopu {a;,ay,...,ay_; } OyayTh OpTOHOpMOBaHUMH. lle mocsraeThcs B pe3ynbTari
pO3B’s3aHHS 337a4l ONTUMI3allii. 3 METOI0 YHUKHEHHS IOMUJIOK OOYHCIIEHb Yepe3 BILIUB

3a0KpYyTJIEHb BUKOPUCTOBYIOTh BKJIIOUEHHSI B YMOBH 3aJ1a4l ONTHUMI3allli TaKOi YMOBHU:
apl{al,az,...,ap_l }. (3.10)

OOuucieHHs @; MOXXYTh 31MCHIOBATH 1 THIIMMHU CrocoOaMu. 30Kpema, mepiia
roJIOBHA KOMIIOHEHTa MAaKCHMI3y€e BHOIPKOBY AMCHEpPCII0 MNpoeKIii AaHux. Tomy
dakTMYHO, SK 1 [ 3aJayl  anmpoKCUMalli, po3B’A3yBaHHS $KOi TOJAaHO B
MIPEICTABIICHOMY aJITOPUTMI, Ha KOKHOMY KPOIIi iTeparlii moTpiOHO 00YMCIIOBATH TIEPIITY
TOJIOBHY KOMIIOHEHTY ISl TAHUX, 3 SIKUX BWJIYYEHI MPOEKLIi Ha BCl paHille 3HANHICH]
TOJIOBHI KOMIIOHEHTH. 3ajadi Mpo OOYHCICHHS TOJOBHUX KOMIIOHEHT 3BOJSATHCS JI0
3a/1a4i JiaroHajizaiii koBapiamiiaoi MaTpuil. ba3uc 3 BIacHUX BEKTOPIB MPEICTABICHO
y KOBapialliiiHiii MaTpHili, TOMy MaTpHIs AiaroHanbHa. B TakoMy BUNIAJKy KOE(ILIEHT
KoBapiaiii MiX pI3HUMH KOOpJWHATAMHU JOPIBHIOE HyNII0. MaTreMaTHuyHUM 3MiCTOM
METO/y TOJIOBHUX KOMIIOHEHT € CIIEKTpaJIbHEe PO3KJIaJaHHs KoBapialiitHOi MaTpulii, ane
IpU NEBHUX MEPETBOPEHHAX LS 3a/aya MEPETBOPIOETHCS B 3aJady IPO CHUHTYJISIPHE

pO3KJIalaHHsl MaTpUIll JaHUX. Xo4ya (popMaabHO 3aBAaHHS CHHTYJISPHOTO PO3KJIaJaHHs
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MaTpHUlll JAaHUX 1 CIEKTPAJIbHOTO PO3KJIAJaHHS KOBapialiiiHOi MaTpuil 30iraioTbes,
QITOPUTMHU OOYMCIIEHHS CUHTYJISIPHOTO PO3KJaJaHHs 0e3nocepeHbo, 0e3 00UuCIeHHS
KOBapialiitHoi matpuii 1 ii crmekrpa, OuTein edekTuBHI 1 cTiMiki. e HeobxigHO MpuU
BUKOPUCTAHHI METOJIy TOJIOBHUX KOMIIOHEHT Jisi PO3B’S3yBaHHS MPUKIAJHUX 33134
MEeBHOI MpeaMeTHOI 00J1acTi 3 1HGOPMaIIMHUX TEXHOJIOTIH, J¢ MPU BEJIUKUX Habopax
BXIJTHUX JTaHUX MOXXYTh BUHUKATH ITOMUJIKHA 00YMCIIEHb 00 301TBIITYBATUCH TPUBATIICTh
o0YHncIieHb, TOA1 TOTPIOHO BHOWUpATH OUIBIN CTIMKINIT QJITOPUTMH Ta 3 BHCOKOIO
MIBUIKOIIEIO.

J171s mepeTBOPEHHS JAHUX JI0 TOJIOBHUX KOMITIOHEHT OYye€MO MaTPHIIIO 3 BEKTOPIB
TOJIOBHUX KOMIIOHEHT TaKUM YHMHOM, 1100 OPTOHOPMOBaHI1 BEKTOPHU-CTOBMII TOJOBHHUX
KOMIIOHEHT OyJM pO3TalloBaHi B MOPSIKY CHaJaHHs BIACHUX 3HadeHb. Lle mae 3mory
micasi TEPEeTBOPEHHS 30CEPEIUTH BEJIMKY YacTHHY Bapiaiii JaHuX B MEpIIMX
KoopJiMHaTax. B pe3ynbTari MOXHa BIIKUHYTH Ti, IO 3JIUIIUINCS, 1 OTPUMATH MIPOCTIP
3MEHILIEHOI PO3MIPHOCTI.

TakuM 4YHHOM, METOJl TOJIOBHMX KOMIIOHEHT HAJa€ MOXKJIUBICTh 3MEHIIUTH
PO3MIPHICTh JaHUX, [0 € BaXJIMBUM IPU BHSIBICHHI 3JIOBMHUCHOTO MPOTrPaMHOTO
3a0€3MeUYeHHs] Ta KOMIT IOTeHUX aTak, 00 HeoOXigHO oOpoOuTHM OaraTo MOYaTKOBOI

pi3HOTUTIHOT 1H(hOpMAaIlii, sTKa TUHAMIYHO HAKOTIMIYETHCSI.

3.3 VYIOCKOHAJIGHHS METOMy IICHTPAi30BaHOTO BHUSBJICHHS PO3MOIIICHUX

aHOMaJIiii 32 AJITOPUTMOM TOIIYKY TOJIOBHUX KOMITOHEHT

BukopucTtanHs caMoOpraHi30BaHOi pO3MOA1IJIEHOI CUCTEMHU BUSBIICHHS aHOMAaiil B
KOMIT FOTEPHUX CHUCTEMAaX HaJla€ MOXKJIUBICTh MIPOBOUTH MOIIYK OE3MOCEPETHBO B OHIM
KOMIT FOTE€pHIN CTaHII1 a00 OJJHOYACHO B IeK1IbKOX. [IpH 11boMy B 000X BUTIaIKaX MOKHA
BUKOPUCTATH METOJ TOJIOBHMX KOMIIOHEHT B SKOCTI IOKPOKOBOTO iTEpaliiHOro
QITOPUTMY JJIi OTPUMAHHS YHCJIOBUX 3HAYCHb IIOKA3HUKIB XapaKTePHUX O3HAK
Oe3nocepeTHbO0 OTPUMAHHMX B OJIHIM KOMIT FOTEPHIM CTaHIi Ta JEKIIBKOX HAmpOTs3i

MEBHOTO Yacy B JESIKOMY KOB3HOMY BikHI. TakoX, OTpUMaHy 3 BY3JIIB B MeEpexi
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iH(pOpMaLII0 PO MPOLECH, L0 MPOTIKAIOTh B HUX, CAMOOpPraHi3oBaHa PpO3MOJiJeHa
CHUCTEeMa BHUSBJICHHS aHOMAaJIId MOXKe JOCHIKYBAaTH Ha MPEJAMET MPOSBIB aHOMAIH, sK1
BIJINOBIAATUMYTH 200 3TOBMHUCHOMY MPOTPAMHOMY 3a0e3MeUeHHI0 a00 KOMIT IOTEpHUM
aTakaMm. BpaxoByrouu CKJIaJIHICTh BUSIBJICHHS 3TOBMHUCHOTO IIPOrPaMHOTO 3a0€3MeYeHHS
Yl KOMIT'IOTEPHUX aTak uepe3 OOMEXKEHICTh KIJIbKOCTI O3HAaK 3a SKUMH MOXHa
BCTAHOBHUTH aHOMAJIbHI MIPOSIBH, a TAKOXK, HASBHICTh HAJAMIPHUX 00CSTIB PI3HOTHUITHOI Ta
pi3HOpiAHOT 1H(DOpMaIlii 310paHoi 3 BY3JIIB B MEpexki, HEOOXITHUM € YJIOCKOHAJICHHS
METOY LUEHTPAII30BaHOTO BUSBIEHHS PO3MNOAIEHUX aHOMAJIIN 32 allTOPUTMOM TOLIYKY
TOJIOBHUX KOMITIOHEHT, KU JI03BOJIMB OM 3MEHIIUTH PO3MIPHICTh 1H(pOopMarlii 310paHoi
y By3JlaXx B Mepexi 0e3 BTpatTH i I[IHHOCTI Ta MIBUJIKO 0OpOOUTH B €MHOMY LIEHTPI JJIs
3a0€3IeUeHHsI aKTYalIbHOCT1 PE3yJbTaTy BUSIBIEHHS, 110 B Pe3yibTaTi O MOKpaIIuiIo
e(eKTUBHICTh BUSIBJICHHS.

Ji1s 3a0e3neueHHs BUSIBICHHS PO3MOAUICHUX aHOMAaiN 3 BUKOPUCTAHHSIM METOIY
LEHTPAII30BaHOTO BUSBICHHS PO3MOAUICHUX aHOMadiil 3a aJropuTMOM MOILIYKY
TOJIOBHUX KOMITOHEHT, PO3POOMMO METO/1 BUSBIICHHSI aHOMAJTIH B OJTHIN 3 KOMIT FOTEPHHUX
CTaHI[Ii B Mepexl 3 BpaxyBaHHAM IHTErpaumii LbOr0 METOAY B po3polJieHy
CaMOOPTaHI30BaHy PO3MOIICHY CUCTEMY 3 €MHUM IIEHTPOM.

30UTbIIIEHHSI aKTUBHOCT1 B MEPEXK1 J0 i1 BY3JIB BUCTYMAE O3HAKOIO TOTO, IO 1€

MOXXYTh OyTH 3JIOBMHCHI IPOSBH 1 iX HEOOXIJHO JOCHIIXKyBaTH. B peanbHOMy Haci
MIJBUIIEHA aKTUBHICTH IIBHUJIKO 3MIHIOETHCS HA MOMIPHY, TOMY MOTPiOHI €(peKTUBHI
3aco0M 1 peani3oBaHl B HUX METOH, 5Kl O IIBUAKO pearyBajlM Ha Taki mojii. [Hakiie,
aKTyaJIbHICTh OTPUMAHOI CUCTEMOIO 1H(OpMaIli PO aKTUBHICTH B MEPEXKI CIPSIMOBAHO
70 11 By3J71a, a TAKOXK, PeaKilisi Ha Hel BTpa4aTUMyTh He0OXiTHICTh. OCHOBHOIO 03HAKOIO,
Ky HEOOXI1JHO JOCTIAKYBAaTH MEPIIOYEProBO B Mepexki, 0 (AKTUYHO BIAMOBIAAE 3a
MiJBUIIEHY aKTUBHICTh, € o0Ocar Tpadiky. Bimomo 6arato metomiB oOpoOku Tpadiky
MepexXi, IPUUIOMY 3 BPaxXyBaHHSM DPI3HUX TOTIOJOTIM MEPEX Ta KaHAJB BXOJKCHHS B
KOPIOPATUBHI UM JIOKAJIbHI MEpexi. 30KpeMa, BpaxOBYIOTh TaKOK 0COOJIUBOCTI Tpadiky
IpY 31HCHEHH] PO3MO/IIJICHUX aTaK 1 MOITYK CaMOMOI0HOCT1 B HOTO YaCTHHAX.

[Tonartss MepexxHoro Tpadiky B IMOCTAHOBIN 3ajadi JOCHIPKCHHS aHOMaJlii

BKJIFOYAE JIOCTIPKEHHSI KUIBKOCTI JaHUWX, IO MEPEMINTYyIOThCS B MEPEXi MPOTITrOM


https://uk.wikipedia.org/wiki/%D0%94%D0%B0%D0%BD%D1%96_(%D0%BE%D0%B1%D1%87%D0%B8%D1%81%D0%BB%D1%8E%D0%B2%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0_%D1%82%D0%B5%D1%85%D0%BD%D1%96%D0%BA%D0%B0)
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%27%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0_%D0%BC%D0%B5%D1%80%D0%B5%D0%B6%D0%B0
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neBHOro 4acy. /s mpaBHiIbHOTO (YHKIIOHYBAaHHS KOMIT IOTEPHUX MEpEX MOTPiOHO
3MIMCHIOBATH B HUX KOHTPOJb, aHaIi3, MOJICIIOBAHHS Ta YHPaBIIHHSA BiANOBITHUMHU
cremiani3oBanuMu 3aco6amu. OcoOIMBO BaXKJIMBUMU B TIPOIEC] BUSABIICHHS aHOMAIN €
3MIMCHEHHS aHaII3y Ta BUMIPIOBaHHS MEPEKHOT0 TpadiKy, 110 BKIHOYAIOTh MOHITOPUHT
Tpadiky, 3MIHM B HBOMY, TEHJICHIIIl, BUMIPIOBAaHHS KUIBKOCTI Ta BHUAY Tpadiky.
OTpumaHHS 3BITIB PI3HUMH CIICIIAI30BAaHUMHU 3ac00aMu PO MEpexHUN Tpadik mae
iHopMalrito 1moa0 3amo0iraHHs 3J0BMHUCHHUM IIpOsiBaM Ta JI03BOJISIE 3a0€3MeUnTH
oe3neky B Mepexi. OparmeHTu o0csary Tpadiky JaHUX MPOTITOM MEBHOTO 4acy (TpH
PI3HUX YaCOBHUX IHTEPBAIM) B MEPEeXi XMEJIbHUI[LKOTO HaIlIOHAJBLHOI'O YHIBEPCUTETY
300paskeHo Ha puc. 3.3. Sk BUIHO 13 rpadikiB B 4aCOBUX IHTEpBajiax o0cir Tpadiky
3MIHIOETBCS 1 MOXE CYTTE€BO BIIXWISTUCh BiJl CEPEIHBOrO 3HAYCHHS, 110 MO>KHA
BUKOPHUCTATH JJIsI BCTAHOBJICHHS aHOMAJIbHUX MPOSIBIB.

[lepecwnanHs JaHUX B KOMITIOTEPHUX Mepexax 3/IMCHIOETHCS IMEPEBAKHO B
MepexxXHUX makeTax. L{i makeTw 3a0e3neuyroTh HABAHTAKEHHS B Mepexi. BapiaHTiB
nepeaadl makeTiB Moxke OyTh 0arato 1 3M1MCHIOEThCS 3a MpoTokosamu Mepexi. [1o
NpUOYTTIO 3a MICUEM MPU3HAYECHHS B 3aJI€KHOCTI BIJ MPAaBWJI 1 MPOTOKOIIB MaKeTH
noTpeOyIOTh 31MCHEHHS TIEPEBIPKU HASBHOCTI BCIX, KOHTPOJIIO HUIICHOCTI 1 JpKepena
HAJIXO/DKeHHS. SKIo po3risaaTd Tpadik B MaricTpalbHUX JIHIAX, TO aHOMaJi HOTro
00CSTY MOXYTh 3QJIHIIATHCS HEMOMIYEHUMH Yepe3 YKPYIMHEHE MpeICTaBICHHS.
PesynpTaTi BUMIpIOBaHb MOXKYTh MaTH BEJIMKY PO3MIPHICTb, B 3aJI€KHOCTI BiJ] KIJTbKOCTI
JH1{, aJie HOpMaJIbHI MOJIeNIl TpadiKy 3HaXOAAThCS B MIAMPOCTOPI MEHIIOI PO3MIPHOCTI.
BuaiuieHHs 11b0ro minpocTopy MEpexXHOro Tpadiky, BAKOPUCTOBYIOUM METO]T TOJIOBHUX
KOMIIOHEHT B Tpa(iky, Ja€ 3MOry 1IeHTH(IKYBAaTH aHOMAaIi 00CSTY B MiAPOCTOPI.

Jist  aHamizy aHOMajbHUX TMPOSIBIB B MEPEXKHOMY Tpadiky CHOYATKY
BUKOPHCTAEMO TaKl XapaKTEPUCTHYHI MapaMeTpu: KoeiIlieHT 3aBaHTaKEeHHS Tpadiky;
TUTIOBUN PO3MIp MaKEeTy; CepeHE YNCIO GparMeHTOBAaHMX TMakKeTiB. [ qocmipKeHHs
KOe(DIIIEHTY 3aBAHTAXKEHOCTI Tpadiky MepexKl pO3riasHEMO TaKl BapiaHTH: MEpPEXKHUUN
Tpadik TPOTATOM TIEBHOTO Yacy PO3KJIAa€ThCSI B YAaCOBHM Psii; MEpekHI Tpadiku

MOPIBHIOETHCSA 3a TIEBHI YaCOB1 MEP10/IH.


https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%27%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0_%D0%BC%D0%B5%D1%80%D0%B5%D0%B6%D0%B0
https://uk.wikipedia.org/wiki/%D0%9F%D0%B0%D0%BA%D0%B5%D1%82_%D0%B4%D0%B0%D0%BD%D0%B8%D1%85
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"Daily” Graph (5 Minute Average)
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“Yearly” Graph (1 Day Average)

50.00Mb
37.50Mb
25.00Mb
12.50Mb
0.00Mh . =
Jan Feb Mar Apr May Jun Jul Aug Sep Oct MNov Dec Jan
Max In: 40.62Mb; Average In: 7.22Mb; Current In: 12.28Mb;

Max Out: 25.93Mb; Aver

Pucynok 3.3 - 300paxkeHHs 00cary Tpadiky JaHUX MPOTITOM IEBHOTO Yacy (Tpu

PI3HUX YaCOBUX 1HTEPBAJIN) B MEPEKi XMEIbHUIIBKOTO HAIlIOHAJILHOTO YHIBEPCUTETY

Sxuo MepexHuil Tpadik OTPUMYEThCS AMHAMIYHO MPOTSATOM MEBHOTO 4acy, TO

po3KiIaaeMo Moro B yacoBui psa. Hampukiian, Hexal JaHO CKIHUEHY KiJIbKICTh BEKTOPIB
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IUIL MOr0 NPEACTaBIEHHS vy j, v, , ...,vfj,jeRu, Jie BEKTOPH vy j,Vy ), ..., Uy, ; BIALIOBINAIOTH
3HAQUYEHHAM O3HAK Tpa(iKy 3 j — TOrO By3Jda B MEPEXKI, f; — KUIBKICTh O3HAaK, TOOTO
BEeKTOPiB. JIJIsl BUNIaKy IpeCcTaBiIeHHs Tpadiky, IPUKIIAJL SKOTO 300pakeHo rpadikaMu
Ha puc. 3.3, yepe3 yac HOro HaJAXO/KEHHSA Ta OOCAr B KOHKPETHHH MOMEHT Hacy,
OTPUMYEMO, 10 3Ha4eHHs f;= 2. Tomi, mapa BEKTOpIB v, j,v,; NPEACTABIATUME TpadIK
MEpEKl MPOTATOM 4Yacy, SKHH 3aJaHO0 BEKTOpOM v, ;. CymapHuil obOcar Tpadiky B
KOHKPETHUI MOMEHT 4acCy HpPEICTaBIATUMETBCS BEKTOPOM v,; 1 BUMIPIOBATUMEMO B
OaiiTax JJisl BCI1X 3’€/lHaHb. TaKuM YMHOM, KOKHA TOouKa rpadiky, 1o npeacTaBisie o0csr
MepexXHOro Tpadiky, 3aJa€TbCsl IMapo 3HA4YeHb. 3a I[IEBHUM IHTEpPBal Yacy
CaMOOPTaHI30BaHOIO PO3MOJIIJICHOID CHUCTEMOIO BHUSBJICHHS aHOMAJill 3 TMEBHUMH
CTAIMMH TEpIoJaMu dYacy 3AIMCHIOeTbcA 30ip mMX map Todok. Hymepamis To4ok
PO3IMOYMHAETHCS 3 TEPIIOi OTPUMAHOI MapH 1 MPOJOBXKYETHCA JO Ti€l TOUKH, KA €
OCTAHHBOIO 3 OUIKYBaHHMX TOUOK. [1icist Toro, Ik 310paHo 3a/laHy KIIbKICTh Map, CUCTEMA
31MCHIOE X HeHTpanizaiito. [IpeacTaBineHi TakuM YUHOM JaHHI € JBOMIPHUMH.
3MIMCHUMO TPEJCTABICHHS Mapu BEKTOPIB NI BU3HAYEHOI KITBKOCTI ¢ TOYOK

CIIOCTEPEIKCHHS TaK:

vy Yz o Vi
(s ) (3.11)

Vyj1 %2

[licns oTpuMaHHS ¢ Tap CUCTEMOIO 1 0OpOOKOI0, CHHXPOHHO 00cCsr Tpadiky
MepeXi MPOJOBKYE BiTOOpa)aTUCh CUCTEMOIO B MOAANBIINX Mapax. CaMoopraHizoBaHa
pO3Mo/IiJIeHa cucTema Miciisg 00poOKH MEBHOTO HA0OpPY JAHUX, SIKI 3a/1aHO (POPMYJIIOI0
(3.11), orpumye YacTHHY JaHUX (AKTHIHO OHOBJICHHUX 1 3aJTHIIAE 3 OOPOOIEHUX JTaHUX
napu, Kl HaalAnuM ocTaHHiMU. [lepmni mapu TOYOK, Ticas 0OpOOKH, BUAAISIOTHCS 3
noAaibIINX 004YuciIeHb. KUIbKICTh TAaKUX BUAAICHUX IMap 3aJICKUTh BiJl 4acy 0OpOoOKH
CHUCTEMOIO Ta 4acy, SIKUM BUTPAYEHUUN Ha IMEPECUIaHHS NaHUX. SKIIO BUTPAYEHUN 4Yac
Olsbllie, HI’K Yac BUTpAYeHUI Ha 301p g HOBUX Nap CUCTEMOLO, TO/I 111 310paHi HOBI apu

BTpayalOThCs, 00 PO3MOYHETHCS HOBHM HaOlp HAcTynmHUX map. s BUpIIIEHHS ITi€i
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npo6sieMu HeoO0X11HO 301TIbIITYBAaTH 1HTEPBAJ 300py CyCiIHIX map BeKTOpiB. Po3paxyHok

IHTepBaJly 4acy MK CYCIIHIMU MapaMH 31HCHIUMO TaK:

tint,l — tobr,1+tdtc)ls,1+tdod,1’ (312)

ne tineq — IHTEPBA] Yacy MIXK OTPUMaHHAM JaHHX 00cAry Tpadiky, TOOTO Mik
CYCIIHIMHU 3HAYCHHAMM (vy; 1,V,;;-1) 1@ (v, v5;)); topyr1 — HYAC, AKUM BUTPAUYEHO HA
00poOKy nanux 3 Matpuii (3.11); tg,5 1 — 9ac, AKMH BUTPA4E€HO HA NMEPEMIILEHHS JaHUX
J0 LIEHTPY CaMOOPIraHi30BaHOI PO3IOALIEHOI CUCTEMH,; 04 1 — AOAATKOBI YaCOBI BTPATH,
K1 OB’ 13aH1 3 3aTpUMKaMH B 00poOI11l JaHUX Yepe3 BUIILY MPIOPUTETHICTH 1HIIUX 3a/a4.

JlomaTKOB1 4acoBi BTPATH OI[IHIOIOTHCS €KCIMEPUMEHTAIBHO 1 BCTAHOBIIOIOTHCS
3HAYCHHSM, K€ € MaKCHMAJIbHUM 31 BCIX JOCHIDKYBaHHX. AJle Il JOJAaTKOBI 4acoOBI
BTPATH HE MOXKYTh NEPEBHUIIYBATH 49aC OOPOOKM HAHUX t,py 1, TOOTO topr1 = thog 1-
Tomy, 3 caMoro moyarky Iiei yac Moxe OyTH 3aJaHui, K TaKUil 110 JIOPIBHIOE Yacy
00pOoOKH, TOOTO typ41 = topr,1- Ha KOXKHOMY eTami 0OpoOku nanmx 3 matpumi (3.11)
LEHTP CHCTeMM (DIKCyBaTHME 3HA4YEHHs JOJAaTKOBMX 4YaCOBMX BTpAaT lgoqq1 Ta
yCepeHIOBaTUME HOTO 3 MOMEpPEeIHIMU 3HAYCHHSIMHU, SIKIO 3 CaMOT0 MOYaTKy Mepiie
TaKe 3HAYCHHS JOPIBHIOBANIO Copy 1.

AHanoOriyHo MPOBOJMMO OLIHKY JJIS 4acy, sSIKUid BUTPAY€HO Ha IMEpPEMILEHHS
JIaHUX JI0 HEHTPY CaMOOPraHi30BaHOI PO3IIOAIEHOI CHCTEMH ty, 1. IIpHiiMeMo 3 camoro
TI0YATKY HOr0 TAKKM ILO JOPIBHIOE 4acy 00pOOKH, TOOTO tyos1 = topy 1. B Omansmomy
yCepeIHIOBaTUMEMO HOT0 31 BciMa MONepeTHIMUA 3HAYEHHSIMU 1 OTPUMAEMO OLITHKY I[bOTO
qacy.

PesynbpTaTom Takoro nigxoay Oy/ae BU3HAYEHHS MOYATKOBOTO 1HTEPBAY Yacy Mixk
OTPUMAaHHAM JaHUX 00cATy Tpadiky, TOOTO MK CyCIIHIMM 3HAYCHHAMH (vy;; 1,V ;1) Ta

(v v2,), AKUH BU3HAYATHMETHCS B 3AJIEXKHOCTI BiJl 4aCy 00pOOKHM Tak:

ting = 222, (3.13)



70

Hacninkom 3 dopmynu (3.13) € Te, mo mpu 3HAYEHHI 1HTEpPBAy Yacy Mix

3*topr1

OTPUMAaHHSIM JaHUX 00csTy Tpadiky CyTTEBO MEHILIOMY 3a 3HAUYCHHS 3a MEBHUU

yac HAJIXODKEHHS MeEpexHOoro Tpadiky dacTHHA 3HA4eHb HE Oyae BpaxoBaHa IMpHU
OOYHMCIICHH] Ta OYIKYBaHI pe3yJbTaTH OOYHUCIIEHb BTPATITh aKTyaJbHICTh, 00 IpoIEeC
HAJXO/KEHHST MepekHoro Tpadiky € nuHamigyHuM. LI oOuyuClIeHHS CTOCYIOThCA
JTOCITIKEHHSI MepeKHOTo Tpadiky 3a oOcaraMu, 1o HaaXO0ATh.

SKmo 3HAYEHHs I1HTEpBaly 4Yacy BIJIOBIJIA€ BUMOraM, TOAl MEPEXOIUMO O
OOUYHMCIICHHS, 30KpeMa TMepIIOYeproBo J0 IEHTpali3alii OTpUMaHUX JIaHUX.
[enTpamizaiigs noTpiOHa, 100 B MOAAIBIIOMY OIEpPYBaTH 3 CEPEAHIMHU 3HAUYCHHSIMU
OJM3bKUMU 10 HyJs a00 B3araji HyJIbOBUMH. [[s1 3AiMCHEHHS LEHTpasi3alii JTaHuX
3HAXOJMMO CEepPEeIHE 3HAUCHHS CEPeJl BCIX 3HAUE€Hb KOXKHOI 3 XapaKTePUCTUYHHUX O3HAK 1
BiJl KO>)KHOT'O 3HAY€HHA 13 oTpuMaHoro Habopy (popmyna (3.11)) BigHIMae cepemHs
3HAYEHHS, 110 BIJIHOCUTHCA 10 MO0 XapaKTEPUCTUYHOI O3HAKU. | eOMETpUYHUN 3MICT
[EHTpaTi3aIlli 03Ha4Ya€ MEePEeMIIICHHIO [IEHTpa KOOPJAUHAT B HOBY TOYKY, TAKHM YHUHOM,
mo Bcs BuOipka OyJe po3MilieHa B MeXax [boro HoBoro IeHTpy. Lle
nepenpeAcTaBieHHs JaHux 3 matpuill (3.11) mae MOXIMBICTh HE TUIBKM 3MEHIIUTH
PO3PSIHICTh B YHCHAX, alie 1 BiAoOpakae po3citoBaHHS BHOIpkH. Tomy, 3HAXOAMMO

cepellHl 3HaY€HHsI BUOIPKH 3 JaHUX NpeAcTaBieHux B popmyii (3.11) tak:
— 1ya N
Vijs = g &i=1Viji Vajs = o Zi=1 V2,0 (3.14)

JI€ V4 j s — CEPEIHBOAPU(PMETHYHE 3HAYEHHS APTYMEHTIB MIEPUIOrO BEKTOPA Vg j 3 |
— Oi KOMIT'FOTEPHOI CTaHIli; V, ;s — CEpeAHbOAPU(PMETHYHE 3HAYECHHS aPryMEHTIB
TIEPILOTO BEKTOPA Uy j 3 j — 01 KOMIT IOTEPHOI CTaHIIi; § — KUIbKICTh 3HAYEHb.

3rigHo 3HadyeHb Gopmyn (3.11) ta (3.14) 3miiiCHUMO IIEHTpati3allilo 3HA4YeHb

BEKTOPIB TaK:

Vijic = Viji — Vijs V2jic = V2,ji — V2,5 (3.15)
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JI€ V3 j j c — UEHTPAIi30BaHE 3HAYEHHS IEPLIOTO BEKTOPA Vq ; 3 j — O1 KOMIT'FOTEPHOI
CTaHIIl; V; j ; ~— NEHTPaTi30BaHE 3HAYEHHS EPLIOrO BEKTOPA V3 j 3 j — Oi KOMII FOTEPHO]
cranuii; { = 1,2, ..., q; q — KUIBKICTh 3HaYCHb.

JIns oTprMaHUX LEHTPaI30BaHUX JaHUX OyJyeMO KOBapialliiiHy MaTpHIIO, sSKa
ONKCY€E CYMICHE 4YepeayBaHHS MACKUIBKOX 3MIHHHX, 30KpeMa Uil PO3IJIATyBaHOTO
BUMAJKY — JABOX 3MIHHUX. |'0JIOBHA JiaroHajab MaTpHIll KOBapialiil MICTUTh AUCIEpCli
O3HaK, a IHII €JIEMEHTH MICTITh KOBapiaimii OJMH 3 OJHUM. Jlucmepcio O3HaK

BHU3HA4Ya€EMO TakK:

Sgl,j = ﬁ ?:1(v1,j,i,c)2’ 552,]- = ﬁ 2?:1(772,]',1',(;)2, (3.16)
)i 551']. — KBaJIpar JMCIIEPCii 3HaYEHb BEKTOPA V1 ; 3 j — O1 KOMII FOTEPHOI CTaHIIIi;
552,]- — KBaJpaT AMCHEPCIl 3HAYEHb BEKTOpA U, j3j—oi KOMIT FOT€pPHO1 CTaHIIi; [ =
1,2, ...,q; g — KUIbKICTh 3HaU€Hb.
Koediuient kosapiallii 03HaK BEKTOPIB V;j Ta V,; MK COOOK BM3HAYMMO 32
dbopmyIior Tak:

1
COV(VLj:Vz,j) = 1z ?:1(V1,j,i,c' Va,jic)s (3.17)

q
ne cov(vl, V2, j) — KOBapiallis 03HaK BEKTOPIB Vy j T4 V, ; MUK CO00I0.
KoeodiienT napHoi Kopensuii O3HaK BEKTOPIB V;; Ta V,; BH3HAYAEMO 3a

dbopmMyII0I0 TaK:

_ cov(vvay) (3.18)

T, . ., =
V1,j,V2,j svlj'SVZj !

e KOe(ILIEHT KOPESIIii.
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[ToGyayemo koBapiamiiiny matpuitio cov(K) Tak:

2

SZ S,
cov(K) = oL vl’é'vz’] , (3.19)

Svpiv1j Sz

Ac sz,j'vl,j Ta Svl,j'vz,j - KOBapiaill MDK 3HAa4YCHHAMH KOMIIOHCHTIB BCKTOPI1B,

SV1,j'V1,j = Sl%1,j; sz,j'vz,j = ng,j; sz,jﬂh,j = SV1,j,U2,j'

JIisi OLIHKKM BHECKY TOJIOBHMX KOMIIOHEHT B 3arajibHy MIHJIMBICTH 3HANAEMO
BJIACH1 3Ha4eHHs. J(ucmepcisa B3IOBXK BJIACHUX BEKTOPIB € MPOMOPLIMHOIO X BIACHUM
3HauYeHHAM. BiacHuX BEKTOpiB Oy/i€ CTUIbKHU, CKUIBKU MMOYATKOBUX 3MIHHUX, TOOTO JIJIst
PO3IIIAlyBaHOTO MPUKIANy iX Oyzae nBa. BnacHi BekTopu OyayTh NEpHEHIUKYISIPHUMU
MDK COOOI0 1 BOHM 3aJIal0Th HaIpsSMH OCEW TOJIOBHMX KOMIOHEHT. B310BX mepiiioro
BekTOpa OyJe BIJKIaJeHa MaKCHMMajbHA JHUCIEPCiS JaHUX, B B3J0BX HACTYITHOTO
BJIACHOTO BEKTOpA — MAaKCUMaJIbHA JIUCTIEPCis 3 TUX 3HAUYCHB 10 3aTUIIIIIKCH.

3a J0MOMOT OO BJIaCHUX 3HAYEHbB 1 BIACHUX BEKTOPIB 3HAXOIMUMO B IIPOCTOP1 O3HAK
HOBI OC1, B3JIOBX SIKMX Oyjie MaKCUMaJIbHE PO3CIIOBaHHS TOYOK. B pe3ynbrari 3HaxoauMo
HOBI KOOpPJMHATH TOYOK B HOBOMY KOOpPAMHATHOMY IpocTopi. BiiacHi 3HaueHHs Ta

BJIACHI BEKTOPH 3HAXOJIUMO 3 XapaKTEPUCTHYHOTO PIBHIHHS TaK:
det(cov(K) — A-E) =0, (3.20)

ne det(cov(K) — A+ E) — ue merepminant marpuuHoro supasy (cov(K) — A-
E); A — HaOip BIaCHHUX 3HAYEHb.

B posrnsgyBaHoMy BHMNAAKy KUIBKICTH 3HaueHb A Oyne nBa. Skino BpaxyBaTu
TPETIO O3HAKY B MEpPEXHOMY Tpadiky, sika BKa3ye Ha KUIbKICTh MEPEKHHUX MAKETiB, TO
KUIBKICTh 3Ha4Y€Hb A OyJie TpH 1, BIAMOBIIHO, BIACHUX BEKTOPIB Oyze Tpu. AHAJIOTIYHO,
B 3QJIEKHOCTI BiJ] KIJTLKOCTI 03HaK (PaKkTOPiB, KIJIbKICTh 3HaYEHb A MOK€e OyTH OLIBIIO0.

3HaxXO/KEHHS BJIACHUX 3HAYEHBb 1 BIIACHUX BEKTOpiB 3a (hopmymoro (3.20) mae

3MOTY 3MEHIIIMTH PO3MIPHICTh Ta BUSHAYUTH HAHO1IBII CYTTEBI O3HAKU (PAKTOPIB.
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3a nmanuMu 300py MepexHOTo Tpadiky, sIKI MPEACTaBIEHO B MAaTpPHIll, IO
B1I0OpakaloTh JIaHHI 4YacOBOTO PsAMY. 3AIMCHUMO ILIEHTPYBAaHHS JaHUX MATpPHIN JJIs
OTPUMaHHS  HYJIBOBOTO  CEPEIHBOTO 3HadeHHs. KimbKICTh  PSAKIB — MaTpHlll
BiIoOpakaTUME KUIBKICTh 00’ €KTIB, 3 IKUX OTPUMYIOThCS aHH1. [I[puuoMy KoKeH psIoK
MaTpHIll BIATOBIaTUME BEKTOPY BUMIPIOBAHb JIJIsl BCIX JIIHIN 32 OJJMH KPOK BUMIPIOBaHb
3a TMEBHUM dYacoM. 30ip MaHUX 3IIMCHIOETBCS CaMOOPTaHI30BAHOKO PO3MOIJICHOIO
CHUCTEMOIO B LICHTP, B IKOMY B1J1I0yBa€eThbcst 00poOka. Hexail ckiHueHa KUIbKICTh BEKTOPIB

vl'j,vz'j,...,vfj,jeR”, e BEKTOPH V4 j,Vzj, ) Vs, j BIIMOBLIAIOTE  3HAYCHHIM

MepEeXXHOro Tpadiky 3 MaricTpaibHUX JIiHIH, TaHHI PO K1 310paHo B j — TY KOMIT FOTEPHY
CTaHIiIo, a f; — KUIBKICTb MariCTPalbHUX JIHIA, JaHHI 3 SKUW OTPUMYIOTBCA B j — Ty

KOMII'JOTepHY cTaHlio. Toli, BEKTOp v; ; MO3Ha4Yae BEKTOP BUMIpPIOBAaHb TaK:
vij = v, (1), (3.21)

ne t —4Jac, KoJu B1A0YJI0Ch BUMIPIOBaHHS.

CamoopraHizoBaHa pO3MOJiJIEHA CUCTEMAa 3MIMCHIOE B IIEHTPl yCEepeaHEHHS
OTPUMAaHMX 3Ha4Y€Hb BHUKOHYE METO]l TOJIOBHUX KOMIIOHEHT I OTPUMAHHUX JaHUX Ta
3IIMCHIOE OOYHMCIIEHHS 32 METOJOM I'OJIOBHMX KOMITIOHEHT B KOXKHIN CBOIM KOMITOHEHTI,
o0 po3MillleHa B PI3HUX KOMII'IOTEpHUX cTaHiigx. Otpumana iHdopmaris 3
KOMIT FOTEPHUX CTaHI1IM PO pe3yJbTaTh 0OPOOKH HAICHIIAETHCS B IICHTP CUCTEMHU 1 TaM
MPUIMAETHCS PIIIEHHS PO HAIBHICTh AHOMAJILHUX MPOsIBIB. Ha BiMiHY BiJ] KIIACUYHOTO
M1IX0/Ty 3 OJJHUM LIEHTPOM IIPUUHSATTS PIIICHHS, B TAKOMY BapiaHTi 3’ ABJISIFOTHCS Bapiarlii
JaHUX, [0 TIOB’S3aHO 3 MOJKJIMBOIO HEMOBHOTOKO JAHHWX, IIO0 OTPUMYIOTHCSA B YcCi
KoMII'toTepH1 cranuii. Lle Hagae 3Mory 3A1MCHUTH OOUYMCIICHHS PE3YJIbTaTiB B PI3HUX
KOMITIOHEHTaX CaMOOPraHi30BaHOi pO3MOAIIEHOI CHCTEMH 1 OOpOOMTH OTpUMaH1
pe3ynabTaTd 3 OUIBLIO TOYHICTIO JOCTOBIpHOCTI. (CXemMa OCHOBHHUX KpPOKIB

YIOCKOHAJIEHOTO METOly IPEICTaB/IEHA HA PUCYHKY 3.4.
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Pucynox 3.4 - Cxema OCHOBHHUX KPOKIB YJJOCKOHAJICHOTO METOLY

B pesynbTaTi 00po0KM JaHWX O3HAK 310paHUX Yy MICII MPU3HAYEHHS MEPEKHOTO
TpadiKy, BCTAaHOBJIEHO HU3bKY BHYTPILIHIO PO3MIPHICTh Marictpasieil. bazoBi HopMasbHI
NOTOKH Tpadiky e(hEeKTUBHO 3HAXOIATHCS B HU3BKOMY |-MipHOMY miampocTopi, sKuii
HA3UBAETHCS HOPMAJIBHUM TiarnpocTtopoM Tpadiky. Ti (N - |) roJoBHI KOMIIOHEHTH, SIKi
3aJIMIIAIOTHCS, CKIA[Al0Th aBapiiHUN MIANPOCTIp MepexkHoro Ttpadiky. Bussienus
aHOMaJTiii 00CITY MEPEKHOTO TpadiKy MOKIAAAE€ThCS HAa PO3KIAAaHHS MOTOKY Tpadiky
v;j = v;(t), AKuii OTPUMYETHCS 1 00POOIIAETHCS B j — KOMIT'YOTEPHIH CTaHLii, B Oy 1b-sKHi
yac Ha KOMIIOHEHTH, SIK1 MOJIJIMMO Ha HOpMaJbH1 Ta aBapiiiHi. [IpeacTtaBumo ix Tak:

Uj = Uj,n + Uj'a, (322)

€ Vjp - BIANIOBIJAE 3MOJIEIBOBAHOMY HOPMallbHOMY Tpadiky, TOOTO OTpHMaHa

MPOEKIIIS Vj HAa HOPMAJILHUMU MIANPOCTIP; V;} 4 - BINIOBIIA€ 3IUIIKOBOMY TpadiKy, TOOTO
OTpUMaHa NPOEKIIis V; HA aBapiiHKUHA MiAMPOCTIP.

OG4ucneHHs 3Ha49€Hb Vj , T V} 4 3MIHCHIOEMO 3 BAKOPUCTAHHAM METOJY FOJIOBHUX
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KOMITOHEHT, BUOMPAIOYX NPU I[bOMY TIepIili K OCHOBHUX KOMITOHEHTX Ti, SIKI OTPHMYIOTh
JIOMIHYIOUY BIIMIHHICTB B JaHUX. AHOMaJIisl 00CATY IepeBakHO TPU3BOIUTH JI0 CYTTEBOT

3MiHHM Vj,. ToOTO 3a pe3ynbTaTaMu TakOro pO3PaxyHKY OTPUMYEThCS CHMIHAT IIPO

aHomaitito obcsry. Ilpu 11bOMy BpaxoOBYeTbCS MOPOroBa CTATHUCTHUYHA BEJIMYMHA, KA
PO3paxoBYETHCS 3a MEBHOTO BU3HAYEHOTO JIOBIPYOTO PiBHSI.

Jlist peanizariii 3anpoOIOHOBAHOTO YOCKOHAJICHOTO METOAY BUSIBICHHS aHOMATii
32 METOJIOM T'OJIOBHUX KOMIIOHEHT B KOMIT FOTEPHUX CUCTEMax B MEPEkK1 BUKOPUCTAEMO
pO3MOJIiIEHEe BIACTEXKEHHS MEpEeKHOTOo Tpadiky. 3acTOCyBaHHS METOAY TOJOBHUX
KOMIIOHEHT HE JO OJIHI€l KOMII'IOTEPHOI CTaHIlli, a A0 TPyHH CTaHIIi, B SKHUX
BCTAHOBJICHA CaMOOpraHi30BaHa pO3MOJIJICHA CHUCTEMa BHUSBICHHS AaHOMAaNlii B
KOMIT FOTEpHUX CHCTEMax B MepexkKi. BpaxoByroun BeIMKUN 0OCAT TaHUX, IO HATXOIUTh
1 motrpedye ONEpaTMBHOTO aHalli3y, HEOOXITHO Yy BY3JOBUX KOMIIOHEHTaX
CaMOOPTaHi30BaHO1 PO3IMOAIEHOT CUCTEMH 3aCTOCOBYBATH METO/I TOJIOBHUX KOMITOHEHT,
1100 CKOPOTUTH OOCST JaHMX, SIKI KOXKHA KOMIIOHEHTa CUCTEMHU 00pOOIIsiE OKPEMO 1 K1
HaJICWJIa€ B LIEHTp cucteMu. [Ipu mpomy HeoOXigHO, 100 B IIEHTPI CUCTEMH Ta y i
KOMIIOHEHTAX IWCHO 3I1MCHIOBAJIOCH BHUABJIEHHS aHOMaiii. TOYHICTH BIACTEKEHHS
Mepe)HOro Tpadiky He € 000B’SI3KOBUM, a MOKe OyTH TPUOJIM3HUM MiCJISl 3ACTOCYBAHHS
METO/1y TOJIOBHUX KOMITOHEHT. [ 0JI0BHE 3aBAaHHS IMILIEMEHTOBAHOTO B CUCTEMY METOTY
MOJIATAa€ B BUOKPEMJICHHI CTaHy B MOMEHT aHOMAJILHOTO TPOSIBY, TOOTO BiJICTEKyBaTH
CTaH JyXe TOYHO HE MOTPIOHO 3a HASBHOCTI HOpMallbHMX yMoOB. lle Hamae 3mory
CKOPOTHUTH OOCST TaHUX 1 BIATIOBIAHO MPUCKOPIOE iX 0OMIH MI’K KOMIIOHEHTAMU CUCTEMH.
TakuM YHHOM, YJOCKOHAJIEHO METOJ IIEHTPai30BAHOTO BHUSBICHHS PO3MOAIICHUX
aHOMAJTIi 3a AITOPUTMOM IIOITYKY TOJIOBHUX KOMITOHEHT, SIKM Ha BIAMIHY BiJ] BITOMHUX
IMIIJIEMEHTOBAaHUH B CaMOOPTaHI30BaHy PO3IMOAUICHY CHUCTEMY 3 IICHTPOM NPUUHSATTS
pillieHs Ta HaJa€ 3MOTY BHU3HAYATH AaHOMAJIbHI MPOSBU HA OCHOBI OOpOOKM JaHUX B
IIEHTPl Ta KOMIIOHEHTAaX CHCTEMH OJHOYACHO 3 MOJAJBIIUM iX YyCepemHEHHsIM. B
pe3yJIbTaTi TAKOTO 3aCTOCYBAHHS METOAY B YACTUHHU JJAaHUX OyJie 3MEHIIIEHO PO3MIPHICTh
3 MOMEHTY OTPHMaHHS, a B APYroi YaCTUHU JIaHUX IICJIS HAJCUIAHHS B EHTP. AJe iX
0o0poOKa cTaHe YTOYHEHHSM OOpOOJEHUX B LIEHTP1 AAHUX OTPUMAHUX TMICIS IMEpIIoi

00pOOKH B KOMIIOHEHTaX CHCTEMH.
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3.4 BUCHOBKH 10 TPETHOT'O PO3JILITY

3TiTHO MPEACTABICHOTO0 METOIy TOJIOBHUX KOMIIOHEHT OYJI0 yIOCKOHAJIEHO METO/T
IIEHTPAaTI30BAaHOTO BHUSBJICHHS PO3IMOAUICHUX aHOMATiid B KOMIT IOTEPHHUX CHUCTEMax 3a
QITOPUTMOM TIONIYKY TOJIOBHUX KOMIIOHEHT, SKWW Ha BIIMIHY BiJ BiJIOMHX
IMIUIEMEHTOBaHUI B CaMOOPTaHi30BaHY PO3MOJIJICHY CHCTEMY 3 IIEHTPOM NPHUUHSATTS
pillieHb Ta HaJa€ 3MOTy BHU3HAYaTH aHOMAaJIbHI MPOSIBU HA OCHOBI OOPOOKH JaHUX B
IIEHTPI Ta KOMIIOHEHTAaX CHCTEMH OJHOYACHO 3 MOJAJIBIIUM iX YCEepemHEHHsIM. B
pe3ynbTaTi TAKOTO 3aCTOCYBAHHS METOJy B YACTHHH JJAHUX OyJ1€ 3MEHIIIEHO PO3MIPHICTh
3 MOMEHTY OTPMMaHHs, a B APYroi YacTHHH JAHUX MiCIs HAJCHIAHHS B LEHTp. X
o0poOKa cTaHe YTOYHEHHSIM OOpOOJIEHHX B HEHTPl JaHUX OTPUMAHUX MICJS MEepHIoi

00pOOKH B KOMITOHEHTaX CHUCTEMH.
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4 E®EKTUBHICTH 3ACTOCYBAHHA TA EKCIIEPUMEHTAJIBHI
JOCILIKEHHA 3 BUKOPUCTAHHSA CAMOOPTI' AHI3OBAHOI
PO3MNOALJIEHOI CUCTEMH BUABJEHHA AHOMAJIII B
KOMII'IOTEPHUX CUCTEMAX

4.1 EQexTuBHICT, 3aCTOCYBaHHS CaMOOPTaHI30BaHOI PO3MOJIICHOI CHUCTEMH
BUSBIICHHSI aHOMAaJIi1 B KOMIT IOTEPHUX CHCTEMaxX

JlocmipkeHHsT €(PEeKTUBHOCTI 3aCTOCYBaHHS CaMOOPraHi30BaHOI PO3MOALICHOT
CHCTEMH BHSIBIICHHS aHOMaJlii B KOMIT FOTEPHUX CHCTEMax € BaXKIUBUM 00OB’SI3KOBHM
€TaroM, SKUU MPOBOAUTHCA 3 METOI MIATBEPIKEHHS KOPEKTHOCTI, MOIIJIBHOCTI Ta
MOKJIMBOCTI peaniizaiii po3poOJieHuX pillleHb, 30KpeMa II0AO0 YAOCKOHAJICHOT
apXiTEeKTypH, METOAY MIATPUMKHU L1IICHOCTI CUCTEMH, METOAY BHUSIBIICHHS aHOMAJii Ta
peai30BaHOl CUCTEMH.

Jiis pOBEEHHS TOCIKEHHS 3 €(DEKTUBHOCTI 3aCTOCYBaHHS CAaMOOPraHi30BaHO1
pPO3MOIEHOT CUCTEMU BHUABJICHHS AaHOMaJli B KOMII'FOTEPHHX CHUCTEMax HEOOXI1THO
BU3HAYUTHUCH 3 KPUTEPISIMU [ OL[IHIOBaHHS. Bu3HaueHHs 0cOOIMBOCTEN 3aCTOCYBaHHS
CUCTEMU BILIMBAE, TAKOXK, 1 HA BUOIP KPUTEPIiB I OLIHIOBAHHS €(DEKTUBHOCTI.

OckuIbKH, pO3TJIAAyBaHAa CHUCTEMa € CaMOOPraHi30BaHOI, TOJIl BOHA
dbyHK1ioHyBaTUME (PaKTUUHO MPU BUKOHAHHI BCIX (PYHKIIIH 0€3 BTpy4YaHHs KOPUCTyBavya
1, TOMY, BUMOT'OI0 KPUTEPIIO, IKUN 3aJI0BOJILHSIE BUMOTH KOPUCTYBaua, € MaKCUMizallis
yacy B poOOTI CUCTEMH, KOJIM BOHA HE 3aIy4a€ KOPUCTyBaya i MPUNUHATTS PIIICHHS
PO MOJAJbII KPOKH B ii poOOTI a00 il KOMIIOHEHT, a TAKOX MPO 3MIHY ii apXITEKTYpH.
B sikocTi 3MiHIOBAHOI BETMYMHHU, TOOTO apryMeHTOM, B (PYHKIIIi, IO ONMHUCYBaTUME Ta
3a/laBaTUME BHUMOTH B IIbOMY KpHUTEPii Oyje 9ac, OCKUIbKM MOT0 MOYKHA BHUMIPIOBATH B
nporieci (QyHKIIOHYBaHHS cHcTeMd. Yac MOKHA BHU3HAuUaTH i BU3HAYCHHSI BCHOTO
nepiofy (pyHKIIOHYBaHHS CUCTEMHM 3 MOYATKY 3aIyCKy CHUCTEMH, MPOTIrOM poOOYOro
JTHSI, @ TaKOX, 4yaCc BUTPAYCHU Ha OOpPOOKY KOPHUCTYyBadyeM IEBHUX CTAHIB CHUCTEMHU.
Burtpauenuit yac Ha 00poOKy MEBHUX CTaHIB CUCTEMHU KOPUCTYBaueM (aMIHICTPATOPOM
CUCTEMHU a00 Mepeki) MOKe TMOJIISATUCh Ha Yac, SIKWA BU3HAYAETHCS KOJIM CHCTEMa

3yIUHEHA TOBHICTIO 1 KOJIM ii yacTWHA mpaipe. Takui MOAUT JO3BOJISIE BpaxyBaTH
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0COOJIMBOCTI MPOIIECiB, SIKI BiAOYBAaTUMYTHCS MPOTATOM Mepiony (GyHKIIOHYBaHHS
CHUCTEMH, 1 HaJTa€ MOXKJIMBICTb 3/IIMCHIOBATH CITIBBIIHECEHHS PI3HUX YaCOBUX IMTPOMIXKKIB.

Hexaii t] — yac, npoTsiroM skoro GyHKIIOHyBaIa CAMOOPraHi30BaHa po3MoileHa
cucrema. Yac Bu3HauaTuMeMo B roaunHax. lle yBech yac BuTpaueHuii Ha poOOTy BCi€i
CUCTEMH, IKUH BKIItOUa€ (PYHKI[IOHYBAHHS 1 11 OKpEeMHUX MOYJIIB B aBTOHOMHOMY PEKUMI
B TIE€p10/] BIACYTHOCTI LIEHTPY 1 GYHKIIIOHYBAaHHS CHUCTEMH Y BUMKHEHOMY CTaHi, TOOTO
yac B MAaCMBHOMY CTaHI MIX MepiojgaMu (yHKI[IOHYBaHHS CUCTEeMH. TakuM 4WHOM, 1€
yac MOBHOTO UKy €KCILTyartailii cucreMu. Beenemo tzl,i B SIKOCTI Yacy (pyHKI[IOHYBaHHS
cucTeMu a00 OKpEeMHUX 11 KOMIIOHEHTIB B aKTUBHOMY CTaH1 MPOTSTOM [ — TOTO JIHS, Je [ =
1,2,..,d, d — KinpKicThb JHIB (YHKIIIOHYBaHHS CHCTEMH, TOMl CIIPAaBEIJIUBE
cuiBBigHOIEHHS t1 =< 24 * d. OCKiIbKH, HPOTATOM J00M CHCTEMA MOKE TIepeOyBaTh
B AKTUBHOMY CTaHi a00 OyTH HEaKTMBHOIO, KOJM BUMKHEH1 BC1 KOMIT IOTE€PH1 CTaHIIii, B
SKWX BOHA BCTAHOBJICHA, TO JOILILHO PO3MOAUIUTH Yac M1k IIUMH BUIIAJIKAMU, 1 TAKOX,
MOXHa PO3MJISIAATH MEPIOANYHICTE JJIsl HEl, SIKIIO B SIKOCTI YaCOBOIO 1HTEpBaIy OpaTu
100y. B sikocTi yacy nepeOyBaHHs cuCTeMU a00 OKpeMHX i1 KOMIIOHCHT Y HCAaKTUBHOMY
CTaHl, KOJU BUMKHEHO KOMII'IOTEpHI CTaHIll, B SIKI BOHU BCTaHOBJICHI, BBEIEMO ts},i
MPOTATOM [ — TOTO IHA, e i = 1,2, ..., d, d — KITbKICTh THIB (YHKI[IOHYBaHHS CUCTEMH,

TO1 OyIyTh CIIPAaBEIJIUBI TaKl CIIBBITHOIIICHHS:
ty, + t3; =24, (t3; + t3;) *d = tf, (4.1)

PosrisiHeMO Yac tf - yac, IPOTArOM SKOro (yHKIIOHyBajla caMOOpraHi3oBaHa
po3mnojiyieHa cucTemMa 0e3 BTpydaHHsS KOPHCTyBaua Yd CHUCTEMHOTO aaMiHICTpaTopa.
Toni, uac t3 - yac, mpoTAroM skoro (yHKI[IOHyBada CaMOOPraHi30BaHa PO3MOJiNeHa
CUCTEMa 3 BTPYYaHHSM KOPUCTyBada YW CHUCTEMHOTO ajMiHICTpaTopa Ha BHUMOTY
cuctemu. Yac, koiau (QyHKIlOHyBajla cucTemMa 1 OyJo BTpYy4YaHHsS KOPUCTyBada 4YH
CUCTEMHOTO aJIMIHICTpaTOpa HE PO3TISJATUMEMO 1 HE BPAaXOBYBATHMEMO B IIHOMY
BUIAJIKY, OCKIJIBKM BiH BIJHOCUTBCSI JO 4acy, MPOTSITOM SIKOTO JOCIHIJIKYBAaTUMYThCS

aHoMaJii, M0 TMOB’s3aHO 31 chenudikow cucremMu. Bzaram AocIiKyBaHI YacoBi
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NPOMDKKH, MO3Ha4eHi sk ti, tf, t7, tj;, t3; MOKHQ BiIHECTH 1O 3OBHILIHIX
XapaKTePUCTUK CUCTEMH, a HANPHUKIAA 4Yac, Koiu Oylio BTpy4yaHHS KOPHCTyBada 4Yd
CUCTEMHOTr0 aJMIHICTpaTopa 0e3 3amuTy Ha TaKy Jil0 CHCTEMH BHYTPIIIHBOIO

XapaKTEPUCTUKOIO CUCTEMU. 3a/1aHi YaCOB1 BEJTUYMHM, ITOB’S3aH1 CITiBBIAHOIIECHHSIM:
t2 + t3 = tl. (4.2)

SIKITO PO3TIISAATH YacOBY BEMYMHY ti SK TaKy, IO BPAaXOBYE Yac MPOTATOM SKOTO
cuctemMa abo 1ii KOMIIOHEHTa OOCIYroByBajach KOPUCTyBadeM a00 CHUCTEMHHUM
aAMIHICTPATOPOM 1 MpU IbOMY Oyja TMOBHICTIO HEAKTUBHOIO, IO3HAYUMO SIKUM
BEJINYMHOIO tf'l, Ta 4Yac MPOTATOM SIKOTO CHCTEMa IMPOJOBXKYBajla MpAIfOBaTH, a
0O0CITyroByBaJIMCh KOpPUCTyBadyeM a00 CHCTEMHHUM aJIMIHICTPAaTOpOM Ha 1ii 3amuT
KOMIIOHEHTH, SIKMI MO3HAYMMO 4YE€PE3 BEINYHUHY tf'z. VY BHUNaAKy 3 BHU3HAYCHHSIM
BEJINYUHU t13’2 HasIBHICTh MPAIIOI0UYOr0 KOMIIOHEHTY 3 LIEHTPOM MNPUUHSATTS PIlICHb

BUIIIOTO PIBHS 1€papXii B CUCTEMi € 000B’A3KOBOIO. PO3IIMMO BEIMUUHY t13 ? Ha pi3Hi
YacoB1 BEJIMYMHHU, L0 XapaKTEPU3yBaTUMYTh YaCOBI MPOMIXKKH B PI3HUX BUIIAJKAX: t13 21
— yac poOOTH cUCTEMH a00 KOMIIOHEHTH 3 LIEHTPOM HNPUUHSATTS pIillleHb BHUILOTO PiBHS
lepapxii B cUCTeMi, KOJIM KOPUCTYBad ab0 CUCTEMHHI aMiHICTpaTOp OOCIYrOBYIOTh 3a
3alIUTOM CUCTEMH YaCTUHY 11 KOMIIOHEHT; t13 22 _ygac 00CITyroByBaHHS KOMIIOHEHTH, SIKa
HE MICTUTb LEHTPY NPUUHSTTS PILLIEHb BULLOTO PIBHS 1€papXii B CUCTEMI, KOPUCTYBAYEM
ab0 CUCTEMHHUM aJIMIHICTPATOPOM.

BukOpuCTOBYIOUM BBEIEHI YHCIOBI XapaKTEPUCTUKU CHCTEMH, BHU3HAUHMMO
BEJIMYMHY 77, KA XapakTepH3yBaTHME YacTKy 4acy, IO BHTPAYacThCs KOPUCTYBadeM

ab0 CUCTEMHHM aJIMIHICTPATOPOM Ha 0OCIIYyTrOBYBAHHS KOMIIOHEHTH, B SIKiil HE MICTUTBCS

IEHTP MPUUAHATTS PIIlICHb BUIIOTO PIBHS 1€papXii B cUcTeMI, 3a PopMyIioro:

) 322
— 1

T = 321,322 (43)

1 1
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BenuuuHa 77 XapakTepusye BUNAOK, KOJIM YaCTMHA CHCTEMHM 3 IIEHTPOM HPUMHATTS
pIlIeHb BUILIOTO PiBHS i€papXii MpaIioe 1 MpH IbOMY YaCTUHA CUCTEMH OOCIYTOBYETHCS
CHCTEMHHM aJIMiHICTPATOPOM UM KOPUCTYBa4yeM, ajie BBAXKAETHCS 1110 BUTPAYCHUI Yac Ha
OOCIIyroByBaHHSl BIUIMBAE Ha CHCTEMY 1, TOMY, pO3IJISJAETbCS Yac MOBHOTO
CaMOCTIMHOTO (YHKIIOHYBaHHS CHUCTeMHU. SIKIIO X HOro He BpaxOByBaTH B 4ac
CaMOCTIHHOrO ()YHKIIOHYBaHHS CHCTEMH, TOIi BBEIEMO BiINOBiIHY BenuuuHy 1 i

obuncIuMmo ii 3a GopMyIIor:

3,2,2

t
le == tjérzll- (4.4)
1

BBegemo kputepiil 1s OIIHKH €(PEKTUBHOCTI poOOTH 3riHO KoedimieHty K,
BUXOJIS1YM 3 11 MOXKJIMBOCTI CAMOCTIMHO MPUKAMATH pillieHHs 0€3 3ally4eHHsI KOpUCTyBaua
4y CHCTEMHOTO agMiHicTpatopa. Bemuuunu 7 Ta 1 6yayTh 361KHMMH 10 HYJS, SKIIO

.. 3,2,2 . . . .
MIHIM13YBATUMCTBLCA 4acC tl , AJIC MBUIK1ICTH 361)KHOCT1 AYKC 3aJICIKATU Bl BCIIMYUHU

3,2,1 : .
t;""", TOMy BpaXxOBYIOUH, III0 BOHHU € OJIM3bKUMU 3 3HAUEHHSIMH M)XK HUMH BpaxyeMo ix
B OCTATOYHMX MPECTABICHHSIX JJIs1 BU3HAYCHHS KOePIIieHTy K; KpUTEpIO ISl OI[IHKA

e(EeKTUBHOCTI pOOOTH TakK:

ri+r?

K, = . (4.5)

3nadenns koedimienty K;, obuunciene 3a popmyoro (4.5) Oyae ycepeTHeHUM 1 TOUHIIIE
OMKCYBAaTUME 33J]JaHy YaCOBY BEIMYUHY SIK XapaKTePUCTUKY B cucTemi. Kpurepin mis

OLIIHKY €(heKTUBHOCTI pOOOTH CUCTEMH 3a/1aMO TaK:

3,2,1_ 3,2,2+ t3’2’1 t3,2,1 3,2,2 3,2,2 3,2,2

321 ,32.2 3213 H 321 (322 ;322 43
K — (t )4y t 14y ) — — 2 .
1 f 1 M1 2 tf’z’l-(tf’z’l— tzls,z,z) ]

K; — 0,npu min(tf’z’z) ) max(tf’z’l). (4.6)
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Otxe, Bu3HaueHHsa koediuieHty K; 3a dopmynorw (4.6) Hamae 3MOry OLIHUTH
epeKTUBHICTh (PYHKIIOHYBaHHS cuctemMu. Hampuknaa, sKiio tf‘z’l < tf‘z’z, TOJ1
oueBHIHO 1O K; > 1 1 QyHKIIOHYBaHHS CHCTEMH MPOTATOM JOCIIHKYBAaHOTO OYiI0
Hee(PEKTHUBHUM.

OTpumMaHni pe3ynpTaTH ANl KPUTEpil0 e(PEeKTUBHOCTI 3rigHO KoedimieHTy K;j
CTOCYIOTBHCSI BUTIQAKY ISl 3araJIbHOTO Yacy (PYHKI[IOHYBAaHHSI CUCTEMH 1 MOXYTb OyTH
YTOYHEHI 3 BpaxyBaHHSIM KOXHOi KOMIIOHEHTH cucTeMH. To0To, Uil KOXKHOI
KOMITIOHEHTH CHCTEMHU 3I1IMCHUMO pO3paxyHOK 4Yacy il ()YHKUIOHYBaHHS B pI3HUX
BUIIAJIKaX Ta MPEICTABUMO B KpUTEPIl OIIHKHU €(heKTUBHOCTI (DYHKIIIOHYBAHHS CUCTEMU
3T1IHO XapaKTePUCTUK B KOXKHIM 3 KommoHeHT. KommoHeHTa caMOOpraHizoBaHOi
PO3MOAUIEHOT CUCTEMH B KOMIT FOTEPHIM CTaHI(l B MEPEX1 NpH 3A1MCHEHHS aHam3y il
(GYHKIIOHYBAaHHS 32 YaCOBUM MOKa3HUKOM MOX€E OyTH BiJHECEHA JI0 OJTHOTO 3 BUIIAJIKIB:
(GyHKIIIOHYyI0Ya OJHOYACHO 3 KOMITIOHEHTOIO, B SIKIM 3HAXOIUTHCS LIEHTP MPUHHATTA
pillieHb BUIIOTO PiBHS i€papXii; QyHKIIOHYyIOYa CYMICHO 3 IHIIMMU KOMIIOHEHTaMU
cucTeMu 06€3 KOMIIOHEHTH, B SIKI 3HAXOAUTHCS IIEHTP MPUNUHATTS PIIICHh BUIIIOTO PIBHS
lepapxii; HeQyHKIIOHYO4Ya 1 mepe0yBa€ B KOMII IOTEPHIM CUCTEMI, sIKa BUMKHEHA,
He(dyHKIIOHyI0Ua, 00 TmepedyBac Ha o0OpoOIli B KOPHUCTyBaya YU CHUCTEMHOTO
anaMiHicTpaTopa. BpaxoByrouu, M0 KOMIIOHEHTH CHCTEMH CTBOPIOIOTH IMapaielbHO
BUKOHYIOUI MPOIIECH B PI3HUX By3J1aX B MEPEXKI 1 MPOMIKKHU Yacy, B SIKUX BOHU aKTHBHI,
€ PI3HUMHU, TO JOCHIJDKEHHS (PYHKI[IOHYBaHHS CHUCTEMHM 3a YaCOBUM TOKa3HUKOM
HEOOX1THO TPOBOJUTH MPOTITOM BCHOTO Yacy (PYHKIIOHYBaHHSI CUCTEMH B LIJIOMY 200
3a ycepeJHEHUMU TAaHUMU MPOTSATOM JTI00H, OCKITTbKHA aKTUBHE (DYHKIIIOHYBAHHS CUCTEMU
€ TICPI0IUIHUM.

BBenemo st KOXKHOT j — TOi KOMIIOHEHTH CHUCTEMH TakKi BEJIWYUHH, IO
XapaKTepu3yBaTUMYTh 11 (YHKI[IOHYBaHHS 32 YaCOBUMHU MOKa3HUKAMH, MPUUOMY | =
1,2,...,N, N — KUIbKICTh KOMIIOHEHT cuctemu. JIjist Bunanky j = 0, ToOTO KOMIIOHEHTH,

B SIKIM MICTUTBHCS IEHTP NPUUHATTS PillIEHb BUIIOTO PIBHS 1€papxii, BU3HAUYEHHS Yacy 3a

il pi3HUMHM CcTaHaMH 3JIHCHUMO oOkpemo. Hexai tf j — 4ac, TpOTAroM SKOTO
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¢dyHKIIOHYBaNa j — TOI KOMIIOHEHTa CaMOOPTraHi30BaHOI po3MoIiiIeHoi cucteMu. TooTo,
I[€ YBECh 4Yac BUTPAUYCHHUI Ha poOOTY j — TOI KOMIIOHEHTH CHUCTEMH, KU BKIIIOYa€e
(GYyHKI[IOHYBaHHS B TaKHX BHUIAQJKaX: B AaBTOHOMHOMY pEXHMI 3a MPHUCYTHOCTI
KOMIIOHEHTH 3 IIEHTPOM MIPUUAHSTTS PillIeHb BUIIIOTO PI1BHS 1€papXii; B MepioJl BIACYTHOCTI
HEHTPY; (GYHKIIOHYBAaHHA KOMIIOHEHTH CHUCTEMU Y BUMKHEHOMY CTaHi, TOOTO 4ac B
MAaCMBHOMY CTaH1 Mk mepiofaMu (PyHKIIOHYBaHHS CHCTEMH; YaCOBHUI MPOMIKOK, KOJIH
KOMITIOHEHTa He (YHKIIIOHYBajga, a OOCIyroByBaJlaCh KOPHUCTYBA4eM YH CHUCTEMHUM
aaMiHicTpaTtopoM. TakuM YMHOM, BBRKATUMEMO II1 YOTUPHU YaCOBI MPOMIKKU TaKHMH,
10 ONHUCYIOTh Yac MOBHOTO IIUKIY €KCIUTyartauii j — Toi KOMIOOHEHTH cuctemu. Toni,
BBEJIEMO tzl,l-' j BSIKOCTI yacy GYHKUIOHYBaHHS j — TOi KOMIIOHEHTH CUCTEMH B aKTUBHOMY
CTaHi 3a MPUCYTHOCTI KOMIOHEHTH 3 IIEHTPOM PUUHSTTS PIIlICHb BUILIOTO PIBHS 1€papXii
IPOTATOM [ — Toro Hs, ne i = 1,2, ...,d, d — KIIbKICTh JIHIB (PYHKI[IOHYBaHHSI CUCTEMHU.
JInst XapakTepuCTUKU NEpioly BIACYTHOCTI HEHTPY, ajie (DYHKIIOHYBaHHS KOMIIOHEHTH
CUCTEMHU BBEJEMO BEIMYUHY t;}i, j B SIKOCTI Yacy ()YHKIIOHYBAHHS j — TOI KOMIIOHEHTH
CUCTEMU B aKTUBHOMY CTaHI 3a BIJICYTHOCTI KOMIIOHEHTH 3 LIEHTPOM MPUIHATTS PillICHb
BUIIIOTO PiBHS i€papXii mpoTsarom i — toro aHs, ne i = 1,2,...,d, d — KUIBKICTh JHIB
(GyHKUIOHYBaHHA cucTeMd. @DYHKIIOHYBaHHS j — TOI KOMIIOHEHTH CHUCTEMH Y
BUMKHEHOMY CTaHi, TOOTO 4Yac B MAacHMBHOMY CTaHI MX MepiogamMu (PYHKITIOHYBaHHS
CUCTEMH JJIs1 O3HAYEHHS XapaKTEPUCTUKHU 33/1aMO BEIMYMHOIO ti,l-' ;- HacoBuii IpOMIXKOK,
KOJM j — Ta KOMIIOHEHTa HE (PYHKI[IOHYBaJia, a OOCIyroByBaJlaCh KOPUCTyBayeM YU
CUCTEMHHUM aJMIHICTPATOPOM 3a7amMO BEIUYUHOIO t51’l-’j, B SKIM IS XapaKTepUCTHUKA
BU3HAYEHA IPOTATOM [ — TOTO fHs, e L = 1,2, ..., d, d — KIIbKICTh AHIB PYHKITIOHYBaHHS
CUCTEMH.

AHANOTIYHO BBEIEMO YaCOBI XapaKTEPUCTHKU IS KOMIIOHEHTH 3 IIEHTPOM
MPUIHATTS PIICHh BUIIOTO PiBHSA i€papxii, To6To ko j = 0. BBememo Benuunny t%,i,o
B SIKOCTI yacy ()yHKLIOHYBAaHHS KOMIIOHEHTH 3 LEHTPOM MPHUHHATTS PIIIEHb BUIIOTO
piBHS lepapxii mpotsroM [ — Toro jaHs, ae [ =1,2,..,d, d — KUIbKICTb [IHIB
¢dyHKIIOHYBaHHS cucTeMu. JlJig XapaKkTepUCTUKHU NEPIOAY BIACYTHOCTI KOMIIOHEHTH 3

IIEHTPOM TPUUHATTS PIIIEHb BHUIIOrO PIBHS l€papxii depe3 il HEAOCTYIHICTh PEIITI
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KOMITOHEHT CUCTEMH 3 TPWYMHU BHW3HAYCHHS BUKOHAHHS (DYHKINIHA MJIS BHU3HAYCHHS
MOJIAJIBINNX i YM KPOKIB CUCTEMH BBEACMO BEITUUUHY t;,i,o MPOTSTOM [ — TOTO JHS, JIE
i=1,2,..,d, d — XubKiCTh JHIB (YHKIIIOHYBaHHSA cHCTeMH. DYHKIIIOHYBaHHS
KOMIIOHEHTH CHCTEMHM 3 LEHTPOM HPUUHATTSA pIIIEHb BHUIIOTO PIBHSA iepapxii y
BUMKHEHOMY CTaHi, TOOTO 4Yac B MACHMBHOMY CTaHI MIDX MepiojiaMu (pyHKIIIOHYBaHHS
CUCTEMH JIJIs1 03HAUYCHHS XapaKTEPUCTUKH 3a/1aMO BEJTMYUHOIO ti,i,o- YacoBwuii MPOMIKOK,
KOJIM KOMIIOHEHTa CHUCTEMH 3 IICHTPOM NPUUHATTS PIIICHb BUIIOTO PIBHS i€papXii HE
dbyHKIIOHYBada, a 00CIYroByBajlaCh KOPUCTYBA4eM YHM CHUCTEMHHUM aJMIHICTPaTOPOM
3aJ1aMO BEJTUYHHOIO tsl,i,o, B SIK1H 1151 XapaKTepUCTHUKA BU3HAUEHA MPOTSITOM [ — TOTO JHS,
nei=1,2,..,d, d— KiIbKiCTh THIB QYHKITIOHYBaHHS CUCTEMHU.

BcranoBumo Take CHIBBIIHOIIEHHS MIK YacCOBHMMHM  XapaKTEPUCTUKAMHU

KOMITOHCHTIB CUCTEMH.

d N 5 41
Yi=1Xj=0Xk=2ti,j —

1
- = tl. (4.7)

BciM KOMIOHEHTaM CHCTEMU 3aJ]aHO YacOBi XapaKTEPUCTHKU TaAKUM YHUHOM, IO
BOHU € YaCTMHAMHM CHCTEMH Ha YBECh 4Yac (DYHKI[IOHYBaHHS CHCTEMH 1 I 3aJlaHO
dbopmynoro (4.7). Ame B mporieci TpuBajaoro (QpyHKIIOHYBaHHS CHCTEMH ACsAKl 3 i
KOMITOHEHTIB MOXYTh OyTH BWJIYYEHI1 3 HEi 1 JJi1 LbOr0 BUMAJKY CIpaBEUIMBI TakKl

CHIBBIIHOIIICHHS:

N 1 _ d N 5 1
Yj=otij = Xiz1Xj=02k=2tkij (4.8)
d N 5 1
1,c Z'=1 X j=0 Zk:z tk, i, j 1
t,;" = i=12j = b > ti,, (4.9)

1
nie t;"° — cepenHboapuPMETHUHE 3HAYEHHS YaCy KOMIIOHEHTH B CUCTEMH MPOTATOM
BCHOTO TIepioay ii (GyHKIIIOHYBaHHSI.
Busnaunmo koedimieHT K, 711 KpUTEPIirO OIHKHA ePEeKTUBHOCTI (hYyHKI[IOHYBaHHS

CHUCTCMH, BUXOOAYHU 13 BBCACHUX XAPAKTCPUCTUK Ta OTPUMAHNX CHiBBiI{HOH_IeHB, 3aJaHuX
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dopmynamu (4.7)-(4.9), s BpaxyBaHHS OCOOJMBOCTEH XapaKTEPUCTHK, SIKI 3aJIe)KaTh
BiJl KOMIIOHEHT CUCTEMH.
BukopucToBylouM BBEIEHI YHMCIOBI XapaKTEPUCTUKH KOMIIOHEHTIB CHCTEMH,

BHU3HAYNMO BCJIIMUYHHY 7"11]-, JdKa XapaKTCPU3YBATHUMC YACTKY 4YdCy, IO BUTPAYACTHCA

KOpHCTYyBaueM a00 CUCTEMHUM aJIMIHICTPaTOPOM Ha OOCITYTOBYBaHHS j-TOi KOMIIOHEHTH

3a GOpMYJIOIO:

2,2
t>

1 _ 1j
= 321 _ 322 (4'10)
1j Lj

3,2,1

1j~ — dac poOOTH j-TOI KOMIIOHEHTH 3 LEHTPOM IPHIHATTS PillICHb BUILOTO

net

piBHA 1€papxii B CHCTEMI, KOJM KOpPUCTyBad ab0O CHCTEMHHMH agMIHICTpaTop

06CJIYI‘OBYIOTB 3a 3allMTOM CHCTCMH YaCTHUHY 1 KOMIIOHCHT, BKJIHOYarO4u j-Ty

3,2,2

KOMIIOHEHTY; ;]

— Yyac 0OCIyroByBaHHS j-TOT KOMIIOHEHTH, sIKa HE MICTUTh LICHTPY
NPUIHATTS PIIIEHb BUIINOTO PIBHS 1€papxXii B CUCTEMi, KOPUCTYyBa4eM a00 CUCTEMHUM
aJIMIHICTPATOPOM.

Bennuuna rll’ j XapakTepu3ye BHIIAJIOK, KOJNHM YacTHHA CHUCTEMH 3 LEHTPOM
NPUIHATTS pIlIEHb BULIOTO PIBHS 1€papxli Npalroe 1 MpU LbOMY YacTHHA CHUCTEMH
00CITyrOBY€TbCSI CUCTEMHUM aJIMIHICTPATOPOM YU KOPUCTYBAu€M, ajleé BBAXKAETHCS IO
BUTpau€HUI yac Ha 0OCITYyrOBYBAaHHS BIUIUBAE HA CUCTEMY 1, TOMY, PO3TJISAAETHCS Hac
MOBHOTO CaMOCTIHOTO (PYHKI[IOHYBaHHSI CUCTEMU. SIKIIIO 5K Oro HE BpaXOBYBATH B Yac
CaMOCTIHHOTO (DYHKILIOHYBaHHS CUCTEMH, TOJ1 BBEJIEMO BIAMOBIIHY BEIUYUHY 7‘12’ j A

J-TOi KOMIIOHEHTH 1 00U CIMMO i1 3a (PopMyIIo10:

3,2,2

e = t};;l. (4.11)
]

BBenemo kputepiit 11t OIIHKM €(EKTUBHOCTI POOOTH ISl j-TOT KOMIIOHEHTH

3riiHo  Koediuienty K, j, BHXOIS4YM 3 MOMIMBOCTI YaCTHHU CHUCTEMH CaMOCTIHHO



85

npuiiMaTty pimeHHs 0e3 3aJy4eHHS KOpPUCTyBaya YW CHCTEMHOIO aJMiHICTpaTopa.
1 2 . e e 3,2,2
Benuunu 1y j Ta 1{; OyayTh 301KHUME 0 HyJIsL, SIKIO MIHIMI3yBaTHMETBCS 4ac ¢,

. . . . 3,2,1
ajie IBUIKICTb 301KHOCTI Jy’Ke 3a]€)KaTH BiJ BEIUYHHU t; ", TOMy BpaxoBYIOYH, IO

BOHM € OJM3bKMMHM 3a 3HAYCHHSIMH MDK HHMH BpaxyeMoO iX B OCTaTOYHUX
TIPEICTABICHHAX Ul BU3SHAYEHHS KOePIieHTy K, j KPUTEPIIO IS OIHKY €()EKTUBHOCTI

poOOTH j-TOT KOMIIOHEHTH TaK:

1 2
T1’j+ rl,j

(4.12)

3nauenns Koedinienty K ;, obuuciene 3a ¢dopmynow (4.12) Oyne ycepenaHeHum i
TOYHILIE ONUCYBaTUME 3a/1aHy YaCOBY BEJIMUUHY SIK XapaKTEPUCTUKY j-TOT KOMIIOHEHTH
B cucremi. Kputepiil g OUIHKM €(EeKTUBHOCTI pOOOTH j-TOI KOMIOHEHTH CUCTEMU

3aJaMoO TakK:

. .322 3,2,1
K,; — 0,mpu mln(tl'j ),max(tl'j : (4.13)

Omxe, Bu3HaueHHs Koediuienty K, ; 3a hopmyiorw (4.13) Hagae 3MOry OLIHUTH
edeKTUBHICTh (DYHKIIIOHYBAHHS j-TOi KOMIIOHEHTH CHUCTEMH. 3arajibHUi Koe(iIlieHT
€(EKTUBHOCTI CUCTEMH 3 BpaxyBaHHS YACOBUX XapaKTEPUCTUK KOMIIOHEHTIB CUCTEMH 1

3HaueHb KOe(IIEHTIB, K1 oTpuMaHi 13 popmynu (4.13), 3Haxoaumo 3a GopMyIIoro:
KZ = maX(KZ’O, K2,1' ey KZ,N)' (414)

Kpurepiii  epextuBHOCTI poOOTH  CUCTEMHU, SKUWA  3aJaBaTUMETbCS 3
BUKOPHUCTAHHSAM 3HadeHHs KoedilieHnta K,, aHajmoriuHo A0 Bumaaky 3 K;, Oyne
B1JI0OpakaTUMe HaMKpaluii pe3yabTaT MpU MiHIMI3allii HOTro 3HaUYeHHs. TakuM 4HMHOM,
3HaueHHs KoedimieHtiB K; Ta K, OyayTh 30iraTHCh 0 HyJs, 32 YMOBHU BiJICYyTHOCTI

TpUBAIUX 300iB B pOOOTI CHUCTEMH 1 1i KOMIIOHEHTIB, a TaKOX 3a YMOBH BIJICYTHOCTI
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PYHHYIOUMX BILTMBIB 3JIOBMHUCHOTO MPOTPaMHOT0 3a0€3MeUeHHs Ta KOMIT IOTEPHHUX aTaK
Ha BY3JIM B MEpeXi, B SIKAX pPO3MIIIECHI KOMIIOHEHTH CHUCTEMH, 1 HETPHUBAIIUX
00CIIyrOBYIOYHMX POOIT 31 CTOPOHU KOPUCTYyBa4a Y CUCTEMHOTO aIMIHICTPATOPA.

Kpim Ttoro, orpumani 3HaueHHS KOCQIIIEHTIB, SKI pPO3paxoOBaHI 3a IEBHUU

MPOMIXKOK 4acy BpaxOBYBaTUMEMO MPU BU3HAYEHH] MOJATBIIUX JI1d CUCTEMHU.

4.2 CamoopranizoBaHa pO3IOJIJIEHA CHCTEMa BHUSBJICHHS aHOMalii B

KOMIT' FOTEPHUX CUCTEMAaX

4.2.1 Peamnizaliis caMOOpraHi30BaHOi PO3MOJILIEHOT CUCTEMHU

CaMoopranizoBaHy po3HOJIIJIEHY CUCTEMY BUSBIICHHS aHOMaJii B KOMIT FOTEpPHUX
BUSIBJICHHS AHOMAJIId pealizyeEMO MPOMIXKHUM MpOrpaMHUM 3a0€3MEYEHHs, 1110
00’eHyBaTUME B OJIHE I11JIe KOMIT IOTE€PH1 CTaHIIii B MEPEXK1, 3 TBOMA TUIIAMH iHTEepdEHCy:
JUTSl KOMIIOHEHTH, B SIKIM MICTUTBCS LIEHTP NPUUHSTTS PillIEHb BEPXHBOTO PIBHS 1€papXii:
JUTSI KOMIIOHEHT, B SIKUX MICTUTBCS IIEHTP MPUNHATTS PIIICHh HIXKHBOTO PIBHS 1€papXii.

Onuc ocHOBHUX (QYHKINH pO3pOOJICHOrO MPOrpaMHOTO 3a0e3NeueHHs 0IaHO B

3BeeHii Tadmum 4.1.

Tabnuis 4.1 — Onuc ocHOBHUX (PyHKIIIHM po3pobsieHoro 113

Ne | Hasma Onuc dpyHkii
3/m | dyHKIT
1 2 3

1 | SendComma | ®yHkitis 31iHCHIOE Tepenadyy KOMaHAMW 3 IEHTPY BEPXHBOTO
ndToCompo | piBHsi, sikuil npuUilMacMO TAaKUM MO3HAYCHHSAM SIK Csps o,
nents(int Csps,o € Mspso, M0 IEHTPiB CHCTEMH B KOMIIOHEHTaX, fIKi
commandld) | syaxonathcs Ha HEKHBOMY PpiBHI, TOOTO A0 LEHTDIB 3

NO3HAYEHHAM Csps i, Cspsi € Mspsi, nei = 1,2, ..., N.
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[Tponossxenns Tabmui 4.1 — Onuc ocHoBHUX QYHKIIH po3podnenoro 113

2 3
SendDetecte | ®yukiiss 3aiCHIOE Tepenady IMOBIIOMICHHS 3 ICHTPY
dPotential An | HrkHBOTO PiBHS, SIKHH MO3HAYEHO Csps i, Cspsi € Msps; 1 1€
omaliesToM

ainCenter()

i=1,2,..,N, B sKOMy MICTUThCS 1H(MOpMAIlisl TTPO MOMKITUBI
aHoMaJii ToOTo 310paHi XapakTepHI O3HAKH, sIKI MOTPEOYIOTh
00pOOKH, 110 IEHTPY BEPXHBOTO PiBHA Csps o JUIA 3AIMCHEHHS 1X

00pOOKH.

SendAnomal
yProcessing
ResultToMai
nCenter(int

anomalyld)

OyHKIs 3IMCHIOE Tiepenayy TOBIJOMIIGHHS 3 IIEHTPY
HIDKHBOTO DIBHS, SKUH IO3HAYEHO Csps i, Cspsi € Msps; 1 1€
i =1,2,...,N, B IKOMy MICTUTbCS 1H(pOpMALIA IPO PE3YIbTATH
0o0OpoOKM aHOMalIii B Il KOMIIOHEHTI J0O HEHTPY BEPXHHOTO

piBHH CSDS,O .

SendDetecte
dPotential An
omaliesToC

urrentCenter

0

OyHKIs 31IMCHIOE TIepenadyy TOBIJOMIIGHHS 3 IIEHTPY
HIDKHBOTO PIBHS, SKUH MO3HAYEHO Csps i, Cspsi € Msps; 1 1€
i=1,2,..,N, B sKOMy MICTUTbCS 1H(OpMAIIs NPO MOXKIHUBI
aHomautii ToOTO 310paHi XapakTepHI O3HAKH, SIKI MOTPEOYIOTh
00pOOKH, 10 LIEHTPY LBOTO K PIBHA Cspg j VIS 3MIACHEHHS X

obpobku3aymoBu j #i,i =1,2,..,N,j=1,2,...,N.

SendAnomal
yProcessing

ResultToCur
rentCenter(in
t anomalyld)

OyHKIIA 3AIMCHIOE TIepenady TMOBIIOMIICHHS 3  IIEHTPY
HWKHBOTO DIBHS, KM MO3HAYEHO Csps i, Cspsi € Msps; 1 A€
i =1,2,...,N, B skoMy MICTUThCS 1H(POpPMAITIS PO PE3YIHTATH
00poOKM aHOMaTIi B 111i1 KOMIIOHEHTI, 10 IEHTPY LIbOTO 3K P1BHS
Csps,j MU 3AIACHEHHS iX OOpOOKM 3a yMOBM j # i, [ =

1,2,..,N,j=1,2,..,N.
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[Tponossxenns Tabmui 4.1 — Onuc ocHoBHUX QYHKIIH po3podnenoro 113

2

3

SendDetecte
dPotential An
omaliesToC

urrentCenter
IfMainCente
rAbsent()

DyHKITIS 3A1HCHIOE TIepenady TMOBITOMIICHHs (TIpH HAsSBHOCTI
B1JIOMOCTEH PO BIJICYTHICTh KOMIIOHEHTH B CUCTEMI 3 IIEHTPOM
BEPXHBOTO PiBHS, TOOTO (DaKTHUHOTO TICHTPY NPUHHATTS
pIIIEHb B CUCTEMI1) 3 IEHTPY HIXKHBOTO PIBHS, SKUI MO3HAYECHO
Csps,i» Csps,i € Msps; 1 me i =1,2,...,N, B AIKOMY MICTUTBCS
1H(pOopMaIlis PO MOXKIIMBI aHOMaTii TOOTO 310paHi XapakTepHi
O3HAKH, K1 MOTPEOYIOTh 0OPOOKH, JJO LIEHTPY LBOTO K PIBHS
Csps,j JUIA 3AIACHEHHA i1X OOpOOKM 3a yMOBU j # i, [ =

1,2,..,N,j=1,2,..,N.

SendAnomal
yProcessing

ResultToCur
rentCenterlf

MainCenter

Absent(int

anomalyld)

OyHKUIs 301MCHIOE TIepe1adyy NOBIIOMIIEHHS (IIpH HAsBHOCTI
B1JIOMOCTEM PO BiICYTHICTh KOMIIOHEHTH B CUCTEMI 3 LIEHTPOM
BEPXHBOTO PIBHS, TOOTO (HAKTHUUHOTO LEHTPY MNPUIHHATTS
pIilIEHb B CUCTEMI) 3 [IEHTPY HH>KHBOTO PIBHS, SIKUI TO3HAYEHO
Csps,i» Cspsi € Msps; 1 e i =1,2,...,N, B AIKOMy MICTUTBCH
iH(popMalliss Tpo pe3yabTaTth oO0poOKM aHoOMaiii B WIH
KOMIIOHEHTI, 0 UEHTPY IBOT0 X PIBHA Cspg,j AU 3MIHCHEHHS

ix 00poOku 3aymoBu j # i,i =1,2,...,N,j=1,2,...,N.

SendDetecte
dPotential An
omaliesToC
omponent(in
t
componentlid
, int

anomalyld)

OyHKIis 31IMCHIOE Tiepenadyy TOBIJOMIIEHHS 3 ILEHTPY
BEPXHBOI'O PIBHSA, KU MO3HAYEHO Csps o, Cspso € Mspso, B
SAKOMY MICTUTBCS 1H(pOpPMAIIisl PO MOXKJIUBI aHOMAaTii TOOTO
310paHl XapakTepHI O3HAaKH, SIKI MOTPeOyrTh OOpPOOKH, 10
LIEHTPY HUKHBOTO PIBHA Cgpyg, j JUIA 31MCHEHHS iX 00pOOKH 1pH

ubomy j = 1,2, ..., N.
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[Tponossxenns Tabmui 4.1 — Onuc ocHoBHUX QYHKIIH po3podnenoro 113

1 2 3

9 | SendAnomal | ®ynkuis 3milicHIOE Tepenady MOBIIOMIEHHS 3 LEHTPY
yProcessing | BepxHbOro piBHS, SIKUii IIO3HAYCHO Csps o, Csps.o € Mspso 1 11€
ResultToCo | i = 1,2, ..., N, B skomMy MicTuTECS iHOPMALLis IPO PE3yIBTATH
mponent(int | oGpoGkn amomanii B wiif KOMIOHEHTI, 0 LEHTPY HHKHBOTO
componentld | yigyg Csps,j MU 37ilCHEHHS iX OOpOOKM IIpH LIbOMY j =
’ nti 4 2, .N.
anomalyld)

10 | SendWorkR | ®yHkiiisi 3ailicHIOE Tepefady IOBIIOMIIEHHS 3 LIEHTPY
eadinessMes | HuKHBOTO PiBHS, SIKUI MO3HAYCHO Csps; i Ae i = 1,2, ..., N 10
sageToMain | pentpy BepxXHBOrO piBHS Cspsos Cspso € Mspso M i =
Center() 1,2,..,N 3 MeTol TOBIJOMJICHHS NP0 BBIMKHCHHSI

KOMIT'FOTEpHOI CTaHIli B MeEpexi 1 YCHIIHUU 3amycK
IPOrPaMHOT0 3a0e3MeYeHHsT KOMIIOHCHTH CHCTEMH.

11 | SendUpdate | ®yukiisi 3ailicHIOE Tepefady IOBIIOMIIEHHS 3 LIEHTPY
dArchitectur | BepxHBOTO PiBHS, KU HO3HAYEHO Cgpg o 10 HEHTPY HIKHBOTO
eMessageTo | pisus cgps; i ae i =1,2,..,N mis i =1,2,...,N 3 meTom0
Component(i | nopigomnenns npo BBIMKHEHHS KOMII'HOTEpHOI CTAaHL{i B
nt

componentid

)

MEpeXi 1 YCHIIMIHUA 3alyCcK MNpOorpaMHOro 3a0e3leueHHs
KOMITOHEHTH CHCTEMH, TOOTO TOBIAOMJIEHHS MPO TOTOBHICTH
JI0 TIOYATKy POOOTH K YACTUHU CUCTEMH, B SIKIH (YHKIIOHY€E

IEHTP CUCTEMH.
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[Tponossxenns Tabmui 4.1 — Onuc ocHoBHUX QYHKIIH po3podnenoro 113

1 2 3

12 | SendShutDo | ®ynkmist 3milicHIOE Tepenady MOBIIOMICHHS 3 LEHTPY
wnMessageT | HKHBOTO PiBHS, IKUH MO3HAYEHO Csps; 1A i = 1,2, ..., N 10
oMainCenter | uentpy BepxHBOTO PIiBHSL Cgpsg, Cspso € Mspso 3 METOIO
() MOBIJIOMJICHHS TIPO KOPEKTHE BHMKHCHHS KOMII IOTEPHOI

CTaHIIIi B MEPEXKi 1 yCHIITHE 3aBEPIICHHS POOOTH ITPOTPAMHOTO
3a0€3MeUYEeHHs] KOMIIOHEHTH CHUCTEMH 13 30epexeHHSIM
XapaKTePHUX O3HAK MPOQ1II0 KOMIT FOTEPHOT CTAHIIIT B MEPEXKI.

13 |SendUpdate | dynkiis 3aificHIOE Tepenady MOBIIOMICHHS 3  ILEHTPY
dArchitectur | BepxHBOro piBHS Cspgo IO LEHTPY HIDKHBOTO PIiBHS Cspgs i,
eMessageTo | copg; € Mgpsi, Cspso € Mspso mis i=1,2,..j—1,j+
ActiveComp |1 .. N, J # i 3 METOIO MOBIOMJICHHS PO BUMKHEHHS j -TOI
onents() KOMIT FOTEPHOT CTaHIi B MEpEekXi 1 YCIHIlIHEe 3aBepIICHHS

poOOTH TPOrpaMHOTO 3a0e3MEYCHHS j -TOi KOMIIOHCHTH
CUCTEMHU 13 30€peKCHHSIM XapakTEPHUX O3HAK MPOQiIO
KOMIT FOTEPHOT CTaHIII1 B MEPEXI.

14 | SendShutDo | ®yHkiis 3xailicHIOE Tepefady IOBIIOMIIEHHS 3 LEHTPY
wnCompone | HMKHBOTO PiBHS, IKMH MO3HAYEHO Cgpyg j A0 PEIUTH AKTUBHHX
ntMessageT | yentpie HWKHBOTO PIBHA Cgpsi, Cspsi € Msps; st i =
oActiveCom

ponents(int

componentld

)

1,2,..j—1,j+1,..,N, j # i 3 METOI0 MOBIJIOMJICHHS PO
KOPEKTHE BUMKHEHHS j -TO1 KOMIT IOTEPHOI CTaHIIIl B MEpPEexKi 1
YCHIIIHE 3aBEpIIECHH pOOOTH MPOrPaMHOI0 3a0e3MeyeHHs j-
TOT KOMITOHEHTH CUCTEMH 13 30€pEKEHHIX XapaKTePHUX O3HAK

podITF0 KOMIT IOTEPHOI CTAHIIIT B MEPEXi.
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Kinerns Tabmuii 4.1 — Onuc ocHoBHUX GyHKITINH po3podieroro 113

mponent(int

componentld)

1 2 3
15 | SendBlockCo | ®yHkmis 37iiicHIOE Tepenady MOBIAOMIICHHS 3 UEHTPY
mmandToCo | BepXxHBOTO PIBHA Csps o, Csps,o € Msps o 10 LEHTPY HIKHBOTO

PIBHA Cspsi, Cspsi € Msps; amai=1,2,..7—1,j+1,...,N,
J # 1 3 METOI TMOBIJOMIIEHHS MpO MpodieMu B j - Tid
KOMIT FOTEpHIN CTaHIIii B MEpeXi 1 HAJICHIIaHHS 11 KOMaHIHU 3
BUMOTIOI0 OJIOKYBaHHSI poOOTH IPOrpaMHOro 3a0€3MEUYEeHHS B
HIA 1 TPUMYCOBOIO 3aBEpLIEHHS POOOTH MPOrpamMHOro
3a0€e3MeUYeHHs j -TOi KOMIIOHEHTH CHUCTEMH 13 30€peKEeHHAM
XapakTepHUX O3HAaK MpOoQUII0 KOMIT'IOTEPHOI CTaHIli B
MEpexXi, TOOTO TIOBIJOMJICHHS BCIM PpEIITI aKTUBHUM
KOMIIOHEHTaM CHUCTEMH MpPO 3MIHY HAsBHOI apXIiTEKTypH
CHUCTEMM IIOB’A3aHOI 3 BWIYYEHHSIM j -TOl KOMIIOHEHTH

CHCTCMMU.

16 | SeparateCreat
edArchitectur

e()

@OyHKIIA 3A1CHIOE TIepeiady MOBITIOMJICHHS B1J] LICHTPIB BCIX
PIBHIB JI0 PEINTH LEHTPIB BCIX PIBHIB Cspsi, Cspsi € Msps

mai=0,1,2..j—1j+1,..,N,j*i

300pakeHHsI BIKOHHO1 (hopMH 1HTEpPeiicy KOMIOHEHTH PO3NOALUIEHOT CUCTEMH, B

K1 MICTUTBCA LIEHTP BEPXHBOIO PIBHS 1€papXii, MpeACTaBiIeHO Ha puc. 4.1,

Takum uYMHOM, po3po0JeHe MporpamMHe 3a0e3MeyYeHHs] MNPOMIXKHOTO PIBHA

MiATBEPKYE MOKITUBICTD peati3allii 3apornoHOBaHUX PIIlICHb.
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W Mporpawa ronasHoro kown'ioTepa - o X

Camnnprani3onalla pmnoninena CHCTEMa BHABJICHHS aHoMaTiii B KOMIT'IOTEPHHX CHCTEMAx
OCHOBI METOAY I'OIOBHHX KOMITOHEHT

Ilix'eAHaHI KOMIT'IOTEPHI HeakTHBHI KoMI'foTepHi Bin'ennani koMm'toTepHi

CTaHILIll CTaHumn CcTaHmn |

Ne Ip Address Ne Ip Address Ne Ip Address HAonapanns B cicreMy Hosof oiepaiii
1 [192.168.0.7 1 |192.168.0.1 1 | 192.168.0.10

2 |192.168.0.8 2 |192.168.0.5

3 |192.168.0.15 3 |192.168.0.4 Tleperay xypHaIB peecTparlii moii
4 [192.168.0.11 4 ]192.168.0.6

S [192.168.0.14 5 |192.168.0.9

6 |192.168.0.2 o

7 1192.168.03 AIMIHICTpYBaHHA 0a3H TaHHX

3MIHH MOpPOTrOBOro 3HAYCHHA
B METO/Ti TOMOBHHX KOMITOHEHT

Pucynok 4.1 — Bikonna ¢opma iHTepdeiicy po3po6eHoi po3noaiyieHoT CUCTEMU

4.2.2 ExcrepuMeHTalbHI JOCIIKEHHS 3 BUKOPUCTAHHS CaMOOPraH130BaHOi

PO3IOIITIEHOT CHCTEMH

MeTor  eKCIepUMEHTAIbHUX JIOCHIKEHb € JIOCHIJDKEHHSI €(EeKTUBHOCTI
(GyHKIIOHYBaHHS CaMOOPTaHI30BaHOI PO3MOAUICHOI CHCTEMH Ta JIOCTOBIPHICTH
BUSIBJICHHS aHOMaii B KOMIT' IOTepHHX cuctemax. JlocmimxkeHHs e()eKTUBHOCTI
(GYHKILIOHYBAaHHS CAMOOPTraHi30BaHOI PO3MOJJIEHOT CUCTEMH € HEOOXITHUM JUIs
BCTAHOBJICHHSI BUKOHAHHS HEIO (QYHKITIN 3 MATPUMKH IITTICHOCTI Ta KOOpAWHAIIT poOOTH
KOMITOHEHTIB CUCTEMH. JJOCTOBIpHICTh BUSBIICHHSI aHOMaJIli B KOMIT IOTEPHUX CHCTEMAaX
noTpedye MOCTIIKEHHS Il BCTAHOBJIEHHS MOXJIMBOCTI 1i BUKOPHUCTAHHS B peabHUX
yMoBax. YacTWHa pO3MOIIICHOI CHUCTEMH, SKa BIJANOBIJA€ 3a BUSBICHHS aHOMAIIi,
IMILUTEMEHTOBAHA, SIK BIAMOBIIHUM METOA B HEl, 1 11 TeCTyBaHHS JO3BOJIUTH OIL[IHUTHU
JIOCTOBIPHICTH 3 BUSIBJICHHS aHOMAaJIii B KOMIT IOTEPHUX CHCTEMaXx.

ToMmy, po3rasTHEMO T€CTYBaHHS PO3IMOAUICHOI CUCTEMHU CIOYATKY 3 BiIIMKHEHUM

MOJyJIeM, IO BIATOBIA€ 3a BUsIBJICHHS aHoMalli. [loka3HHMKH, K1 TOCITIHKYBATUMEMO
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3rPYINyeEMO 32 TaKUMU XapaKTEPUCTUKAMM: Yac KOMYHIKAIll MK OKpEeMUMHU
KOMITOHEHTaMU; Yac KOMYHiKallli MI>K KOMIIOHEHTaMH CUCTEMH 1 KOMIIOHEHTOIO, B SIKiif
PO3MIIIEHO LEHTP MPUUHSATTSA pIillIeHh BUIIOTO PiBHA 1€papxii; yac KOMYHIKAIl Mixk
KOMIIOHEHTaMH B 3aJI€KHOCTI BiJ] KIJTBKOCTI aKTUBHHMX KOMIIOHEHTIB, SIKi (DOPMYIOTH
CUCTEMY; Yac, AKUU BUTPAYEHO Ha pOOOTY, KOJU B CHCTEMI 3/I1IMCHEHO PO3MOJIICHHS
IIEHTPY, TOOTO TECTYBaHHS 3 PO3MOAUICHUM IIEHTPOM, 1 9ac, KU BUTPAYCHUH, KOJIU
IIEHTP HE PO3MOAUIAETHCS MDK PIBHAMM 1€papXii, a 3HaXOAUTHCA IMOBHICTIO B OJHIN
KOMITOHEHTI.

ExcnepuMeHTanbHI  JOCHIDKEHHST 3 PO3pOOJICHOI0  CaMOOPraHi30BaHOIO
PO3IO/IIEHOI0 CUCTEMOIO MPOBECHO B JIOKAIBHIN KOMIT I0OTEPHIN MEpexi, CTBOPEHIH 3a
texHouoriero Ethernet 3 mBuakicTio nepexaui manmx 1 ['6/c Mixk By3namu B Mepexi.
OCKUJIbKY TIOBIIOMJICHHSI JIJISl TMepefadl MK KOMIIOHEHTAaMU CHCTEMH MICTITh JTYXKe
HEBEJIMKY KUIBKICTh 1HGoOpMarllii, TO BOHH (QOPMYIOTECA B KOPOTKI TMakKeTdu 1
BBaKaTUMEMO, 110 KOKHE 3 HUX MEePeIaBaioCh OJJHUM MaKEeTOM 00csiromM 64 GalTu.

JocnimxyBaHa peajii3oBaHa CaMOOpraHi30BaHa pO3IMOAUICHA CHCTeMa MIiCTHia
BICIM KOMIIOHEHTIB, B OJIHIN 3 IKMX 3HAXOJIUBCS LIEHTP MPUNUHATTA PIlIEHb BUILIOTO PIBHS
lepapxii. ExciepumeHTanbH1 JOCHIKEHHS TPOBOIMINCH TTpoTaroM 50 116 okpemo s
BUIIAJIKY, KOJIU LIEHTP NPUUHATTS PillieHb OYB PO3MOAUICHHN Mk BCiMa KOMIIOHEHTaMHU
3 BpaxyBaHHSIM JBOX DIBHIB iepapxii 1 Tak camo 50 ni0 1ns BUIMAAKY, KOJU LIEHTP
NPUIHATTS pillieHs OyB PO3MIIIEHUH TIJIBKA B OJHIN KoMoHeHTi. Ha mpoTs3i Bchoro
4yacy €KCHEpUMEHTY OyJjio 3A1HMCHEHO (IKCyBaHHS 4acy BIAIPaBKU IMOBIIOMIIEHb, iX
HOMepy Ta (pikcyBaHHA yacy oTpumanHs. e 3mificHIOBaIOCh Jis TOTO, 00 MPOBECTU
JOCTIPKEHHsI BUTpAT yacy Ha KOMYHIKallll0 B CepeluHi camoi cuctemu. Pesynbratu
MPOBEJICHUX EKCIIEPUMEHTAILHUX JOCIIKeHb TIpeAcTaBiieHi B Ta0I. 4.1.

Pesynbrat eKCHepUMEHTATbHUX JOCTIKeHb, TMpeacTaBieHi B Tabn. 4.1
M1TBEPKYIOTH 301TIBITIEHHS KIJTLKOCTI TIEpeIaHrX MOBIIOMJICHB JIJIs1 BUTIAAKY, KOJIH Yac
BUTPAYEHO Ha POOOTY CHUCTEMHM 3 PO3MOAUICHHSAM ULEHTPY, TOOTO TECTYBAHHS 3
PO3MOAUICHUM IIEHTPOM, TMOPIBHSHO JIJIi BUMAIKY, KOJW Yac BUTPAuE€HO HAa POOOTY
cucteMr 0€3 PO3MOJIIIEHHS IEHTPY MiX KommoHeHTaMu. KpiMm Toro, yac oOpoOku

nepeJaHuX MakeTiB 3 MOBIJOMIICHHSIMU 3pOCTa€, 00 /I BUMAIKY, KOJIM Yac BUTPAUYEHO
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Tabmuus 4.1 — Pe3ynbratu eKciepuMeHTaTBLHUX TOCHIKEHb 010 €(PeKTUBHOCTI

(GYHKI[IOHYBaHHSI CAaMOOPTaHi30BaHOI PO3MOIIJICHOI CUCTEMHU

JUTSL AOCITIJIKYBAHOT MOIiT 2

Ne XapakTepUCTHUKA YacOBOI InTepBan yacy [aTepBan yacy
/ BEJIMUUHHU TUTSl BUTIAZIKY, KOJIA JUTSL BUTIAZIKY,
3. 1. Jac BUTPAUCHO HA KOJIH Yac
poOOTy cucTeMu 3 BUTPAYCHO Ha
PO3IOIITICHHSIM poboTy cucteMu
IIEHTPY, TOOTO 0e3 pO3MOITICHHS
TECTyBaHHS 3 IIEHTPY MIXK
PO3MOITICHUM KOMIIOHEHTAMH, C
IIEHTPOM, C
1 | Yac xoMyHiKallii MK OKPEMUMH 1,42 - 2,61 1,41 — 2,56
KOMITOHEHTaMH
2 | Yac KOMYHIKaIlii MDXK 1,81 - 2,87 1,67 —-2,23
KOMITOHEHTaMHU CHUCTEMH 1
KOMITOHEHTOIO, B SIKIN
PO3MIILIEHO LIEHTP NPUUHATTS
pllIeHb BULIOTO PIBHS 1€papXxii
3 | Yac KOMYHIKaIIii MK
KOMITOHEHTAMH B 3aJIEKHOCTI BiJ
KIJIBKOCTI aKTUBHHUX
KOMITOHEHTIB, 5Kl (OPMYIOThH
CUCTEMY.
Bunagku
3.1. KigpkicTh KOMOOHEHT 2-4. 1,41 -2,51 1,27 -2,39
3.2. KitpkicTh KOMIIOHEHT 5-8. 1,83 -2,81 1,72 -2,43
4 | KinpKiCTh MEpEMIIIEHUX MMaKETIB 7546 5788
JUTSL TOCTIIKYyBaHO1 moii 1
5 | KuibkicTh mepeMilieHux MakeTiB 12458 8386
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Ha pOOOTY CHCTEMH 3 PO3IMOAUICHHSM IIEHTPY, MTOBITOMJICHHS Bl KOMIIOHEHT CUCTEMHU
napajieJIbHO B OJIMH Yac HaJIXOJATh 10 KOMIIOHEHTH, B SIK1H PO3MIILIEHO EHTP IPUUHATTS
pilIEHb 1 PO3CHJIAIOTHCA BCIM KOMIIOHEHTAaM, Ha BiIMIHY BiJl BHMAJKY, KOJH LIEHTP
NPUUAHATTS PIIICHb, SKUW TMPEICTABICHUN TIIHKH B OJIHIM KOMIIOHEHTI CaMOCTIMHO
npuiiMae pilieHHs NPO KOMYHIKAaliI0 3 PElITOI0 KOMIIOHEHT, IO 3MEHIIYE CYTTEBO
KUIBKICTh TIOBITJOMJICHh MK KOMIIOHEHTaMH. AJie MpU IIbOMY YacOBI BUTpATH Ha
nepeaayvy MoBiJIOMJIEHb € CYTTEBO HEBEIMKUMU B 000X BUIIAJIKaX, TOMY BUKOPUCTaHHS
apXITEKTYpH 3 PO3IMOAUICHHSM LEHTPY MIX PIBHSAMH 1€papXii B JBOX PI3HUX TUIAX
KOMIIOHEHT CUCTEMH € €()EKTUBHUM, IO IMiITBEP/KEHO PE3yIbTaTaMU €KCIIEPUMEHTIB.
HacTtynHuMm erarnom B 00poOIli €KCIIEPUMEHTAIBHUX JOCHIKEHb € BU3HAUYEHHS
CIIBBITHECEHHSI 4Yacy OOpoOKu 1 (DYHKIIOHYBaHHS CaMOOPTaHi30BaHOI PO3MOJIJICHOI
CUCTEMU 3T1JTHO BBeJEHUX KoedilieHTIB i1 epexktuBHOCTI pobotn K; 1 K,. Ockiibku
4acoBl  XapaKTEPUCTUKU  MPOLECIB, AKl  BIAOYBaJUCh B JIOCIIJKYyBaHIN
CaMOOpraHi30BaHiil PoO3MOAUICHIM cucTtemi, 3adiKCOBaHi, KpiM TOro, II0 BOHHU
BUKOPHCTOBYBJIUCH CaMOI0 CHUCTEMOIO [UIsl BHM3HAUEHHS MOJANbIIUX MO, TO
BUKOPHUCTAEMO iX 1J1s1 N00yn0BH IpadikiB (PyHKIIH 3riAHO KOE(ILI€HTIB ii €(eKTUBHOCTI
pobotu K; 1 K,. Jlng npoBeicHHS €KCTIEPUMEHTY BUKOPHUCTOBYBABCS BapiaHT CUCTEMHU 3
PO3MOUICHHSM LIEHTPY MK IBOMA piBHSAMU 1€papxii. CioyaTKy aHalli3yBaBCs BUIMAJIOK,
KOJIM BTpy4YaHb KOPUCTYBada Yd CUCTEMHOIO aJIMIHICTpaTOpa He 3/1MCHIOBAIOCH, TOI1
yac BUTpAYeHUI Ha 0OpOOKY JOPIBHIOE HYJEBI 1, MIMCHO, B CUCTEMI HE OyJi0 BUTpAT,
NOB’SI3aHUX 3 OOCIYyrOBYBAHHSIM YaCTHMHM KOMIIOHEHTIB. /Jlpyruii BUNAAOK B
IPOBEJICHOMY EKCIIEpUMEHTI nepeadayaB 1 OyB peasi3oBaHuM, KOJIM Yac 00CITyroByBaHHS
KOMITOHEHTIB CHCTEMH KOPHCTyBaueM ab0 CUCTEMHUM aJMIHICTPaTOpoM OYB CYTTEBO
MEHIIUM Yacy poOOTH Bci€i cucTeMH 1 Koiau OyB OulbliuM. Pe3ynpTaTu Takux
EKCIIEPUMEHTIB TIpe/AcTaBieHI Ha puc. 4.2. BoHM CTOCYIOTBhCS BOX TMapameTpiB, SKi
XapaKTepu3yroTh cuctemy. Llumu mapamerpamu € 4ac poOOTH KOMIOHEHTH CUCTEMH y
BY3Jl 1 4ac, SIKUHA BUTPauy€HO Ha 0OpOOKY Mojii B KOMI IOTEPHIN CTaHIli KOpUCTyBayeM
ab0 CUCTEMHUM aJMIiHICTpaTOpoM. BU3HaUeHHS TaKUX YaCOBUX MapamMeTpiB T03BOJIUTH
3niiicHUTH oOuuncieHHs koedinieHTiB K; 1 K,. Ha rpadikax yacoBi iHTepBaJId 300pakeHO

YaCOBHMMH JlarpaMamu. 3 BOCbMHU KOMIIOHEHT T1IbKHU TpH (4,5,7) moTpeOyBanu BTpydaHb
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KOpHUCTyBa4a 4YM CHUCTEMHOTO aamiHicTparopa. Pemra He morpeOyBanu. OcTaHHIi
neB’aTuit rpadik BijoOpakae 3BeJIeHy 4acOBY JiarpaMu poOOTH BCI€T CUCTEMHU.

t1,j

j=8:0 ta
| |
[ |
i=7:0 — e
1=6:0 t2
| | —
j=5:0 : : — t2
| |
j=4:0 I : t2
j=3:0 t
1=2:0 t
j=1:0 t
1
tip: | 1 1 1 I |
:: 1 | | | | | | —
i | | | l | | [
; 0 tprg top, to,p2 tp t2,ps. tpsa to,pat topag L

Pucynox 4.2 — Yacosi giarpamu 3a pe3yjibTaTaMu MPOBEICHUX €KCIIEPUMEHTATBHUX

JOCITIKEHD

3naueHHs koedirieHTiB K; 1 K, micis mpoBeIeHUX €KCIIEPUMEHTIB MPEACTaBICHO

B Ta0. 4.2.

OTtpumani koedili€HTH TiATBEPIKYIOTh €(heKTUBHICTH 3alPONIOHOBAHUX PIIICHb 1
PO3p0o0JIEHOT PO3NOAIEHOT CHCTEMH OO 11 PYHKIIOHYBaHHS B KOMIT IOTEPHINA MEPEXi.
VY npyromy BUINAJKy HE BEJMKI 3HAUYE€HHS KOE(DIIIEHTIB OOTPYHTOBYIOTHCS THUM, IO
TPUBAIMM Yac OOCIYrOBYBaJUCh JIMIIIE OKPEMI KOMIIOHEHTH CHUCTEMH, a OLIbIIICTh

KOMITOHEHT cucTeM ¢yHKionyBaita. lLle moBoauth e(PeKTUBHICTH BUKOPUCTAHHS
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pOSHOI[iJ'IeHI/IX CHUCTCM TAKOI'O TUITY.

Tabnuus 4.2 — 3nauenns koedimieHTiB K 1 K,

Ne |Yac oOcmyroByBaHHs KOMIIOHEHTIB | Yac 00CITyrOBYBaHHS
3./u. | cuctemu KOpHUCTyBaueM ab0 | KOMIIOHEHTIB CUCTEMH
CUCTEMHHUM  aJMIHICTpaTopoM OyB | KOpUCTyBaueM ab0 CHCTEeMHUM

CYTTEBO MEHIIIMM dYacy poOOTH BCI€i | aiMiHICTpaTOpOM OYB CYTTEBO

CUCTEMH OuTbIIMM Yacy pPoOOOTH  BCI€i
CHUCTEMU
Bunanok 1 Bunanoxk 2
K, 0,00987567 0,04873418
K, 0,00986972 0,04873326

Takox, 3a pe3yJapTaTaMu MPOBEAEHOTO EKCIEPUMEHTY OYyJI0 BCTAHOBJIEHO, IO
KOJIM LIEHTP NMPUUHATTA PIlIEHb PO3NOAUIEHUN MK PIBHAMM 1€papxii, TO €PEKTUBHICTh
3a yacoM Kparta, 60 00poOka Ha HUKHBOMY PiBHI 1€papXii CKOpouye yac 0OpoOKH Moii
MOPIBHSHO 3 BUKOPUCTAHHSAM OAHOTO LEHTPY. JloCTOBIpHICTH pu 00poOILl aHOMail B
KOMIT' FOTEPHUX CHUCTeMaX, SIK1 BBOJIMIIMCH IITYYHO, cTaHOBUTH 10,8356, 1110 € 3a10BIILHUM

PE3YIABTATOM 1 MATBEPKYE JOCTATHIO €(PEKTUBHICTD 3aIPOITIOHOBAHUX PIIICHb.

4.3 BUCHOBKH JI0 YE€TBEPTOTO PO3ILITY

Jlnst ominku eheKTHBHOCTI 3ampONOHOBAHUX PIlIEHb PO3POOJIEHO METOAHKY
pO3paxyHKy €()EeKTUBHOCTI BHKOPUCTAHHS CaMOOPTAHI30BAHOI PO3MOJIIJICHOT CUCTEMU
BUSIBJICHHSI aHOMAaJiil B KOMIT' IOTEPHUX CHCTeMax. B HI BUKOPHUCTaHO JBa BBEICHI
KpUTEpii, pe3ybTaTH 3aCTOCYBAHHS SIKUX BU3HAYAIOTHCS Yepe3 BIAMOBITHI KOS(IIIEHTH.
KpiMm Toro, orprimaHi 3Ha4eHHS KOE(QIIIE€HTIB, SIKI pO3paxoBaHi 3a MEBHUM MPOMIXKOK
4yacy BpaxOBYIOThCS IPU BU3HAUEHHI MOAAIBIINX 11 CUCTEMH.

Po3pobnene mnporpamHe 3a0e3meueHHs Ui 3a0e3neyeHHs (DyHKIIOHYBaHHS
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CaMOOPTaHI30BaHOT PO3MOJIJIEHOT CHUCTEMHU BHSIBICHHS AHOMATIM B KOMIT FOTEPHUX
CHUCTeMaXx IMIATBEP/KYE MOKIIMBICTh peallizallli 3alporOHOBaHUX PIIICHb.

[IpoBeneni exkcriepuMeHTaIbHI JOCHIHDKCHHS 3 PO3pOOJICHOI0 peaTi3alli€ro
CaMOOPTraHi30BaHOi PO3MOJIJICHOI CHUCTEMH BUSBJICHHS AaHOMANii B KOMIT FOTEPHUX
CUCTeMaX 3TIIHO  OTPUMaHUX  KOE(DIIIEHTIB  MATBEPIKYIOTh  €(EKTHUBHICTh
3alPOTIOHOBAHMX  PIMIEHbh 1 PO3POOJICHOI  PO3MOAIICHOI CHUCTEMH  IMIOAO il

(GYHKITIOHYBaHHS B KOMIT FOTEPHIN MEpexi.
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BUCHOBKHA

VY po0oTi 3a pe3yibTaTaMi BUKOHAHUX TEOPETUYHUX Ta MPAKTUYHUX JIOCHTIIKEHb
pPO3pOOJICHO CaMOOPTaHi30BaHy pO3MOAUICHY CHCTEMY BHSIBICHHS aHOMAJId B
KOMIT FOTEPHUX CHCTEMax 3TiJHO METOAY TOJOBHHMX KOMIIOHEHT JJIsi TMOKpAIEeHHS
e(EKTUBHOCTI BUSIBJIICHHSI 3JIOBMUCHOTO MPOTPAMHOI0 3a0€3MEeUEHHS Ta KOMIT FOTEPHUX
aTak.

[Ipu iboMy OTpUMaHO TaKi OCHOBHI PE3YJIbTaTH:

1. BctaHoBN€HO, 110 BUSBJICHHS 3JIOBMHUCHOIO NMPOTPAMHOTO 3a0€3ME4eHHs Ta
KOMIT'IOTEPHUX aTaK y JIOKaJbHUX KOMII IOTEPHUX MEpekax 3TiHO TOCHIIKEHUX
METO/I1B Ta 3aC001B BUSBJICHHS MOKE OYTH peai30BaHO METOaMU BUSIBJIICHHS aHOMAJTi1
B KOMIT FOTEPHUX CHCTEMAaX Ta CTBOPEHHSM PO3MOICHUX CUCTEM BUSBICHHS aHOMATI].

2. Y TOCKOHAJIEHO apXiTeKTYPy CaMOOPTaHi30BaHOI PO3MOAICHOI CHCTEMH, B SIKIH
Ha BIIMIHY BiJ BIJOMHUX pIillleHb, YAOCKOHAJIEHO BHYTPIIIHIO OpraHi3aiiio B3ae€MOJii
YACTHUH LIEHTPY CUCTEMH MIXK PI3HHUMHU PIBHSIMHU 1€papXii Ta B 3aJIEXKHOCTI BiJ AKTUBHOCTI
KOMIIOHEHT CUCTEMU B IIEBHUH Yac, OCHOBOIO JIJISI IKO1 CTaB PO3MOLT HEHTPY NPUMHATTS
pillleHb B CUCTEMI MK 1l KOMIIOHEHTaMH 3 MOJLIOM LIEHTPY M BEPXHIM Ta HIKHIMU
piBHAMM 1€papxii. Pe3yiapTaToM Tak CIPOEKTOBAHOI apXITEKTypHU CaMOOPraHi30BaHOI
pPO3MOJIEHOT CHUCTEMH € MOXKIIMBICTh HApOIIyBaTH ii (YHKI[IOHAT 3a pPaxyHOK
HANIOBHEHHS IMIIJIEMEHTOBAaHUMHU METOJAMH 3 BUSBICHHS aHOMAJiil B KOMIT IOTEPHUX
cucremax. CucreMa CHOPOEKTOBAaHA TAKUM YHMHOM, IO 1i KOMIIOHEHTH MOXYTh
OOMIHIOBAaTHUCH PE3yIbTaTaMu OOPOOKHM aHOMAJIiK Ta BUSBJICHUMH X JHKEpETIaMHu.

3. Po3pobiiennii MeToJl MiATPUMKH IUTICHOCTI apXITEKTYpH CaMOOpPraHi30BaHOI
PO3MOINIEHOT CUCTEMHU B JIOKAJIBHUX KOMIT IOTEPHUX Mepexkax, sIKHH BpaxOBYE CTaHU
KOMITOHEHTIB CHUCTEMH, NEPEXOJM MIDK KOMIIOHEHTAaMHU 1 BU3HAYa€ MOJAJbII KPOKH
CHUCTeMH, IO HAJaN0 3MOTy OyayBaTH pO3MOMITICHI CHCTEMH 3 €IUHHM ILIEHTPOM
MPUIHSATTS PIIIEHb, K1 CTAaHYTh CAMOOPTaH130BAaHUMHU 1 MOXKYTh MPUUMATH PIIICHHS TIPO
CBOI TMOJaNbllll KPOKM B 3aJIEKHOCTI BiJ BIUIMBIB 3JIOBMUCHOTO MPOrPAMHOIO

3a0e3MeyeHHs! 1 KOMIT IOTEPHUX aTaK.
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4. YIOCKOHAJeHHS] METOJIY BHSIBICHHS aHOMaJii 3TiAHO METOAY TOJOBHHUX
KOMITOHEHT B KOMIT FOTEPHHUX CUCTEMaX B MEpPEK1 HaJajao 3MOTy 3aCTOCOBYBATH MOTO HE
0 OAHIET KOMII'FOTEPHOI CTaHIlli, a g0 TPYyNHW CTaHIii, B SKUX BCTAHOBJICHA
CaMOOpraHi30BaHa pO3MOJIEHa CHUCTEMa BUSBICHHA AaHOMaiii B KOMIT IOTEPHUX
cucTeMax B Mepeki. Moro 3acTocyBaHHsS HAJajd0 3MOTY CKOPOTHTH OOCAT NaHHX i
BIJIMOBITHO TPUCKOPHUTH iX OOMIH MI>K KOMITOHEHTAMH CHCTEMHU.

5. 3piificHeHa po3po0Kka METOIMKH OLIIHKY €(DEKTUBHOCTI 3aIIPOITOHOBAHUX PIllIEHb
JJIs. pO3pO0OJIEHOT CaMOOPTaHi30BaHO1 PO3MOAITIEHOT CUCTEMHU BUSBJICHHS aHOMaiil B
KOMIT FIOTEpHUX cHucTeMax. Po3pobiieHo mporpaMHe 3abe3reueHHs i 3a0e3MeyeHHs
(GyHKIIOHYBAaHHS CaMOOPTraHI30BaHOI PO3MOJIJICHOI CUCTEMU BUSBIICHHS aHOMAaliil B
KOMIT FOTEpHUX CUCTEMax JIJIsl MIATBEPIKEHHSI MOXKIMBOCTI peajtizallii 3alponoHOBaHUX
pimeHb. [IpoBeneHi excriepuMEHTalIbHI JOCTIHKEHHS 3 PO3pOOJICHOI0 peati3alli€lo
CaMOOPIaHi30BaHO1 PO3MOJIIJICHOT CUCTEMHU BUSBJICHHS aHOMaIi B KOMIT IOTEPHUX
CUCTEMax 3T1JJHO OTPUMAHUX KOE(]IIIEHTIB MATBEPANIN €(hEKTUBHICTD 3aIIPOIIOHOBAHUX
piteHs 1 po3po0IeHOT PO3MOAIEHOT CUCTEMH MO0 11 PYHKITIOHYBaHHS B KOMIT IOTEpHIN
MEpexi.

3a TeMOI0 TUIIIIOMHOI poOOTH MaricTpa omyOJikoBaHa OfHA CTATTS Y (HaxoBOMY
HAyKOBOMY BHJaHHI, 110 BXOAWUTH 10 pekomeHaoBaHoro neperaiky MOH Vkpainu, B
AKOMY MOXYThb NYyOJIKyBaTUCh pPE3yJbTaTH HAYKOBHUX JOCHIKEHb Ha 3000yTTS
HAyKOBUX CTYNEHIB KaHIWJaTa Ta JOKTopa Hayk (kareropis b), a Takoxx B JBOX
nyOmikalisix MarepiaiaiB KoH(pepeHIli, sKI 1HAEKCYIOTbCA B HAyKOMETpUUHIA 0as3l
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TOJATOK A
JICTUHT ITPOT'PAMHOI'O 3ABE3IIEYEHHSI CAMOOPIAHI3BOBAHOI
PO3MOAIJIEHOI CUCTEMH

using DistributedSystem.LowerCenter.Database;

using DistributedSystem.LowerCenter.Database.Entities;
using DistributedSystem.LowerCenter.Database.Repository;
using Microsoft.EntityFrameworkCore;

using System.Collections.Generic;

using System.Ling;

using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter.Anomaly

{

public class AnomalyService : IAnomalyService

{

private readonly IRepository<AnomalyEntity> _repository;

public AnomalyService()

{
_repository = new Repository<AnomalyEntity>();
}
public async Task<List<long>> GetDetectedAnomaliesldList()
{

return await _repository.Entities.Where(e => e.Status == AnomalyStatus.DETECTED)
.Select(e => e.ld)

.ToListAsync();
}
public async Task<List<long>> GetDetectedPotential AnomaliesldList()
{
return await _repository.Entities.Where(e => e.Status ==

AnomalyStatus.POTENTIAL)
.Select(e => e.ld)
.ToListAsync();

k
ks
k

using System.Collections.Generic;
using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter.Anomaly

{

public interface IAnomalyService

{
Task<List<long>> GetDetectedAnomaliesldList();

Task<List<long>> GetDetectedPotential AnomaliesldList();
}
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¥

using DistributedSystem.LowerCenter.Database.Entities;
using DistributedSystem.LowerCenter.Database.Repository;
using Microsoft.EntityFrameworkCore;

using System.Ling;

using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter.Command
public class CommandService : ICommandService
{

private readonly IRepository<CommandEntity> _repository;

public CommandService()

{
_repository = new Repository<CommandEntity>();
}
public async Task<int> GetCommandId(string commandName)
{

return await _repository.Entities.Where(e => e.Name == commandName).Select(e =>
e.ld).FirstOrDefaultAsync();

¥
k

using System.Threading.Tasks;
namespace DistributedSystem.LowerCenter.Command

{
public interface ICommandService

{

¥
k

using System;

Task<int> GetCommandId(string commandName);

namespace DistributedSystem.LowerCenter.Database.Entities

public class AnomalyEntity

{
public long Id { get; set; }
public string Name { get; set; }
public string Description { get; set; }
public AnomalyStatus Status { get; set; }
public DateTime DetectedOn { get; set; }

¥
k

namespace DistributedSystem.LowerCenter.Database.Entities



{

public class CommandEntity

public int Id { get; set; }
public string Name { get; set; }
public string Description { get; set; }
}
}

using System;

namespace DistributedSystem.LowerCenter.Database.Entities

{

public class InvestigationResultEntity

{
public int Id { get; set; }
public string Conclusion { get; set; }
public DateTime CreatedOn { get; set; }

public long AnomalyFK { get; set; }
public AnomalyEntity Anomaly { get; set; }

public int CommandFK { get; set; }
public CommandEntity Command { get; set; }

¥
k

using System;

namespace DistributedSystem.LowerCenter.Database.Entities

{
public class LogActivityEntity

{
public long Id { get; set; }
public string Name { get; set; }
public string Description { get; set; }
public string MachinelP { get; set; }
public DateTime CreatedOn { get; set; }

¥
ks

namespace DistributedSystem.LowerCenter.Database

{

public enum AnomalyStatus
{
DETECTED =1,
POTENTIAL = 2,
INVESTIGATED = 3,
RESOLVED =4

k
¥
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using System;

using System.Collections.Generic;
using System.Ling;

using System.Ling.Expressions;
using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter.Database.Repository

{
public interface IRepository<T> where T : class
{
IQueryable<T> Entities { get; }
T GetByld(int id);
IEnumerable<T> GetAll();
IEnumerable<T> Find(Expression<Func<T, bool>> expression);
Task Add(T entity);
Task AddRange(IEnumerable<T> entities);
Task Update(T entity);
Task Remove(T entity);
Task RemoveRange(IEnumerable<T> entities);

¥
k

using Microsoft.EntityFrameworkCore;
using System;

using System.Collections.Generic;
using System.Ling;

using System.Ling.Expressions;

using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter.Database.Repository

{

public class Repository<T> : IRepository<T> where T : class

{
protected readonly AppDbContext _dbContext;

public Repository()

{
_dbContext = new AppDbContext();

¥

public 1Queryable<T> Entities => _dbContext.Set<T>();

public virtual async Task Add(T entity)

{
await _dbContext. AddAsync(entity);

await _dbContext.SaveChangesAsync();
}

public virtual async Task AddRange(IEnumerable<T> entities)

{
await _dbContext. AddRangeAsync(entities);

await _dbContext.SaveChangesAsync();
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¥

public virtual async Task Update(T entity)

{
_dbContext.Update(entity);

await _dbContext.SaveChangesAsync();
}

public virtual async Task<IEnumerable<T>> Find(Expression<Func<T, bool>>

{
return await _dbContext.Set<T>().Where(expression).ToListAsync();

¥

public virtual async Task<IEnumerable<T>> GetAll()

{
return await _dbContext.Set<T>().ToListAsync();

}

public virtual async Task<T> GetByld(int id)

{
return await _dbContext.Set<T>().FindAsync(id);

}

public virtual async Task Remove(T entity)

{
_dbContext.Remove(entity);

await _dbContext.SaveChangesAsync();
}

public virtual async Task RemoveRange(IEnumerable<T> entities)

{

_dbContext.RemoveRange(entities);
await _dbContext.SaveChangesAsync();

}

expression)

k
¥

using DistributedSystem.LowerCenter.Database.Entities;
using Microsoft.EntityFrameworkCore;

namespace DistributedSystem.LowerCenter.Database

{
public class AppDbContext : DbContext
{
public DbSet<AnomalyEntity> Anomalies { get; set; }
public DbSet<CommandEntity> Commands { get; set; }
public DbSet<InvestigationResultEntity> InvestigationResults { get; set; }
public DbSet<LogActivityEntity> ActivityLogs { get; set; }

public AppDbContext(DbContextOptions<AppDbContext> options)
: base(options)
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{
Database.Migrate();

ks

public AppDbContext()
{

k
ki
k

using DistributedSystem.LowerCenter.Database.Entities;
using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter.InvestigationResult

public interface lInvestigationResultService

{
Task<InvestigationResultEntity> GetInvestigationResultByAnomalyld(long anomalyld);

¥
k

using DistributedSystem.LowerCenter.Database.Entities;
using DistributedSystem.LowerCenter.Database.Repository;
using Microsoft.EntityFrameworkCore;

using System.Ling;

using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter. InvestigationResult
public class InvestigationResultService : lInvestigationResultService
{

private readonly IRepository<investigationResultEntity> _repository;

public InvestigationResultService()

{
_repository = new Repository<InvestigationResultEntity>();
}
public async Task<InvestigationResultEntity> GetInvestigationResultByAnomalyld(long
anomalyld)
{
return await _repository.Entities.Where(e => e.ld ==
anomalyld).FirstOrDefaultAsync();
}
}
}

using DistributedSystem.LowerCenter.Database.Entities;
using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter.LogActivity



{

}

public interface ILogActivityService

{
ki

Task Log(LogActivityEntity newRecord);

using DistributedSystem.LowerCenter.Database.Entities;
using DistributedSystem.LowerCenter.Database.Repository;
using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter.LogActivity

{

ky

public class LogActivityService : ILogActivityService

{

}

private readonly IRepository<LogActivityEntity> _repository;

public LogActivityService()

{
_repository = new Repository<LogActivityEntity>();

ky

public async Task Log(LogActivityEntity newRecord)
{

await _repository.Add(newRecord);

ky

using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter.TcpClientSender

{

public interface ITcpClientSender

{

anomalyld);

¥

¥

Task SendWorkReadinessMessageToMainCenter();

Task SendDetectedPotentialAnomaliesToMainCenter();

Task SendAnomalyProcessingResultToMainCenter(int anomalyld);
Task SendShutDownMessageToMainCenter();

114

Task SendAnomalyProcessingResultToCurrentCenterlfMainCenterAbsent(int

Task SendDetectedPotential AnomaliesToCurrentCenter();

using DistributedSystem.LowerCenter.Anomaly;

using DistributedSystem.LowerCenter.Command;

using DistributedSystem.LowerCenter.Database.Entities;
using DistributedSystem.LowerCenter.InvestigationResult;
using DistributedSystem.LowerCenter.LogActivity;

using System;

using System.Net;
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using System.Net.Sockets;
using System.Text;
using System.Threading.Tasks;

namespace DistributedSystem.LowerCenter. TcpClientSender

{
public class TcpClientSender : ITcpClientSender

{
private readonly TcpClient _client;
private readonly ILogActivityService _logActivityService;
private readonly ICommandService _commandService;
private readonly IAnomalyService _anomalyService;
private readonly IlInvestigationResultService _investigationResultService;

private TcpClientSender()
{
_client = new TcpClient(Constants. MAIN_CENTER_IP_ADDRESS,
Constants. MAIN_CENTER_PORT);
_logActivityService = new LogActivityService();
_commandService = new CommandService();
_anomalyService = new AnomalyService();
_investigationResultService = new InvestigationResultService();

}

public async Task SendWorkReadinessMessageToMainCenter()

{
try
{

NetworkStream stream = _client.GetStream();

while (true)

{

var commandld = await _commandService.GetCommandld("Readiness");

byte[] data = Encoding.Unicode.GetBytes(commandld.ToString());
stream.Write(data, O, data.Length);

¥
ks

catch (Exception ex)

{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception™,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
Description = ex.Message,
CreatedOn = DateTime.Now,

j3

await _logActivityService.Log(exception);
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}
finally
_client.Close();
}
}
public async Task SendDetectedPotential AnomaliesToMainCenter()
{
try
{
NetworkStream stream = _client.GetStream();
while (true)
{
var detectedAnomaliesL.ist = await

_anomalyService.GetDetectedAnomaliesldList();

byte[] data = Encoding.Unicode.GetBytes(string.Join(",",
detectedAnomaliesList));
stream.Write(data, O, data.Length);

¥
¥

catch (Exception ex)

{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception”,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
Description = ex.Message,
CreatedOn = DateTime.Now,

)2

await _logActivityService.Log(exception);

}
finally

_client.Close();

ks
¥

public async Task SendAnomalyProcessingResultToMainCenter(int anomalyld)
{

try

{

NetworkStream stream = _client.GetStream();

var investigationResult =
await_investigationResultService.GetlnvestigationResultByAnomalyld(anomalyld);
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byte[] data = Encoding.Unicode.GetBytes(string.Join(",", investigationResult));
while (true)
{
stream.Write(data, 0, data.Length);
}
}

catch (Exception ex)

{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception”,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
Description = ex.Message,
CreatedOn = DateTime.Now,

j
await _logActivityService.Log(exception);
}
finally
_client.Close();
}
}
public async Task SendShutDownMessageToMainCenter()
{
try
{
NetworkStream stream = _client.GetStream();
while (true)
{
var commandlid = await

_commandService.GetCommandld("ShutDownLowerCenter");

byte[] data = Encoding.Unicode.GetBytes(commandld.ToString());
stream.Write(data, 0, data.Length);

ks
¥

catch (Exception ex)

{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception”,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
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Description = ex.Message,
CreatedOn = DateTime.Now,

j
await _logActivityService.Log(exception);
}
finally
{
_client.Close();
}
}
public async Task
SendAnomalyProcessingResultToCurrentCenterlfMainCenterAbsent(int anomalyld)
{
try
{
NetworkStream stream = _client.GetStream();
while (true)
{
var investigationResult = await

_investigationResultService.GetInvestigationResultByAnomalyld(anomalyld);

byte[] data = Encoding.Unicode.GetBytes(string.Join(",", investigationResult));
stream.Write(data, O, data.Length);

¥
k

catch (Exception ex)

{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception",
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
Description = ex.Message,
CreatedOn = DateTime.Now,

j

await _logActivityService.Log(exception);

}
finally

{

_client.Close();

¥
ks

public async Task SendDetectedPotential AnomaliesToCurrentCenter()

{
try
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{
NetworkStream stream = _client.GetStream();
while (true)
{
var detectedPotential AnomaliesList = await

_anomalyService.GetDetectedPotential AnomaliesldList();

byte[] data = Encoding.Unicode.GetBytes(string.Join(",",
detectedPotential AnomaliesList));
stream.Write(data, 0, data.Length);
}
}

catch (Exception ex)

{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception”,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
Description = ex.Message,
CreatedOn = DateTime.Now,

}

await _logActivityService.Log(exception);

}
finally

_client.Close();

k
¥
k
¥

// Main Center has code that extends code above:

using System.Collections.Generic;
using System.Threading.Tasks;

namespace DistributedSystem.MainCenter.Host

{
public interface IHostService

{

¥
ks

using System.Collections.Generic;
using System.Net;
using System.Threading.Tasks;

Task<List<string>> GetLocalNetworkIPAddresses();
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namespace DistributedSystem.MainCenter.Host

public class HostService : IHostService

{
public async Task<List<string>> GetLocalNetworkIPAddresses()

{
string myHost = Dns.GetHostName();
IPHostEntry ipAddressesList = await Dns.GetHostEntryAsync(myHost);

List<string> result = new();

foreach (var ipAddress in ipAddressesList. AddressList)

{
result. Add(ipAddress.ToString());

}

return result;

k
¥
k

using System.Threading.Tasks;

namespace DistributedSystem.MainCenter. TcpClientSender

{

public interface ITcpClientSender
{
Task SendShutDownComponentMessageToActiveComponents();
Task SeparateCreatedArchitecture();
Task SendCommandToComponents(int commandld);
Task  SendDetectedPotentialAnomaliesToComponent(string ~ componentlp, int
anomalyld);
Task SendAnomalyProcessingResultToComponent(string componentlp, int anomalyld);
Task SendBlockCommandToComponent(string componentlp);

k
¥

using DistributedSystem.LowerCenter.Anomaly;

using DistributedSystem.LowerCenter.Command;

using DistributedSystem.LowerCenter.Database.Entities;
using DistributedSystem.LowerCenter.InvestigationResult;
using DistributedSystem.LowerCenter.LogActivity;
using DistributedSystem.MainCenter.Host;

using System;

using System.Net;

using System.Net.Sockets;

using System.Text;

using System.Threading.Tasks;

namespace DistributedSystem.MainCenter. TcpClientSender

{
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public class TcpClientSender : ITcpClientSender
{
private readonly ILogActivityService _logActivityService;
private readonly ICommandService _commandService;
private readonly IAnomalyService _anomalyService;
private readonly lInvestigationResultService _investigationResultService;
private readonly IHostService _hostService;

private TcpClientSender()

{
_logActivityService = new LogActivityService();
_commandService = new CommandService();
_anomalyService = new AnomalyService();
_investigationResultService = new InvestigationResultService();
_hostService = new HostService();

}

public async Task SendShutDownComponentMessageToActiveComponents()

{

var activeLowerCentersList = await _hostService.GetLocalNetworkIPAddresses();
var commandld = await
_commandService.GetCommandld("ShutDownLowerCenter");

foreach (var activeLowerCenter in activeLowerCentersList)

{

TcpClient client = new TcpClient(activeLowerCenter, 465);

try
{

NetworkStream stream = client.GetStream();
byte[] data = Encoding.Unicode.GetBytes(commandld.ToString());

while (true)

{

k
¥

catch (Exception ex)

{
string myHost = Dns.GetHostName();

stream.Write(data, 0, data.Length);

var exception = new LogActivityEntity()
{
Name = "Exception”,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
Description = ex.Message,
CreatedOn = DateTime.Now,

+

await _logActivityService.Log(exception);

¥
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finally
{

client.Close();
}
}
}

public async Task SendCommandToComponents(int commandid)

{

var activeLowerCentersList = await _hostService.GetLocalNetworkIPAddresses();

foreach (var activeLowerCenter in activeLowerCentersList)

{

TcpClient client = new TcpClient(activeLowerCenter, 465);

try
{

NetworkStream stream = client.GetStream();
byte[] data = Encoding.Unicode.GetBytes(commandld.ToString());

while (true)

{
stream.Write(data, 0, data.Length);
}
}

catch (Exception ex)

{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception”,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
Description = ex.Message,
CreatedOn = DateTime.Now,

+

await _logActivityService.Log(exception);

}
finally

{

client.Close();

ks
¥
ks

public async Task SendBlockCommandToComponent(string componentip)

{

var commandld = await _commandService.GetCommandId("BlockLowerCenter");

TcpClient client = new TcpClient(componentlp, 465);
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try
{

NetworkStream stream = client.GetStream();
byte[] data = Encoding.Unicode.GetBytes(commandld.ToString());

while (true)

{
stream.Write(data, 0, data.Length);
}
}

catch (Exception ex)

{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception”,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToStrlng()
Description = ex.Message,
CreatedOn = DateTime.Now,

Y
await _logActivityService.Log(exception);
}
finally
client.Close();
}
}
public async Task SendAnomalyProcessingResultToComponent(string componentlp, int
anomalyld)
{
TcpClient client = new TcpClient(componentlp, 465);
try
{

NetworkStream stream = client.GetStream();

var investigationResult = await
_investigationResultService. GetlnvestlgatlonResuItByAnomaIyId(anomaIyId)

byte[] data = Encoding.Unicode.GetBytes(string.Join(",", investigationResult));

while (true)

{
stream.Write(data, O, data.Length);

k
¥

catch (Exception ex)
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{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception”,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
Description = ex.Message,
CreatedOn = DateTime.Now,

}

await _logActivityService.Log(exception);

by
finally

client.Close();

¥
k

public async Task SendDetectedPotentialAnomaliesToComponent(string componentlp,
int anomalyld)

{
TcpClient client = new TcpClient(componentlp, 465);

try
{

NetworkStream stream = client.GetStream();

var detectedPotential AnomaliesList = await
_anomalyService.GetDetectedPotential AnomaliesldList();

byte[] data = Encoding.Unicode.GetBytes(string.Join(",",
detectedPotential AnomaliesList));

while (true)

{
stream.Write(data, O, data.Length);
}
k

catch (Exception ex)

{
string myHost = Dns.GetHostName();

var exception = new LogActivityEntity()
{
Name = "Exception”,
MachinelP = (await
Dns.GetHostEntryAsync(myHost)).AddressList[0]. ToString(),
Description = ex.Message,
CreatedOn = DateTime.Now,

}
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await _logActivityService.Log(exception);

}
finally

client.Close();

ki
k
ki
k
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Absiruct. The approach o determining the effectiveness of IT based on quanti=
tative values that characierme resilience and survivabality 15 developed and can
be expanded 1o mclude other charactenstic values. To ensure the resilience and
survivabality of IT, a system of measures has been developed which resalts i
the acquesabion of highly specialized IT for vanous applscations, where the ac-
companying processes ane imational or unrealistic mes with sudliciently hieh
parameters of resilience, survivabality and overall resilience. al the same time.,
acceplzble to the financial cost of fs opermtion. The favlt tolermance of the client
part 15 en=ared by performing a set of measures, mcluding bard ware and func-
tional redundancy: power of chient PCs from a separate line with secumty devic-
es; use of eghimeg protecixon devices on compuler nelwork |mes organization
of automatic updating of client PC system software: development of algorithms
of procedures that implement the cocal functions of the client part of the IT,
with the inclusion of non-trivial {mielleciual ) block of ermor processing 1o them,
whach is performed i parallel with the procedure itself: the use of nonstrivaal
data editors that include an mieractive pro-procedure o therr algomithm that
climanaies uncontrodled manspalation of the datzbaze data by the operator; m-
plementation of critscal rescarces, calculation procedures with the ability 1o
promptly select the locabon of their execution, whech does not allow overload-
mng of hardware. The survivabihity of 1T 15 ensured by: redundancy of the server
part of the IT with the termional separation of the main and backup server: re-
dundancy of the client part soltware, the feature of the backup 1= the fact that
the reserve 15 not specially dedscated compuiers, but the perlormance reserve of
mdividual clent computers, on which, accordmg to the backup plan, the client
part sodtware 15 installed. which redundant, whach at a cntical momem will be
uzed ax a regular, preventing the loss of [T funcisomality.
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Compuler.
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1 Introduction

For information technologies (IT) that provide the livelihoods of an institofion or
cnterprise, that is, specialized in, for example, arcas such as financial and cconomic
activitkes, the issues of survivability and resilience are more important, especially as
their quantitaftive paramceters increase i their function. zoning (increase of users,
gervers, volumes of information in databases of them) and kevel of complexity.

Under fanlt tolerance, we will consider the property of the system to mamtain full
or partial performance im cases of failure of individual elements that are not related to
external unregulated activities. The survivability of an information system means ifs
ability to remain operable with a permissible decrease in productivity in the face of
negative external mflucnces (unregulated actions). These concepts correspond to the
State Standard of Ukraine [1]. They set one goal - o ensure the availability of IT,
which is achicved in different ways. The effectivencss of all IT is directly dependent
on providing these parameters. One of its parameters is the tme of unavailability, that
18, the time when the system 1 unable to perform its functions within certain require-
ments. For different systems this time is different and msay range from zero o a cer-
tain, still acceptable value. So for avtomated control systems of complex technologi-
cal processes, the time of maccessibility s zero. For such critical systems, the proba-
bility of non-accessibility should be zero. For specialized IT operating in corporate
computer networks and serving as information support m such highly specialized
gubject arca as financial and economic activity m various ficlds of application, this
parameter is well above zero, but the requirements for such IT are also high enough
that it is impossible perform at low parameters of fault tolerance and survivability,
cspecially with a steady incrcase in the number of users, imcreasing the complexity of
information flows and volumes of data processed.

Ensuring high efficiency of specialized IT is carried out on the basis of the imple-
mentation of the principles of resilience and survivability i them, which is an urgent
scientific problem, which begins to be solved in the process of developing specialized
IT.

2 Related works

Known methods and technigues for providing resilience and survivability of special-
tzed IT are focused on their different types, applications, application features, com-
puter deployment and implementation features in various [T components. Also, an
urgent arca that neods rescarch is the mpact of external factors (distributed attacks,
msalware) on the functioning of 1T and the resilicnce and survivability.

In [2]. information technology was proposed to evaluate the structwral reliability of
techmical objects, the structure of which corresponds to one of the known fypes of
newral networks, The structure of information technology confains a morphological
model, which allows to shape and change the structure of the object model studeed by
the males, based on the determination of the probability of failure-free operation in the
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theory of reality. The model developed allows you to modify the object model, which
takes into scoount the resilience of IT.

In [3, 4] the relhiability of information systerns is considered. An approach based on
risk asscssment and risk mitigation s used o cnhance the reliability of information
gystemns. This approach allows for an carly assessment of the nsk of the sofiware de-
velopment process and identifics the most effective mitigation strategics.

Im [3] it iz shown how customizable software systems consist of many different,
critical, non-critical and mterdependent configurations. The reliability and efficiency
of a configured system depends on the sucoessful termimation of commumication of
interaction between its configurations. Most of the time, users of configured systems
are more likely to use critical configwrations than mon-catical configurations. The
paper shows how failure of critical configurations will affect the reliability and per-
formance of the system. To solve the problem, critical configurations that play a vital
role are investigated, and a suitable candidate for failures is provided for cach critical
configuration. The article proposes an algorithm that identifics the optimal candidate
failure for cach crtical configuration of the software system. Two schemes for classi-
fication of configurations are offered - critical and nos-crtical configurations based
on: 1) frequency of configuration mieractions, 2) characicnstics and frequency of
interactions. These schemes have playved a very important role in achieving the relia-
bility and resiliency of the software system in a cost-effective manner. Schema per-
formance was fested using a file structure sysiem.

In [6]. clouds are considered to be an mmportant platform for scientific work peo-
grams. However, as many nodes deploy in the clouds, managing resource reliability
becomes a critical issue, especially for performing real-time, real-time workflows wherne
deadlines are met. Therefore, clouwd resilience s extremely mmportant. PB (Premary
Backup) scheduling is a popular technique for fault tolerance and is effectively used in
cluster and metwork computing. However, applying this technique to real-time work-
flows in a virwalized clowd is much more complex and rarely explored. Thas work de-
velops a real-time workflow failure model that extends the traditional PB model o -
clude cloud performance. This mode]l builds on task allocation and messaging ap-
proaches o make sure mistakes can be made while running a workflow. Also, a dynam-
i fauli-tolerant scheduling algosithm is proposed, rather, for real-time workflows in a
virmalized clowd. It has three key feamres: 1) if uses a backwand displacement method
to take full advantage of wle resources and uses overlapping tasks and WM migration
for high resource utilization; 2) applies vertical / borizontal scaling technology to guick-
Iy secure resources 3) uses a vertical reduction scheme to avoid unnecessary and incfhi-
cicnt changes to resources due to fluctuations in workflow requests. The evaluation of
the algorithm s based on synthetic workflows and workflows compiled from real scien-
tific and business applications, and compared with six basic algorithms.

Articles [7, 8] investigate cloud applications that are considered to be cormponents
of several cloud services components that communicate with cach ofher through web
services interfaces, where each component performs certain functional capabilities.
The lack of an effective failure resiliency scheme s one of the main obstacles to in-
creasing the availability and efficiency of complex cloud systems for deployment
The paper proposes a compechensive recovery scheme based on software rejuvenation
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for cloud applications, which has three essential parts: adaptive fault detection, aging
assesament, and componeni-based rejuvenation checkpoint. Preliminary and qualita-
tive evaluations show that the new resiliency scheme brings improvemsents in the
availability of clouwd programs.

I [9] presented an approach for avoiding functional failures during execution in com-
ponent application systems. The approach uses the mtemal redundancy of components o
find workarounds as altermate sequences of operations to avoid crashes. The first Java
protofype s presented and an evaluation plan developed as a preliminary result

In [10] a proactive recovery scheme based on migration of services is proposed,
toberant systems are described. Active recovery is an important method of ensuring
this. The main advantage of the developed proactive recovery scheme is the reduction
of vulerability in normal operation. This is achieved m two ways.

I [11]. refusal tolerance is a mapor ssue in guarantecing the availability and relia-
bility of critical services, as well as the mmplementation of applications. In order to
minimize the impact of failures on the system and the execution of applications, devi-
ations should be anticipated and acted wpon. Failure tolerance methods are wsed to
predict these failures and take appropriate action before the failures actually occur.
This document discusses existing cloud computing resilicnce methods based on their
policics, tools used, and rescarch isswes. A clowd-based virtualization-based system
architeccture is proposed. The proposed system implemented an autonomous repection.
The experimental results show that the proposed system can solve varous software
malfunctions for server-side applications i a cloud-based virtualized environment.

In [12], cloud computing offers new power and flexibility for high-performance
computing applications with the provision of a large number of virtual machines for
computing infensive applications. Fault Tolerance allows systems m a cload with
multiple nodes to complete computationally intensive applications at the moment of
failure. The most common fault tolerance methods for such systems are checkpodant |/
restart. Howewver, a checkpoint / restart increases program execution time, which in-
creases the cost of runming it This paper introduces the framework of resiliency for
high performance cloud computing. This framework proposes to use process level
redundancy methods to reduce the runtime of computationally infensive applications.

In [13-16). cyber-resilience and cyber-viability are presented as closely related con-
cepis that share similar technologies and practices. For histonical reasons, these concepts
have been built into different frameworks that defime different constructs to describe
problems and arcas of solution. Cyber-resilience constructs allow you 1o define system
requarements, ientify metrics and security, and identify and analyze solutions. Identify-
g the relatonships between cyber-resilience constructs and cyber-survivorship attrib-
utes s shown to use cyber-resilience to enhance cyber-resilience and vice versa.

Im [17-22] show the impact on the resilience and survivability of 1T of varous
types of malware and computer attacks.

Known methods and methods for providing resiliency and survivability of special-
ized IT are not sufficiently systematized and may not always be implemented due to
the specific wse and structure of specialized IT. Therefore, it is necessary o further
rescarch and develop new methods and techniques that can improve the resiliency and
survivability of specialized IT, including cyber-attacks and mabware.
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3 Criteria for the effectiveness and sustainability of specialized
information technologies in corporate computer networks

Let's introduce specialized IT in corporate computer networks with many compo-
fcts:

S = [5,.55....5.} (1)

where & - [ component of specialized IT in corporate computer networks, | =
1.2, ..,n, n - number of components.

For cach component 5; we will apply a feature that will include all performance
criteria for enterprise computer networks that need o be used for IT development in
the future. In partscular, such criteria will include the criteria for fault tolerance and
survivability. Specify the performance criteria for a specialized 1T vector whose com-
poncnts will be performance features that will meet specific criteria:

Ke = (fi.fao - fin s 4]

where f; - j a function that scis one of the performance cniteria, j = 1,2,..,m, m -
aumber of functions.

Criven that, overall, the task of maximizing performance depends on specific crite-
ra that may be related to each other and affect cach other accordingly, while improv-
ing one's performance may impair the other. In addition, because specialized IT is
made up of components that are subject to the same criteria from a given vector, the
task is corplicated by the fact that some [T componcents are different and, according-
Iv. the achievement of efficiency by the same set of criteria will be different. There-
fore, choosing the best solution is a difficult multicriteria task. The general statement
of the ask of finding the best performance for specialized IT in corporate compuier
networks 18 formulated as follows:

K. (5= = max:
Ifll AT (3

(5)—-max,i=12 .., nj=12 . m"

In addition, some of the IT components may be functionally repetitive, depending
on the tasks and deployment on corporate computer networks., This wall affect the
overall effectiveness of specialized IT. However, achieving performance by certain
criteria in the same components of specialized IT does not have to be the same, be-
cause these components will solve different tasks or the same tasks, but at differcit
times they will go through different stages. Keeping these features in mind is im-
portant, =0 we detail the task of finding the best performance for specialized IT on
cnterprise computer networks as follows:

H! [Su,j = IAX:

ffq{sw] smax,i=12 .. nj=12_.,m i4)
g=01 .. m.j=0.1,..m,
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where g - the aumber of specialized IT components in a particular corporate computer
petwork node; § - an index for the criterion of performance of a component of special-
ized IT in a specific node of a corporate computer networky g =0,1, .., m,, j =
0.1, ... ng: ny - the number of identical components of specialized IT in a corporate
compuicr network ny, - the criterion number for the same components of specialized
IT inn the corporate computer network.

Let us miroduce a function that will determine the maximom value of the criterion
of effect:

F: K (S;r) = max; (5

The value of the efficiency criterion s given by the expression taking info account
the weighting factors:

Ke(Sr) = Eia T B Xot (e« FalSip)) ()

where @ j 5, - Weighting factors.

Consider maximizing the criteria for failover and survivability in mformation tech-
pology configurations that are built on a client-server architecture with their provision
across all systems from users (client side) to mission-critical server time. The choice
to consider the client-server architecture depends on its features, which are manifested
inn the following: basic client-to-client functions are shared between the clicnt and the
gervier; the client computer's automated workplace software handles data through
requests to the server software; full support for multi-user work: data integrity is
guaranteed. This distinguishes it from other architectures and allows for the provision
of fault tolerance and swrvivability to cach of the units of the system separately.

The main directions for increasing the survivability and resiliency of 1T are to
make redundancy in the configuration of kardware and software, supporting infra-
gtructure, redundancy of information resources (programs and da-them). In doing so.
IT must meet the following basic requirements: the system must be built so that it
does not kave a component (resource), the failure of which will lead to a complete
failure of the entire system. For real-time systems, in additbon, time constrainis ane
imposed on the result.

Consider specialized 1T related fo the systems of unrealistic cha-su. Therefore,
time constraints are much less rigid for her than real-time systems. In view of the
server-side and client-side IT implementation architecture chosen for consideration,
wie will accordingly consider the sswe of resiliency and survivability in relation to the
functions assigned to them. Despite the fact that these two pants, being components of
a single, logically indissoluble 1T, perform within their specific functions, ensuring
resiliency for cach component of IP is achieved in different ways.

There are two approaches to building fault-tolerant 1T, The first approach is based
on the use of fault tolerant commponents. Such IT provides its functions in the event of
failure of subcomponents of some components. This is the simplest method, but also
the most expensive, because of the use of the most expensive components - the fault
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tolerant components of IT. The second way is to build faul-tolerant [T using non-
fauli-tolerant components. Failure in such systems s achieved through the introduc-
tionn of redundancy in them through redundancy of cnitical links of hardware, sofi-
ware, infercomponent communications and special algorithms for the functioning of
IT, which provide for its reconfiguration when some components fail.

The main feature of fault tolerance is the ransparency of failures of s individual
components for the end user. This means that the fauli-tolerant system automatically
changes its configuration in the event of failore. Its rontime software is booking for
workarounds, trying in failure conditions to bring the exccutable function fo a suc-
cessful completion. We define the function fir S, L i=12,...r quantification of fault

tolerance in compuier systems as follows:

Trils;)s
Tratshe™ Tratsihe® Trais)a?

(5] =

(5]

where [ - number of components of specialized IT, i = 1,2, ...m, T 15, — time be-
tween adjacent failures; Ty (g2 — the time it takes to detect a failure and find a way
around it; Tg, r5, 5 — the time required 1o recover IT after a failure.

As can be seen from formula (7). for IT with an automatic fault tolerance system,
it will approach the maximoam, due to the response speed. There are no theoretical
obstacles to the construction of swch systems, but i practice, when implementing
them, a number of important factors must be taken into account: financial costs of
implementing an automatic system to ensure survivability and fault tolerance; system
complexity. For IT designed for information support in a narrow specialized subject
arca, such as financial and economic activities of a higher education instiufion, it will
be appropriate to abandon the awtomatic fault management system in favor of the
automated onc. With this approach, some of the costly functions of managing redun-
dancies present i [T will be entrusted to the individual, unbess it threatens possible
significant losses. Then, according to formula (7)., the faalt tolerance will be lower
than in the first case. But the solution to the problem of building 1T (similarly to other
design problems) s not to enswre the maximum possible fault tolerance of the system,
but to find an sacceptable balance of system parameters, within a certain technological
basis. And also, including taking info account the requirements of the crterion "fanlt
tolerance / cost”. Let us explore the solutions to ensure [T resilience when usimg such
a strategy. Let us analyze the factors that negatively affect the client's 1T resilience.
This & necessary in order to assess and develop adequate countcrmeasures. The
scheme of influence of negative factors on the failure of the client side of specialized
IT is shown im Fig_ 1.

As can be seen from the proposed model, the negative factors that affect the resilien-
cy of the client side of the IT are divided mio external and infernal. Among the extemal
factors, the greatest threats are power outages and natral phenomena that can lead to
failures of computer components and computer networks. In order to avoid such cases,
the power of the client computers of the IT must be performed from a separate line
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cquipped with security devices, such as arresters. You also need to use securty devices
b protect against lightning storms over long lines on computer networks.
heni computer
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Fig. 1. The scheme of action of negative miluencing factors on the faull tolerance of the client
side of specialized IT

Amwpther important factor 18 errors m the system software code. Previously, this
factor was force majeure. Today the siwation has changed and licensed operating
gystems can be configured with the automatic software update function enabled. This
climimates the human factor and reduces the busden on [T staff, although this does not
fully solve the problem, but only reduces the likelihood of destructive behavios, The
reason is that the sysiem software 5 a complex system and cach fix, a previously
found error, docs not guaranice the absence of a new one. This aspect of system sofi-
ware is another factor that can reduce fault tolerance. Due o its complexity, configu-
ration creors osay occur during software configuraton. You can reduce its manifesta-
thons by using software with automatic adjustment, which s not always acceptable,
aivd the mvvolvement of more qualified personmel.

For application software, which includes client parts of specialized IT, the critical
crrofs that cecumed during the operation of jobs, are recorded together with their pa-
rarseters in the system registry antomatically and then used for analysis with me- the
clirmimation of the cawses that caused them. This is achieved through an approach theat
is based on intredwcing some redusdancy info the software of the client part of IT. To
this end, all the calculation procedures that may be critical o the functioning of the
crror, designed to comply with a cerain type of template constraction algorithm for
its implementation. The cssence of the algorithm is shown in Fig. 2.

I this structure, the algorithm for performing any non-trivial procedure is divided
inbe two interacting blocks. The first block implemenis the function of the 1T proce-
dure, and in the sccond, the crror handler. In the process of performing some proce-
dure that implements one of te functions of the T component, the teo unite btersct
with cach other, transferring control of the comsputational process to ecach other until
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the performed function is completed. Its essence is that the algorithin that implemsents
the function of IT is divided by markers (label 1, ... label o in Fig. 2) into fragments
according to the principle of functional completeness.
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Fig. 2. Model of the algonibm procedure: a) in case of successful completion of the procedure;
k)i for the case where the ermor 1= unknoan 1o the ermor handler

Before executing the current fragment of the algonthm, information about a hypo-
thetically possible error (the client’s workplace instance code, function code, tag mem-
ber, time, etc.) is entered in the fatal error register. The following are possible devel-
opments in the futwre:

1. The fragment of the function algorithm was successfully executed. In this case,
the information in the registry about the failed error is deleted and the computing
process procecds to the next fragment.

2. An emor occurred while executing the fragment, but it was sucoessfully local-
tzed by the error handler (Fig. 2a). In this case, the error mformation can also be de-
leted from the registry.

3. An error oceurred during the execution of the fragment, which was not local-
ized by the error handler (Fig. 2b). In this case, information about a possible erroe will
rensain in the registry.

Collected in this way, information about fatal errors that oocurmed in the process of the
functioning of IT, allows them to classify and, in the process of further analysis, identify
wizaknesses i [T to address them by improving the sofiware of the client side of 1T.

The software of client IT parts during the 1T life cycle, for various reasons, inclod-
ing due to the detection of errors in it, can change, going through their own update
cycles (Fig. 3).

Consider the internal factors that affect the resilience of the client part of 1T {Fig.
1} and the methods that were used to reduce it. The fisst of these, by freguency of
occurmrence, occurs because of operator errors. This problem s solved by using a
standard data editor, in which all the procedures for making changes to the database
are implemented using a template, the structure of which includes redundancies in the



form of blocks of algorithim, which allow to check the actions of the operator. Herein-
after, we will consider a basic clement as a basic element, which is taken as a basis for

the development of the entire set of editors wsed in [T,

Thi ive asis
"i;T wi i

Fig- 3. Cleent software update cycles in the IT hfecycle

Another important mternal factor that negatively affects the security is the over-
load of the client computer hardware platform with tasks, which can dramatically
worsen the time parameters of the tasks performed by the client part of IT. or even
make it impossible to work, due to depletion of technical resources . To neutralize the
effect of this factor in IT, functional redundancy (Fig. 4) was applied in the develop-
ment of the software, namely the part that s responsible for the mmplementation of
"business logic®.

The presence of a functional reserve of "heavy” calculation functions allows o
mancuver the computing power of the IT hardware platform, in case of overloading of
gome of s links, thus increasing the failure-stability. Because the procedure that is
functionally redundant (for example, Funk| in Fig_ 6) is developed in two vanants by
one algorithm, but in different software eavironments, o be performed in different
techaical mecans. This fact can be used to neutralize such a negative factor as the pres-
ence of an error in the application software of the client part, in the event that an error
occurs in one of the varanis of the procedure. This shows a positive multiplicity of
the effect of functional redundancy, which imcreases the owverall fault tolerance of
information technology.
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Thus, the fault tolerance of the client part is ensured by performing a set of
mycasures, including hardware and functional redundancics: powering client PCs from
a separate line with protection devices: use of lighining profection devices in comput-
cr network lines; organization of auwtomatic updating of client PC system software;
development of algorithms of procedures that implement critical functions of the cli-
cnt part of 1T, with the inclusion of a non-trivial (intelligent) eror handling umit,
which is performed in parallel with the procedure itself: use of non-trivial data edi-
tors, which include in their algorithim an interactive procedure that climinates uncon-
trolled manipulation of database data by the operator; implementation of critical re-
sources, calculation procedures with the ability fo prompily choose the location of
their implementation, which does not allow overloading of hardware.

As a result of the analysis of the factors that negatively affect the resilicnce of the
gerver part of the T, the model of the action of the negative factors, shown in Fig. 5.
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Fig. 5. Model of achon of negatrve factors affecting the fault toderance of the server of 15
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In the presented model, all negative factors are divided into external, caused by
causes that are outside the system, and internal. External factors that reduce server
resilicncy are neutralized in the same way as in the client side of IT. But due to its
importance, this is not enough. Due to the fact that the IT server 5 the location of the
database, where all the information processed in the system is concentrated, for him
such a factor as failures in the power svstermn 18 especially dangerous. This s due to
the fact that the database, being the most complex system, 15 sensitive to violations of
the technology of its handling. Sudden loss of power or failure of the server hardware
due to voltage fluctuations can, with a high probability, damage the database with all
gubsequent negative consequences for the information. In order to prevent this from
happenimg, a non-interruptible power supply unit with dual voltage conversion and
gufficient time for server autonomous operation was infroduced into the circuit of the
power system In addition, the uninterruptible power supply must have a status con-
troller that incluodes an output with a serial R5-2312 interface. It 5 necessary o send
the server a signal of decay in the event that due to prolonged loss of external power,
the internal power supply of the uninterruptible power supply deviee will be exhawst-
ed o an unacceptable limit Upon this signal, the server will correctly terminate all
applications that have boen started without preventing the database from being de-
gtroyed.

N less threatening for the server part, which reduce its fault tolerance, are internal
factors. Among them. the most severe in tenms of consequences s the failure of
hardware, namely drives. IT server drives are the most responsible part of it, the fail-
ure of which can bead not only to prolonged unavailability of mformation resources,
but also wreversible data boss. This s due to the fact that the 1T database is stored on
gtorage devices, which in most cases are mechanical devices and, accordingly, have a
smsaller resource of operation than electronie circuits. Since the loss of the database is
unacceptable, measures are needed to neutralize the threat of sudden boss of storage.
This problem can be solved by backing up the drives. Instead of a separate drive for
gtoring the database and other critical data, a RAID array of type | drives can be used.
In additon, it is necessary o organize periodic diagnostics of drives, which will al-
low, in most cases, to identify drive problems in advance. To do this, vou can use the
srmarimontools package. which i included in the official repositorics of most distribu-
thpies of the Linux operating system. It has convenient and quite flexible settings for
the diagnosis schedule. This allows long-term procedures for diagnosing drives to
take out of the working hours of the institution. Each diagnostic report sends o the
gpecified email address or log file.

Another way to prevent database loss i3 o back up. In spite of the described
mcasures of ensuring the resiliency of the server part of the 1T, they still cannot claim
to be absolute. Because the database and the entire sequence of software that ensure
its operation is a complex system, the presence of errors in s operation remains quite
high. To reduce the effects of destructions, such as unknown crrors that can lead to
database destruction, you can include a database backup subsystem in the server sofi-
ware loop. It operates automatically according to a schedule that records the backup
frequency during office and non-working hours of the mstitution. The database copy
repository s another computer located in a location remote from the main server.
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Because the copy of the database is a fairly large array of information, so as not o
depend on network traffic, the main server and the computer with the database copy
repository have their own communication channel (Fig. ). To prevent uncontrolled
changes to the data in the database that could compromise the mtegrity of the [T data,
all changes are performed under transaction management. This approach s guaran-
teed to ensure the transition of the database from one agreed state to another, when
ruanipulating data.

Therefore, the fault tolerance process is continuous throughout the 1T life eyele. It
begins with the planning of measures to enswre the resilience of 1T, which s designed
and lasts until the end of its operation in general. In general, the task of ensuring the
fault tolerance of the server part of IT is solved, as well as for the client part, as a set
of measures o counteract the negative factors (Fig. 7). It mcludes: inclusion in the
circuit of the subsystem of the power supply of an intelligent unintermaptible power
gupply unit, which interacts with the operating system of the server, providing auto-
matic correct closing of all server applications, preventing a database crash, sudden
power loss and elimimation of power supply fluctestions; the wse of a high-probalsility
type 1 RAID storage array climinates the loss of the IT database due to drive failure;
automatic diagnostics of the condition of drives according to the established schedule,
which allows to quickly identify the causes of future failures; organizing the work of
the database backup subsystemn in automatic mode, according to the schedule, with
the territorial diversity of the main database and its copies, by its own network chan-
nel; using the client-side transaction subsystem softeare, which ensures that any ma-
aipulation of data in the database is performed with consistency of data at all times.

Vitality indicators in a complex system: multifunctionality of individual compo-
pents; the existence of a single (main) purpose of the whobe system: not only the pos-
sibility of information exchange between individual components, but also information
interaction with users; availability of mwans of protection, control, diagnostics and
self-organization. The task of structural survivability analysis requires the definition
of: the system archifecture reguired to fulfill the purpose of IT functioning at some
point or time when undesirable effects on the sysicm occur; reguirements for particu-
lar tvpes of system resources and their inferconnection; requirements for functionality
of system resowrces; the nature of the mafure of the undesirable effects or their conse-
guences. We define a function (5, ), in which (=12, n the definition of surviv

bility in quantitative wmits in computer networks is expressed as follows:

T w7
_ Tratsa* Trafsa
f2(5;) = - 5 (8)
Fal5ga

where Tp g4 - time of operation of the IT process in standard mode, Tpqq0 - time
spent on survival processes, [ = 1,2, .. n

This defmition of the survivability function makes it possible to display the stand-
ard mode of operation with a unit value, and if there 1s a need to ensure survivability
and in the case of a much longer time than the standard mode of operation, the func-
twom value will display a guantitative ordinal value.
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From Fig. 6 shows how the problem of increasing the survivability of IT was real-
tzed within the framework of the developed system by structural redundancy of its
main components, namely its server part. In the event of a failure of the main IT serv-
f, its functions can assume a backup, which has exactly the same scttings as the main
one. The main and backup servers ane geographically spaced and fed from different
lines. Simce the failure of two servers at once is an unlikely event, it ensures high
gurvivability of the server part of IT. Reconfiguration of a real system takes no mone
than 10 minutes. The copy of the database is kept wp to date by the replication service,
go the replacement of the main database with the database - the copy is performed
without boss of mformation. But a slight loss of informaton in such a scheme is still
possible. This can happen if some sensitive components of the server hardware plat-
form fail. Typically, these are recent transactions that will be terminated due to hard-
ware failure. And if it is a transaction to change the information in the database, then
iti this case the mformation will be lost. But since such an event in the life cycle of the
information system itself is rare, such a possible amount of information loss can be
neglected. Afier the server part is restored. the operators whose transactions were lost
need to perform the last operations again to recover the lost information. In the regu-
lar diagnosis of critecal hardware of the server, i most cases i is possible to detect a
rpening failure and to replace the corresponding component in a timely manner.
Thus, the organization of work can reduce the likelihood of failure of the server-side
part of IT and thereby negate the loss of information. As can be seen from Fig. 8,
addition o performing the backup function of the primary server, the backup server
serves as a data source for the WEB server through which the IT publishes infor-
mation o s remote users. In addition, another function is assigned to the backup
Server - il servies as a repogitory of database copics maintained by the backup service.
Server backup guaraniees sufficient IT survivability i general, but does not guaranice
that it will bose some of s functions related fo the failure of the client computer's
hardware components, which critically affect the functioning of the client part as a
whole. The solution to the problem, then, s to create some reserve. Analysis of the
software of the client part of IT showed that some of them have a reserve of time.
Therefore, it 1s natural o decide to use this reserve at eritical moments in the work of
the client part of IT. This approach does not allow you to keep a standalone computer
as a standby, but also to have stockpiles of components that reduce operating costs
without losing the overall viability of the system.

Typically, software modules, as configured, are stored in the IT software reposito-
ry and on those client computers where they are scheduled to be used at critical times
according to the backup plan. If critical computer kardware fails to make it impossible
for the client software to perform its functions, it is wransferred to a suitable other
computer. The time spent on reconfiguring the client side s caleulated i minutes,
which is an acceptable valuwe to ensure the viability of IT that provides information
gupport in such a subpect area, such as financial and economic activities of higher
cducation institutions.
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Fig. &. Server backup scheme 1%

This reconfiguration of the client part i1s made possible by the fact that absolutely
no data is stored on the client computers running the software. And the software mod-
ule wself, for convenience, is grouped into one file and does not require an installation
procedure. All you have to do is copy it 1o another computer and it will be ready to
go. This approach allows yvou fo maimtain the full fusctionality of IT even after the
failure of several computers, which in itself has a low probability. There is only one
limitation - cach copy of the client-side software must be pre-registered with [T, Oih-
erwise, an attempt to run such a program will be considered an attempt to gain usau-
thorized access to the system, even with the correct user credentials. 1T s control over
all instances of its client parts allows it to bleck attempts by malicious mtruders who
have managed to master user account data (o gain access to the system. At the same
time, the program mastered by the attacker docs not gain access to the 1T data, and the
fact that such program attempts to connect to the systems is recorded in the registry of
fatal errors with the corresponding data, which allows to use them to take organiza-
thoieal measures against the attacker.

Thus, IT survivability is enswred by: redundancy of the server-side 1T with territo-
rial separation of the mam and backup server, the peculianty of the redundancy is that
the server function, at a critical moment, takes over the mirrored SOL server, which in
regular mode provides the work FTP servers; redundancy of client part software, a
feature of redundancy is that the reserve 5 not specially dedicated computers, but the
performance reserve of individual client computers, which, according to the backup
plan, mstalled the client client software, which is in the crtical moment will be used
as a regular, preventing loss of 1T functionalivy.

Based on formulas (6) - (8) we obtain the value of efficiency for IT, taking into ac-
count the indicators of fault tolerance and survivability:

T
Hr 5 - ii Bp ip (II \ Fals ke + -
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where @y - cocfficient for the value that determines the fault tolerance in quantita-
LIVe units; @y §pq - cocfficient for the value that determines the survivability in quan-
THative Units; &y g0 + @y 0, = 1.

Similarly, the terms i formula (6) and its specification by formula (9) for the two
quantitbes may be other indicators that characterize the effectiveness of IT.

As a result of the use of these measwres was obtained IT narrowly specialized use
for various applications, where the accompanying processes are unrcalistic or unrcal-
istic time with high paramecters of fault tolerance, survivability and overall resilience
andd, at the same time, accepiable equal financial costs for its operation.

4 Experiments and evaluation

To determine how effective the proposed solutions to ensure fault tolerance and sur-
vivability, we will compare the criterion of efficiency for IT without ensuring fault
toberance and survivability and incleding these characteristics on the basis of formula
().

The value of the value of the criterion of [T efficiency, which does not mect the
requircments of fault tolerance and survivability, we obtain from formula (9) as fol-
lows: which constantly monitors the functioning of 1T, problem sitaations are solved
only when they are detected. In the first case, the calculation according to formula (9)
can be similar and the value of the obtained value s orders of magnitude higher than
the value of the criterion for 1T, which provides fault tolerance and swrvivability. How
to consider the second option, then K (57) = 1. In this case, the relationship between
the values is determined by formula (10} and allows to establish the effectivencss of
the proposed solutions o cnsure fault tolerance and survivability, as well as o -
prove efficiency by adjusting the cocfficients:

1
_ . (107
H S |:* Tty e "u[s..]ﬁ"r;[s..]j
ft p=d&p=0| 1. pQ 'rr .[s‘] - (r.r I.|_5::||1+ :|-|l L|_-'|.|:||1:' LET r“[—‘.l] i

where the absence of specialized 1T or external interruptions will mean that the
time spent processing them will be zero and the ratio will be equal to one.

If a failure or external mterference occurs, the value will be greater than one. The
cffective value is the value minimally deviated from onse.

The results of ensuring the fault tolerance and survivability of specialized IT are
ghown in the implemented 1T in Fig. 7.

For convenience, all lines of the log file fragrment have boen numbered and critical
positions have been highlighted.

Position 19 revealed a fatal ervor in the operation of the network adapter "eth(” at
the time of access of the user's computer with [P 192 168.1682.

Position 35.36 closes the current session of the SWM user.

At position 37, the system notifies that reconfiguration of network devices is re-
quired.

At position 38 it is stated that the device "ethD" is switched off.

148



R e LA L DI T R L e T

“- s -
C;Dm IROLLIMPON LR SMIERDILAL PALAS ARTAE I8 Te SPROALAM AT 1M
etk swvien feem L0 LEE LAR 3 peas WITHD el
APT I AL ST TR R SMTROCEIN T ST
ll TATIDe"enint
“" L
" PRI et~
M [ T R I Y
" SRS
. B = o
.- T .
i TROTT" p ™
. LM s
" PRI .
i TP~ Enamamen”
- R T ST

" D 00 0 4 o TN T S el | B
e O L L T T —
”n [
e e L T — .-
BE ART I 10 TR R TR s "rteirergnis o)
R T e L e e L
FD* TR T T Besnmeh veine 't wailed
L

L A 3% 13 sl T Jeme B L e L SR N RS S8 S AL 8 )

< T Seal
Rala b AL T

" b L L e R e Rl et At RE LS

.t Ly

" _CTTIOLLED ey

v L s

”w e s mYY™N e

. SCON-100. 081 3

» ek tianan

‘" DT R
T S G LA T et el B e i e . spnnns fns wmas s g kil
- AL Al A

Fig. 7. Fragment of the log file of the subsystem of control of work of network devaces

At positions 40,41 it is reported that the backup network adapter "eth1” is activat-
ed

At position 52 it is stated that a SWM user session has been opened which was
termunated due to a failure of the ethl) network adapter.

This snippet (Fig. 8) reflects the operation of the database transaction subsystem
during its backup. The backup procedure for the GBAK utility on February 4, 2019,
performed a data error that led to a rollback of the transaction. Critical positions are
highlighted.

Position 31. Creating a temporary database file.

Position 32-34. GBAK error message when trying to write to the [FK] field of the
ORGILCSPISVSR table the default value of NULL.

Item 35. Rollback of the current transaction due to an error.

Item 40. Notification that the backup procedure was completed incorrectly.
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Fig. 8. A fragment of the log file of the database backup subsystem

The graphs (Fig. 9) obtained according to the calculations according to the formu-
la (10) for the results of fault tolerance (a), survivability (b) and for the case of com-
bined manifestations and resilience and survivability (c).



LS 2]

Fig- 9. A schedule for fault tolerance (a); schedule for manifestations of survivabality (b); graph
of reflection of smultaneows manifestations and fault tolerance and survivability (c)

The resulis of the study confirm the high level of resiliency and survivability in
corporate compuwter networks, which is more than 73%.

5 Discussion and Future work

An important area of further research to improve the efficiency of IT is to develop a
method to ensure effective protection of information directly i the structure of 1T and
computational processes that take place in computational processes. Their inclusion in
the general criterion for determining the effectiveness of [T will balance such values
as survivability, resilience and protection of mformation, expressed in quantitative
form, and will become the basis for the development of specialized IT with improved
performance.

6 Conclusion

Thus, an approach has been developed to determine the effectiveness of 1T based on
quantitative values that characterize resilience and survivability, and can be expanded
to include other characteristic values. To ensure the resilience and survivability of 1T,
a system of measures has been developed which resulted in highly specialized 1T
applications for various applications, where the accompanying processes ane unrealis-
tie or unrealistic time with fairly high parameters of resilience, survivability and over-
all resilience and, at the same time time, acceptable equal fo the financial cost of its
operation.
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Fault tolerance is comtinuous throughout the IT life cycle and imcludes: inclusion
the power subsystem of the intelligent uninterruptible power supply that interacts with
the server operating system, ensuring autonsatic correct closure of all server relation-
ships, preventing database crashes, sudden power failure and exclusion of fluctuations
in supply voltage; the use of RAID array of type | drives, which with a high probabil-
ity, climinates the loss of the IT database due to the failure of the drive: automatic
diagnostics of the state of drives according to the cstablished schedule that allows to
reveal the reasons of future failures quickly: organization of the database reservation
subsystem in automatic mode, according to the schedule, with territorial distribution
of the main database and its copies, on its own network channel; using the transaction
gubsysten of the client software, which ensures that any manipulation of the data in
the database is performed with data congistency at all times.

The survivability of IT iz ensured by the following methods: redundancy of the
gerver part of IT with the territorial separation of the main and backup server, the
peculiarty of redundancy s that the server function, at a critical moment, takes over
the mirror SQL server, which provides FTP -servers; redundancy of client software, a
feature of redundancy is that the reserve 18 not a dedicated computer, and the perfor-
mance reserve of individual client computers, which, according to the redundancy
plan, is installed software of the client client, which s the critical moment will be
uscd as a regular, preventing the loss of [T functionality.
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Absiract. The paper analyzes malicious software implants that use undocu-
menled software features on local area networks. They can cause significamt
harm both users of personal computers. and enterpnses that whloe computer
pelworks and use specialized software. In order to detect this type of malware,
ils possible models and bebaviorl scemanios, features, stages of research in lo-
cal area petworks have been proposed. Bazed on thes data, a method for detect-
g compulter anomahes has been developed, wioch = part of a general process
for detectmg malicious seftware implanis that use undocumented software fea-
tures. The result of the metbod 1= a divison of compuiers on a local network =
b classes m purpose for furber mvestigation of behaviorml patterns. Thus,
groups of compuler are highlighted in which smilar profiles have been formeed.
that im the overall scheme allvws to mprove the accuracy of’ detection. The
adopting of the developed models of software implants that use undecumented
software features, az well as 2 method for detecting computer anomales, have
allowed 1o carry out experimental researches with the use of distnbuted detec-
tion system. The results of the expenments have shown the comeciness of the
proposed detecison enhancement solutions.

Keywords Software Malicious Implant, Local Network, Computer, Mahware,
Crekanowsks Dnagram.

1 Introduction

According to research [1] of IDC firm and the University of Singapore, malware-
related security breaches canse users worldwide damage of at least on 5 500 billion
ammeally. Morcover, the number of malicious software is growing every year [2]. The
st relevant for the benefit of attackers ane organizations and enterprises that operate
information technology on lecal computer networks. There afe psany ways to gain
citry into the local computer networks of busiesses (organizations) for the purpose
of unawthorized access to information in them. One way for atackers 1o access cnter-
prises {organizalions) information resources is to use undocumented capabilitics in

Copynight © 2020 for this paper by s awibors. Use permatted under Creative Commons
License Attnbution 4.0 Internationa] (O BY 400, Intel ITSIS-2020



the software and hardware of computers and peripherals that allows unauthorized
access o system resources, typically, via a local network. This is achieved through
the using of software mplants. which prnimary purpose is to provide unauthorzed
access o sensitive mformation.

Software iuplant is a secretly implemented program which poses a threeat to the in-
formation contained on the computer [3]. The software implant can be implemented
as a scparate malware, or &5 undocumented software code in the software.

We will consider the software implants that wse undocumented software featunes
o the local computer networks of enterprises (organizations) as an object of research.
The difficulty of detecting such a secretly functioning software object, which under
cerain conditions is capable of providing unauthorized access, s due to the absence
of its activity during a long time. As a rule, such software implants allow to keep
software features and are implemented by some ¢lse of the features included in the
software package.

An enterprise may use ready-made software that already has software implants, or
software made to order, which has been poorly verified upon cormmissioning. Sofi-
ware that runs inside enterprise LANS s typically a distributed, which makes software
implants are active on all computers on the network. This increases the threat o busi-
nesses and organizations. Software implants can be used to create bomets [4]. imple-
menl trojans, or produce metamorphic or polymomphic components [3], and so o6
Therefore, the scientific problem of detecting software mmplants on the local arca
networks is relevant.

O of the primary tasks that need to be addressed 15 to develop appropriate meth-
ods for creating effective components of a comprehensive system for detecting sofi-
ware implants on local arca networks.

2 Related works

Software implants detection studies are presented in many ways that depend on the
considermng of specific malware types. The main problem that accompanies the pro-
cess of software implants detection is the discrepancy between what the user sees and
what actually happens [1]. To achieve these resulis, the anasckers have developed
quite a few tools and approaches.

The most common research in this area s Backdoor malware detection stadies [6-
1Z2]. In [6] authors proposed a mew approach fo detecting and removing Backdoor
malware using neural petworks. The experimental results obtamed are based on the
classification made. The work focuses on such type of antack that allows attackers to
insert a hidden function or hidden program code into a malicious action model. Detec-
tion of such types of malware is diffecult task, because unexpected behavior oocwrs
only when there 1s a launch to execuie a hidden function or program code known only
to the attacker. The adeguacy of the proposed solution requires more convincing evi-
dence since a small set of validated and reliable datasets was used [6].

In [8] presents a model used by intruders to hide the invasion path. One of these
technigues s done by using multple hosts on the network, which can be detected
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using the approach suggested by the authors. Authors explored the opportunity the wse
of this approach to detect others type of malware, including Backdoos, The study
shows that the proposed approach can produce a very low rate of false negative and
false positive and allow o reduce the detection time of the scanning process.

In [%] it is analyzed and substanteated that, due fo the complexity of the studied
topic. there are few effective solutions. One way analyzed by the authors is to encode
code fragments using specially designed inferrupts that, when triggered, manipulate
the mun time state and, under cenaim conditions, can perform arbitrary computations
without fail

I [10] proposes to solve the problem of formalizing a termimal machine by mod-
cling a program of system using a so-called machine with a designated end state that
allows one to treat the software fragment as an emulator. Also authors have developed
the concept of a multi-step game where an attacker and a defender get 1o take turns
interaciing that allows thinking about it as the system with states and transitions be-
tween them.

In works [11. 12] analyze the complexity of the problem with using many tools.
This could jeopardize the platform by other means. For example, this s may be a
hardware component, a custom program or a picce of malware. And this is a preregui-
gite for development methods for detecting them. A significant obstacle to the effec-
tivencss of this approach is the lack of test samples.

Another equally malicious ool is the mmplementation of the software and the
launch of the secret exchange feature. The features of such a hidden function are pre-
gented in [13]. To address this in [14] developed five steps o wdentify a hidden func-
thon in software.

In [15], models of hidden schemes of function exclange are considersd and ana-
Ivzed. They take mto account the availability of the secure protocol of distributed
information transmassion. The relmability of such a protocol under the conditions of
cxistence of hidden functions s investigated.

Another type of malicious software which can introduce software implanis is a
botmets [16, 17]. In [16] a techaigue for botnet detection based on a DNS-traffic is
presented. Boinets detection based on the property of bots group activity in the DNS-
traffic, which appears in a small period of time in the group DNS-quernes of hosts
during trying to sccess the CRC-servers, migrations, running commands or down-
loading the updates of the malware, The method takes into account abnommal behav-
tors of the hosts” group, which are samilar to botnets: hosts” group does not honor
DNS TTL, carry out the DMNS-quenes to non-local DNS-servers. Method monitors
large number of empty DNS-responses with NXDOMAIN error code.

In [17] a DNS-based anti-evasion technigue for botnets detection in the corporate
arca networks is proposed. Authors have combine of the passive DNS monitoring and
active DINS probing and have construct BotGRABBER detection system for botnets
i corporate area network, which uses such evasion technbgues as cycling of [P map-
ping. “domain flux”, “fast flux™. DNS-tuancling. BotGRABBER system is based on a
cluster analysis of the features obtained from the payload of DNS-messages and uses

active probing analysis.



In [18-26] it is shown how the use of metamorphic ransformations makes it possi-
ble to hide program codes of functions. Along with polymorphic technologies [27],
these methods are quite effective and widely used by attackers.

The works in [28-30] analyzed the use of known mathematical methods for pro-
cesging events related fo softiware operation. The discussed methods can be used to
detect software implants that use undocumented software features. but only after the
process of processing big data obtained duning monitoring las been completed.

Thus, software implants that use undocumented software features [311-36] pose a
problem for computer users, especially when they can be distributed on local cormput-
cr networks. Known detection methods target to specific subclasses or typical classes
of malware and are not sufficiently represented in related works. The various mathe-
matical methods used for detection process, means reguire the initial stages of prepa-
ration of the data for processimg, which aims to design a comprehensive approach of
detestion.

3 A method for detecting anomalies in the computer systems
based on the search for deviations from the mean values of
the behavior profiles

In order to detect software mmplants that use undocumented software features, let's
build profiles of computer systems (C5) based on behavior of software in which it is
cxecuted. Because the client side of the software is the same, they should have similar
behavioral profiles. System profiles can be clustered v the local arca networks
(LANS) mto CS groups that use typical paris of specialized software. Such profiles
can range from one to 3-10, because specialized software has a narrow focus and,
therefore, cannot be sprayed for vanous purposes. We define these profiles as formal-
teed models of software behavior in C5. After some time of functioning of the spe-
cialized software and the available software in the CS the statistics is collected, that is
uze for the refinement of profiles. Developing a formal representation of behavior
profiles iz based on a numerical expression of the features. Afier receiving profiles,
the system functions and. on a daily start, analyzes the similarity of profiles and re-
gults of the functioning of the software in the CS. The presence of clustering profiles
allows to more accuratcly identifying possible anomalics in the C5 that belong to
Ccerain groups.

To detect software implants that use undocumented software features in LANs, it
15 important to create a sct of their behavioral signatures. In order to form a database
of behavioral signatures, appropriatc models of software mmplants were developed
hased on scenarios of their functioning. The mplementation of software implants that
use undocumented software features at different stages of the software life eycle can
occur by the following scenarios:

1. Work of artackers inside software development team.
2_ Creation of dynamically formed commands or parallel computing processes.
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3. Imyplerentation of command forwarding and recording malicious information i
the memory of mformation system.
4. Insering software implants that use undocumented software features nto the
code.
5. Creating a masked wrigger mechanism for software implants that use undocument-
ed software featwres.
. Inserting software implants that use undocumented software features into scparate
routies and into the management program.
7. Preparation of test data for the detection of software implants that use undocu-
mented software features.
8. Huding software implants that use undocumented software features by making
bugs in the software;
9. Placing softowcare implants that use undocumented software features in the branch-
¢s of the software that are not verificd under testing.
10. The participation of the attackers in the sofiware venfication;
11, Development of software implants that use undoecumented software features dur-
ing soffware revision.
12. Dievelbopment of updates and additions for software.

Scenarios of introducing of software implants that wse undocumented software
features are directly dependent and affect on their structure, so they may be scparate
cntitbes or parts of another entity. Let's present all scenarios as graphs and formalize
them with respect o the structure of the software implants that wse undocumented
software features, as well as all possible combinations of them.

As an example, on the fig. | kas shown a graph of an oregular Markov process.
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Fig. 1. Graph of imegular Markoy process

Here, 5, - software implants that use undocumented software features in a separate
file, 5; - software implants that use undocumented software features in a working file,
5 - software implants that use undocumented software features hidden partially

|

B
two or more files. Suppose with equal probability 2 information on 5. 5s 5
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arrives in pairs on states S, S5 Se 5n The states Sy So Sia, 55 will be counted. For
cxample, if more information is obtained from states 5p0 550, then it will indicate that
software implants that use undocumented software features are placed m several
working files of the program.

We detect software implants that use undocumented software features by msanifes-
tations which are based on file analysis and network activity. These manifestations
depend on the models of functioning and structure incorporated in them. These fea-
tures are: presence of software modules that do not meet the purpose of the process;
presence of operating system objects that are open by the process but do not conform
to the purpose of the process: high mtensity of input‘output operations for a certain
process: a high CPU or iternal memory usage from a certain process; the similarity
of the file mame o the system file name; the operating system process executable file
is not in the common directory; the system process s run on behalf of the local user;
code enforcernent in the data area, which is enabled for all processes, is disabled for
the certain process; the system process has a directory other than what it must be for
that process: the absence of digital signature in the executable: high network activity
of the process, which must run locally, etc. However, to improve detection efficiency,
it is need tools that allow to establish the fact of the threat without the intervention of
a network administrator who may not be able to process certain attributes for various
reasons. Software implants that use undocumented software features may use masking
tools on the system, making it difficult to detect them. On the technical side software
implants use programming methods that are not common when creating standand
software, so these features can also be additional attribute to dentify them. In partico-
lar, for a Windows executable, these features can be: an additional section at the end
of the file: an entry point mdicates a transition to the middle of a section that = not &
code section; the entry point comrespond to a jump command that specifies a jump for
the code section; the presence of features that indicates a code section, which 18 not a
code section. Similarly for other environments on the C5, information from which
may be related with RAM.

Let's descnibe the models of software implants that use undocumented software
features on LANs:

l. software implants are injected in the software, stores all or selected pieces of soft-
ware, entered or displayed in the hidden area of local or remote external divect ac-
cess memory: the object of storage may be keyboard inputs, documents that will be
printed; this model requires external storage, which must be organized in such a
way as to ensure that it is stored for a specified period of time and can be further
removed and hidden from other users or processes:

2. software implants are embedded in network or telecommunication software; As a
rulbe, this soffware is always active, =0 software implants control the processing of
information on the computer, performing installation and deletion other mplants,
as well as removing the accumulated information: software implants that wse un-
docurmented software features can trigger events for previously mmplemented im-
plants;
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1 sofiware mmplants that use undocumented software features transmit information
stored by an attacker (such as keyboard input) into a communication channel, or
store it without relying on the guaranteed possibility of further reception or remov-
al; software implants may also initiate continuous access to information, leading to
an increase in signal-to-nodse mtio when intercepting side radiation;

4. software implants that uwse undocumented software features distort data streams
that occur during applications running (source streams), or distort input streams of
information, or initiate (or suppress) errors that occur when running applications;

5. software implants which do not produce direct affect on software. The maim pur-
pose is o maximize the resulting “residual” mformation for further study; the at-
tacker cither obtains these fragments using the implants of the previous models, or
directly accesses the computer in the guise of repair or diagnosis.

To detect software implants that use undocumented software features it s need to
detect anomsalies in a particular C5 based on scarching of deviations from the mean
values of the behavior profiles. Thus, it is need o develop a detection method based
on a combination of anomaly detection technologies and behavioral signature match-
ing.

The implementation of the detection of software implants that use undocumented
software features is based on the further development of mformation technology,
which will imclude profile models, models of software implants and method of
anomaly detection and theirs applying on LANS to imvestigate specialized software.

To determine the software profile in the C8, we use the system call monitor [42].
First, bet's form AP call sequences for cach of the processes over a long time and
build a software profile in the C5. Afier profile creation their clusterization s done.
And the Last step, if it is possible to divide profiles by more than one class, analysis of
the obtained classes of C5 is conducted.

For the study we use the anomaly search scheme. In order to reduce the number of
input, grouping of similar values was done. The resulting profile scherme is a partial
case of multidirsensional analysis, where muoltiple objects are considered on many
grounds. When processing statistic data in multivariate analysis [4, 5, 6], taxonomic
methods have been used that do not require expert evaluation but are based only on
observation results. The input for the study is the observation matrix:
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where ® s the number of features observed on the objects; s is number of objects;

Yk _ the number of manifestations of k-th feature in i-th object during the observa-
tion perved. The features normalization is carried out according to:
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After applied formula 2 the matrix 1 was created:
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(2}

(3)

Then the isotonic cocfiicient that shows the position of the 5-th object on the set of all
features was used:

W,
Wy
W = Hﬁ
el
where W, defined as:
Wy =30V

According fo matrix (4), it is possible to arrange the objects by isotonic metric.

(4)

(3}

that iz, by the rank that characterizes the obpect by the set of features. Next stage in-
volves stractural (isomorphic) ordering of objects. To do this, with the matrix X, the

muatrix £ is formed by using formulas (4) and (3):
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The distance matrix in [ is then constructed using formulas (4) and (5):
I 1
¥
dm=fﬁﬁ-|ffa—fmtfr3 [m

Sometimes the average absolute difference of features values 15 used, which is de-
termined by the formmula:

|. i
diy =— 2| Zp — Zuk ()
N jal
0 dpa .. dy 1
fdyy 0O . dy 'z,
pol e e (10)
lda da .. 0 . dy
lda daa . dg . Oy

Thus, the square matrix %8 jg obtained, where the number of rows and the num-
ber of columns is equal to the number of objects. In this matrix it is possible to distin-
guish subsets for homogencity. The casiest way to do this is o apply the Czckanowski
method [5, 6, 7, B].

The numerical values i the distance matrix are replaced by labels, for example:

* — distance 8 < 0.4

0 — distance 0.4 < B< 0.8

¢ — distance B> 0.8

As a result a disorderly diagram of Cackanowski will be obtained. To get an or-
dered diagram, the rows and columns are rearranged so that they are as close to the
msain diagonal as possible. For example, the ordered Czekanowski diagram s given in
table. 1.

Table 1. Crdered Crekanowsk diagram
| 2 3 3 5 ] 7

B
|_ ™ kS ™ 5 o o #
2 w ® ® ] o D [ #
3 o » » ® o o w [ ]
4 = = = ¥ - o "
5 0 o o * . o o
b o o o . . ® . .
i) » » . o o "
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The diagram shows that the objects 1, 2, 6, 7 are grouped together and have the
srsallest deviation (with all group) from the main diagonal. In our case, these may be
computers that have specialized software installed. Objects 5 and 3 are form own two
subsets that are far from the main diagonal. At the same time the outcrmost objects
belong to numbers 4 and 8.

Thus, it is possible to divide software profiles in the C5 into classes and, further,
conduct analyzes the deviations in the classes with purpose of anomalies searching.

4 Experiments and evaluation

In order to conduct series of experiments a distributed system [43] for detecting mal-
ware was used. Software implants that use undocursented software feafures were
developed as part of each of the typical botnets. The purpose of the expeniments was
verification of the botnets detection method, the efficiency of the classifier in the
structure of the distributed system and determination of the dependence of the per-
centage of detected nodes of the botnets, which had contained software implants. To
perform the expeniments, 28 botnets and codes of known detected boinets were con-
gtructed [44]. All gencrated botnets were grouped by classes. From generated botnets
25 structural clements in three stages of operation and #1 functions were allocated.
The expermment was conducted for the classifier without adding mstances of the
created botnets and with them, that is, the check was performed without training the
classifier on the created samples and with the preliminary classification of the sam-
ples by classes. The second variant is necessary to check the accuracy of classifving
the same samples from which this class is buili. This s important because during
monitoring APl functions may occur errors. The monitoring time of the C5 in LAN
was 150 hours for cach mstance of the botnet of cach of the two classifiers. It is
should be noted that the functionality of the botnet nodes was simplificd and did not
include the attack option. The botnet nodes only worked in control and support modes
of own functioning. Thus, for a distributed system the objects of research were mn-
ning processes on C5. In order to conduct the experiment botnets that use the strategy
of obtaining full control by activating their components were selected. That is sofi-
ware implants that use undocumented software features were presents on cach CS. In
order to obtain software profile in the CS we perform APl monitoring call. Based on
the obtained profiles the features vectors are formed. After feature vector creation
their clusterization is done. The results of calculation different metrics ane presented
i table. 2.
The experiments involved determining the following metrics for the detection of
bot nodes:
A - the percentage of vectors of malicious actions belonging to certain class rel-

ative to all test samples that the systemn assigned o this class with previous training;

A > — similar 1o metric A |, but without previous training:

Py | — the percentage of malicious action vectors belonging to a given subclass of a
class relative to all test vectors that the system assigned to that subclass of the class in
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the test sample {those that were correctly assagned to the subclasses) with previous
training;
Py » — similar to metric £ |, but without previous training,
P — the percentage of correctly detected botnet nodes with previous training
Py 5— similar to metric A, but without previous training;
Fy y —the peroentage of mcorrectly classified botnet nodes as benign applications
(type | error) with previous fraiming;
Py 3 —similar to metric Py, but without previous training;
Py, —the percentage of incorrectly assigned bot nodes o one of the botnet classes
(type [ ermor), with previous iraiming;
Py 5 —similar to metric Fy, , but without previous training.

The results of evaluating the efficiency of detection the softwarne of botnets” nodes
hased on the work of two clazsifiers for the entered classes and subelasses in the clas-
sificr are shown in table 2.

Tahle 2. Besulls of expernimenis

Metrics  Class ' (lass ] Class 2 Class 3 Classd Class 5 Class & Mean
A% 9074 8429 7366 B630 9404 S408 9660 3944

F:.% T593 6357 6022 T032 6877 6760 6936 67.7
Poy.% B580 8357 758 8539 9888 9392 9660 8342
Py % T469 6357 3904 TDI2 6737 6658 6766 668D
Py % 9211 8421 7193 8947 9053 ER42 0368 27172
Poa % THIZ 5789 6306 6491 TLSR 3474 TIT9 65D
Py TE9 1447 2807 1053 737 1158 632 1170
Pys® 2105 4079 3684 3158 2421 4421 2211 3197
Py % i 1,32 0 0 211 0 0 049
Pia% 216 132 o 351 421 105 211 114

As a result of the experiment comrectly clasterized 66% of test samples for the clas-
sificy without the entered vectors of antificially generated bomets and 88% for the
classifier to which the vectors were previously added by performing its trainig. The
percentage of feamres that the distributed system used to detect botnets and have re-
lated to manifestations of software inplants, is approximately 27% of the overall
detected. The intensity of manifestations of software implants is significantly lower
than typical manifestations of bomets. Thus, software implants that use undocument-
cd software features within botnets can be detected by distributed systems [43] and
the direction of such research is promising.
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5 Discussion and Future work

Software implants that use undocumented software features used on local area net-
works can be developed and uwsed in various malicious models. Important task is fur-
ther developing formal profiles and its behavioral signatures. The combination of
these componeints will allow you to get metrics to investigate the presence of this type
of malware.

6 Conclusion

Software implants that use undocumented software features used on local area net-
wiorks can cause significant harm to users of personal computers, especially to busi-
nesses that use computer networks and use specialized software.

The obtained class divisions according to the developed solution will allow to per-
form further analysis of deviations for anomalies scarch in the classes. The use of
developed models of Software implants that use undocumented software features in
distributed detection systems [43] has made it possible o improve the detection effi-
ciency of the botnets they were part of.

The direction of further rescarch is the specification and definitton of the many
functions that will form clements of Software mplants that use undocumented sofi-
ware features, with the aim of representation of theirs behavioral signatures o im-
prove detection efficiency.
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Abdtract

The poper peoscnls a lopical sccntific problem for The devdopment of infiemsion
lechnology, which sslcsubically allows you o sculrduc ic manfodston of malcaous
software om sparalizad ifonmation sysicms,

The rods of malcious soflwsre aftacks dopondmy on the cacoutsble file formuts arc
snalyzod. The malyiox of methods to cmare (30l wherece and seevivabdily of spocalocd
EP showad that the currenl mothods and lechaudogees do oot Silly crssee thee fauk wlcnmce
sod survevability m e of colmicractng the stpact of madwaes. Despile the i srsmce of
the mecthods usad, fic couniendios procadues is roduced W the cepmualion of a single-level
scheme al the systcm-wide level

Thos i cooegh W enure the functunaldy of an ondisey compuiier sinlem Gl pruvidcs
peocral informuation soads, but not cnough 1o aoure sooss 1o the functionality of spocalued
EP of amry tisec

A mcthad of parsnctrc ccatrul of chesl suloeuicd wiekitaticens (AWP) of spocalucd
infoemalion sysions o acukalias the cffects of mubosous software ks been developed. The
proposed tecdmology 1 casere fauk tolermce sad sarvvabalily of sulomaiod workslaticas of
specubied [T and developad 3 method of parsncirse coatrul of the relevance of client
wurksatnn software provide 2 dagh lovel of 1P sbcdity ;0 goncrad sgaimt the offocts of
malwarc. In Gt il radizes fic second line of counferaction o malicious softwarce, m
companson: With the syslem-wide one, where 4 = oot always posdbk I ncutralize the
dotrton by muboow softesrc Al the wmc @nz, bong combmed with the softwarc
sopport sarvics, @ doos sl soguire addiionald covs 10 suppoet ils operalicn. Experimental
sudics woce caduciad with the developod mfummibon wysiem, which coafirmed e
urprovcmont of itk efficiency, relishilty and proposed solutiom.

Keywords
mulfmciionmy swltwee, afimmabon sydon, sfomubon ochnology, perfonmance, software
curmguaraior, viladity

1. Introduction

Today, o1 i diffscuk 10 idenmfy arcas where the totsl use of infummation lechnology b ol found
A rocogmitice. Iafoermution ochnology Ras posciraiod isto almost all sphares of modem socsty,
schading soch specaalized as flinanciadd sctivites, modical, militsey.
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Bt alomg with the pomlive mpects of therr use, we have b soogpt the ulea thal new infiemalion
echrologess e very sensilive W vanows kink of destnction, o of which o the virous ways off
miabcious. sflware, which m 1he absene of propezly omgpesirel ounboredion panhres e
miforralion & yaloss wiich enlails o ot of scgatne consoguences [1-T)

Therefione, the sk of orgamirmyg he work of specialized infomaion systens in the face ol
migbc s, softwan:, Which = hen 5 pael of & muee global Ll of emirmy Gl Doleranee and
sirvivabiliny of the mlorsateon syelom.

This ek o comadered o have o conlindows soluon and, & e same e, Bomg oomphes
moludes & pamber of sub-laske, suck as legal, oqamizalions] and, of coune, software e handware,
which are respomsible for developmy sechemisms W cousler B eflects of malware. B s the iner
M havve become The subgeet of this aticke.

2. Analysis of known solutions

The amlyvas of methals W enswee Taull Wwlerance sd survivabaddy of specuhzed infoemalion
wyslerns alowead Thal The cuseal methods and techaologies do sl Tully ermure Ses Gl lolerane and
survivabiliny m rms of counleracting U mpat of malicious solbware. Despute e imvariance of de
mieunk usold, the codmeraclion procedure is seduced 1o The orgimization ol o single-level schem: o
e siyatenmn-wade level

This = sulfacienl [ crire he operability of @n eninary compuler system thal peovides posezal
miformalion nocds, Ul mel enodgh o guaramies adosa 1o e eodiomlity of 2 specializal
mlforrrlion & yalosy ol sy lime.

In [1] presenis approsches o reponding o accidemis = computer sysloms undis the mfluens off
miabciows. soffweee. This i iportisl, includmg the operalion of iaformabin &yaloss in compdler
sk |1] capling she feaninss of hanlware seosay. B [3] aich gpe of maliciow soffwane &
Bolncts s amalyred Using Sess causcs sigmficasl hiem 1o users of compilen conmacled o e
lmemet. In [4] the secunty festires of IF merworks e analyzal. [3] presents forecisls on rends in
e developemenl of Theeats from sebcious soffwise. In [6] the inflluence on e possibility of detecling
s fype of virusss aa melumoeplic win analyzal. Ther selling complicales Be processes of 1har
elfecnive detiction. In | 7] e posdabitses of peotection of The Bisduar: and softwane of the we Eos
cxbiarnil influcnes are peesimiil. Considensd varssdis asgpocts of Se problem area 1o emiling setumnly n
campuier saten, inducale Be cuislince of an snreselved probless o enswe The sediinly ol processs
m Them due W B unpact o malicaus softwarne.

IF the objeet of The amack is o spacific infommalion sysiess, s the goal = o Boek i work, e
one kevel of sesislance, as the eveals of D06 have sloswn, may nol be csough. This is confemed by
siccemaful malware alacs mooeded on Decesber & D006 [H) Ther tapgds weze the inloma
ke letomsinicaliom sctwerks of the Mmisiry of Finance, the Sune Treasiry, the Pensios Fund s, i
a resalr, blickmg soccis o crlical detabasei, whech lad 1o delays in budps payssesls. On December
15, an emack was made on Ukrealiznyead's snfoemalion system, i o sesull of wheth it worll wis
completely blecked daring the day.

Another apicd Thal was comadirad in the smalysis of e comlruction of anli-maware syaloss o
et the comsrnicion of such svatens @ By fypilicalios end slaskedizaisen [2-11] This o8 & mafes
way of developing e defense mechanissis of cossputer s yslenm, Which has many posative, so doabt,
mtoments, bul al the same Dme, il undesia®e drawback is thal the ypmyg proces el Geililae de
realion o medhannes o overosme Be meams of protecton. Amd bere Then: is o colloeon, when m
e one hand, we can ool give wp e benefits of Typufcabon and slndardifebin in ercialing
st himisim o cotinter the effects of stalicoias soltvare, dmd om the ofier hand, we cin sl socepl e
Tach dhat sk im spproack efTectively, = him, simphfics the cason of mockasisms W ovencoms: e
profeciion of The imlorsatan syslom. This, standesdianon in the developsial of [F makes il camer
T anmssckess o develop maiceus soliware icused on wuch [P

An imporissl wea of erunng The stabalty of IP wnder the influence of smalvare o e choice of an
appropnate efficlive mithémincal apparstis ai o Bas for he sconch for alnommal o ol
miamifewlalions [12-15] Maboms softwvare coninellal by an amsches, which @i a Botest [16-17], =
amtied preciscly al Llling comisol of repliles By sy compilis syvalosis smd gpainmg access o
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mformalion Syslems [IH-25) The suthoes of the asticle |24, I5) consslis chsnl progeams, which an:
censidenad o be composenl of scvesal componenls of cloiad saveses Bal inleract with cach other,
where cach composenl perfonnd ceviss Dmctonalilie: A ompreherave recovery schenme based on
solbtware regavenalion for clow] sppheanion: is peopossd, which comisis of Sres spoelanl pams:
elopive (el detection, aging asessimenl, ol cosponenl-baeed rejuvesalsen checkpoinl. In dhe
artich: [Ta] ke use of the chmal selociea alpentlm o & ralbemalical appeabis @ comidered.
Therefore, the chosee ol mathémalical software as the e of sefuek for dSeciing absomal or
sabciiis mamfcilatnd, when croatmg [F thal mo st e soquesinenls of Teall wlemance and
survivabiliny m ke fece of salware, 18 o importind Rl

We will alen cormaler olher sirateps: spproaiies o solvmyg the probless of crunayg e @by
sl mrvivability of [F in the (s of malwsse. In [I7) the apprsech for avosling Senctional faliins
dising cxievdlion in chmponsnl eelicalion SEiem s prestnial The appeoach wses e intersel
etdimdancy of componenis o find worleeoends s allermaive saquenses of operalioss 0 svoid
Tailuiress

In esticles |28, 29) methasds o eresrmyg reliahiliny amd fiscebonal sty of solbwane peckaps in
eeal limee gee offered. In [ M), tolerimer: 1o lloree oo major prollom = erirmyg the avinlabaliny and

echalliny of nbcal services, as well as progeam implementalion. b ordis [0 minsase the unmpact of
Tailures on the sysiem aad he implementalion of applicalion:s, i o eecessary b abcipate devialon
ool lale medsires foe them. Failore pelerance methads are used b prodicd S Teleecs ol Do
gpproprisle siue before the Telenes scheally covir. In [31] the e of sppliceten soltware interSee
calls in salwere detection problems = shown The is redquired R inclesn in defoclion sysien of i
parl ol cermain [Ps.

In [32, 33] cyber mesilisnce and vishility ane prisesind as elossly relanad concepls with sirmlar
Echmloges aml peacteces. For helorscal reasoss, Dese comospls have been embolilal = differen
Trassevokes (et defime different consinics 1o desoribe peolblesss and aress of solutssn.

In [34-30] chavwes fhe inapet on Dhe redlense il sorvival of IT ol visious repped of malware and
cosiputer aflscks. Paper [39)] presents and discusses 4 method N clasealying Asdosid spplicalioe
deter maluan:. Bosed on the we of s amaficial immose syatem il amificial el nsfworks, an
gmirvings Syl lus béen proposed cipecially for the Andros] sysiess wheeh oo deiscr amd blsck
anwanlid esd malicssis progeams. This sysem con be clorsdtenned by selladaptation s sell-
ﬁmmM&maumu#wuwmmm&w

el e siyaem b resporsl dyvssmically o sventa

Problems o craire el pdesance and survivabalty of specialized mlsrmalion lecheologie: = dh
Dice of malicssus sofbwane el compales allaclis are issuss of restarch, includemyg e hanbwan:
mfamiruciiee where Dy operste. Wedll [40] chows a sbidy of sich o ¢lis ol deveees s 4 roaner. The
disciiireenl egssines he spresl of D005 amecks on fhe router subsysiems of e Sman Ol sysman.
The poper smalyres and selves the prohlem of oplirmiing e scanch i Se msimoss pat of albes
on the souler subdysiesss. The resll of this werk is o detesymin: The ssod vulsesable sdwyiioms of
e poadlier B the corsaguences of DDeE-amscks

Paper [4]1-44] comalirs The probless of halden el thal an: mbemtsd in secunry yahoss amed
o casuning the Minslions] safoy ol high-ridk Beilines o oanbal secidiesls, which is ales irgoman
gl whesiild be mken inde accounl when oasunng eesilicsde sl sorvevelaliny of specialised

The prehlem of haliden Tl is conssleral in lerss of resstnse-oreenied apenosd i o peobless off
gyl fnan e kewes level of noplication o fhe mean level of divessilecation in the developmeni of
sdlels. methods i woals [434E]

To comsider malicesis stomifeslalion: s sellods of counlersriiom o S dlew o we e
eesulls o ceealeen of mfermdalion lechnolegiss wilh e inercased kevel of maisienanee of Gl
Esleranee sl servivability = the comlilions of inMeesees of malicssts softwans.

3. Forrmulation of the problem

The practice of wing inkemalion ey has sBoun (hal vabk se@od o maee Gl
welemance and aevivabiliy of e mfsrmotion sysiem are Those thal e chesacierred sol oaly by
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priicnlially Bigh cificney pamumeicss, Bl ol e same Dme, rostie fimple sl cheap i use. Th
Tully spplics o mcksines b eculralae The clfecls of malicows soltwan:

The evenls that ook place in Uksaine in The pened fom 2003 w0 2008 showed the vidnerababy off
snlem mbsrsatea cheslogees, which = hien makes il wpeal 1o develop metheds W sproye e
clfcicney of Gl welaunce amd susvavalliny of 1he mormation syslem s, cvim stons, spocialized
mifsrmmalion fyaless in Whech crilical deta o8 usally processed

It is proposed 10 supplessent the evsing methods of masing the resihience amd srvivability of
e mformalion syales = Lo of seulraliiing Se spact of salcious soflwese Eclaokgy, wlech o
Bemiadl on the alied of case of implementalion and erdirmyg high elicimey ol gpecialired infoemalion
echmology in (he effects of malssous soflfweee. ba this came, despile the simplesty of msplemenlalion,
a Feature of e sew echisogy ol infonmalion Sy siem profeclion is i B opisalion = aulisels: sl

An impoiliml poml of s opezalion o e inclusios i fs Eels o document e denlilEed
sdsnfedalion: of salware, which allows for comiml amlias of mfrralos dboul svent an e
et & el in eeder 10 maprove melals of counleradion

4. Main part

One of the wiys o solve The problon 12 W use e kvel of countersslion W Be cffecs of
mabciois soffware, e fmal of which sysies-wide, is bull ey conventsonal comieracion
mechimisms, el the secoml, kcal, s ssplememial willis e mol specialized infmalion sysem,
dsinE s fesyes of operalios ind ol leaere (Frgine 1o

AmE
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Figure 1 A twoctier asti-malwane scheme for dent avtomated workstatons of 3 spedialized
information sy@am.

170



This appecach will increase the Ilcldood of noutrad @ing the et smack of sabciows soflwise on
B objocts of 4 speculizal mformuion sysiem, make e work of malicious softwise as difTicull &
posale mn onder 10 mcrcase Bie availabdity of the informaton sysiem o any lime K is proposad 10
use i 4 meochanes W coumier wlacks, alrcady expling 10 most developed specaload infeemation
sysicns, Be scxrvice of mamtaming $e redeviace of chioat software, giving il new qualiics, described
= the following method.

5. A method of ensuring the fault tolerance and survivability of the
information system in the face of malicious software using parametric
control of the relevance of software modules of client automated
workstations and their masking

To solve the peodlom of resioring the Pusctsonality of the inforsation system n order o prevest
e effocts of maliciows software, increase the degroe of warrssly of the sfcemalion sysiem, & sscthod
of cssunng faull lolenmoe and survovaisliny is proposed, the model of whech s shown i Figoee 2.

Control of actuality of the software of the AWP AWP 1
_ Bank software o]
| Opions for clent > :
Module XS1 [pin =5 LE,‘&‘!_“&J ¥

AWP
| Module = |

Malicions software

L
|

Figure 2: Model of the methad of ensuring fadlt tokrance and survivaldlity of the indormation
system under the infleence of maldous software wsing parametnc comtrol of the relevance of
software modubles of chent automated workslations and ther masking

The cacace of the method is 10 cery o0t comstimt Cyudse conteald of the puresciens of Be sodules
of dicnt auscenatod workstaioms with & given discreteness D.

Discrctencss is & pasameter whose valoe s choses busad oa e kevel of system-wide perfonmance
of the compuater network gad chemt compuiers oo which awomatod workstations ec baaod The

dlomswmwmsla.hommmehwucplnﬁmo(hmmsmo(dnm

Tom&MdkmM:umﬁMnﬂan“mmﬂwe
modeles of all cliest aulomated worlststons of 1he infonmmatica sysiem and thewr refesence
pusamstors, such as chodsums KS| - KSa codie pages, caloulated acconding to & gives rale. The set ol
control pursmcton can be changed scoonding W the strecture of the controllod soltware modules. In
Be process of mositormy Bie relevance of e slate of the software module of the chent aulmancd

workplace, its availability s chocked in a grven wary, ils paraseten sor calculiled and compared with
e refloraxe.
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The pedli of paramesing cominel of relevance of sodales withis The lingls of The methad s ssigreed
s lhe sofiwere il isses il Sorpasalon.

In the absens: of 4 conbollad sawlile =4 given place, of a Gifesenee bebdoen Be sl and
pefieremce paramesiers Apar ol The oulpdl of The camparatos, the soffwans of e chenl auilosaied
woskanalion is resloned using the relorence soltware slonad in Se Bamb. The very Ted of detecling
discrepancics Apar is auosetcally documented while maimsinieg (e ecessary pansselen fr
Tisther malysis in the daahase

IF o dlescrepasesss and Found bemaoss The slandan] g Se mresdule thal T passsd (e relevance
cleack il can, in gddirsen, Be masked By reassiing. Thes wall seduce the likelibesd of dhe modiile being
artscked by malwsoss sofiaes, which s Enows o primanly affeol exeomalsle files This method
allows you W conlned the relevanee of e modales of chenl auomaisd wolislatens in aulemalic
snle, which in im allews you lo ensdes Bl wleranse wd aevivabiny of The inforseiaon oo
iaruder 1he influence of mualicioes soltwane.

In this come e saene of the smeek of malicious sfiwere on clisnl soffwese does o play &
spevml sole. Because no infiemalion sysem dams is sloesd on clisn cossputers, maliciom sofiwan:
can ouly damage progeess files. This Dl o samfzaad in the proces of moniloring e relevanse off
sl sodbaless B guiemaled worlislaiiens arl They are repliced by melenee

6. Technology to ensure fault tolerance and survivability of the information

systern under the influence of malicious software using the method of
parametric control of software relevance of diient  automated

whir kSt ations

It & kswrim thal all infommalon syeloss, a charsslensad by @ lomg hie evcle, dumng which thar
solwan:, under Se infdesce of many exiernl sl smienal TESoes i@ sulbjed b change Asd Sew:
clumges are all the oeore sgnilicont Se leper the sulbger ans eoverad by he infiemnlion sysem

The sk of sesieming e relevanee of the soffuare of clical woekaalions of & specialized
mfermualios SVales 6 quile eilerdve o i o8 fule, B saiural course of developoeent of e
mfermualioe Sydlem sl pe e Fmsilios B oan alemabel sebeyeliess b eeslore e nelevance ol
sonlwane. In the Bapgre, we will call it the soliwane suppoel service e cliesl milomaled worllsiaisns.
hs sk is W delend wolfware weadanes e chent automaied wosleaalioss of Se sfsrmalion sysiem ol
peziiorm ils seplication 1o all woekaalions Wik sellings Sor a specilic sslomalsd woeksalion

The sam comsponesl of the wllwane relevance Sippo seriee i@ the sefieroce sofbvare bank. b
B proces of imgeoving the infommalion sysiem, chomges ane sl e e solwane, wlhich in s
Eeaks Do e peplecenent of S aarddand solfware = e Bamll. The el of e supporl service s o
wlennfy fhe Tact of changsg e slandaond of the soflwere anl in reepomss I Dol o Sleel g
provedare of updating the soffaees of all clent worksetens wihere o is used.

If we compare e above meelexl of courmg he Taill welesunee aml survivability of e
e rlion & yaless iedes The mfloense of ssabiciom sty wilh The work of e sfienalion e
snltwane supeor service, we will see ha e implementalion will be based on similar sbgornithie.
The oaly diflference @ Uhal ihe algonibms of the solfware relevance wovace sespond 1o The chasge off
M eofTuire shmdand, omd (he alporithsss of the method of cnswrimg Se Mll pelonee and
aurvivability of the inforsalion system 1o e loss of canplaese with Be sefllaare inslanee sandard
el clisnl worlipleee. The reactssn in both cased will B dae same - S nesbonalion of S sefraare off
e cliend wWorkpleo: of s damderd in e Bask.

Therefiore, B Basis of (he proposed techaslogy to ermuire Taill oleramee sl aevivabdiy of &
spermlized mfvenalion syslem nder he infldence of sebeiouns sollwans s b pul e e of wwing
B Numctsenality of Se oiding ssvice 0 sdantain he elevance of sofiwese Sor clisnl subomabed
workaatioss. To de (hig, s algorilleis have been impeoved by mcluding in ils corposilion Sncboe
Bl cmsore foull mlerance and sevivelslicy of Se chent padl of 1he sfendlion fyeles in S
wonditioss of saliciows sofbwane.

The methd of counterssling smacks of mabiciows software, e made] of wheeh o dwwn = Figune
1, implemental in the foem of snfiemalion lecheslogy, which inclodes several interacling o b
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software level processes. This technology o = additos 10 the already known ways 20 protect he
mformation sysicss by cosnieracting ssalasous softweee stacks. B schudes & background process, e
algociium of whach is shown is & sasplificd forss in Fag 3, durmg whach, in fact, the selevamoe of
software modues of dient automatod workstions and & special procedure are chocked husching
software modeles for stomatod worksiaions for exocution (Figare 4).
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Figure 3: Algorithm of the background process of 1ha Softwarne relevance Suporm Senice @ terms of
ensuring fault tokrance and servivabiity of the clant paet of the spaciaiized infomation System
wnder the influeace of makcous software.

1. The background procos chocks the svadubadary of 2 service sequest from the loader of the clent
wutomaod woelstatioe modules. This o6 neocssey i ondicr Bhat the reaction 10 the it of failee 10
st soemse software module of the sulssated workplace wis the fissest (Figare 3, operasee 2).

The backpround proccss of Be soflwee relevance service, minmag o & spocified Soquency,
montors the soflesee modules of ek segisicred in e information systom chent aulossated
workstmeon, In cack ilcration, the process perforim & given soquence of opersteons, which unplements
e slgonihm for meaitonng Se relevance of the softwire of daoal satomaled workstatices:

Thus situatices = the infonatoon sysion can oot Whes the operatior of an suloesged workstion
s o run s cheot peogram for execulion, sad it is for somse toason univsdablde. The progres
donnloader, af the lime of alicmpling 10 fus i detects this Tt and subauls an spplicktion 10 Be
Backpround peocess for the primary recovery of Bie softwise specifiod i the applicalion sulossated
workstation.

Upem seocapt of the application, the Badground procsss reads from of the smber of the software
modale, which roguines pracefly mainicnance sd gocs 10 step b,

2 I there 16 o0 reguest for emergency mainionance, the backpround process proceeds 1o check e
mext module in the queoe (Figuse 3, operstor 3).
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3 ks the sl skep, @ s chacked whether the module of the clisal aulosiated workislaton dnder
amalveis @ located m o certam plade im the file direciory of the clisal compular. ba cise ol i deime:
For any reason Dhe rascdlson ko poml b (Figuee 3, operator 4) o carried oul.

400 e msodale: s available sl in a given place, then check s actnary (Fagune 3, operator 5). AL
s sligge, if 18 delerminad whether i is loaded oo the memory of the PC amd perfosms the Rinction
axaganied 1o i1 Wathin the mforsation syslem. [ al S lime of etng the modale o scive, then go W
s 7.

L Conrol of paranciars of (he mexd software sodule of e n-8 aulosated woskplece on
coaformaly 1o B referenios stored s bank of servies of scisliny of the seftaere (Dgens 3, operator &1
I o deviatsoms MPoss the relirence pasametins ane detected, the Gl i sadind by senaming [Figan: 3,
cperakies 910} This allows you W semove d from o possible ameck by salbvare, ksowing el o
aflacks cueculable files, focusing on Bes cfemaeon. Then go W slep T, olhervos W the neal

. Replace 1he damaged or seslon: S missing, solbwarne: ssodile with a seference s the solbwvare
Bank {Figuee 3, operator 3.

T The sippdy of the comtrmand e sop the backgroud prociss 18 checked {Figuee 3, opaater 111
T nost, the: curenl Seralion s compleind, flowal by sizp 1.

E Completaon of The Backgroun] process.

Since this lecknology is intended B specialized mfemalion syslema, whech = Samselves can be
e objecd of mrgeted amadk, e alponthim (Fogiere 31 oy mckide ssother finction, e tsk of whach
o o form the locateon of e cieculeble modules of clisnl afossaed worlling places special files-
Eraps Bt should serve i Bilee obyects of alack Tor malwase, while the real modules ane dsgaisel

Trap Gles are oo different from solbvare maodules = automaed infemabion syvaloss workslabom
cucepl Bt they can mever be dounkaded fr execilion. Before startmyg S seal madiile, they e
destroyel and then re<nzalbad afier the module completes o worll

Alomg wath e fumctaon of masking the software ssodhles of automatald workaates, the Tnaion
of creating falee obpects of amack allows you 10 deect B dedructive schior of staliciow solfwan: =
a direction that docs sol Theesten e Rinchonmy of (e mforoalion & yaloms.

The process of laincheg soffwere swdales of desl siorenal wolcmioes i ciosinen alss
Bam ats owm femlure - o is perfoemed in wo slages. Fist from the chent PC o shorl bostloader
prograst o Buschod, which s perstamently slored s & secire divedlony of e seflwere sirvece ol e
specmlizid infiwsalson syaless The boothader sbists, linds S Gle of the correspondmg maodule in &
wertain place, seslores il e and ramfers control kot
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L | B T Y - ;l
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IF the file for sore: peasos ool found, S mesdule loader will meaie b de bockgeoind peocess @
pejucsl fior an ciradedmesy soffaeee updale of he specifiad auetated worksanon and will go inbs
alamadby mode (Fiyguee 4. opesaions 4.5) Afer the badiground proces exorues e keades’s regues il

will an [irs ropesal Be prodedene of staming e correipomding maodule | Fagun: 4 opisalon 6,7).
The ababity of s levkookay o cedore Emped and dedsos ol softvan of chent aulossied

workations allows vou W cleumare the effecs of maliciouws sofwar: amcks tha penctrale e de
munlale of srloesated workdutses snfoemalion syaiem, and Bose whoee destclive Solsons an:

esmifeniad = dals eneryplion.

7. Influence of executable file format on the frequency of makware sttacks

In onder o Bmad Wavs b smprove the elfeieney of e proposed melhod of cmiinng the resilience
amall survivabality of specialized mformolion systoms, an amlysis of The Moquescy of sabyvan: alecks
dependhing on the Bpe of cuecotuble Sles wahin B operaling sysles MS Winlows, Ths eperaling
wysiem allows you o woek with a Faidy wide mage of cxecamable fles. Thes: are primardy COM and
EXE progress files Nexn arc e sysem drivers They lave the eniension SY5 or HIN. Exevulable
files also mobade bakch files Thess are callad BAT Sles.

Exeviieble Gled abes inchele overlay files and dysamicelly hoded librsics ol e wed by
Progriss as moddal.

The smalysis (Tablke 1) showed thal salaious sefiaere mosl oflen wes files in COM and EXE
formals i obyots of i aleck. They are fellowed By CMID) smad BAT Sl amd 575 and BIN driver
Tiles.

Bul e use of o Gl oypes (INF, INS, MSC, ME], PIF, REG, VBS, MDE, MDE) e
desiructive purposss by mabeious soflwese s rase.

Tabls 1
(Do ol o P Mo Dy Ol 0 v I il o Thiie Soernian of Ch esditutabli Ml
Fili typi Rk of by aladnid by malwara
EXE Highan
COr High
CMD K BAT Hwrage
5¥S & BIN Ly
BACE, MOE This et
COioFedy Cypisa MO a2

O all the above Bles, we will be inlerestad caly = the Me with the MIOE fomma of e M5 Aeoss
poecig:. Faceuled with functionadity deet allows you 1o iplessenr @ sofleare syalem of any
comsplexily. 0 has the lowest sisk of being alaciial by saliciows software. This means thal il =
marwwed by he developers off the malicious code s o cases ol infaction have been Found

To dete, only sRosels to desoy the contents of the MOE file by e desinactne sclions of e
Blacksal virds by calening the hne "DATA Emae” lave Booa deticial. Bl the desiniction of the
ceslinls of the Gl is ool o= nfeclon of Be file smd, sccerdagly. such destruction By naliciows
sofloenre ddosss ol Dheeales sevions conssquences Tie the dats bl osly reguines e seplacesient of e
dislonad e with 4 scw ons.

Therefion:, this el (e presence of i own fomal of the exsoumaile MOHE-Gle, hnle prose o
mfechon with malwisel, ssong ofhes, agnificantly iafluencad S reconmssendalion o dheoss M3
Actess i 8 ool fe soffeee devedopment of clieal aulosated worksllions of spocialized
mfor il & el

The MDE file o & spocul lorset of e M5 Acoos dalabase, sl in um s dermvad Bom e
MIDHE-sype dalabase of MS Acecs. s feahes o Sl part of Se dalshase compensnle, whick nay
mohade ciecutible musliles - forss, seports, aeedules, macned - 12 stored in e middle of de MDE-
file = compaled forss, which dees sl allow any chamgess b Beer souree Teal as well as their seview,
Bl il reridin possle b make chaspes 1o The lable sl querics. B o posiliosed i a DAMS file with
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advancel dals manipalaisen capabilitics. The dalabase dats can be in e s Dile, o in smother MOE
file, or MOE-file B i also possbls 1o woek with dita comained an any e85 Acccs dalebese Sl
D080 dals sstss Iak . A&n MDE fle o an cicoumabl: Gl i M5 Wedows and
MAL, It can be slamed by M5 Mecrosofl Aosiss of RUM Tune Access.
Such propertcs of the MIE-Gk can agnifcantly increass the seswmly of the infomalion sysless
i @ Whols, Bedmice 5 e do nol hive osss I B sodnce onde ol e solware molides of e
dser’s autermaled Woekaalios componsnti, and therlone ther polentially disiractne eclioms dgaimnd
o e

B. Experimental studies

The sshayiless of conlsol of micgnry of the chial wollware o eahEed = S spetalned
miformulion sy "Manapersenl of Nmancial resounes of KhNUT in s sulomalel workpleee
SADMINEETEATIN". The sefiuwars ol this infonmalon syeless was developed in ME Aeceis, whech
was catieend By o number of poants, one of wiech was (he desee o nalues the likelibom] of s saodales
B b anucied by malicsse software. Usforimately, this approsch only worlis il this developesiesy
Rl 28 sl widely e,

An cipersienl wis poriisesed with this isfsrsseteen syslem, in wWhich e siloglion of Smages o
ens ol lhe file of de saiomaled workpleee Nedb By nulicios solbwan: wes sssiilaad - change wen:
bl B ot 0ol il el pegge g & HEX edilor. A g eesull, 15 siniciies began o differ oss dhe
pefieremie.

A can be oen Mross O Sagoeent of e log file shows m Figane 5, wihes brying b sun al 14:3E
AT the program of fhe autemaisd swkasiom "HALANCE" o cicoubom, S sofbauase
cesiparalor of compaison of files of Se subayiiess of conlnel of soneality of e cliest softwane,
div palions Trisn eefermis pamanclims were e ealal.
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Fgure 5 Fagmest of the Logdio of doosssniation of swnic s the suby@om of ooetnel of
afteabty of the clant aofwane of the Bdormatios sp@am of masagament of feancial resounces of
EhMU

The silualion Wi recoeded is ke hg-Tile of duis subsysiem = the lorss of 8 seconl nussher 17T0HT
wath arnee code 15

This eode snlicates The siamaick of the chevlisium of Se oode module of the Gle ol bal rsle
workplase Medd 1o e pararsicrs of e Gle Sorad = the dalabase ol slandands.

As a resull of fisther eperation ol the chent sltwane selevises comienl aibwysion, e lle wilh S
darnaged pan olhe code was delaad and replacad with o pew o Trom e daiebece of desdands.
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Ancther operataon of The compaeaior. seconded in line 201981 of the lating, dicumented de event
of 4 discrepamy betwern the pamametens of Se standard and Be file KOS abmdb = Se sorkphce
NS0, Ervor code 07 imdicaies that the case of dhe operation wis im updete of the sofware version of
s diiloested Woor kelatesn.

9. Contlusion

The propesed wehsology b cnswe bl Wlenmoe md sarvivability of sulossned wokiplaces of
sprvmlized mbrmution sysloms busad on the sedod of pamametne contnd of softwaee rekevama: of
clienl sstomated workplaos provids @ high level of sability of Se infommation sysem o 1 wholc
aganrel malwaee

In fact, il implements Be socomd line of umcoutioon o mliciow seliware, comspancd o e
system-wade, whach is mot always pussible Lo neulralize e desruction of salicious soltwan:, AL e
sz teme, bemy comincd with e softeiss releyance suppont sayice, i does mol roquiee skdilionsl
vy 10 sigpper] i operstan.

The direction of Muther sescach @ W Tind ways W surese the efficency of the propused
wechmlugy in cmurmy Taull okenmo: and sy ivabilay of specialiacd mbrmation »yalomss.
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JIOJIATOK B
MPE3EHTALIS JOMOBIII

CaMOOFaHiSOBaHa OSHOiJ'IEHa CHUCTEeMa

BUSIBJIEHHS aHOMAJIi B KOMIT OTEPHUX CUCTEMAX
Ha OCHOBI MeTOAy roJIOBHUX KOMIIOHEHT

o

CaseHnko b. O.

HayxoBui KepiBHHK
K.T.H., goueHT Hivenopyk A.O.

XMebHHIbKHH
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/

AKTyaJbHICTL p00OTH.

JlocniokeHHS  3IIOBMHCHHX TIPOSIBIB B KOPIIOPaTHBHHUX —Ta
JIOKAJILHUX MepekaX MOXKYTh OyTH MPOBE/IeH! 3 BUKOPUCTAHHSIM
armapatry MaTeMaTHYHOI CTarTUCTHKH. B KoprnopaTMBHHX Ta
JIOKAJLHUX MEpeXkax IiIMPUEMCTB, OPTaHi3alliid Ta yCTAHOB MOXe
nepeOyBaTH BellMKa KUIBKICTh KOMIT FOTEpIB 1 /ISl JAOCIIKEHHS
NpOIlECiB, SAKiI MPOTIKAIOTh B HUX, B TOMY YHCII 1 3JIOBMHCHHX,
noTpibHi eeKTUBHI METOIH Ta BIATOBIIHI 3aCO0U OINpaIfOBaHHS
OTPUMAaHMX JaHUX npo mnomii. EdekruBHicTh  mpoTumil
3JIOBMHUCHUM TIPOSIBAM JIOCSTAETHCS 3a PAXYHOK KOMIUIEKCHOTO
MIJXOAY OpPIEHTOBAHOTO HA IHTErpAallil0 METO/IB BUSIBIICHHS Ta
CHCTEM, B SKHX BOHH peamizoBaHi. JIJis 3JOBMHCHHKIB Taki
MiIXOTH CYTTEBO YCKJIAHIOKOTH JOCATHEHHS Pe3yJIbTaTHBHOCTI.

B poboTi mpomoHyeThcss BHKOPHUCTAHHS CaMOOpTraHI30BaHHX
PO3MOMALIEHAX  CHCTEM, pO3pOOIEHUX  3TIIHO  TIPUHIIMITIB
HeHTpa3alii Ta caMOOpraHizailii, /Ui BUSIBICHHS aHOMAIN y
KOMIT FOTEPHUX CHCTEMaXx.

/

180



181

4 N

MeTo10 poboTH € nokpaieHHs e(heKTUBHOCTI BUSBICHHS aHOMAIil B
KOMIT FOTEPHHX CHCTEMaX NpH BHKOPHCTAHHI CaMOOPTaHi30BaHHX
PO3MOJIIIEHUX CHCTEM.

06’exr MOCTITKEeHHS - nporiec (dyHKIIIOHYBaHHS
CaMOOPTaHi30BaHUX PO3IOAUICHUX CHUCTEM BHSBICHHS aHOMAIiil B
KOMIT FOTEPHHX CHCTEMaX.

IIpeamer mocmigkeHHss — MeTogd 1 3aco0M  CTBOPEHHS
CaMOOPraHi30BaHUX PO3IOIUICHUX CHUCTEM BHSBICHHS aHOMAIiil B
KOMIT FOTEPHHX CUCTEMaX.

Mertoan pgocaimxkenusi. JIig  JOCATHEHHS TIOCTAaBICHHUX 3ajad
BUKOPHCTAaHO OCHOBHI TTOJIOKECHHS:

1) Teopii poO3MOAUIEHHX CHUCTEM, Ha OCHOBI SKOI MOXYThb OyTH
po3po0biieHi MporpaMHi Ta arnapaTHO-IporpamMHi 3acobu;

2) Teopiii MHOXHH, I'padiB Ta HITYYHOTO 1HTENICKTY;

4) METOH TOJIOBHMX KOMIIOHEHT [Tl BUSIBIICHHSI aHOMAJTiii;

S) Teopii kKOMIT'IOTepHUX MepeXX Ui opraizamii (GpyHKIIOHYBaHHS
PO3MOJILIEHOT CHCTEMH.

"\

HaykoBa HOBH3Ha OflepiKaHHX PE3YJIBTATIB [IOJISTAE B HACTYIHOMY:

1) yaocKoHaEHO AapXITEeKTYpY PpO3MOJAICHO] CHCTEMH BUSIBJICHHS aHoMmaniil B
KOMIT'FOTEPHHX  CHCTeMax, B  fKIH  CHHTE30BaHO BHMOIH  CaMOOPraHI30BaHOCTI,
LICHTPa/i30BaHoOCTl, PO3NOALUICHOCT], GararopiBHCBOCTl, 1 Ha BLAMIHY Bl BIIOMUX PILCHD,
JaJ10 3MOTY YIOCKOHAIHTH 11 BHYTPIIIHIO OPraHi3aliio B3aeMOll YaCTHH LEHTPY CHCTEMH MLK
PI3HHMH PIBHAMM i€papXii Ta B 3alIeKHOCTI BijJl AKTHBHOCTI KOMIIOHEHT CHCTEMH B IEBHHH
Yac, OCHOBOI Ui fKOI CTaB PO3NOAUI LEHTPY NPHHHATTA PpilleHb B CHCTEMI MDK 11
KOMITOHEHTAMH 3 [O/IUIOM LICHTPY MK BEpXHIM Ta HIMKHIMH PIBHAMH l€papxii;

2) po3pobieHO HOBHIT MeTO] MIATPHMKM UUIICHOCTI apXiTeKTypH CaMOOpraHi3oBaHOI
pO3MO/ILIEHOT CHCTEMH B JIOKQJALHHX KOMITIOTEPHHX Mepekax, fKHii BpaXoBye CTaHH
KOMITOHEHTIB CHCTEMH, [EPEX0/H MDK KOMIIOHCHTaMH 1 BH3HAYa€ [OJIaNlblll KPOKH CHCTEMH,
1110 HaJano 3Mory OyayBaTH Po3NOALIEH] CHCTEMH 3 €IHHUM LEHTPOM NPHIHHATTS pillleHb, K
CTAHYTh CAMOOPIaHI30BAaHHMH 1 MOMKYTh NPHIMATH pILIEHHS [P0 CBOI MOJABIII KPOKH B

3aJ1e3KHOCTL Bi,EL BILIMBIB 3JI0BMHCHOIO nporpaMHOro sabezneueHHs 1 KOM]'],IDTEPHHK arak;




- \

3) ymocKoHaNeHO MEeTO/l BUSBICHHS aHOMAIIT 3riJJHO MeTO[y TONOBHHX KOMITOHEHT B
KOMIT KOTEpHHX CHCTEMaX B Mepeki, SKHH HajlaB 3MOTY 3aCTOCOBYBAaTH HOTO He /10 OJIHiel
KOMIT'IFOTEpHOI CTaHIii, a [0 TPymH CTaHLii, B SKHX BCTAHOBJICHA CaMOOpPraHi30BaHa
PO3MO/IICHa CHCTEMa BHABICHHS aHOMAJIH B KOMIT'FOTEPHHX CHCTEMAax B Mepesi, 0 Ha
BiIMIHY B BIIOMHX pilllcHB, IPH 3aCTOCYBaHHI HAaJaB 3MOTY CKOPOTHTH OOCAT TaHHX i

BIJTIOBIIHO IPUCKOPUTH X 0OOMIH Mi3K KOMIIOHEHTaMH CHCTEMH.

o y

4 )

[IpakTHYHE 3HAUCHHS OACPKAHHX PE3YIILTATIB. ¥ Pe3y/ILTATI BUKOHAHOIO JIOCIILUKEHHS
po3pobiicHO apXITEKTYpY 1 KOMIOHEHTH PO3MOALUIEHOT CHCTEMH BHABICHHSA aHoMaliil B
KOMITIOTEPHHX ~ CHCTeMaX, B Kl CHHTE30BAHO BHMOIH  CAMOOPraHI30BaHOCTI,
LEHTPaNI30BAHOCTI, pO3MojlleHocT], OaraTopiBHEBOCTI Ta HAa 1i OCHOBI CTBOPEHO
CaMOOpraHi3oBaHy pO3MOJUIeHy cHcTeMy. 3allicHeHa po3pobka METOAHMKH — OLIHKH
e()eKTHBHOCTI 3alPONOHOBAHMX PIILICHD I PO3pobiIeHO] caMoOPraHi30BaHoI Po3NoALICHOT
CHCTEMM BHSBJICHHS aHOMAIil B KOMIT IOTEPHHX CHCTEMAX, sKa By/a 3acTocoBaHa J1o Hel Ju1s
MIATBEP/DKEHHS — MOMUIMBOCTI  peaiizallii  3alpolOHOBaHMX  pimteHs.  IIpoBeneHl
CKCIICPHMEHTAIbHI  JIOCHIHKEHHS 3 po3polleHol0  peallisali€lo  caMoOpraHi3oBaHOI
pO3MO/UIEHO] CHCTEMH BHSBICHHS aHOMailili B KOMI'IOTEPHHX CHCTEMax [ILTBEpLHIN
eeKTHBHICTh 3AIPOIIOHOBAHMX PillleHs 1 po3pobiicHOl pO3MOAUICHOT CHCTEMH MO0 11
(YHKLIOHYBAHHS B KOMIT IOTEPHIH MepeK.

Teopernunl Ta nNpakTHYHI pe3yasTaTH pobOTH BIPOBA/KEHO [IPH BHKOHAHHI HaYOKOBO-

JIOCIIITHUX poOIT, K1 BUKOHYBANKCh B XMellbHHIBKOMY HalllOHAILHOMY YHIBEPCHTETI.

o /
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Total malware
MNTEST

1077.36 m
1089.89 m
110251 m
1111.50 m
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1126.67m
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[NOCTaHOBKA 334a4i A0CNIAXKEeHHSA

1) pmocnigvTH 0cO6AMBOCTI MpoABY aHOMalii B KOMI'HOTEPHHX CHCTeMaxX 3a YMOB
GyHKUIOHYBAaHHA ~ 3/10BMHCHOrO  NporpaMHoro  3a6esnedeHHss 1 3iHcHeHHd
KOMIT'IOTEPHHX aTaK B JIOKaAbHHX KOMII'IOTEPHHUX Mepexax Ta NpoaHa/li3yBaTH cy4acHi
MeTOJM BHSIBJIEHHSI aHOMasil, iX 0co6/HBOCTI Ta MeTOAH CTBOPEHHA I apxiTeKTypu
po3nojifeHux cHCTEM;

2) YyAOCKOHANIUTH MOJe/Ib apXiTeKTYpH pO3NOAiJeHO0l CHCTEMH BHAB/IEHHs aHOMail B
KOMI'OTEPHHX  CHCTeMax, B HAKIH CHHTe3yBaTH BHMOLM  PO3MOAiaeHOCTI,
LleHTpai30BaHOCTI Ta CaMOOPraHi30BaHOCTI, /1A CTBOPEHHA Ha il 0CHOBI po3noAiJeHHX
CHCTEM Ta IX KOMIIOHEHTIB, 1o GyHKLiOHYBaTHMYTh IiJ| KePIBHHITBOM OJIHOTO LIEHTPY
PO3MOALIEHOr0 MK Pi3HUMM KOMIOHEHTaMU i caMOCTiiiHO MPUAMATUMYTb pillleHHS
Npo HaABHiCTE aHOMaJ;

3) po3po6HTH MeTOoJ NiATPHUMKH LiJIiCHOCTI CAaMOOPraHi3oBaHol po3nojilieHol CHCTEMH
BUSIBJIEHHS aHOMaJlii B KOMIT'HOTePHUX CUCTeMax JJisl NiATPUMKH Ii 1inicHoCTi, Ha OCHOBI
SIKOT0 CHCTeMa 3Morja 6 caMocTiHHO 3MIHIBATH CBOK apxXiTeKTypy 6e3 BTpy4aHHSA
KOPHCTYBa4a, a TAKO BU3HAYaTH CTPATEri CBOEI NoAanbloi po6oTy;

4) yNOCKOHAJMTH METOJ LEHTPa/i30BAaHOr0 BHABJEHHs PO3MNOJiNEHHX aHoManiil 3a
a/rOPUTMOM MOUIYKY FOJOBHHX KOMIOHEHT /1A 3MeHIIEHHs PO3MIPHOCTI 3 MOMEHTY
OTPHMAHHS Ta HAJICH/IaHHA JaHUX B LEHTP NPHHHATTSA pilleHb CHCTEMH;

5) po3pobHUTH nporpaMHe 3afesneveHHs CaMOOPraHi30BaHOI PO3NOJLIEHOI CHCTEMH
BUABJIEHHA aHOMa/il B KOMI'HTEPHHX CHCTeMax JJf MiTBEDHeHHA MOWJIHBOCTI
NPaKTHYHOrO0 CTBOPEHHS TAKMUX CHCTEM 3rifHO 3alpONOHOBAHUX Pe3yJbTaTiB PoGOTH
Ta BUKOPUCTaHHS B €KCIePUMEHTANbHUX J0CIKEeHHSX AJis NOPIBHSIHHS 3 BiJOMHMU
CHCTEMAMH BHSABJIEHHS.

o /
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ApXiTEKTypa CamMOOpPraHi3oBaHoI
PO3MNoAiNeHOl CMCTeMMU

Cunrez HacTYNHHX XapaKTepHHX BjIacTHBocTeii, MeTomie Ta  ¢yHKuUiAHHX
MOK/IHBOCTEH:

1) menrpanizoBaHicTh (€JHHHI LIEHTP NPHHHATTA pillIcHb) Y NPHHHATTI PillcHb B
cHCTEeMI;

2) HafABHICTH PIBHIB i€papXii B MHTAHHI NPUHHATTA PINICHL B PO3NOALICHAX YacTHHAX
LICHTPY B YCIX KOMIOHEHTAX CHCTEMH Y BY3/1aX MepeKi;

3) po3noiieHHs KOMIIOHEHTIB CHCTEMH Y Pi3HHX By3/1aX B MepesKi;

4) camoopraHizoBaHICTb CHCTEMH NPH NPHHHATTI pillleHb OpO HOZANbII KPOKH B
poboTi cucTeMH Ta 11 KOMIIOHEHTIB;

5) nuHamivyHe (OpMYBaHHS CHCTeMH B npoueci ii (YHKIIOHYBaHHS, SK IiJ 4ac
no4yarkoBoro (OpMyBaHH, Tak i B POLIECI TPUBAIOIO BHKOPHCTAHH;

6) MepeKHHI TIPOTOKOI A7 B3a€MO/IIT KOMIIOHEHTIB IPOEKTOBaHOI CHCTEMH;

7) nuHamiuHe (OPMYBAaHHS apXIiTEKTYpH CHCTEMH B Ipoleci 1i (QYHKIIOHYBaHHA 3
000B’13KOBOT KOMIIOHEHTH, B fIKiii YaCTHHA LIEHTPY BEPXHBOIO PIBHS lepapxii, Ta
YaCTHHH KOMIIOHEHTIB CHCTEMH, He0OOB  A3KOBO BCiX KOMIIOHEHTIE;

8) hyHKIIOHYBaHHS XOCTOBHX KOMIIOHEHTIB CUCTEMH OKPEMO 3a BIJICYTHOCTI LIEHTpY
CHCTEMH i BHKOHAHHA HHMH NOBHOLIHHHX Jiif 3 BHABICHHA aHOMaJIbHHX HPOSABIB
zacobaMu iMIIeMeHTOBaHUX (ByHKLII;

9) iMmIeMeHTalli METOMIB BHSBICHHS aHOMallH B KOMII'IOTEPHHX CHCTeMax B
\_IPOEKTOBAHY CHCTEMY.

' _ N
MHOXMHA KOMNOHEHTIB

CaMOOpPraHi30BaHOI po3noAineHol CucTemm

MSDS = [MSDS.U’ MSDS,I' MSD.‘S,Z' e MSDS,N}‘ (2 1)

BpaxyBaHiia KOMIIOHCHTH, AKa MICTHTE LOCHTP.

MSDS_O

I
I | |

Msos,1 Msmsz i MSDSa
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4 ApXiTeKkTypa caMOOpraHi30BaHO1 PO3MOALICHOT

CUCTCMHU 3 Bi,IlOﬁpa)i{eHHﬂM HECHTPY CUCTCMHU B
SIKOCT1 KOMIIOHEHTHU

MSDS_D

: 38'A30K

| 3 UEHTPOM

© KOMHOrO 3

' KOMMNOHEHTIB

.
| 3B'A30K

MK

' KOMMOHEeHTaMK

/’_

Micus HeHTpy NPUUHSATTS PIIICHb B apXITEKTYypi
CaMOOPTaHI30BaHO1 PO3MOJIIIICHOT CUCTEMH

dyHKLioOHAT Msps, 0
— [entp
NPHIHATTA
—l[\\ pimens B SDS

IeHTp NpHIHATTA [leHTp MpHIHHATTA Ienrp npuiinaTrs

pillieHs B \, pillieHb B = |pimens B

KOMIIOHEHT] KOMIIOHEHTI KOMIIOHEHT]
Msps, 1 ] Msps. 2 [] + |Msps.N []

(OOMIH MTOBIZOM/ICHHAMH MI7K KOMIIQHCHTAMH
[TpuiiHaTTs piteHs 11po 0OMiH NOBIAOMIICHHS
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MeToga, niATPUMKM LiNiCHOCTI

Msps. 0

LleHTp NpUHHATTS
piwene B SDS

CaMOOPraHi30BaHOI PO3MOoAiNEeHOl CUCTEMM

Msps. i

LlcHTp npuitHATT
piuicHb B Msps, 0

3acTtocyBaHHsI
MCTO/IB BHUSIBJICHHS
aHOMAaJTIH

LleHTp npuiiHsTTS
pimcHb B Msbs, i

i=1;2::4'N

Opranisauis 00MiHy
MOB1IOMJICHHSIMH

3acTocyBaHHs
MCTO/IB BHSIBJICHHSI
aHoMauIiu

Oprani3auis 0OMiHy
MOBIIOMJICHHSIMH

Komanau s DyHKLIT BUKOHAHHSI

KOMITOHCHT KOMAaH/1 115l
CHCTEMH KOMIIOHCHT CHUCTEMU
\_ Puc. 2.4 — ApxiTekTypa KOMIOHEHT CHCTEMH Ta 3B’SI3KiB Mi’K HUMH )

-~ ] o ] I
MeToa, NiATPUMKM LiNICHOCTI

CaMOOpraHi3oBaHOI po3noAineHol cucTemm

- Kpok l: BHKOHaHHS (C_S-Dg i» CsDs,05 10) nepefadi MOBIIOMICGHHS 3 LEHTPY
HIJXKHBOTO PIBHS JI0 LICHTPY BEPXHbOIO PiBHS, Csps,0 € MSDSD mai=1,2,..,N3
METOI0 [IOBIIOMJICHHA [P0 BBIMKHEHHs KOMII'IOTEpHOI CTaHLii B MCpC}KI 1
YCHIIIHME 3alycK MporpaMHoro 3a0e3ledeHHs KOMIIOHEHTH CHCTEMH, ToOTo
TIOBiIOMIICHHS IIPO TOTOBHICTE 10 MOYATKY pOGOTH AK HACTHHH CHCTEMH;

- KPOK 2: BUKOHAHHS (6555 0, €sDS.i» 1) Jutst iepejiadi KOMaH/IH 3 LCHTPY BEPXHBOIO
PIBHS /IO LIEHTPIB CUCTEMHU B KOMIIOHEHTAX, AKI 3HAXO/IATHCS HA HIXKHBLOMY PIBHI,
OTPUMAHHS NiJTBEPKEHHS PO OTPHMaHHS KOMaH]IH;

- Kpok 3: BHKOHaHHS KOMAaHIM B KOMIOHEHTI 3 LEHTPOM HIDKYOIO PpIBHA 1
HAJICHJIAHHA 3BITY KOMIIOHEHTI CHCTEMH 3 LICHTPOM BHIIIOTO PiBHH;

- Kpok 4: BHKOHaHHS (C.S'DSUC.S'DSI]JZ) Ta BHKOHAHHS (CSDSUCSDS,';14) LIS
HA/ICHIIaHHs [IOBIIOMICHHS 3 LCHTPY HIXKHBOIO PIBHA, B AKOMY MiCTHTBCS
inopmallis Tpo MONUIHBI aHOManmii TOGTO 3i6paHi XapakTepHi O3HAaKM, SIKi
norpedyroTh 00pOOKH, 10 LIEHTPIB BEPXHBOTO Ta HIKHBOIO PIBHIB JUIS 311HCHEHHS
ix 0OpobKu;

- KpOK 5: BHMKOHAaHHSN (fsos,fefsns,oj) Ta BUKOHAHHA (CSDS,;'ffSDSJ:S) LIS
HA/CHIAHHA [OBIJIOMIICHHS 3 ucnrgy HHKHBOTO pIBHA, B AKOMY MICTHTLCA
indopmanis npo pesynsrat oOpoOKM aHOManil 10 UEHTPIB BEPXHBOTO Ta

HHEHLOTO plBHlB JUIA 3,EL1HCHCHH5[ X oﬁpoﬁmi /

o
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MeToa niaATPUMKM LiNICHOCTI
CaMOOpPraHi30BaHOI po3noAineHol cucTtemm

- KpOK 6: BHKOHAHHA %‘sas,i- Csps, js 6) [IA HAJICUIAHHA NOBIJOM/IEHHA 3 LEHTPY HUXHBOTO PiBHA,
B AKOMY MICTUTbCA iIHdOpPMaLifa NPo MOXKIUB] aHoMaii To6TO 3i6paHi XapakTepHi 03HAKH, AKI
MOTPedyTL 06POOKH, 10 LEHTPIB HUKHBLOTO PiBHIB A1 3ilicHeHHA IX 06pOBKH 3a YMOBH
BIACYTHOCTI LEHTPY BEPXHbLOTO PiBHA;

- KPOK 7: BUKOHAHHA ( Cspg, is Cps, j» ?) [LIA HAJICUIAHHA NOBIJOM/IEHHA 3 LEHTPY HUXHBOTO PiBHA,
B AKOMY MIiCTUTbCA iHGOpMaLia Npo pe3yabTaTH 06podKH aHoMail 40 LeHTPIBE HHKHBOTO PiBHIB
1A 3AlcCHeHHA X 06poOKH 3a YMOBH BiJICYTHOCTI LIEHTPY BEPXHLOTO PiBHSA;

- KPOK 8: BHKOHAHHA (csgg.u, Csps,j» 8) JANA HAJCHIAHHA NOBIOMIEHHA 3 LEHTPY BePXHbLOro PiBHA,
B AKOMY MICTHTbCA iHdOpMaLia Npo MOKIUB] aHoMail To6To 3i6paHi xapakTepHi 03HaAKH, AKI
noTpedyTh 06POOKH, 10 LEeHTPIB HUAKHBLOrO PiBHIB A4 3JiicHeHHA X 06poBKH;

- KpoK 9: BHKOHAHHA %‘sos.na Csps s 9} NS HAJACHIAHHSA NOBIJOMJIEHHH 3 LEHTPY BepPXHbLOro piBHA,

B AKOMY MICTHTbCA iHGOpMaLia Npo pe3yabTaTH 06podKH aHoMail A0 L eHTPIB HUKHBOTO PiBHIB
I 3alcHeHHA X 00 pobKMy;

- Kpok 10: BHKOHAHHA (CSDS‘U, Csps,» 11} A HAJCUIAHHA NOBIJOMIEHHA 3 UEHTPY BEPXHLOTO
piBHA BCIM aKTHBHHUM KOMIIOHEHTaM 3 METOI N0BiIOMJIEHHH NPo BBIMKHEHHA KOMN'TEepHOT
cTaHuil B Mepexi i yenilHKA 3anycK nporpaMHoro 3abesnedyeHHs j-Tol KOMOOHEHTH CHCTEMH,
TOOTO MOBIAOMIEHHA NP0 FOTOBHICTE 40 NOYATKY POGOTH AK YACTHHH CHCTEMH, B AKiH
QYHKLIOHYE LEHTP CUCTEeMHU;

- Kpok 11: BHKOHAHHA (CSDS‘!-, Csps,or 12) [ Nepefadi NoBLAOMIEHHS 3 LEHTPY HHKHBOTO PiBHA
[0 LeHTPY BePXHLOTO PIBHA 3 METOI [NOBLIOMIEHHSA NP0 KOPEKTHe BUMKHEHHA KOMITI0TepHOol
cTaHLil B Mepexi i ycniliHe 3aBeplueHHA poGOTH IPOrpaMHoro 3abesne4eHHA KOMIOHEHTH
CUCTeMH i3 36epexKeH HAM XapAKTEPHUX 03HAK MPOQINK0 KOMI'IOTEPHOI CTAHLIT B Mepexi;

- /
e N

MeToa NiATPUMKM LiNiCHOCTI
CaMOOpraHi3oBaHOI Ppo3NoAiIeHOT CUCTEMU

- kpok 12: BHKOHAHHS (Csos_n» Csps,is 13) JUIA Tiepe/iadl MoBLIOMICHHS 3 LEHTPY BEPXHBOIO PIBHS JIO
LEHTPY HHKHBLOIO PIBHA 3 METOK IOBLJIOMISHHA [P0 BUMKHEHH# j -Toi KOMII'WOTEpHOi craHuil B
Mepel 1 ycliliHe 3apepiienns poborn nporpaMuoro sabesneueHHs j -Toi KOMIOHEHTH CHCTEMH 13
30epelKeHHAM XapaKTepHHUX O3HAK npodino koMn'orepHol cTaHuli B Mepexl, To6TO NOBIIOMICHHS
BCIM PELUT] AKTHBHHM KOMIIOHEHTAM CHCTEMH PO HAABHY apXiTeKTYpY CHCTEMH;

- kpok 13: BHUKOHaHHH (CSDSJ',CS'DSII, 14] JUls nepe/iadl NOBUIOMICHHS 3 LIEHTPY HUXHBOIO PIBHH JIO
PEIUTH aKTHBHHX LEHTPIB HHAKHBOIO PIBHA 3 METOK [OBIJIOMICHHA NP0 KOPEKTHE BUMKHEHHA | -Toi
KoMil'joTepHol cTaHill B Mepekl 1 yeiilliiHe 3aBepiileHHs poboTit Hporpavuoro sabesfieuekns j-Tol
KOMIIOHEHTH CHcTeMM 13 30epeseHHSAM XapaKTepHMX o03HaK npodililo KoMil'loTepHol craHuii B
Mepei;

- kpok 14: Buxonanns (Csps, Csps,i 15) /1A Hepe/iayi NOBIIOMIEHHS 3 LEHTPY BEPXHLOTO PiBHA J0
LEHTPY HHAKHBLOTO PIBHA 3 METOK [OBIJOMICHHS Npo npoGuemu B j - Till koM’ woTepHiil craduii B
Mepexi 1 HaIcHIIaHHs TH KOMaH/IH 3 BUMOTro G/I0KyBaHH: poboTH nporpaMHoro sabesnedeHHs B Hii 1
NPHMYCOBOI'O 3aBeplCHHA poboTH nporpaMHoro 3sadesneyeHHA J-Tol KOMIIOHEHTH CHCTEMH 13
30epelkeHHAX XapaKTepHUX O3HAK Npodlilo KoMIT' 0TepHOl cTaHlll B Mepexl, To0To NOBIJOMICHHS
BCIM PEILTI AKTHBHHM KOMIIOHEHTAM CHCTEMH IIPO 3MIHY Ha#BHOI apXiTEeKTYPH CHCTEMH I10B'H3aHOT 3
BUIIYYEHHAM j-TOI KOMIIOHEHTH CHCTEMU]

- Kpok 15: BUKOHaHHA (ngg s CSDS,is 16) JUl nepeadl NOBLIOMIEHHH Bl UEHTPIB BCIX PIBHIB J10
pellTH LEHTPIE BCIX PIBHIB 3 METOK MOBLIOMICHHA IPO apxXiTeKTypy copMOBaHOI pO3NOiIeHOT
CHCTEMH, B 8Ky YBULIN Bel NOYATKOBO 3aflaHl KOMIIOHEHTH 1 IX FOTOBHICTL [0 BUKOHAHHA 3a/aHux
\ (PYHKUIH 4H [POJOBKSHHA poDoTH.
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MeToa niATPUMKM LLiNICHOCTI
CaMOOpPraHi3oBaHOI PoO3noAineHol CUucTemu
I I | I | I ]
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Pucynok 2.5 - I'pad 3 gyramu nepexois
G A
: N
MeTto roJIOBHUX KOMIIOHEHT ISl BUSIBJICHHSI
aHOMaJIlif B KOMIT FOTEPHHUX CUCTeMax

Q o { Q | Vz Q. Q-

————————————— Vv

Prcynok 3.1 — Cxema 3B 3Ky KPOKIB B METO/Ii TOJIOBHHX KOMITOHEHT
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MeToz rojloBHUX KOMIIOHEHT JIJ151 BUSIBJICHHS
aHOMaJIli B KOMIT FOTEpHUX CHUCTeMax

—_
—
—_

K,
| Mepexa

o I(T NokankHa

PucyHok 3.2 - Matpuii W B apXiTeKTypl caMOOPIaHI30BaHOI PO3IIOALICHOT CHCTEMI

- /

(" VYI0CKOHaJIeHHS METOy IIEHTPAi30BaHOTO BUABJICHHA )
PO3MOILTIEHUX aHOMAJIIH 3a aJITOPUTMOM MOLITYKY
TOJIOBHUX KOMITOHEHT

"Daily” Graph (5 Minute Average)

18000 TY— T T T T T T T T T T T T T T

120.00Mb
80.00Mb

40.00Mb

Ll I,

16 18 20 22 © 2 4 6 6 10 12 14 16 18 20 22

0.00Mb

Max In: 150.67Mb; Average In: 8.92Mb; Current In: 228.23Kb;
Max Out: 28.62Mb; Average Qut: 4.93Mb; Current Out: 2.79Mb;
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(" VI0CKOHANGHHS METO/y IIEHTPAli30BaHOTO BHABICHHS )
PO3MO/IIEHUX aHOMAJIH 3a aJITOPUTMOM MOILIYKY
FOJIOBHUX KOMITOHEHT

"Monthly” Graph (2 Hour Average)

140.00Mb

105.m .... é.u.. sesesas ..........................‘,...........................é ..............

70.00Mb

Bits per second

35.00Mb

0.00Mb

Week 00 Week 01 Week 02 Week 03

Max In: 122.39Mb; Average In: 5.14Mb; Current In: 2.87Mb;
Max Out: 23.12Mb; Average Out: 4.36Mb; Current Out: 6.30Mb;

N ¥

(" VI0CKOHANEHHS METOLY IIEHTPANi30BaHOTO BHABICHHS )
PO3IMOALIEHUX aHOMAaJIIH 3a aJITOPUTMOM TOLIYKY
TOJIOBHUX KOMITOHEHT

“Yearly” Graph (1 Day Average)

50.00Mb

37.50Mb

25.00Mb

12.50Mb
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Max In: 40.62Mb; Average In: 7.22Mb; Current In: 12.28Mb;
Max Out: 25.93Mb; Average Out: 6.13Mb; Current Out: 4.63Mb;
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(" VY1ockoHaneHHS METOy IIEHTPATi30BAHOTO BUSBICHHS )
PO3MOIUICHUX aHOMAJIIi 3a alITOPUTMOM IOIIYKY
TOJIOBHUX KOMIIOHEHT

Komnonentu
CHCTEM
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iy ~ '
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o Orpimanis V J ] Hentp Peaynurar
A \&\ _ 1 cHeremn
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o
\_ Pucynok 3.4 - CxeMa OCHOBHHX KPOKIB YIOCKOH&JICHOTO METOIY )

4 EdeKkTuBHICTB 3aCTOCYBaHHS CaMOOPTaHi30BaHO1 )

PO3MOIUICHOI CUCTEMU BUSIBIICHHSI aHOMAJIT B
KOMIT FOTEpPHHUX CUCTEMaX

t3’2'2 l3'2'2
321,322 1,321 321 322 .322 .322
K, = 3,21 322\ _ H'" -4 t =2 | i S W 21
1 —f tl ’tl = 2 =4- tf‘z‘l'(ti'z'l" t:.z.z) )

K; — 0,npu min(tf'z‘z) , max(tf’z'l).

1 2
W ALY

Kz,j = 2

: 32,2 32,1
Kz,j - 0, npu mm(tlj ) d max(tl'j
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Onunc oCHOBHUX GYHKLiN po3pobaeHoro
noornamHoro 3abesnevyeHHs
Ne

Hassa Onne QyHrmii

3/ | ynxuii

1 2 3

1 | SendComma | ®yukuis 3iicHIOE Nepeiady KOMAH/IM 3 LCHIPY BEPXHBLOIO
ndToCompo | pisua, skuii npuitMaemMo Takum 1o AK Csps,e
nents(int Cspso € Msps g, 0 TEHTPIB CHCTEMH B KOMIOHEHTaX, AKi
commandld) | spaxonsrecs ma HIDKHEOMY piBHi, ToGTO s10 HeHTpiB 3

TIO3HAYEHHAM Cepci, Consi € Menei i =1,2,...,N.

|2 | SendDetecte | Dynkuis 3 peaauy itoMieHHs 3 uemtpy
dPotentialAn | HIpKHEOTO PiBHA, AKIIT HOIHAYCHO Copg v Csps; € Mspg; 1 1€

omaliesToM | i =1,2,.., N, B axomy Mictirtscs indopmaltis 1po MoxAMBI
ainCenter() | agomazii T06T0 3i0pani XapaKTepHi 03HAKH, AKi NOTPEOYIOTH

06pOGKIL, 10 HEHTPY BePXHBLOTO PIBHA Csps o 1A ITITICHEHHSA X
0bpobKiL

|3 SendAnomal | @ynxuis  3xilicHioe  Hepegauy MOBIIOMICHHS 3 HEHTpY
yProcessing | minkHBOTO piBHA, AKUT NO3HAYCHO Cspg v Cspsi € Mspg, 1 1€
ResultToMai | i = 1,2, ..., N, B axosy MicTuTnes indhopyartist ipo pesynbrati
nCenter(int | oGpoki aHOMaii B 1ili KOMIOHEHTI 10 LUEHTPY BEPXHLOIO
anomalyld) | pigna copso-

\

%

-

BikoHHa ¢opma iHTepdercy po3pobaeHoi
pO3noAaineHol cucTtemm

L S —

CAMOOPTARI0BAN POATHLIEND CHETEM BHABNCIIA aoseanill B Boai iTepiiy clcTesax
CCHORE METEULY TEUIOHEIE BTN

Tlir e kosirsrrepan Heasmimmi gosm'smepsn Bin‘camani sosn‘somepai
_eTamil | _crasui cTaHuii |

M Ip Address te Ip Address M Ip Address Jhosasanna  cucresy sonod onepanii
A1 |1s2 16807 119216801 I |l91.I6N.O.IiI l

2 19216508 2 [192.168.0.5 I

3 [192.168.0.13 3 19216804 Thepesiisg #ypRTiD peceTpaii noi
4 [192.168.0.11 4_[192.165.06

5 [192.0680004 5 [1216809

6 |192. 168,02 fa

7 19216803 ATMIHICTPYBAHESE [CSTRETIY

FMIH TOPOTOROTE THICHAR
B METOH TOUORITIY ROMIBOHEHT
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EKCHepHMeHTaJIBHi I[OCJ'Ii,I[}I{eHHH 3 BUKOpHCTaHHA

CaMOOpPraH130BaHO1 PO3IMOJIICHOT CUCTEMH

1 | Yac KoMyHiKaImil M OKpeiME 1,42-261 141-256
KOMIIOHEHTaAMH
2 | Yac KOMYHIKAIT MK 1,81 -2,87 1,67-2,23

KOMIOHEHTAMH  CHCTeMH i
KOMIQHEHTOI0, B Ak
POIMIMEHO [EHTP NPHIHATTS
PpllieHb BUINOTO PIBHA lepapxil

3 | Hac KOMYHIKA{ MUK

KOMIOHEHTAMH B 3AIEKHOCTI BLI
KITBKOCTI AKTHEHHX
KOMINOHEHTIB, K1  QOPMYIOTH

CHCTEMY.

JoTTENITATY
3.1. KiIbKICTh KOMIOHEHT 2-4. 1,41-2.51 1,27-239
3.2. KiTbKicTh KOMIIOHEHT 5-8. 1,83 - 2,81 1,72-2,43
4 | KibKicTs mepeMillieHHX MaKeTis 7546 5788
AIA JocTiTKYBAHOT o 1
5 | KUIBKICTE NepeMilieHiy NakeTis 12458 8386

ANA JOCTTAYBAHOL O 2

o

~

%

/_

EKCHepHMeHTaHLHi I[OCJIi,I[}KeHHH 3 BUKOpHUCTAaHHA
CaMOOPraHI30BaHOl PO3MO/ILICHOI CHCTEMH
j=8:0 L
i=7:0 : : itz
j=6:0 I
s L P .
P

ji=4:0 4 ! &
j=3:0 L
ji=2:0 t
j=1:0 =
2 0 I I A T N B

~
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ExcriepuMeHTanpH1 JOCTIKEHHS 3 BAKOPUCTAHHS
CaMOOPraH130BaHOi PO3MOICHOT CHCTEMH

Ne |Uac obcayroByBaHHS KOMIIOHEHTIE | Uac o0CIyTOBYBaHHS
3./ | CHCTeMH KOpHCTYEa4eM a00 | KOMIIOHEHTIE CHCTEMH
CHCTEMHHM aIMIHICTPaTOpoM OVE | KOpHCTyBadeM 800 CHCTEMHHM

CYTTEBO MeHIIHM dacy poOOTH Beiel | aIMiHICTpaToOpoM ©OVB  CVITEBO

CHCTEMH OUTbIIEM  dWacy poOOTH  Beiel
CHCTEMH
Burmamok 1 Brmazok 2
Ky 0,00987567 0,04873418
K> 0,00986972 0,04873326

- N

BUCHOBKH

Y poGoTi 3a pe3ynbTaTaMH BHKOHAHHX TEOPETHYHHX Ta NPAKTHYHUX JOCHIDKEHb
pO3pO6/IeHO CaMOOPraHi3OBaHy pPO3NOALNEHY CHCTEMy BHSIBJIeHHs aHoManid B
KOMIU'HOTEPHHX CHCTEMax 3TiJHO MeTOAY TOMIOBHHMX KOMIIOHEHT AJil MOKpalleHHs
edeKTHBHOCTI BUSIBJICHHS 3JI0BMUCHOTO IPOrPAaMHOro 3a6e3Me4eHHsl Ta KOMITTePHUX
arak.

[Ipy yboMy OTPHMAHO TAKi OCHOBHI pe3y/bTaTH:

1. BcraHOBJIEHO, 10 BHABJEHHS 3JO0BMHCHOI'O nporpaMHoro 3abe3ne4veHHs Ta
KOMI‘[‘]GTEPHHX dTaK Yy JIOKaJIbHHX I{DMH'EOTBPHHX Mepemax SFUI[HO AUCﬂi,ﬂ'}]{EHHX
MeToJiE Ta 3ac00iB BHABJIEHHA MOXe ByTH peaniaonauo MeTogaMH BHABJIEHHA
aHomanii B KOMH’I’GTE]JHHX CHCTeMax Ta CTBOPEHHAM pGB]‘IO,EI,i.HEHHX CHCTEM BHABJIEHHA
dHOMaJll.

2. YiocKoHANeHO apXiTeKTypy caMOo0praHi3oBaHol po3nojineHol cUcTeMH, B AKiH Ha
BiAMiHY BiA BigoMHX pilleHb, yaocKOHANeHO BHY TPILLHIO opraHisanito s3aemogii yacTuH
LEeHTPY CHUCTEMH MiX pi3HMMHM pIBHAMM iepapxil Ta B 3aJIeXHOCTI BiJi aKTHBHOCTI
KOMIIOHEHT CHCTEMH B MNEBHHMH 4ac, OCHOBOW JJisi sKOI CTaB PO3MNOAIN LEHTPY
NPUHHATTA pillleHb B CHCTeMI Mix i KOMIIOHEHTAMH 3 [OAIJIOM LLeHTPY MiX BEepXHIM Ta
HHXHIMH  piBHAMH  iepapxil. PeaynbTaToM Tak CHpPOEKTOBaHOI apxXiTeKTypH
caMOoopraHizoBaHol po3noAiieHol CHCTEMH € MOXJIMBICTE HapollyBaTH ii gyﬂﬂuiouaﬂ
33 paxyHOK HANOBHEHHS IMIJIEMEHTOBAHUMH METOJAaMM 3 BHUSIBJIEHH aHOoMasiil B
KOMI'IOTEPHHX cHcTeMax. CHCTeMa CHPOEKTOBAHA TAKWM YHHOM, WO ii KOMIOHEHTH
MOXYThL OOMIHIOBATUCL pe3yasTaTaMK 06pO6KM aHOMAalid Ta BUABJEHUMU iX
JKepesaMH.

o /
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' ™
BUACHOBKHA

3. PospoOneHnii metox ni,a'rpmﬂm ULTICHOCTL apximﬁrypﬂ CaMOOPTaHI30BAHOL POSMOILTEHOT
CHCTEMH B TOKATHEHHX KOMII'IOTEPHHX MEpEXaX., fKHMH BPAaXoEye CTaHH KOMIOHEHTIE CHCTEMH,
TepexoaH MUK KOMIOHEHTaMH 1 BH3HATAE MOTATBII KPOKH CHCTEMH, INO HAZaTo 3Mory Oyayeat
POMOJLNeH] CHCTEMH 2 €IHHHM IEHTPOM NPHHHATTA PilleHb, AKi CTAHYTh CAMOOPraHIZOBAHHMH 1
MOJKYTH HPHAMATH PINIEHHA [OPO CBOI MOJATBII KPOKH B 3aI€KHOCTL BiJ BILIHEIE 3I0BMHCHOTO
[IPOrPAMHOTO 3a0e3MedeHH 1 KOMIT I0TEPHHX aTaK.

4. Y,Z[OCKOHE.Z[CH}IH METOOY EHAEICHHA AHOMATIT 31"i,.‘IHO I'J&TO,.‘I\-’ l'QJ'IOBHI'D( ICOMI[OHCHT B

cra.m.m a oo r“pyrm CTE].I{L];IPI B AKHX BCTE].HOB'.[GH& C?.“OORFMOB&H& pocno,u,ueﬂa CHCTEMAa

CKODOTHTH OOCAT JAHHX 1 E: Q‘IOBIILHD IIPHCEOPHTH 1 ix OD\(I.H MIJK KOMITOHEHTAMH CHCTEMH.

5. 3nificHeHa po3poOKa METOHKH OLIHKH e(eKTHEHOCTI 3aNPOTIOHORAHHX PIMEHD A1 Po3pobIeHol
CaMOOPraHizOEAHOI POMOJLIEHO! CHCTEMH EHABICHEA aHOMANH E KOMIIFOTEPHHX CHCTEMAX.
fsoapolmenc NporpaMHe 3a0esledeHHA gua 3abesnedeHHA (YHKIIOHVEAHHA CAMOOPTAHIZOBAHOL
PO3MOTLIEHO] CHCTEMH BHABICHHA aHOMATi B KOMI IOTEPHHX CHCTEMaX AT MATECDTECHHA
MOETHEOCTI peamizamii 2ampoliOHOEAHHX pimeHb. [IpoEedeHi eKCTIEPHMEHTATEHI JOCTITKEHHA 2
PO3PODIEHOK PEATIZAMICI0 CAMOOPTAHIZOBAHOI POZMOALITEHOI CHCTEMH EHAETEHHA AHOMATIH B
KOMIT FOTEPHHX  CHCTEMAX 3iJHO OTpHMaHHX Koe(imieHTIE MiATEepAHIH e(QeKTHBHICTH
3AMpONOHOBAHHX pIMleHb 1 PO3POONEHOT POIMOJLIEHOI CHCTEMH MOA0 I (YHEIIOHYEGaHHA B
KOMIT FOTEPHIIT Mepeski.

3a TeMom0 THMIOMHOT PODOTH MaricTpa OMyOIIKOBAHA OHA CTATTA ¥ (haxoBOMY HAVKOBOMY BHOAHHI,
IO BXOJHTE [0 PEKOMEHTOBAHOTO nepeju{v MOH Vepaien, B AKOMY MOAYTE HyDMIKVBAaTHCE
PesyIIETaTH HAYKOBHX NOCTULKEHb Ha 3000YTIA HAYKOBHX CTYISHIE KaHIHIATA Ta JOKTOpa HayK
(kaTeropiz B). a Takox B TphoX NyOmiKANIAX MaTepiaTiE KoHGbepeHIHi, AKki iHISKCYIOTBCA B
HaVKOMETPHIHI 0az1 Scopus.

JlonoBiab 3aKIHYE€HO
Jsiky1o 3a yBary!
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XMEJIbBHHLBKHH HALIOHAJIbHUM YHIBEPCHTET

PEILEH3IS HA JTHIIOMHY POLOTY

JIMTUIOMHHK cryzent rpyii KI2m-19-1 Casenko b. O,

Tema CaMOOpraHi3oBaHa PO3MNOJLICHA CHCTEMA BHSBICHHS QHOMAIIH B KOMITIOTCPHIX
CHCTEMAaX Ha OCHOBI METOJY M'OJIOBHHX KOMIIOHEHT

Crnemianbricts 123 — KoM loTepHa iHXeHepis

Obcsir pumiomuol podorn:

KinbKicTb THCTIB KpeclieHb 0 1 KUIBKICTB CTOPIHOK 3aITHCKH 106

1.Koporkmii 3mict JIP Ta npmiiustux pimens _ Ilpexacranena poGora npHCBSvYeHA
aKTyanbHil  TeMi B 0ONacTi BHSBICHHS QHOMAIi B KOMI'IOTEPHHX CHCTEMax 3

BHKODHCTAHHSM PO3MOUICHHX CHCTEM 1 CKJIAIAETHCS 3 HACTYITHHX LTiB: BCTYIT
eTHOI 00JIacTi Ta NMOCTAHOBKA 3aJadyi, apxire a PO3IOJUICHO] CHCTE ME
TOJIOBHHX KOMITOHEHT. KTHBHICTH 3 [TOHOBAHUX PILIECHb 13auisi CHCTEMH T

CKCICPHMCHTH, BHCHOBKH, JIONATKH.

2. BuCHOBOK npo numonmmcu JIP 1moCTaBICHOMY 3aBJIAHHIO Kamigixgigua poGora
BHKOHaHA i ocTi 3 QHMM 3aBJAHHSAM i3 HMaHHSIM BCIX BC CHHX

BHMOT.
B Xapanepnc'ma BHKOHAHHS KOXHOI'O posmny poGOTH, CTYMiHb BHKOPHCTAHHS OCTAHHIX
AOCSTHEHb HAYKH i TexHikH i nepenoBEX MeToxiB podoTh: B NEpUIOMY PO 321011 3/1iHCHEHO
aHam3 o1 o6yacTi. OyI10 posr. 3M101ICH] CHCTEMH, IX IIepeBar
Ta HEJOJIKH, OCOGIMBOCTI i BHMOIH NPH PO3POOL, BHKOPHCTAHHS METOJIB _BHSIBJICHHS
anommii B HAYKOBHX 3a/auax 3 npeaMeTHOI obnacti 3 xoun’log_gp_ag“ i_iHKeHepii, 3riJiHo
oroma 6yi0 ¢ JIHOOBAHO icTh pOOOTH 1 BH3HAYEHO BHMOT

DO3IOJLICHHX CH
YETBEPTOM
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6, Omm rpa(bmnom oq:opwxennx Ta noxcmonanwol 3aNHCKH poGom _Mmmm

iaax € JOCTaTHLEO apryMEeHTOBAHHMH
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3asinysauy kapeapu KICI
A-p.rexH.Hayk, npod. losopymenko T, O,

Casenxa Borpana Onerossua
TTIE 1anbynmss omexs ocnity

®IIKTC, 2 kypey, rpynn KI2m-19-1

3ASIBA

3 npasunamy unnnore Ionoxenns «[lpo gorpumansas axazeMiunoi JAobGpoyccHocTi B
XMENbHHLLKOMY HAOHATBHOMY YHiBepenterin Bix 26.09.2020 (3i sminamu sin 26.] 1.2020),
MO 3 SKHM BHABICHHS TJIAriary ¢ MijcTasoly Uil BIAMOBH B nonyexy keanidikaniiinol
poloTH 10 3AXMCTY  TA  3ACTOCYBAHHN  3aXO/MiB  AHCHUMINIHADHOT TA  aKaieMiumoi
BiANoBiambHOCTI, o3nakoMicHui (a). T1po BHKOPHCTARHS NPOrPAMHO-TEXHIMHUX 3acoBiB s
nepesipkn Keatipikanitenx pobit 3x06ypavis BumOi oceiTM Ha Mariatonosimennii (a) Ta
HQAK0 CBOIO 3r011y Ha 0OpOOKY Ta 3GCpeKeHHA YHIBEPCHTETOM MOET poBoTH B iHCTHTYIHOMY
PETIOINTUPil yHIBCPCHTETY.

Takoxk wanaio ywisepcuTery npaso wa nepesauy Moei pobord Jus obpobku Ta
sbepeenns & Oazax JaHnX nporpamHo-Texsiurmx sacobin (Unicheck Ta Anti-Plagiarism) 1a
BHKOPHCTAHHR PODOTH JUIS BHABICHHS njariaty B immmx poGotax, ski nepesipsmiorses
MPOTPAMHO-TENHIMHIMH 33c00aMH T2 KOPHCTYBAMAMH, 10 MAKOTh JOCTYT JI0 LHX TIPOIPAMHO-
TEXHIMHHX 3aCo0IB, BUKIOHO B 0OMEREHHX WLINX /U BHARICHNS ILIANATY B TeKCTaX podir,

PoBora ans neperipkn yHIBEPCHTETOM HAZACTBCA B JAPYKOBAHOMY Ta CHEKTPOHHOMY
papianti, Erextponna sepeis Moet poGoTi 36iracthes (LICHTHYHA) 3 APYKOBAHOIO,

S.08.2024 |
aara /x’ilmm:
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PIINEHHS EKCITEPHOT! KOMICIT
KA®EJIPA KOMITIOTEPHOT IHKEHEPII TA CHCTEMHOI'O [1POI'PAMYBAHHS

[TPO JIOIMYCK KBAJIDIKALIAHO! POBOTH J10 3AXHCTY
TTirreep/ukyeMo  O3HAMOMICHHS 3 pesy/ibTatom 3sity noaibrocri moxo podotw,
FEHEPOBAHOTD CHCTEMOIO BHSIBJICHHA TCKCTORNX 30irin/iieH THYHOCTI/CXOMKOCTI:

Hazea: «CamoopranizoBasa po3nojiijieHa cHcTeMd BHABICHHA aHOMAiid B
KOMIT IOTEPHHUX CHCTEMAX HA OCHOBI METOY rOJOBHHX KOMIOHEHT)

Agtop: Cagenno Boraax Onerosuy
CreianbricTs: 123 — KomnoTepha iHmeHepis
OcpiTHA nporpamMa:__ocsiTHbo-HayKosa

Haykosuil xepisHuk: Hivenopyk ANARIA ONeKCAHAROBUY, K.T.H, AOUEHT
[Ticss ananizy 3sity noaibHocTi 3pobreHo TaKHii BHCHOBOK:
Ne Bucrosox Iloznauka npo
- BIOBLIHICTH
1 3anosnsicHiol, BRABACHI B podoTi, € JakoummMm | He € naariatom. Pobora

NPHAMACTLEA A0 SAXHCTY. BUMOBLLAE

2 Baagmeni sanusyuenns He € nariavoM, poaMilicsi B poigiiax, axi B¢ OnucyIoTs
Ge3nocepenHs0 ARTOPCHKS NOCHLUKCHHA, ane XIAbKiCTh WHTET nepesiye obesr,
BHOPABARHKI NOCTARAEHOO seTolo poSorn Pobora npuisaeTecs 1o saxucTy, ane
sae Oyri Bigkopurosana. Bigkopxrosansi sapiant wae SyTH nozanuid Ha
Kapeapy 3a 2 aWi 40 HAXHCTY, PE30OM 13 3A8B0I0 WOA0 CaMOCTIRHOCTI BUKOHIKHA
NMCkMoso! poBOTH T8 iACHTHYHOCTI APYKOBAHOT Ta ¢aekTPONHOT sepeil poboTi

3 BHARACHI 33N03HYICHEA HC € MIANIATOM, WK YACTKOBO POIMILLeH| b posaiaax, ik
OMUCYIOTH OCIMOCEPLANBD AVTOPCLKE AOCKIUKEHHS, 8 KIALXICTh UWHTAT NEPeBHLLYE
obcar, BUNPaBLAHNID NOCTARACHOIO METO podoTh. B 38'83xy 3 M MeTa polory
T nocTapieHi s we Oyan gocnrweni. PoSora mome GyTH monyuera no
3ANMCTY (HACTYIHOFO POXY) MicAs Toro Ax Gyae BLIKOPHIUBING Td AONPAULOBAKA |
YOIHG Npoiiae NeNTOPHY NepeBipky HA axaneMiunni naariar.

4 PoOOTE MICTHTE HABMMCHT TEXCTOBI CnoTBoperns, nepeabayysasni cnpobu yxpuTTs
3anoskueHs abo  HWE  nposBi  axageMivHoro  mmariaty., Pobora  micrurh
(pabpuxauio ade Ppasscudiranio gaanx. Polora He JONYCXRETHEA 10 JAXHCTY,

Higreeprkenns:

Sanoanuenun, sHANIeH 8 poboTi, € JAKOHHHMH | HE € IIANIATOM, OCKUILKH:

1) B TexeTi XpaniikauifHoT pobOTH CHCTEMaMK TEPEBIPKH Ha NAATTNT BHABICHO CXOKICTD 3 ACSKHMK
AOKYMEHTAMH B SACTHHI 3araibHOBKHBAHHX 000B RIKOBHX CAOBOCNIOYYeHS B Gnankax (THTyika,
Gnaunk sapaanng, v crpyxTypi niapozainis BCTYTIY) va g nazgax nyGaikauii moxepen nocuianns;

2) HAHGINbIIY CXOMICTE BCTAHOBICHO 3 OZHHM JOKYMEHTOM | CTanoBHTL Bona 0,9 BIACOTKA B H4acTHHI
JArAILHOTIPHIHHATOT TEPMIHONOIT,

1) 46irie Ta ACHTHYHOCT] B TERCTI KBATIGIKALIAHOT podOTH HEMAE, HASBHA IHILE CXOWICTE.

CymapHuil ofcar BCIX 3ano3MyeHs, BUIHAMCHHI CHCTEMOK) BHABAEHMA CXOKOCTI, cknanac 5.22% i

agpecyeThed 40 433 nepwlokepena, WO, 3 YpaXyBaHHAM HaBeleHHX oOrpyHTYBaHb, BUANOBILAE
XAPAKTEPY HAYKOBONO JOCHIKEHHA | CBIRMHTE HA KOPUT tidixauiinoi pofork.

Kepisnuk poboru " A. O. Hivenopyx
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